Postfix & Kannel icEJ3< SMS4Y"—RhDJIxIT AL
D ISE AN NAD— RS DOREH

Im
>

&
C.
&
i}

zf
i
uy
_H'.

7 8
B

$BAVR—F b
BER#H

B

EXE
SMSF—hTVIADXYY L
XYND—=—D BATISLENTT74Y D 70—
ISE

Postfix

Mailfilter % £ L 7= Maildrop
Kannel

ISE

Postfix

Maildrop

Mailfilter

Kannel

TADOEFEH
NSTNa—F12T

ISE

B E SR

B=

CORFIXRNTR, TANTHODV RN EFERALT3—M XY E—D H—EX (SMS) X
V-1 ICREITHLHIC, =72 Y—A VY1) 1—>32 (Postfix, Maildrop,
Kannel ) & Cisco Identity Services Engine ( ISE ) Z##& 325X ICODVTHALE T,

B FRHF

EH
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.- Kannel /N\—>32>15.0
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CcNSORRBZEHR—NLTVEVZECEFELTLSEEY, ZOREFTIE, ISE &1t
NDHRBZHRELTCIVRY IR VYUI—23a 0 zRMIBZFEEFEICHALET,
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TADURNE, AR —R—ZIIBHATAR Y — A—FFERLET. THIY N EEK
Lo, BNICERENET VLA NAD—R%E SMS BHTEET AN I—HOEFTEFICIE
BIBENTEXRT,

Cisco ISE &, Simple Mail Transfer Protocol ( SMTP ) 2R UL EEFX—=IBHThsnoL

T2 ¥ )L%&E Mail2SMS =R VI A ICIEETRDENTEET, CODT—HKRIIAH SMSD
BEzHEILEXT,

i

SMS ¥—RIJITADXDY K

TERETEALZ Mail2SMS F*— R I T4 V) 1—23 A TREATVET, chsOZB<E.
SMTP, Short Message Peer-to-Peer ( SMPP ) . FTP, HTTP ( Simple Object Access
Protocol (SOAP ), Web H—ERX ) BEQEERTFTLT7ORNINZFEALTFT—REZEL,
SMS XY —P B ENETERHICEBTEET,

MEDOSMS T'— KRV I ZRBEIZDEZHHOLET. ROZEHNTREICEYET,
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1. AR H— 1—HH SMSBHZFE>TT AN THO NEERL, I—HOEFERTE
SEEELET, ISENEFXA—IERESNE SMTP H—NICEELET, EETT R
LA (From) FBEDAR H—I1—HIZBLTVWADICHL T, BET7 RLA (To) &
ISE ETTO—NILICREENET (< OHITIEE., sms@test-cisco.com ) . L <EHE
NEI1—YICETHEHM (I—YEBPNAT—REE ) DITXRTHFEFX—INDOEAXICEF
nE9,

2. EFAX—=I)LA Postfix H—/NIZEE TS &, maildrop TAO—HIILEEI—>IMELTEE
EEhET, SMS I—HO maildir 4 LI NJICEFEENDERIC, maildrop A" 1—
DOFR—LAL T4 LU KT mailfilter Z28FE L F£9, mailfilter A2 7 MAEF X—)L & @4
LT, BERTRTOF—KNEONDE, wget #EAL T, HTTP GET ER% Kannel
smsbox ICIEELET, <O HTTPGET EXRICIF, I—HRENAT—RZHESTFAN
XvE—2&, I—YOEFTEFESHFEETNTVWET, Kannelsmsbox l&. 1—%H 5
NDINXNTOHOERZZITANT SMS ZEE TS ( Kannel bearerbox ICET ) EHICEAE
% Kannel D702 KNI RTY,

3. Kannel smsbox A" SMS DX %#3824 9 % Kannel bearerbox ICZNEREXELET,



11—

4. bearerbox LT, BEDOIL - a—K XvE—I H—ERA 2252 — (SMSC) HFERE
ENTVRGEENHBYET, ROBITE, A SMPP H—NEFEALET, O—H/LESRE
TNEBEFTEFTORERIBHETHY), BARLET,

cOYV)1—23>0OED 1—)L (Postfix, Kannel smsbox, # &k T Kannel bearerbox ) & & I
AT OF—NCAVARN=IILTEET, COFITRE., FHYRTIKTRILEDHIC, ALY —/NET
HBELERT,

BRE

ISE
ISE ZRETDICE. ROFIFEZERTLEXY,

1. AR —R—F) 1I—HEZRELET. C0fITRE. F7FIBNISERENEAE N,
1 —4(& SponsorAllAccount ' )L— 7 ICEBEE hE T,

-Ir;g.,:lllillh
[E!!“_:? Identity Services Engine < Home Operations| v  Policy| v  Administration | v

sks System &t Identity Management B Network Resources st Web Portal Management |eg FeedSenvice
Identities ~ Groups  External Identity Sources  Idenfity Source Sequences  Seftings

MHetwork Access Users List > New Network Access User

Identities

* Nelwork Access User
L P
G - *Name [ sponsor
[ Users ¥ Status Enabled -
E Endpoints ¥y

Email i

'; Latest Manual Network Scan Res . ¥ | sponsor@test-cisco.com| I

* Password

*Password [ I Need help

* Re-Enter Password | |

¥ LUser Information

First Mame | |

Last Mame | |

* Account Options

Description |

Change password on nextlogin [

w Lser Groups

- [Sponsorallaccount =1




ARVH— I—FOBFA—LE, BT, ARVH— R—2LH SR

ETEXRT,

2.SMS BHIZEETEDLDICT B, SponsorAllAccount T IL—7" 077 # )L MERZ
mELET,

7> Home Operations|v  Policyl v  Administration

ofa System 5% \dentity Management i Network Resources [ Web Portal Management |es, Feed
Sponsor Group Policy  Sponsor Groups Settings

Sponsor Group List > SponserAllAccounts
Sponsor Group

General Autheorization Levels Guest Roles Time Profiles

Allow Login | Yes -
Create Single Account | Yes B |

Create Random Accounts
Import CSY

Send Email [ Yes |

Send SMS | Yeq -

View Guest Password

Allow Printing Guest Details [Yes ]
ViewlEdit Accounts | All Accounts B
SuspendiReinstate Accounts | All Accounts -

*AccountStantTime[1 | Days (valid Range 1 to 999999999)
* Maximum Duration of Account[ 5| Days (valid Range 1 to 999999999)

77 #)L N T, Send SMS #RIFEMICBZ>TVKRT,

3.SMTP H—/NZ5&EL T, DNSRRENEL VW & ZRIABLET,

.y

¢ Home Operations|»  Policy| v Administration | »

L% |dentity Management [ Metwork Resources |#& Web Portal Management |y Feed Senice

«Ta Sysiem

Deployment Licensing Certificates Logging Maintenance Backup & Restora Admin Access Settings

Policy Sets

Setlings SMTP Server Settings
1= Clhient Provisioning *EMTP $an'al[ smtp.test-cisco.com | {&.9. email.example.com)
i= Endpoirt Proleclion Service Guest User Settings
iZ FIPS Made @ Use email address from Sponser ) Disable Notifications
= Al Settings (%) Enable Matific atians
v 5 Posture O Use Default email address
1= Profiing * Default email address
b | Seirsis Save | [ Reset
i= Promy
1= Securiy Group Acctss
iz System Time



ITXTDBHEF X—I)LH smtp.test-cisco.com RARNICIEFEENET, ISElF. FREEh
ERXAZODNSMX LO—REZFIYVILERBA (DO SMTP H—NREUL—& LT
bhET ),

4. SMS BHIE L TIAEENDEFA—INZEHARIAALET,

.éljls'::!:.r' Identity Services Engine

/> Home Operations|v  Policy| v  Administration | v

afs System S |dentity Management B Network Resources |.r__J,l-_l Web Portal Management ],__,.‘ Feed Senvice

Sponsor Group Policy Sponsor Groups Seftings

Settings Sponsor Portal Langquage Template List = English

v 5] General Language Template
= Ti

* 5 Seonsor Configure Template Dafinition
iz Authentication Source

* || Language Template
i= ChineseSimpified_[d] + 4 =
= ChineseTradtional_ % & o =

Configure Home Page

Configure Login Page

Configure Change Password
Configure Common Table Headers

2 Czech_Cedtina
:= Dutch Nederlands Configure Create Single Guest Account
:= English Configure Create Random Guest Accounts
i= French_Frangais Configure Import Guest Accounts
i= German_Deutsch Configure Bulk Create Status Display
i= Hungarian_Magyar Configure Bulk Print Tabular Display
1= Ralian_Raliano :
= - Configure Sponsor Settings Customizations
i= Japanese_ B i
Configure Emaill Notifications
2 Korean_TH = o] :
1= Polish_polski
i= Portuguese_Portugués *Subject | Guest Text Notification
= Russian_Pyccrs == ,
= Spanish_Es . Destination | sms@test-cisco.com
v [ My Devices user:Useriame
» [ Guest password:password

api_id:AccountID
to:$mobilenumber$
text:Your guest account details:

(=]

5 BAEEFA—IN T RLAZRELET, ChHNTFIFINDSEETIH—DRETT,
BAIFEITANT, To 7 1 —JL KA sms@test-cisco.com IZFREE 1, LABIEREL = SMTP
—NEBHTEFENET,

. EFA-INBHATTS—NBHAERETDILSICISEEZRETDCENTEXT, Ch
&, BRIBVV1—23ERELT. 75— ESMS ELTEFSEEICEETS L

ELETEET, Postlix H—/NTlE, ChERADOTHU N (alert@test-cisco.com 5 & ) ZfE
A3 ZH8MHLET,



e e itngine 7 Home Operations|v  Policy| ¥  Administration | =

«% System | 5L IdentityManagement | MNetworkResources [ Web PortalManagement |5, Feed Senice

Deployment Licensing Cartificates Logging Maintenance Backup & Restors Admin Access Seftings
Settings Alarm Settings

i= Chent Provisioning

52 Endpoint Protection Service Alarm Configuration

i= FIPS Mode

i Alarm Settings Enter Email addresses to receive alarm notification
v 5 Posture

i Profiing
» | Protocols 1 .

32 proxy Enter muitiple e-mails separated with comma:

i= Security Group Access

i= SMTP Server Enter sender &-mail :

i= System Time

é Peboy Sets Save Resat

Postfix

Postfix l&, ISEXSEFX—IZZFETS SMIP H—/N\TT, WK I2HADDHTHBEEZRL
T, T7FLBPBENEAETNET, ChZERETDICK., ROFIEZRITLET,

1. test-cisco.com RX 4> OO—AHI) &k E L T Postiix 258ELET,. O—HINEBEEI—>
I MO maildrop ZFRETDCEEEETT, T, maincf ADMXEBLEEZRLET

o

nmyhost name = sntp.test-cisco.com

mydonmain = test-cisco.com

nydestinati on = $nyhost name, $nydomai n, | ocal host
I ocal _transport = maildrop

2. RDATY 7'l&, master.cf AT maildrop 87 771 7§52 ETT, master.cf AN
HIBTEEBELET,

mai |l drop unix - n n - - pi pe
fl ags=DRhu user=vrai | argv=/usr/bin/maildrop -d ${user}

CNEFREBRASMZFERALBEV D TILBREOLZS,. 77 %)L KO {recipient} /Y5 X —
AORDVYIZ, {usert NTX—ZNERAENhET,

BEFX-INORELCFEAETINZO—-HIL THI> b SMS 2RELE T,

neptun ~ # useradd sns
neptun ~ # passwd sms
New passwor d:



BAD PASSWORD: it is too sinplistic/systematic
Ret ype new password:

passwd: password updated successfully

neptun ~ # chown -R sns:sns /hone/ sns/

NT, IXNTOEFA—INNSMS I—HICELLEBEEETNZRFITITT, FIOTEFX—
ILZZELEEEIC maildr BENBENICERENET,

Mailfilter % £ F L J= Maildrop

BEOERIC, maildrop X 1—HDKR—LA 74 LU KT malilfilter 2 8ELET, TOT7A
IHFREOINBDE, AVUTRNFRTENET, 77AMNICETREREB I OXIZRET B4
ENFHVERT,

neptun sms # touch /honme/sms/.mailfilter
neptun snms # chnmod go-rwx /home/sns/.mailfilter

CCT, 774 ORABZRLET,

# Mailfilter script for parsing | SE SM5 nessages
# Author: Mchal Garcarz at cisco.com
# Date: 1 Dec 2013

#DEFAULT="$HOVE/ . mai I di r/"
DATE="dat e’
SHELL="/ bi n/ bash"

# Qur log file
logfile "/hone/sns/ mail drop. | og"

# Qur verbosity in the log file
VERBOSE=" 5"

log "------mmmm--- SMB MAI LFILTER LOG ---------- "
log "Emai |l received at: $DATE"

if (/"Subject:.*CQuest.*Text.*Notification.*/)

{
|l og "Emai | processed by script sending SMS via Kannel "
USERNANME=""
PASSWORD=""
TO=""
if (/~text:Usernane:(.*)/:hb)
{

| og "Usernane exists $MATCHL"
USERNAMVE=$MATCH1

}

if (/~text:Password: (.*)/:hb)

{
| og "Password exists $MATCHL"
PASSWORD=$MATCH1

}

if (/~o:(.*)/:b)

{

| og "Mobile phone exists $MATCHL"
TO=$MATCHL



}

if (SUSERNAME ne "" && $PASSWORD ne "" && $TO ne "")

{
| og "Sending via HTTP to kannel user nane=$USERNAME passwor d=$PASSWORD t 0=$TO'

DATA="1SE Guest portal Usernane: $USERNAME Password: $PASSWORD'

#al so curl can be used instead of wget

xfilter "wget -Q'dev/null \"http://192.168.112. 100: 13013/ cgi - bi n/ sendsnms?user nane=
t est er &asswor d=f oobar & 0=$TO& ext =$DATA\" >> /tnp/ mai | dr op- kannel .| og 2>>
/t np/ mai | dr op- kannel . | 0og"

}

#deliver to maildir (not used since xfilter returns !=0)
to $DEFAULT/

}
AVVTNOBERRDESY)TT,

-HENISE LETREETNIZEDERUNESHZTFIVITS,

COA—HRBENAT—RZEFX—NEXDT 1 =)L RIZFRAKIAL (ISEASOTFT7HILN T
TL—KOEREND ),

CIRNTOT A=) RFFETDEERE. ABT7OTZL0O wget ZHOEL T, IXTONT
X—R & —#&IZ HTTP GET % Kannel smsbox [C#E9 %, URLICEBEDILF Y
( username=tester&password=foobar ) A EAET N TVDR ZEIZEFELTLKEEVL, chs
. SMS ZEETIHEREIFE>TWVWS, Kannel ATREENEI—HYDOILFUI¥ILT
ER
RO222000 774U HBYIET,

. /lhome/sms/maildrop.log : A7 U7 hOXRITASOOY
- /tmp/maildrop-kannel.log : wget DETA S NHOYT

Kannel

smsbox & bearerbox DEIFZ 1 DO T 7AIITRETEFTT, DRETIE., BEEHOAI
SMPP H—N\AERAENET, smppsmsservice providers VWS T7L—XZ2RETH L,
Web L TEBOY—ERANFEREICEOAVET, SMS XY E—272Z2ELTUL—FT120T93
DEABEWES, BERFDVTILTT, cOVYII—2a>RBEFHEATHY, 1 D20 SMPP
ANA X —=ZFERALET,

Z Z . letc/kannel/kannel.conf /' 5 Dk ERLE T,

#bear er box

group = core

adm n-port = 13000

adm n- password = bar

snmsbox-port = 13001

log-level =0

log-file = "/var/log/ kannel / kannel .| 0g"
access-1og = "/var/log/ kannel / access. | 0og"

# SMSC SMPP
group = smscC



SsC = sSnpp
host = **** com

port = 1775
snsc-username = 41 jt7w 3
SNBC- password = *****x*
systemtype =
address-range =

# SMBSBOX SETUP

group = snsbox

bear er box- host = | ocal host
sendsns- port = 13013
sendsns-chars = "0123456789 +-"
gl obal - sender = 12345

log-file = "/var/l og/ kannel / snmsbox. | og"
log-level =0

access-1og = "/var/l og/ kannel / access. | 0g"
white-list =

bl ack-1ist =

reply-coul dnotfetch =
reply-coul dnotrepresent =
reply-requestfailed =
repl y- enptynessage =

# SEND- SM5 USERS, this credentials has been used in wget script
group = sendsns-user

usernane = tester

password = foobar

user-deny-ip = "* * * *"

user-allowip = "192.168. *.*"

# SMS SERVI CE Def aul t

# there shoul d be default always (this is for receiving SM5 nessages - not used)
group = sne-service

keyword = defaul t

text = "No service specified"

#HrERZ USB BHTELL T, GSMSMSC 2RET RN TEXT,

group = snsc
snsc = at #type = GSM
snec-id = usb0- nbdem

ny- nunber = 1234

nodent ype = auto #types: wavecom sienens, sienens-tc35, falcom
noki aphone, ericsson
devi ce = /dev/ttyUSBO #phone devi ce seen on server

FBEAENERFTHT, TTFLMEEZT IVTATICITZIHEEHYET, & XxE. Android /N—
3> 2.2 LB TIlE, [Settings] > [Tethering] & [Portable Hotspot] > [USB tethering] TEMIZ L
£7,

bearerbox & smshox DA ZEFTITH L zZThBEVTLSEEY, XKICHZERLET,

neptun ~ # /etc/init.d/kannel -bearerbox start

* Starting kannel bearerbox ... [ ok ]
neptun ~ # /etc/init.d/kannel -snsbox start
* Starting kannel smsbox ... [ ok ]

neptun ~ # netstat -atcpn
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Forei gn Address State Pl D/ Pr ogr am nane



tcp 0 0 0.0.0.0: 13013 0.0.0.0: * LISTEN 24170/ smsbox
tcp 0 0 0.0.0.0: 13000 0.0.0.0: * LISTEN 24151/ bear er box
tcp 0 0 0.0.0.0: 13001 0.0.0.0: * LISTEN 24151/ bear er box
bearerbox ZBE T B EHICIE. 1 DLED SMSC AREETNTVRIHREN HYET,

COtEU>a>TR, RENFEEICHELTVAEZ®FELET,

ISE

ARIH—=R=ZI)OF7 ALK R—K (8443 ) AEAEThE T, ARH—H
https://ise.test-cisco.com:8443/sponsorportal/ ICOJ 14 > L&Y,

[My Settings] T. ARZH—ICBFX—)L PRLAFESTSNTWAEERBLET,

ci1sco Sponsor Portal Welcome sponsor | My Settings | Sign Out

ra— e

o

My Settings
Language template: Englizh ': [ W=e browssr [ocals
Location: | |
wour email address: | sponsorgtest-cisco.com | [ Recaive email confimaticn
Guest role (defaul): | Guest -|
Account duration (default): | DefaultEightHours .|

* Time zone (default): | GMT +01:00 Em-upepmm.|

Notification language (defaul): | English --|

0ld password: | |

Mew password: | | Meed help with passwend policy?

Confirm passwaord: | |

Save [ml
SMS BHIZE>TT AN THIY NEERLET,



Create Account

First name: [ John

Last name: | Smith

Email address: [guest@test—cisca.com ¥ Send email notification
Phone number: | 48504 & ¥ Send text notification
Company: [

Optional data 1: [

Optional data 2: |

Optional data 3: [

Optional data 4;

Optional data S:

* Guest role: [ Guest -l

* Account duration: l DefaultEightHours -rl

* Time zone: [ GMT +01:00 Europe,fWars-l

* Notification language: [ English -l

(cance

TFANTAODU M ERBCEREN L ZEADBBBHANESNTEERT,



Successfully Created Guest Account:

Username:
Password:

Frst name:

Last name:

Email address:
Phone number:
Company

Status:
Suspended:
Optional data 1:
Optional data 2:
Optional data 3:
Optional data 4:
Optional data 5:
Guest role:

Time zone:
Motification language:
Account duration:
Account start date:

Account expiration date:

jsmith02

teub79_&r

John

Smith
guest@test-cisco.com

485

Awaiting Initial Login

false

Guest

GMT +01:00 EuropefWarsaw
English

DefaultEightHours
2013-11-30 22:39:00

2013-12-01 06:39:00

ISE I'EFX—IIZEREE N SMTP H—NICEFEITHETTT,

Postfix

SMTP H—N\HA XY £—T%&FEL T, maildrop BEATO—AIL 7HI> N ( sms@test-
cisco.com ) [CEELET, < T, /varlog/messages /'S DIk#{ZRL ETT,

Nov 30 22:39:47 neptun postfix/sntpd[ 18460]:
Nov 30 22:39:47 neptun postfix/sntpd[ 18460]:
[192.168.112. 1]

Nov 30 22:39:47 neptun postfix/cleanup[ 18463]:
<563762958. 941385847586377. JavaMni | . r oot @ se2>

connect from unknown[ 192. 168. 112. 1]
2B36030B32: cl i ent =unknown

2B36030B32: nessage-id=

Nov 30 22:39:47 neptun postfix/qngr[32658]: 2B36030B32: frome<sponsor @est-ci sco. conp,
si ze=689, nrcpt=1 (queue active)
Nov 30 22:39:47 neptun postfix/pipe[ 18464]: 2B36030B32: to=<sns@ est-ci sco. conp,



rel ay=nmai | drop, del ay=0.18, del ays=0.14/0/0/0.04, dsn=2.0.0, status=sent (delivered
via mail drop service)

Maildrop

BEFX—)L% SMS ([CEETHHIZ. maildir 4 L2 N /home/sms/.mailfilter Z5=4T7L T.
BEOT O avNRsEhEd,

Z Z T, /home/sms/maildrop.log ' 5 D k¥%ERL ET,

------------- SM5 MAI LFILTER LOG ----------

Emai|l received at: Sat Nov 30 22:39:47 CET 2013

Emai | processed by script sending SM5 via Kannel

Usernanme exists jsmth02

Password exists t6ub79_6r

Mobi | e phone exi sts 4850xXXXXXXX

Sendi ng via HTTP to kannel usernanme= jsmth02 password= t6ub79_6r to0=4850XXXXXXX

Mailfilter

mailfilter AV U7 NEIXTOTF—REFHRHE > T xfilter 2ETLET. TOHFKR. wget FFT
HEh, IXTONFTX—2H Kannel ICEEhET,

Z Z T, [tmp/maildrop-kannel.log ' 5 D #k¥%E R~L £,

--2013-11-30 22:39:47-- http://192.168.112.100: 13013/ cgi - bi n/ sendsnms?user nane=
t est er &passwor d=f oobar & 0=4850xxxxxxx&t ext =I SE¥20Guest ¥20por t al ¥20User nane:
9%20%20j sm t h02%20Passwor d: 20920t 6ub79_6r

Connecting to 192.168.112.100: 13013... connected.

HTTP request sent, awaiting response... 202 Accepted

Length: 24 [text/htmnl]

Saving to: “/dev/null'

0K 100% 1. 14M=0s

2013-11-30 22:39:47 (1.14 MB/s) - “/dev/null' saved [24/24]
HTTP GET ERAZEFRHSNhTLET,

Kannel

Kannel smsbox (&, wget !5 HTTP EXRZZ{EL T, SMS ZEEITHLHICTNDERZ
bearerbox IZIXELECEZHRELE T,

Z Z T, Ivar/log/kannel/smsbox.log ' 5 DE#EZRLUET,

2013-11-30 22:39:47 [18184] [5] INFG smsbox: Got HTTP request </cgi-bin/sendsns>
from <192. 168. 112. 100>

2013-11-30 22:39:47 [18184] [5] INFO sendsns used by <tester>

2013-11-30 22:39:47 [18184] [5] INFO sendsns sender:<tester:12345>

(192.168.112. 100) to: <4850xxxxxxx> nsg: <I SE Guest portal Usernane:



jsmth02 Password: t6ub79_6r>

2013-11-30 22:39:47 [18184] [5] DEBUG Stored UU D fd508632-9408-49el- 9eda-
3ce8d4b939d4

2013-11-30 22:39:47 [18184] [5] DEBUG nessage |length 57, sending 1 nmessages
2013-11-30 22:39:47 [18184] [5] DEBUG Status: 202 Answer: <Sent.>

2013-11-30 22:39:47 [18184] [5] DEBUG Del ayed reply - wait for bearerbox
2013-11-30 22:39:47 [18184] [0] DEBUG Got ACK (0) of fd508632-9408-49el-9eda-
3ce8d4b939d4

Kannel bearerbox A"1JE— K SMPP H—/NIC#EHEL T, XY E—IHAEEICEEESNTVET,

< _T. Ivar/log/kannel/kannel.log ' 5 DR#ZRLE T,

2013-11-30 22:39:47 [18165] [8] DEBUG boxc_receiver: sms received
2013-11-30 22:39:47 [18165] [8] DEBUG send_nsg: sending nsg to box: <127.0.0.1>
2013-11-30 22:39:47 [18165] [6] DEBUG SMPP[ SMPP: ***** com 1775/0:4ljt7wi 3:]:
t hr oughput (0. 00, 0. 00)

2013-11-30 22:39:47 [18165] [6] DEBUG SMPP[ SMPP: ***** com 1775/0:4ljt7wi 3:]:
Sendi ng PDU:

2013-11-30 22:39:47 [18165] [6] DEBUG SMPP PDU 0x2056bf0 dunp:

2013-11-30 22:39:47 [18165] [6] DEBUG type_name: submit_sm

2013-11-30 22:39:47 [18165] [6] DEBUG command_i d: 4 = 0x00000004
2013-11-30 22:39:47 [18165] [6] DEBUG conmmand_status: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG sequence_nunber: 5 = 0x00000005
2013-11-30 22:39:47 [18165] [6] DEBUG service_type: NULL

2013-11-30 22:39:47 [18165] [6] DEBUG source_addr_ton: 2 0x00000002
2013-11-30 22:39:47 [18165] [6] DEBUG source_addr_npi: 1 = 0x00000001
2013-11-30 22:39:47 [18165] [6] DEBUG source_addr: "12345"

2013-11-30 22:39:47 [18165] [6] DEBUG dest _addr_ton: 2 = 0x00000002
2013-11-30 22:39:47 [18165] [6] DEBUG dest _addr_npi: 1 = 0x00000001
2013-11-30 22:39:47 [18165] [6] DEBUG destination_addr: "4850xxXxxxxx"
2013-11-30 22:39:47 [18165] [6] DEBUG esm class: 3 = 0x00000003
2013-11-30 22:39:47 [18165] [6] DEBUG protocol _id: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG priority_flag: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG schedul e_del i very_tinme: NULL
2013-11-30 22:39:47 [18165] [6] DEBUG val i dity_period: NULL

2013-11-30 22:39:47 [18165] [6] DEBUG regi stered_delivery: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG replace_if_present _flag: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG data_codi ng: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG smdefault_nmsg_id: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG sm | ength: 57 = 0x00000039
2013-11-30 22:39:47 [18165] [6] DEBUG short _nmessage:

2013-11-30 22:39:47 [18165] [6] DEBUG Cctet string at 0x205ec70:

2013-11-30 22:39:47 [18165] [6] DEBUG len: 57

2013-11-30 22:39:47 [18165] [6] DEBUG size: 58

2013-11-30 22:39:47 [18165] [6] DEBUG i mutable: 0

2013-11-30 22:39:47 [18165] [6] DEBUG dat a&col on; 49 53 45 20 47 75 65 73
74 20 70 6f 72 74 61 6¢C | SE Guest portal

2013-11-30 22:39:47 [18165] [6] DEBUG dat a&col on; 20 55 73 65 72 6e 61 6d
65 3a 20 20 6a 73 6d 69 Usernane: jsm

2013-11-30 22:39:47 [18165] [6] DEBUG dat a&col on; 74 68 30 32 20 50 61 73
73 77 6f 72 64 3a 20 20 t h02 Passwor d:

2013-11-30 22:39:47 [18165] [6] DEBUG dat a&col on; 74 36 75 62 37 39 11 36
72 t 6ub79. 6r

2013-11-30 22:39:47 [18165] [6] DEBUG Cctet string dunp ends.

2013-11-30 22:39:47 [18165] [6] DEBUG SWMPP PDU dunp ends.

2013-11-30 22:39:47 [18165] [6] DEBUG SMPP[ SMPP: ****** com 1775/ 0:41jt7w 3:]:
t hr oughput (1. 00, 0. 00)

2013-11-30 22:39:47 [18165] [6] DEBUG SMPP[ SMPP: ****** com 1775/ 0:41jt7w 3:]:
t hr oughput (1. 00, 0. 00)

2013-11-30 22:39:47 [18165] [6] DEBUG SMPP[ SMPP: ****** com 1775/ 0:41jt7w 3:]:
Got PDU:

2013-11-30 22:39:47 [18165] [6] DEBUG SMPP PDU 0x2056bf0 dunp:



2013-11-30 22:39:47 [18165] [6] DEBUG type_nane: subnmit_smresp

2013-11-30 22:39:47 [18165] [6] DEBUG command_i d: 2147483652 = 0x80000004
2013-11-30 22:39:47 [18165] [6] DEBUG command_status: 0 = 0x00000000
2013-11-30 22:39:47 [18165] [6] DEBUG sequence_nunber: 5 = 0x00000005
2013-11-30 22:39:47 [18165] [6] DEBUG nessage_i d: "4128473611307259"
2013-11-30 22:39:47 [18165] [6] DEBUG SWMPP PDU dunp ends.

2013-11-30 22:39:47 [18165] [6] DEBUG SMPP[ SMPP: ****** com 1775/ 0:41jt7w 3:]:
t hr oughput (1. 00, 0. 00)

EERT RLAN 12345 ICREET N TVBZEICERLTLKEEY, COBREFBETRESHY)
A ABBSMPP H—NAZDEZEEMAET, EULZE{%éhéﬁbﬂﬂ' ERAZBATS
CENTERY,

TANDOREEM

TAN I—H%H SMS 2ZEL XTI,

22:39, 11/30/2013

ISE Guest portal Username:
jsmith02 Password: t6ub79 6r

NZTNSa1-F42T

COEIVIAVTR, BEODRS TN 1—F 140 ICRIADBEREZERMHLET,

ISE

TFANTHIOREERLTWBREEIC, OIS — /J‘%E?%a BENHYET, Unableto

send a text message to the following guest users: xxxx. %X E /R — /L_ EFX—)L 7 RLAZEM
FTRIRENHBYVET, COIT— XVE—IHFRRENLEBERE. ARVH—OEFX-ILT

RLAZHELET,

BYE 15
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