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AT Y 7°1:[Administration] > [System] > [Alarm Settings]ic BEL &7,

AT Y 7°2:[Alarm Configuration] T, [Add]Z227 Y I L T, BRICRTEDIICTT—LZERLET

o

Cisco ISE Administration - System aQ @ B @

Deployment Licensing Ceartificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Client Pravisioning Alarm Settings

FIPS Mode
Security Settl 8 i . . "
bl (= Alarm Configuration Alarm Notification
Alarm Settings —_—
Selected 0 Towl 228 0 {3
Posture »
-

Profiling

Alarm Name . Gategory Severity Status User Defined Gondit
Protocaols »

AG! Integration Perfarmance Insulficient Trustses
Endpalnt Scripts » AC! Integration cannct contact DNA-C Trustser
Py ACI rejected SDA consume Service request Trustsec
SMTF Sorver AC! mpbrtad SDA Bolate CONSUME SBIVICD raqusest Trustses
SMS Gateway

ACI rejected SDA delete extend VN request Trustsec
System Time

ACI B A delon fing request Trustse
AP Sarrings wpectan SDA Belote pearing raques uslsee

ACI refectod S0A oxtend VN request Trustsec
Metwork Success Diagnosiles b

AC! rejectod SDA paering raquest Trustsee
DHGP & DNS Services

AD Connecior had io be restarted ISE Sorvices

Max Sesslons

HFARRICEDISE3NTT—L : TT—LRERE

AT Y 7°3:[Alarm Type] T[Authorization Result] 23 #RL ., RIZRTRSICT T —LBEZAHNLE
9,

Cisco ISE Administration - System QO @ B2 @

Daploymeant Licensing Cartificates Lagging Maintenance Upgrada Health Checks Backup & Restore Admin Access Settings

—

Client Pravisioalng Alarm Settings
FIPS Mode

Security Settings

Alarm Configuration Alarm Natification
Alarm Settings ——
Posture ¥ Alarm Type * Authorlzation Resuit ~
Profiliey Sy :
- Al Hame AD user profile

Protocols > P

g Alarm to manitor authorization results and
Endpolnt Seripes > active sessions.
Preay

Suggested Actions : i

Chack \ work of Cisoo ISE

SMTP Server Chack your network or Cisco |SE
. sonhguration changes for any dtcrepancios.
Systam Time
AP Sattings States * Enable o
Hetwork Success Dlagnestics H Sevarity * WARMNING w
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Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

CBeny Provisioning
Thresholds
FIPS Moge

Define the thrashold eonditions that trigger this alarm
Security Settings

Alarm Settings Threshald On * Authorizations in configured time p. o
Pasture tl Inchude data of stimirutes) * g0
Prafiling ~
Numbar W
Frotocols »
Threshak ‘" Greater Than
Endpaint Seripta >
Thresheld Vabae * 5 (0-999989)
Praxy
Run Every * a0 minutes (7)
SMTP Server i
SMS5 Gateway
Systam Time Filters
AP Settings . =
To check the endpoint authorization logs related te specific Authorization Prefiles and Security Group Tags, choose the
profiles and SGTs from the corresponding drop-down lists. You can choose multiple options for aach filter. You must
Metwork Success Disgnostics » choose at beast one opticn in the Filters area to successfully configura an Authorization Result alarm
DHCP & DNS Sarvices Aistharization Prafie

ad_user =

Max Sesslons

Light Data Distribution SGT

Interactive Help

AARRICEIISEINTS—L : T5—LLEWMEDORE

¥ T7S5—ALICERTRRAIOT 7 1)L Policy] > [Policy Elements] > [Results] >
[Authorization] > [Authorization Profiles] CEZEE N TWA & 2B L E T,
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Live Logs Live Sessions

Misconfigured Supplicants Miscanfigured Network Devices RADIUS Drops Glient Stopped Responding Repeat Counter

0 0 0 0 0

Ratresh Show Wathin

Every 10 seconds~  Latest 50 records ~  Last 3 hours -~

{7 Retresh 5 Reset Repeat Counts %) Expori To

Time Status Datalls Repea... Identity Endpolnt ID Auth: - | At ation Profiles | IP Address Network De... Device

4 v Ielnetiny Endgoint 1D Erdpoirt Pr Authensicar  Authorizatic | Authorization Profies P Address  w.  Metwork Devier  Device
Oict D6, 2021 12:30:13.8... @ & o SRR ANCY.COMm B4:96:91:26:00 Intel-Device  Default>»..  Gefault >3 ad_user Gigabite
Cict BB, 2021 12:30:12.8... -] 5 test@nancy.com BA:9E91:2 Intel-Davice  Default>>..  Default >>_ | ad_user labsw Glgabite
Oct 06, 2021 12:29:51.2... a & test@nancy.com B4:96:91:26:00:... Intel-Device  Default >>..  Default > | ad_user labisw GlgabitE
Cict 66, 2021 12:20:35.8. -] - test@nancy.com B4:58:91:26:00:... intel-Device  Defaults>..  Defsult => »d_user labaw Gigabit
Dct 06, 2021 12:39:21.5. a o test@nancy.com Intel=Davice  Dafault », Dafault »> w_user labigw GiganitE
Oict 06, 2021 12:28:58 5, -] #3 1esHBRAnEY.Com B4:86: Intol-Dovice  Defauli s>,  Dofault =» »d_user Inbisw GigabhE
Ot 06, 2021 12:26:46.3.., -] & B4:86:91: 26:00 Intgl-Device  Default»»..  Dofault =»_ | ad_user Inbisw G
Gict D6, 2021 12:28:33.5... -] o BA4:96:91: 26:00 Intel-Device  Default »»..  Default »». ad_user labsw Gigabli
Oict D6, 2021 12:01:09.9... a8 & ost@nanCy.com B4:96:91: 26:00 Intel-Device  Default »>..  Default > | ad_user labsw Gigabite
Ot 6B, 2021 12:00-52.6... a & test@nancy.com B4:56:91: 36:D0:... intel-Device  Default »», Datauit »>. ad_user labsw GigabitE
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ATYT1: Po—L%MAIT S, [ISE Dashboard]lc#BE L. [ALARMS| V4> RO&EIUY
DLET, MIiLLWWebR—ZHFROXSICHEERT,

Cisco ISE

ALARMS

Severity Name Occ... Last Occurred
~ Name
ISE Authentication In... 624 11 mins ago
AD user profile 4 16 mins ago

o

Configuration Changed 2780 28 mins ago

G Mo Configuration Bac... 8 56 mins ago

S ARERICES<ISESATS—L4 : 75— LB

ATYT2: TS—LAOHMEREBTBR, PS—LERRLET., FI—LAONIA—ERA
LARY T ORMHRRENET,

Cisco ISE

Alarms: AD user p rofile
Description
Alarm o monilor suthorzation results and adive sessions.
Suggested Actions

Chsck yous network of Clsco ISE configuration changes fof any discnepancies.

The number of
Authorizations in

Rows/Page 4 sz 1 " Go & Totsl Rows
configured time pariod =
with Authorization Profile
% Ret - [ad_user]; in the last

60 minutes is 9 which is

groeater than the
[ Time Stamp Description configured value 5 Detalls
O ©c1086 2021 00:40:00.016 AM The number 9f Autharizations In canfigured time period with arization Profile - [ad_user]; In the 1ast 60 minutes k.., &
O Octo2 2021 14:40:00.013 PM The number of Autharizations In configured time period with Authorization Profile - [UDN; ad_user]; in the last 80 min... a
O Oe102 2021 14:20:00.011 PM The number of Authorizations In configured time period with Authorization Profile = (UDN; ad_user); in the last 60 min, e
O Oct0z2 2021 14:00:00.082 PM The number of Authorizations in configured time period with Authorization Profile - [UDN; s4_user): in the Last 60 min,, A
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[Operations] > [Troubleshoot] > [Debug Wizard] > [Debug Log Configuration]icBE L £ 3, JXIC
RTRSIC, EZRVITH—EANETENTVWS /—REIEIRL, [Log Level]Z[Debug for
Component Name]lZ [cisco-mnt]ic ZEL £ T,

= Cisco ISE Operations - Troubleshoot Q @ ¢
Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration 1 5 isal31.nancy.com

Debig Log Canfiguration

Debug Level Configuration

Companent Name 4 Log Lovel Description Log file Mame
bootstrap-wizard INFO Boatstrap wirsrd messages ise-psc.log
ca-service NFO GA Serice mossages camarvice,log
Ca-service-cer INFOH Ch Service Cort messsges ise=pac.log
CacheTrackes WARN BSE cache related detug messages Eracking lag
CRrprovisioningports INFO Certificate Provisioning Poral dabug messages Questiog

DE l
clieni-webapp - Chent Provisioning admin sorver debug Questlog
collector EATAL Debug collector on MET nodes callectorlog
epm-ciustering ERRCR hode group runtime messages ise-psc.iog
cpen=mnt WARN Dobug MAT Ul lngging Isa-psc.log
EDF INFO Entity Dalintion Framewors loaging et iag
- DEBUG OF Remoting Eramiy
adi-remating EDF Remoting Framewnrk Ise-psclog
TRACE

a2 parsitonce EDF2 Porsistance Framawork isa-psc.bog

andpoint- analviics INFO! EA-ISE Ilearation ealen

FURRICEIKISEINTZ—LA ISEF/N\NYIRE

To2—LNFRN)A—EnEEIIAZIRY h2OJICRRELET,

2021-10- 06 00: 40: 00, 001 DEBUG [ MnT-Ti ner Al arns- Thr eadpool -4][]

mt . conmon. al ar ns. schedul e. Al ar nTaskRunner -::::- Running task for rule: AlarmRule[id=df861461-
89d5-485b-b3e4-68e61d1d82fc,name=AD user

profile, severity=2,i sMandat or y=f al se, enabl ed=true, descri pti on={65, 108, 97, 114, 109, 32, 116, 111, 32,1
09,111, 110, 105, 116, 111, 114, 32,97, 117,116, 104, 111, 114, 105, 122, 97, 116, 105, 111, 110, 32, 114, 101, 115,1
17,108, 116, 115, 32,97, 110, 100, 32,97, 99, 116, 105, 118, 101, 32, 115, 101, 115, 115, 105, 111, 110, 115, 46},

suggest edActi on={67, 104, 101, 99, 107, 37, 50, 48, 121, 111, 117, 114, 37, 50, 48, 110, 101, 116, 119, 111, 114, 107
, 37,50, 48, 111, 114, 37, 50, 48, 67, 105, 115, 99, 111, 37, 50, 48, 73, 83, 69, 37, 50, 48, 99, 111, 110, 102, 105, 103, 1
17, 114, 97, 116, 105, 111, 110, 37, 50, 48, 99, 104, 97, 110, 103, 101, 115, 37, 50, 48, 102, 111, 114, 37, 50, 48, 97, 11
0,121, 37,50, 48, 100, 105, 115, 99, 114, 101, 112, 97, 110, 99, 105, 101, 115, 46}, det ai | sLi nk=#pagel d=page_r ep
orts_detail s&ul | Qut | d=aut hori zati onResul t Al ar nDet ai | s&defi nition=/Di agnosti cs/ Aut hori zati on-
Result-AlarmDetail s. xm ,

al ar niTypel d=1065, i sUser Def i ned=t r ue, cat egoryl d=1, enabl edSysl og=tr ue, enmi | Address=[], custonEmai | T
ext={}, i dConnect or Node=f al se]
2021-10- 06 00: 40: 00, 001 DEBUG [ MnT-Ti ner Al arns- Thr eadpool -4][]

common. al ar ns. schedul e. t asks. ScopedAl arnifask -::::- Running custom alarm task for rule: AD user
profile

2021-10-06 00:40: 00,010 INFO [ MT-Ti nmer Al arns- Thr eadpool -4][]

comon. al ar ns. schedul e. t asks. ScopedAl arnifask -::::- Getting scoped alarm conditions

2021-10-06 00:40: 00,011 INFO [MT-Ti nmer Al arns- Thr eadpool -4][]

comon. al ar ns. schedul e. t asks. ScopedAl arnifask -::::- Building attribute definitions based on

Al arm Condi ti ons

2021-10-06 00:40: 00,011 DEBUG [ MT-Ti nmer Al arnms- Thr eadpool -4][]

comon. al ar ns. schedul e. t asks. ScopedAl arnifask -::::- Alarm Condition is:

Al ar mCondi ti on[i d=bb811233- 0688- 42a6- a756-

2f3903440f eb, fil ter Condi ti onType=STRI NG 2),filterConditi onNane=sel ected_azn_profiles, filterCondi



ti onOperator=LI KE(5),filterConditionValue=,filterConditionValues=[ad_user],filterld=]

2021-10- 06 00:40: 00,011 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

conmon. al ar ms. schedul e. t asks. ScopedAl arnifask -::::- Alarm Condition is:

Al arnCondi tion[id=eff11b02-ae7d- 4289- bae5-

13936f 3cdb21, filterConditi onType=I NTEGER(1), filter Conditi onNane=ACSVI EW TI MESTAMP, filterConditi o
nQOper at or =GREATER_THAN( 2), fil t er Condi ti onVal ue=60, fil ter Condi ti onVal ues=[],filterld=]

2021-10- 06 00:40: 00,011 INFO [ MT-Ti ner Al ar ns- Thr eadpool - 4] []

common. al ar ms. schedul e. t asks. ScopedAl arnifask -::::- Attribute definition nodified and al ready
added to |ist

2021-10- 06 00:40: 00,011 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

common. al ar ms. schedul e. t asks. ScopedAl arnifask -::::- Query to be run is SELECT COUNT(*) AS COUNT
FROM RADI US_AUTH 48 LI VE where (sel ected_azn_profiles like '%ad_user,% OR

sel ected_azn_profiles like "ad_user' OR selected_azn_profiles like '%ad_user’' OR

sel ected_azn_profiles like 'ad_user,%) AND (ACSVI EW TI MESTAMP > SYSDATE - NUMIODSI NTERVAL( 60,
"M NUTE' )) AND (ACSVI EW TI MESTAMP < SYSDATE)

2021-10- 06 00:40: 00,011 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

ci sco. mt. dbms. ti mest en. DbConnection -::::- in DbConnection - getConnecti onWthEncryPassword
cal |

2021-10- 06 00: 40: 00, 015 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

conmon. al ar ms. schedul e. t asks. ScopedAl arnifask -::::- Threshold Operator is: Geater Than
2021-10- 06 00: 40: 00, 015 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

conmon. al arms. schedul e. t asks. ScopedAl arnifask -::::- Alarm Condition met: true

2021-10- 06 00: 40: 00, 015 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

ci sco.mt. conmon. al arns. Al ar mMAbrker -::::- df 861461-89d5-485b- b3e4-68e61d1d82fc -> Enabled :
true

2021-10- 06 00: 40: 00, 015 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool - 4] []

ci sco.mt.common. al arns. Al armAorker -::::- Active MNT -> true : false

2021-10- 06 00: 40: 00, 015 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool - 4] []

ci sco.mt.comon. al arnms. AlarmMrker -::::- trip() : A arnRul e[id=df 861461- 89d5- 485b- b3e4-

68e61d1d82f c, name=AD user

profile, severity=2,i sMandat ory=f al se, enabl ed=true, descri pti on={65, 108, 97, 114, 109, 32, 116, 111, 32,1
09, 111, 110, 105, 116, 111, 114, 32,97, 117, 116, 104, 111, 114, 105, 122, 97, 116, 105, 111, 110, 32, 114, 101, 115,1
17,108, 116, 115, 32, 97, 110, 100, 32, 97, 99, 116, 105, 118, 101, 32, 115, 101, 115, 115, 105, 111, 110, 115, 46},

suggest edActi on={ 67, 104, 101, 99, 107, 37, 50, 48, 121, 111, 117, 114, 37, 50, 48, 110, 101, 116, 119, 111, 114, 107
, 37,50, 48, 111, 114, 37, 50, 48, 67, 105, 115, 99, 111, 37, 50, 48, 73, 83, 69, 37, 50, 48, 99, 111, 110, 102, 105, 103, 1
17, 114,97, 116, 105, 111, 110, 37, 50, 48, 99, 104, 97, 110, 103, 101, 115, 37, 50, 48, 102, 111, 114, 37, 50, 48, 97, 11
0, 121, 37, 50, 48, 100, 105, 115, 99, 114, 101, 112, 97, 110, 99, 105, 101, 115, 46}, det ai | sLi nk=#pagel d=page_r ep
orts_detail s&oul | Qut | d=aut hori zati onResul t Al ar nDet ai | s&defi nition=/Di agnosti cs/ Aut hori zati on-
Result-Alarm Detail s. xn,

al ar niTfypel d=1065, i sUser Def i ned=t r ue, cat egor yl d=1, enabl edSysl og=t r ue, erai | Addr ess=[], cust onEmai | T
ext={}, i dConnect or Node=fal se] : 2 : The nunber of Authorizations in configured tine period with
Aut horization Profile - [ad_user]; in the last 60 mnutes is 9 which is greater than the
configured value 5
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