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1.ISECHF—ARTZERLET, 7TAXVUEE/—ROGUIZAOY 1> LET, Administration
> System > Maintenance > RepositoryDJBEICEE L £9,

2. TURD KU UAR, T, TF— RTOEHRL AT723 27200y ILFT,

BNATL—X (13NFZBADXFS ) ZAHNLT, OKEIUYILET, chik, F—X
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Home @ Storage center | Blob Storage

Create a storage account

Basics Advanced Metworking Data protection Security Encryption Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables, The cost of your storage account depends on the usage and the options you choose below

Learn more about Azure storage accounts ( )

Project details

Selact the subscription in which to create the new storage account. Choose a new or axisting resource group to organize and
manage your storage account together with other resources.

Subscription * I ' TAC bl |

Resource group * bl |

Create new

Instance details

Storage account name * (3) sftprepository |

Region * (1) (US) East US ny |

Deploy to an Azure Extended Zone

Preferred storage type I Azure Blob Storage or Azure Data Lake Storage e |

0O This helps us provide relevant guidance. It doesn't restrict your storage to this
resaurce I}'pf LEAMM more

rformance * (i e .
Performance * [ (@) Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy * (O Locally redundant storage (LRS) L

ARNL=2TFA72 NOER

2. NextZ®%2') v - L., Advanced® 7 TEnable Hierarchical NamespaceF T ¥ 7R Y U A & i#IR
LET, CcOFT>AaVRPEHBETYT, SFTPIF. BERBHMZRET AU MIHLTOHAEMIC
TEFET,

3. TSFTPOBEMIL. FI Y IRY VAZBRLET,



A BVOATZIVRTFT7AILNOEFILTSH, BEICKSUTRHRELET,

Home * Storage center | Blob Storage

Create a storage account

Hierarchical Namespace

Hierarchical namespace, complemented by Data Lake Storage Gen2 endpoint, enables file and directory semantics, accelerates
big data analytics workloads, and enables access control lists (ACLs) Learn more o

Enable hierarchical namespace (5) '

Access protocols

Blob and Data Lake Gen2 endpoints are provisioned by default Learn more o

Enable SFTP () -

'ﬂ Local users feature will be enabled wath SFTP Create local user identities to access the
SFTP endpoint after storage account is created

Enable network file system v3 (@) [:I

Blob storage

Allow cross-tenant replication (@

@ cross-tenant replication and hierarchical namespace cannot be enabled
simultanecusly

Access tier (5) @ Hot
e
Optimized for frequently accessed data and everyday usage scenanos

O Cool

Optimized for infrequently accessed data and backup scenarics

() cold

Optimized for rarely accessed data and backup scenarios

Azure Files

Enable Managed |dentity for SMB (5 D

Require Encryption in Transit for SME = (2 -

TR ... oo

ANL=T AT NOER

5.NextZ ') v 2L T, NetworkingZ&EL £,

6. Network access % Enable public access from all networkslCEREL £,



7. Routing preference Z Microsoft network routinglZ g2 EL £,

.
EOE REERE TR, ANL—STAIVROTFATIA—LIL—LEERALT

. BEDIPEHE (ISE/—RDIPPRLA)NDT IV EAZHRT D ZKREIL T
=L,

Home * Storage center | Blob Storage

Create a storage account

Mote: Allowing access to your resource through a public network increases security risk. Learm more o

Public network access * () i» Enable
-
Allow inbound and sutbound access with the option to restrict select nbouwnd
ACCEsS Using resource access configurations for this resouma
O Disable
Restrict inbound access while allowing cutbound access

O Secure by penmeter (Most restricted)

Restrict inbound and sutbound access uwsing a network security perimeter. Secure

perimeter offers the greatest level of inbound and cutbound restriction to securne

YOUr resource

Pulblic network access scope * [i: Enabla from all networks

':]' Enable from selected virtual networks and IP addresses

di Enabling public network access will make this resource available publicly.
Unless public access is required, consider using the most restricted access
configurations.

Private endpaint

Create a private endpoint to allow a private comnection to this resource. Additional private endpoint connections can be created
within the storage account or private link center.

— Add private endpoint

MName Subscription Resource g... Region Target sub-...  Subnet Private DN..

Click on add to creale a privale sndpaint

Metwork routing

Determine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for most customers

Routing preference * (D 'r!\ Microsoft network routing

O Intermet routing

Previous || Mext Review + create




8. NextZ 1) v U L., Data protection, Security, & KTEncryptionZF 7 #)LRDEXRICLET
o FRELFEEDEATIE, EMOERERFSLEHEE A,

9. TLE2I—+ER.L 2#VVYOLET, RIIICEHE LS, Create2 VUYL ET,

10. 704D ETTHNEE>THS, Gotoresourcez 7)Y I LET,

1. Azure ANL =T NV N TSFTPZBAT S - ILKERLEARNL—TFHIYRT,
TF—R2ANL—=2>O2FF—>A0FTF—OEMICBELT, AT F—ZEBMLET

12. AT FRBZANLET, [Create] 20 VY ILET,

13. ZRID X — 1 —TSettings > SFTPICBEL T, sftp 1—HZEML ET, Add local userz
)y oLT, RDELSICHRELET,

74— K i

1—H%F EIRE

FRRL A SSHF¥—AR7 : NAT—RZFEALEL

SSHAE+—Y—2 BEOF—%2EH ( ATY 1 TERK, id_rsa.pubF—)
~

E NILF/—RERETE., 74X JPANETZSAIUMNTHABlIZ D/ —RTH D5
4. id_rsapubZ 7AINICETTZAIIPANE T SAIUMNTOEED / —RASD
RSANHAF—AEENET,

14. SSHX —FA 72 3> TCHREFEO L HE*F—Z2FRATZEEE. FEOTFANIFIAXT
id_rsa.pub7 7 /)L ZBE, AddkeyA 7> a2V )Y UL T, AN/ — RF—(ssh-rsaT
BEV) . root@your_node_nameTHEHZ)Z@EIICOAE—R—ANLUET,

Sample key: ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQCdjUFU6QaMQfxuR/yzbwlQWZ8EwUIjN/COcNNMTkMOQE9fT11Q6GoC



Add local user
5y Emmmsfip | SFTP =

B acwiyieg
& Tun
K Diagrow s sches protien
# Dwtsmerator
B Soorape bepase
W
B Conmines
= Uocytie managemart

15. PermissionsZ 7 )Y O LE T, RYVICCOFIETHERL 2O T7FEBIRL, OO TF D
PBRESEAELY), EZAK, VAN, HIER, ERICERELET,

16. R—LTFALIRNIVZIDTFTOIL—NIERELEXT,

17. - Z2REFLEXT,

ISE GUIVRZ K DFRFE

1. Administration > System > Maintenance > RepositorylCBE L. Addz2 Y VL ET, RO K
SE71—=)LRIEABDLET,

74— K 8

DR KNUA AT AIL (Azure-SFTPi E )

ZON3dl SFTP

H—NA <storage_account_name>.blob.core.windows.net
NA [ (LW—KTALITK)




Foal PKI

J1—4HH <storage_account_name>.<container_name>.<sftp_local_username>

[INAD—R

( Password ) ] ZHOXRKRICLET,

2.Submitz VY OLT, URDKNUZREFELET,

icensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

ISE SFTPURT KN OFRE

A

BE COURSRNUZEFERATSICIE, CLITerypto host_key addR{TAIREIN > RZfE
ALT, sftph—NNOERARF—ZEMTEILENHYET, £, FANODF—F5
H. VRS NUREOURLTHEAETC N TVDHRARBE—HBLTWVWSRCLEZRRBLET
o PKIRISVURS NUIZTOEATBICIE, GUINSF—RTZEZERL, 2BF—20O—
AN VICTVARAR—KNLUET, COLRF—ZEPKIFESFTPY—/NIZIE—L, T
authorized_keysts 7 7 A JLICEBMULET,

3. TTARVERB /) —RETSAIVER /—ROBAHICOTI AL, crypto host_key ad host
<sftp server >N RZFEAL TRS{ILRARNEF—ZEMLE T, ISE/— RN sfip R A NE Z#
RTEDEERERBLET,

<tfroot>

isenodel/iseadmin#

crypto host_key add host xxxxxsftp. bl ob. core.w ndows. net



host key fingerprint added
# Host xxxxxsftp.blob.core.windows.net found: Tine 1
xxxxxsftp.blob.core.windows.net RSA SHA256:sP18dIvbSZgtEa5a2ea+Fy4P54Wd20cEkToBq6xG74g

4. ISE GUIMRepository® FIZRY . FTL<ERLZVRD M) ZEIRL T, Validatez 7)Y U
LET, URDNUNFEEBICKRIEENEL I,

Server Response

Repository validated successfully
EEBZURD NURKREE

o
EE: URYNURTEATS 3 V@, TSAIUEER/ —RTORURY NUBRER
LT,

¥ RSALBEF—%#FEAL TERENESFTPURS N DBE, GUIZERL THERE
NEVRD NURCLITERE WY, CLIZFERAL TERENEVRD NJFGUITERE
NEHA, CLIEGUITRIL YRS NUZRRET S ICIE. CLIEGUINTES TRSALE+—
EEBL, MADF—ESFTPH—NICIVAR—KNLET,

ISE CLIVRZ K DERFE

1. 75ARVEBE /—ROCLI(OXVRFA AR —T I AR ) ICSSHEHLET, CLINS
PKIXR—ADSFTPURS NJICT IV EATHEHEAOE / —RICESF—%2EBMLET,

2.CLIOrsaBiF—Z2ERLE£ T,

isenodel/iseadmin#crypto key generate rsa passphrase <passphrase>

BERENELNRAF—T 74N ZO—ANTARATIURDNI (774N T O0—-RTBI-
OOT I EAEZROEBEDIRI NI ) ICITVAR—RNLET,



isenodel/iseadmin#crypto key export <give a name for this file> repository <repository name>

4. VRSNIDPSZOT77ANEX D O—RL, TFARIFAXTHVWTICLITVEAAD
RAF—=2IE—-LZFT,

5. SSHABF—%ZAzurelc 7Y 7O—RLET, <N, Azure SFTPO—HIINI1—%—4ERKEMR
TBHLEGUIF—EBLUTY (FIEAS ),

6. AddkeyZ 7 U Y UL, E£ESSHABF—%(SSH publickey7 41 —JL RI)R—A KL E T,
7.77723>7T, F—OFHAZADLET (B : ISE-CLI-Key).

8.Next2 o Uvy DL, Savez 2 JUYOLZET,

1. show repository <Repository name>AX > RZFEAL T, sftp) RIS NUADCLIT VI AZR
WlLET, OsftpF—NICRFENATVDR T 7AIUNFRRENET,

isenodel/iseadmin#show repository Azure-SFTP
SB-pk-260522-2236. tar.gpg
ops-0PS10-260525-1026. tar.gpg

2. RepositorylCBEI L T, FIL<EREnIZVURD M) ZEIRL, Valdatez )Yy IL T,
sftip ) RZNUANDOGUITVEAZBRELET. VRDNUANERICKRIIEhEL 1

o Server Response

Repository validated successfully

3. Administration > System > Backup and Restore D JEICBE L £F., RED/NY VTV T ZERK
L. COR—ZOTEIZBELET, SFTPURD NUZRBIRL, BEDT T, RFONYITY
TEBERXTEEXT,



\* Identity Services Engine Administration / System

J|  EBookmarks Deployment Licensing Cartificates Legging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

5%  Dashboard I Baciup & Restore

1! Gontext Visibility Pollcy Expont
Configurational Backup Details Operational Backup Details
3. Operations
azure-backup Backup Name
U Policy Azure-SFTP
Fri Jun 12 14:01:20 I1ST 2026
4. Administration backup azure-backup-
CFG10-260812- Seheduled
Al Work Centers 1401.1ar.9pg 1o repository Triggered Form
Azure-SFTP: success Expauts D :
Scheduled "o EHEEHEC
Triggered Form oLl
Interactive Features Exacute On —————— —
Festora
Azure-SFTP w Add Repository
Configuration Operational
Flle Name Modified Time Repository
[
szure-Backup- GFG10-260. Sat Jan B 0E0:00 0 Azure-SFTP 0 Bytea Bnatorn
tesbackup-CFG10- 260522 Tuw Jun & 00:00-00 0 Azure-SFTP 0 Bytes Restare
testbackup2-CFG10-2605...  Tue Jan 11 00700:00 0 ATure-SFTP 0 Bytes Restore

sftp )RS N ORREE

~

7 RERECisco Bug IDCSCwu68863MDEREIZKY) . Azure ANL—2 EONY O TF Y
T A XEONA NERTENETTH, BENBHERFHYVERBA, cNhSONYIT
Y&k, BEICSUTEREICERTEERT,

NZ7)L>1—h

1. ISEGUITURD NUKRILZITS &, ROIZ—HNRRENET,

Error

Repository validation failed due to amor - . In case Backup was restored on differant
setup, please re-configure the repositary passwords (Expected behaviour)

0K

IZ—Xvt—2


https://tools.cisco.com/bugsearch/bug/CSCwu68863

FRIRE

ELWARF—HNSSHF—TSFTPH—N—ICA 2V R—FhENhTVWR I ZHBBLET ( §
Azure ANL =T O N TOSFTPOEHE L OFIE2ZSR ), cOIZ—F. VRZKNU®D
BAA RS LRI, I—YHFGUITHLVWF—RT7ZBEEERLELEECRELET,

2. GUIVR N ORREEFRIIL FL 24", show repository <sftp repository>1Y > RA S N H
ABBYEEA,

- wisenodel/iseadmin#show repository Azure-SFTP

% SSH connect error

FRIRE

CLIN 5 EKE NERSALNBEF—NAzure sshiBERICEME N TVWBD L Z2BRELET,

3.SFTPURZ NUDBBEZESICNT TN 1—FT 42T F%I21E. debugdX > REBHMICL
F9,

isenodel/iseadmin#debug transfer 7

s=mwienisencdel/ iseadmingd ransfer 7
iisencdel/iseadmind ository Azure-SFTP
6 [395485):[info] transf r.c[333) [system]: sftp dir of repository Azure-SFTP raquastad
6 [395485):[info] tranaf 3 _util. 5] [system]: Server validation su saful § - - .core.windows.net

tp_handler.c[1281] [system]: Running sftp command: gessesfsp. blob.core.windows.net g iy ., 088 ] e *x+ f 15 =1 [
ftp_handler.c[§89] 8 DEBUG: local user: iseadmin UID: 0 sftp_run parent FD: 7 remote host: *9.blob.core.windows

.c ] g SFTP command: 0 iseadmin /fusr/bin/sftp -oIdentityFile=/home/iseadmin/.ssh/id_rsa -oUse
=/home/iseadmin/.ssh/known_hosts -oPasswordAuthentication=no = = o | fom— “w.blob.core.windows.net

ror] transfer: sftp | handler. €[445] [system]: sftp_read Error: read failed

ror] transfer: sftp handler.c[914] [syste itp_run_parem-_ Error: read|{command prompt) failed

ug] transfer: sfip handler.c[1123] [syste sftp parent status -306
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