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(Ef

PACL AE— RTIE, TrustSec R —ZREITHHANEETT, hidk. T/V4 X &ldentity

Services Engine(ISE)E M ¥ 1 7 BE IC B E X E /& Protected Access Credential(PAC)N T E T
HBEHTT, CcOT7O0—F&, BHDISE/—RIBHIDRETEICEMNTT, 75347/
—RFFTZA4ICBRDE, FNARAGILTF OOV I 2BRITEERBLINYITYTICH
BNICYINEBABENTESD LD, P RADLET, PACL AL, 7OtEAZERILL
IR EEVRTEZERLEE, EONTANRACR > E&HOEF1I VT AR ZEYR—
NLUET,

COE—RTR, FNAARDI—HBENAT—REZBUCERZXFEIDETHBRLET,
ISEXftF17tEv>areRBLTIDELET. cOEYSZIVEREITSHE, ISEFkEFIT
BEEILELEEZFRERMHLET, ChiZR, EF1VF10F—&, H—/NIDP RS X
VIRBREDHMIBENTT, CORHE. BEBZRID—ETF—EXNOXTL2TRENET It
AZBRIDIEODICEAETIET,

T

AX AE

dA>74F1L—>3>

AA Y FORE

CORFIXZNTRE, Cisco C9300AR1 Y FZMAL TPACL ARRRINREZTVE T, /N—

AT A5AEEREITLTVWS A A Y Fik, Identity Services Engine(ISE)Z#H L TPACK L
DRI ZERTTERT,

ATY 71 A4 Y FDconfiguration terminal® T2 & 2 A4 ¥ F T, RADIUSH—/\&
RADIUST I —7&BEELE T,

RADIUS #—/\:

radius server

address ipv4

auth-port 1812 acct-port 1813

key



RADIUST IL—7"

aaa group server radius trustsec
server name

AT Y 7 2:PACL ARREEDctsFRELEH K V' dot1xIZRADIUSH —NT I —T 22X v EVTLET,

CTSYvE>Y :

<#root>
cts authorization Tist
cts-nmlist

// cts-mlist is the name of the authorization list

Dot1xE3:E :

<ffroot>

aaa authentication dotlx default group

aaa authorization network
cts-mist

group

ATYVT3: RAAYFDAR—T ) E—RTCTSIDENRD—REFRELET



cts credentials id

password

ISE 32 &

1. ISET. Administration > Network Resources > Network Devices > Network Devices® JIE (23R
L. BYRND—=IOFNAAZRELET, add2 V)Y oL T, A4 YFZISEY—/NICEML F
E

= -hob |dentity Services Engine Administration / Network Resources

)i Bookmarks Network Devices Network Device Groups Netwerk Device Profiles External RADIUS Servers RADIUS Server Sequences More
—
B Dashbaard Hatwark Devices

Network Devices

Context Visibility

Policy

4, Operations
1

Name IP/Mask Profile Name Location Type Description
F

Administration

4l Werk Centers

2. A Y FH S DTrustSeciBAlORADIUSERZIE T B (CIE, ISEQIPT RLAT 1 =)L RIC
NAD IP7 RLAZEML X7,
3.NADYZ AT~ NORADIUSFIEIREZ BRI L. RADIUSHEMEF—ZANL KT,

4. Advanced Trustsec SettingsZBMICL. CTS-IDTF/NA ABZEH L, AN RT/NADT—
R ( cts credentials id <CTS-ID> password </YATD—R>) ZFEHALT/NAT—RT71—)LRZE
MLET,
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Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

0 0 11 0 0

Refrash Show Within
Never ~ Latest 20 records ~ Last 3 hours w
o Ty Export To Filtar
Time Status Details Repea... ldentity Endpoint ID Endpoint Profile Authentication Policy Authorizath
bos o Identity Endpoint ID Endpoint Prafile Aythentication Policy Authorizatior
Feb 23, 2026 08:16:12.0... a HCTSREQUESTH L e NetworkDevieeAuthorization NetworkDevie
Feb 23, 2025 08:16:05.7... a HCTSREQUESTH e — NetworkDeviceAutharization HetworkDevic
Cisco ISE
Steps
Overview P
Eiarit . Step 1D Description Latency {mz)
11001 Recelved RADIUS Access-Roquest
TIREETE HCTSREQUESTH 1oz RADIUS eraated 8 new session 0
Encpoir 90:77:EE:EC: 78:B0 & 12237 PAC-less request 0
1Mz Generated a new session 1D 1
Endpoint Profile
15012 Selected Access Service 1]
Authentication Policy NetworkDeviceAutharization 12238 Succossfully processed PAC-loss o
Authorization Palicy MetworkDeviceAuthorization >> Dafault 15036 Evaluating Authoerization Palicy o
" 15008 Matched Default Rule B
Authorization Result
11002 Returned RADIUS Access-Accept 3

Authentication Details

Source Timestamp 2025-02-23 19:14:46.407

Recetved Ti 2025-02-23 19:14:46.407

Policy Server Ise341

Usernama HCTSREQUEST#
Endl ] 9077 EEEC:78:80
Calling Station id 907 eei0c:TE:80
Authentication Mathod webauth

NZ7)L>1—h

BEEZRSTIN1—T12TF2IR. RAYFTROTFNYTERTLET,

Debug Command:

debug cts environment-data all
debug cts env

debug cts aaa

debug radius

debug cts ifc events

debug cts authentication details



debug cts authorization all debug

FNYTAZIRY

*Feb 23 14:48:14.974: CTS env-data: Force environment-data refresh bitmask 0x2
*Feb 23 14:48:14.974: CTS env-data: download transport-type = CTS_TRANSPORT_IP_UDP

*2 A23H14:48:14.974:cts_env_data COMPLETE : jR&env_data_complete D&, 41 X2~
O(env_data_request) & Bl 1%

*Feb 23 14:48:14.974: @@@ cts_env_data COMPLETE: env_data_complete ->
env_data_waiting_rsp

*Feb 23 14:48:14.974:.env_data_waiting_rsp_enter: state = WAITING_RESPONSE

*Feb 23 14:48:14.974: Secure Key is present on the device, proceed with pac-less env-data
download // initiate the PAC-Less authentication from switch

*Feb 23 14:48:14.974: cts_aaa_is_fragmented: (CTS env-data SM)NOT-FRAG attr_q(0)
*Feb 23 14:48:14.974:.env_data_request_action: state = WAITING_RESPONSE
*2A23H14:48:14.974:env_data_download_complete:

status(FALSE). req(x0). rec(x0)
*Feb 23 14:48:14.974:status(FALSE). req(x0). rec(x0)., expect(x81).

wait_for_server_list(x85), wait_for_multicast_SGT(xB5).
wait_for_SGName_mapping_tbl(x1485).

wait_for_SG-EPG_tbl(x18085), wait_for_default_EPG_tbl(xC0085),
wait_for_default_SGT_tbl(x600085) wait_for_default_SERVICE_ENTRY_tbl(xC000085)

*Feb 23 14:48:14.974: env_data_request_action: state = WAITING_RESPONSE, received = 0x0&
3R=0x0

*Feb 23 14:48:14.974: cts_env_data_aaa_req_setup : aaa_id = 15

*Feb 23 14:48:14.974: cts_aaa_req_setup: (CTS env-data SM)7'Z 4 R— K~ J JL—7HFDEADE &K
reEh, NTVY oI —TaE1T

*Feb 23 14:48:14.974: cts_aaa_attr_add: AAAE R (0x7AB57A6AA2C0)
*Feb 23 14:48:14.974: username = #CTSREQUEST#

*Feb 23 14:48:14.974: AAA Context Add Attribute: (CTS env-data SM)attr(test)



*Feb 23 14:48:14.974:cts-environment-data =7 A b

*Feb 23 14:48:14.974: cts_aaa_attr_add: AAAE R (0x7AB57A6AA2C0)

*Feb 23 14:48:14.974: AAA Context Add Attribute: (CTS env-data SM)attr(env-data-fragment)
*Feb 23 14:48:14.974:cts-device-capability = env-data-fragment ( F—X 75T X K )

*Feb 23 14:48:14.974: cts_aaa_attr_add: AAAE R (0x7AB57A6AA2C0)

*Feb 23 14:48:14.975: AAA Context Add Attribute: (CTS env-data SM)attr(multiple-server-ip-
supported)

*Feb 23 14:48:14.975: cts-device-capability = multiple-server-ip-supported
*Feb 23 14:48:14.975: cts_aaa_attr_add: AAAE R (0x7AB57A6AA2C0)

*Feb 23 14:48:14.975: AAA Context AddE 1 : (CTS env-data SM)attr(wnlx)
*2 423 H14:48:14.975:clid = wnlx

*Feb 23 14:48:14.975: cts_aaa_req_send: AAA req(0x7AB57A6AA2CO) I AAAICIEE ICEFEE h
LI

*Feb 23 14:48:14.975: RADIUS/ENCODE(0000000F) : st AV R—F > K& A 7'=CTS

*Feb 23 14:48:14.975: RADIUS(0000000F): Config NAS IP: 0.0.0.0

*Feb 23 14:48:14.975: vrfid: [65535] ipv6 tableid : [O]

“Feb 23 14:48:14.975: idb is NULL

“Feb 23 14:48:14.975: RADIUS(0000000F): Config NAS IPv6: ::

*Feb 23 14:48:14.975: RADIUS/ENCODE(0000000F): acct_session_id: 4003

“Feb 23 14:48:14.975: RADIUS(0000000F): sending

*Feb 23 14:48:14.975: RADIUS: PACKZLE—R, >—JL Y ~hH )

*Feb 23 14:48:14.975: RADIUS: Successfully added CTS pacless attribute to the radius request

*Feb 23 14:48:14.975: RADIUS/ENCODE: Best Local IP-Address 10.127.196.234 for Radius-
Server 10.127.196.169

*Feb 23 14:48:14.975: RADIUS: PACBEZ LE— R, >—JL Y &)

*Feb 23 14:48:14.975: RADIUS(0000000F): Send Access-Request to 10.127.196.169:1812 id
1645/11, len 249 /| A4 ¥ FH S MRadius Access Request

RADIUS: F—t > 7T 14 7—278 8A 70 5C E5 D3 DD F1-B4 82 57 E2 1F 95 3B 92



“Feb 23 14:48:14.975: RADIUS: User-Name [1] 14 "#CTSREQUEST#"

*Feb 23 14:48:14.975: RADIUS: Vendor, Cisco [26] 33

*Feb 23 14:48:14.975: RADIUS: Cisco AVpair [1] 27 "cts-environment-data=test

*Feb 23 14:48:14.975: RADIUS: Vendor, Cisco [26] 47

*Feb 23 14:48:14.975: RADIUS: Cisco AVpair [1] 41 Tcts-device-capability=env-data-fragment
*Feb 23 14:48:14.975: RADIUS: Vendor, Cisco [26] 58

*Feb 23 14:48:14.975: RADIUS: Cisco AVpair [1] 52 "cts-device-capability=multiple-server-ip-
supported"

“Feb 23 14:48:14.975: RADIUS: User-Password [2] 18 *

*Feb 23 14:48:14.975: RADIUS: Calling-Station-Id [31] 8 "wnlx

*Feb 23 14:48:14.975: RADIUS: Service-Type [6] 6 Outbound [5]

*Feb 23 14:48:14.975: RADIUS: NAS-IP-Address [4] 6 10.127.196.234
*Feb 23 14:48:14.975: RADIUS: Vendor, Cisco [26] 39

*Feb 23 14:48:14.975: RADIUS: Cisco AVpair [1] 33 "cts-pac-capability=cts-pac-less; // CTS
PAC Less cv-pairBtfld, PACL AFRIIO/NT Y N ZNEBITBISEOERICEMENETT,

*Feb 23 14:48:14.975: RADIUS(0000000F): Sending a IPv4 Radius Packet
*Feb 23 14:48:14.975: RADIUS(0000000F): Started 5 sec timeout

*Feb 23 14:48:14.990: RADIUS: Received from id 1645/11 10.127.196.169:1812, Access-Accept,
len 313. // Authentication success

RADIUS:F—t 27 14 7—%592 4C 21 5C 99 28 64 8B - 23 06 4B 87 F6 FF 66 3C
*Feb 23 14:48:14.990: RADIUS: User-Name [1] 14 "#CTSREQUEST#"

*Feb 23 14:48:14.990: RADIUS: Class [25] 78

& 43414353 3A 3061376663 34613954 3768 [CACS:0a7fc4a9T7h]
& 3979444270 2F 7A 6A 64 66 66 56 49 55 74 4D [9yDBp/zjdffVIUtM]

& :78346863504C 4A 454976 7579 5162 4C 70 [x4hcPLJEIvuyQbLp]

4 3148 7A 355045 39 38 3A 69 73 65 33 34 31 2F [1Hz5PE98:ise341/]

4K

£ : 35323936 36 39 3032 31 2F 32 31 [ 529669021/21]

*Feb 23 14:48:14.990: RADIUS: Vendor, Cisco [26] 39



*Feb 23 14:48:14.990:

*Feb 23 14:48:14.990:

*Feb 23 14:48:14.991:

*Feb 23 14:48:14.991:

*Feb 23 14:48:14.991:

*Feb 23 14:48:14.991:

*Feb 23 14:48:14.991:

*Feb 23 14:48:14.991:

*Feb 23 14:48:14.991:

*Feb 23 14:48:14.991:

*Feb 23 14:48:14.991:

*Feb 23 14:48:14.991:

RADIUS: Cisco AVpair [1] 33 Tcts-pac-capability=cts-pac-less

RADIUS: Vendor, Cisco [26] 43

RADIUS: Cisco AVpair [1] 37 "cts:server-list=CTSServerList1-0001
RADIUS: Vendor, Cisco [26] 38
RADIUS: Cisco AVpair [1] 32 cts:security-group-tag=0002-00 4
RADIUS: Vendor, Cisco [26] 41
RADIUS: Cisco AVpair [1] 35 "cts:environment-data-expiry=86400
RADIUS: Vendor, Cisco [26] 40
RADIUS: Cisco AVpair [1] 34 "cts:security-group-table=0001-17"
RADIUS: PACZLE—R, —JL Y ~HV)

RADIUS(0000000F): Received from id 1645/11

cts_aaa_callback: (CTS env-data SM)AAA

req(0x7AB57A6AA2CO0)response success

*Feb 23 14:48:14.991:
*Feb 23 14:48:14.991:

*Feb 23 14:48:14.991:
supported)

*Feb 23 14:48:14.991:
*Feb 23 14:48:14.991:
*Feb 23 14:48:14.991:
*Feb 23 14:48:14.991:
*Feb 23 14:48:14.991:
*Feb 23 14:48:14.991:
*Feb 23 14:48:14.991:

*Feb 23 14:48:14.991:
attributes.

IBET—

AAA CTX FRAG CLEAN:(CTS env-data SM)attr(test)
AAA CTX FRAG CLEAN:(CTS env-data SM)attr(env-data-fragment)

AAA CTX FRAG CLEAN: (CTS env-data SM)attr(multiple-server-ip-

AAA CTX FRAG CLEAN: (CTS env-data SM)attr(wnlx)

AAAE . TEABZ R A 7(450)

AAAE T . TERBZ R A 7(1324),

AAAJE £ : server-list = CTSServerList1-0001,

Received SLIST name.cts_is_slist_send_to_binos_req% FALSEI_ & E
AAAE M : security-group-tag = 0002-00

AAAEME -

environment-data-expiry = 86400,

AAAJE M : security-group-table = 0001-17.CTS env-data: Receiving AAA
2ESAIO—RLTVET

CTS_AAA_SLIST (A 7> 3> )

1Bl B M Access-Accept T35 & tilzslist® (CTSServerList1)



slist& (CTSServerList ) A" EEL E T
CTS_AAA_SECURITY_GROUP_TAG ( #7°'> 3> )
CTS_AAA_ENVIRONMENT_DATA_EXPIRY =86400T 9,
CTS_AAA_SGT_NAME_U A b
F—7)L(0001)Z1EBOT7 It AHFTTEELELLE
BENBWESH, T—7I)L0001) A ARN—ILBEXDSZEEEXICIE-LET,
# L LW BI1(0001), gen(17)
CTS_AAA_DATA_END (A7~ 3> )

*2 A23H14:48:14.991:cts_env_data WAITING_RESPONSE : {A#env_data_waiting_rsp®, 4 X
~ M (env_data_received) % HU 15

*Feb 23 14:48:14.991: @@ @ cts_env_data WAITING_RESPONSE: env_data_waiting_rsp ->
env_data_assessing

*Feb 23 14:48:14.991: env_data_assessing_enter: state = ASSESSING
*Feb 23 14:48:14.991: cts_aaa_is_fragmented: (CTS env-data SM)NOT-FRAG attr_q(0)
*Feb 23 14:48:14.991: env_data_assessing_action: state = ASSESSING
*Feb 23 14:48:14.991: env_data_download_complete:
status(FALSE). req(x81). rec(xC87)
*Feb 23 14:48:14.991: Expect same as received
*Feb 23 14:48:14.991: AT — X A(TRUE), E3K(x81). rec(xC87). Fifl(x81).

wait_for_server_list(x85), wait_for_multicast_SGT(xB5).
wait_for_SGName_mapping_tbl(x1485),

wait_for_SG-EPG_tbl(x18085), wait_for_default_EPG_tbl(xC0085),
wait_for_default_SGT_tbl(x600085) wait_for_default SERVICE_ENTRY_tbl(xC000085)

*Feb 23 14:48:14.991: cts_env_data ASSESSING : iR#&Fenv_data_assessing. got event
4(env_data_complete)

*Feb 23 14:48:14.991: @@@ cts_env_data ASSESSING: env_data_assessing ->
env_data_complete

*Feb 23 14:48:14.991:env_data_complete_enter: state = COMPLETE

*Feb 23 14:48:14.991: CTS-ifc-ev: env data reporting to core, result: Successful



*Feb 23 14:48:14.991: env_data_install_action: state = COMPLETE completed.types 0x0
*Feb 23 14:48:14.991: env_data_install_action: clean installed sgt<->sgname table

*Feb 23 14:48:14.991: Cleaning up installed sg-epg list

*Feb 23 14:48:14.991: Cleaning up installed default epg list

*Feb 23 14:48:14.991: env_data_install_action: mcast_sgt7— 7 )L D E#

*Feb 23 14:48:14.991:Env data sync to standby status 2

*Feb 23 14:48:14.991: SLISTRHIEINEHER LU TT, BINOSICIAETAHERHY) EEA

*Feb 23 14:48:14.991: CTS-sg-epg-events:setting default_sg 0 to env data
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