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Startup Session

launchd (init)

acy
————  System Starter
daemon

Login Session
(one session per logged-in user)

— System daemon

—— Legacy

mach_init task

— System daemon

R tirmed job

launchd
- agent
— agent
pr— daemon
— timed job
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/Library/LaunchAgents
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Is -Itr ~/Library/LaunchAgents 1Y > R

Is -Itr /Library/LaunchAgents 1V > R
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sudo grep -B 10 -A 10 -E "Ms*state = " <<< "§(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/|;sl = {8
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sudo launchctl list | awk {if (NR>1) print $3}'
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sudo grep -B 10 -A 10 -E "Ms*state = " <<< "§(launchctl dumpstate)" | grep -aiE "V.*= {" | sed

's|.*/|;s| = {$]|' | grep -i cisco
sudo launchctl list | awk '{if (NR>1) print $3}' | grep -i cisco
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1. &I, N> Rsudo grep -B 10 -A 10 -E "M\s*state = " <<< "$(launchctl dumpstate)" | grep
-aiE "V.*= {" | sed 's|.*/|;s| = {$|' | grep -i {F—E AR}

=& ZF, sudo grep -B 10 -A 10 -E "Ms*state = " <<< "$(launchctl dumpstate)" | grep -aiE "V.*= {"
| sed 's/.\{3\}$/" | grep -i com.cisco.secureclient.iseposture 1N > RDF{E, HAOE
gui/501/com.cisco.secureclient.iseposture (& V) £F .

2. 1~ > Rsudo launchctl print { Your launchctl service name } | grep -i 'type = Launch'Z A L T
H—ERRATEHRELET,



FICHEE . I > Rsudo launchctl print gui/501/com.cisco.secureclient.iseposture | grep -i 'type =
Launch'®iH4& ., HHlktype = LaunchAgentT ¥,
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sudo grep -B 10 -A 10 -E "Ms*state = " <<< "$(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/l;s| = {8l
sudo launchctl list | awk '{if (NR>1) print $3}'
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Is -Itr /System/Library/LaunchDaemons | grep com.apple.dhcp6d.plist
H—EAVARNZRFEITDE, FO—REATVEVZENDAVYET,

sudo grep -B 10 -A 10 -E "Ms*state = " <<< "§(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/|;s| = {$]|' | grep -i com.apple.dhcp6d
sudo launchctl list | awk '{if (NR>1) print $3}' | grep -i com.apple.dhcp6d
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sudo grep -B 10 -A 10 -E "Ms*state = running" << "$(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/|;sl = {8



FREOOAN RTUARNENEY—E A, Loaded & Runninghy —EAARL —RIREICEZH L
£7,

BTIA—RTHAIAETINELLE

—WMOY—ERARF, FHENIERTI-RELEFHLBEVRTI-RTRTIZEEIHYE
T, CORSBH—ERARF, ROIIYZRTVUARTEXT,

sudo grep -B 10 -A 10 "state = e" <<< "$(launchctl dumpstate)" | grep -aiE "V.*={" | sed 's/.\{3\}$//'
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sudo launchctl print { Your launchctl service name } | grep -i 'last exit code'
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sudo launchctl print gui/501/com.apple.mdmclient.agent | grep -i 'last exit code'

HAFXDOEHY) TT, last exit code =0
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] Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Palicy Sets Troubleshoot Reports Settings

[ H tions List > macOS-Service-Condition
Gonditions w

1 Service Condition

< Anti-Malwiare
..\ Anti-Spyware * Name

Anti-Vi
Ii=Yine macOS-Service-Condition

' Application

2 Compound Description

Dictionary Compound

ﬂ1 Dictionary Simple

* Operating System
Disk Encryption P 9 3

Mac 05X w
Extarnal DataSource
)
Flle .
Compliance Module
Firewall Any version

Hardware Attributes .
* Service Nama

Patch Management
com.apple.sysmand

Registry
Seript Service Type
I Service Daemon Or User Agent ®
UsE
Service Operator
Loaded & Runnin
Remadiations >
exit code
Requirements o ']

Allowed Protecols
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Cisco Secure Client GUIE#&A S, macOSTRAF ¥ KU RIL A KBL LA ZHRETERT

o
- A A
s | @ ® @ Statistics <) -/ (&)
e Cisco Secure Client  AnyConnect VPN ISE Posture
AnyConnect VPN: ISE Posture

Connected to FTD.

- Statistics = Security Products  Scan Summary = Message History
Disconnect

Updates Status

ISE Posture: 1 + macOS-Service-Requirement Done

Compliant,

MNetwork access allowed. Scan Again




£, ISERAF ¥ LR— K&, ISE > Operations > Reports > Reports > Endpoints and Users >
Posture Assessment by Endpointh* S £ R TE X T,

= Ik Identity Services Engine
System User ruben
]
Usar Domain nia
-
AV Installed
}
AS latalled
‘\ AM Installed Gatekeopor; 14,3, 15 Xprotect:2 186;
1
F ]
Al
Posture Report
Posture Status Compliant
Logged At 2024-02-78 09:44:28.926
Posture Policy Details
Policy Nama Enforcomant Type Status Passed Conditions Fallad Conditions Skippad Conditions
mac05-Service-PosturePolicy macOS-Service-Requirement Mandatory Passed mac05-Service -Condition
RowsIPage 1 e
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COMacOSHY—EARAF ¥ RUDREFICRETZAREMOH 2 —MNBEBER>IROEHYT
ED

EHEE N TLEVERE

Cisco Secure Client

Security Warning: Untrusted Server Certificate!

AnyConnect VPN:
Connected to FTD. Cisco Secure Client cannot verify server: ise-demo-6.ivillega.com

Disconnect L. Certificate is not trusted.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for the

ISE Posture: error condition is known.

Scanning system ...

10% Scan Again

Connect Anyway Cancel Connection

BIRLIERSIC, Y—EARBIIFERERETOT IV EAH AN BETT, RAFYAF v
J7OEAQHAEN Y—NCL2>TEEEATWVWRZENFIARTT,
Z5LBLVE, ROIZ—ARELET,



ISE Posture Details

lllllllll %
cisco ISE Posture 0

Time Remaining:
1 Update(s) Required 3 Minutes

X Action Required to Enable Access

Updates are needed on your device before you can join the network.

macOS Service is non compliant

More Details N
Updates Status
1 (%] macOS-Service-Requirem... Required (Manual)

Cisco Secure Client

The requirement cannot be evaluated since you are
connected to an untrusted server. Please contact your Cancel
system administrator.
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ISERAF ¥ ED1—)LiE, PP RLAELEEESBE KX A > Z(FQDN)D W hh TPSNHY—
NERELET, RANTSITF1 ARG, RAFYBRET77PALEFEALTFQDNICE 2T
ISE/— RERHETZCETT, COEY, BEE (IS FRN7OESIZUIR—4)
REBREER—RIN (VAT RN7OED I ZJR—2) ) FEAEDOCNT 1 —J)LRELE
SAN7 4 —J)L RIZEFQDNAEENTVWADUEN BV ET, cNICIETAMIL RA—RIB\ELE
BATEET, DM RA—RIEBERF OT7O—THR—REATVET,

SATLOEFIVTADRESD, CNT7 1 =)L RIFREFEFTERLEA. RANTZTIT1REL
T, SANZ7 A —=)LRIZDVAIRA—RIZ N EZEFEFQDNEZEH T EE W,

FODNTRE<LIPZRLAZFERAL TISEPSNAREENDHE. /—ROIPZRLARK, B
EBLRVR—ZIOERICI 9T NTVWBIAHAENDCNT 1 —)LREFLEEFSANZ 1 —ILROWT
NAICEENTVDHRENFHYET,

ISERAF Y ED 1)L, ISEV—NICK>TRRENDAAEZFEELETT, TOCAN
macOS F—FI—2 TV EADIATLABEARNTICHBIHZE,. < DCAIZIEWhen using this



certificateZ Always TrustiCERE T D HEN H V) F£ T,

ivillega-CA-2024

ivillega-CA-2024
cartifi

ivillega-CA-2024
Root certificate authority Trust
Expires: Thursday, 30 January 20:

@ Tt When using this certificate: | Always Trust
I 5

Secure Sockets Layer (SSL)  Always Trust
Name i Secure Mail (S/MIME) Always Trust
e i SR Extensible Authentication (EAP) = Always Trust
| B L IP Security (IPsec) [Always Trust
& Cisco Umbrella Root CA o
Bl o ke e Code Signing = Always Trust
B com.apple.systemdefault Time Stamping Always Trust
Device Management Root CA X.509 Basic Policy Always Trust
Internal Private Root certificate
ivillega-CA-2024 certificate
JSS Built-In Signing Certificate certificate
QuoVadis Root CA 2 certificate
Trusted Device SubCA
1
Cisco Device CA - PROD
com.apple.kerberos.kde
com.apple.systemdefault
com.apple.kerberos.kde
com.apple.systemdefault
BTG 2 A Serial Number 24 2C DD 93 3138 C2 87 45 AC BC 7E A6 AF FF 32

Details
Subject Name
Domain Component com
Domain Component ivillega
Common Name ivillega-CA-2024

Issuer Name
Domain Component com
Domain Component ivillega
Common Name ivillega-CA-2024

~ooroo-o-c AN

SAEANEL<O—REh, CNESANOEHA TR THLEEATWTE, macOST AT AN EE
PEECECEAVEVSHBENRETIBANBYET, COLSBBAR, F—FI—27
SRAT7UT—avalE, YATAIREANTRTIIBBHL T, TIAHSCATHERY
BLET.

RIZ, macOSE—ZFINT7VTr—23 2 ICBE L. sudo /usr/bin/security add-trusted-cert -r
trustRoot -d -k /Library/Keychains/System.keychain Y > R&ZE{TLE T,

{CAFLAEND/VA}

el IAENFTFRIMNY TEHBHE. ANV RBROELSICHY)ET, sudo
/usr/bin/security add-trusted-cert -r trustRoot -d -k /Library/Keychains/System.keychain
/Users/JohnDoe/Downloads/CA_certificate.crt

ONRZEEFLEZR, 21 —2z2z8BEEHLCEBERITLED,
Cisco Secure ClientAF¥ ¥ > DO/N1 /)N A

F =, TBypassing Cisco Secure Client Scany & &k T "Your network is not configured to use
Cisco ISE Posture Agenty; EVWS IS —XYE—IHARRENDFEEEHYET,



O ® Cisco Secure Client

AnyConnect VPN:
Connected to FTD.

Disconnect

ISE Posture:

Bypassing Cisco Secure Client scan.

Your network is not configured to use... Scan Again

Your network is not configured to use Cisco ISE Posture
Agent.

COXYE—DHFRREND DI, ISE > Work Centers > Posture > Client Provisioning > Client
Provisioning PoliciesTY A4 7> N7OED a Z VI NFREET R TVEVLEDH TS,

Mac OSXARL —F 4 VI AT LADRENRETDHEATE, IXTOmMacOS/N\—2a %
FRELTVWBDDITTEHYEEA,

T 7 AL NTRE, ISEIZIFSequoia(15.6. ) EDFRF OmacOS/N—2 a U HFEENZEVESH, &
DESIBAYE—TZEBL T, RAFYHABRICEHFEIADESICLET,

RAF v 7 14— RI&E, ISE > Work Centers > Posture > Settings > Software Updates > Posture
Updatesh SEF T I HLEN HY FT,

ChiF, ISEXSATA TEEEH IS, Posture Offine 4 hASZ AT O—RT
EDzip7 7TANEERLTHTISAICTEERT

T DO EE

FHZERITDIHER. BEOmMacOST/NA AL SDARTNY RILZRETEERT., TOLEHIC
&, DARTEZ 1—)L&ZA4 > AKR—JLL. Cisco Secure Client7 7’ U —>3a>&#FoO747ICL
TEIREET, XZa1—/N—IZBE L TCisco Secure ClientZ 2 ') ¥ ¥ L, Generate Diagnostics
Reports TIRNDIN Y REET TR HENf HYET,


https://www.cisco.com/web/secure/pmbu/posture-offline.html
https://www.cisco.com/web/secure/pmbu/posture-offline.html

Cisco Secure Client Edit

About Cisco Secure Client
Preferences...

Generate Diagnostics Report

SE:DART/NY RILOEREEIZIE, Include System LogsA 7> a>raEMICLTHELL L



FEETT. BRCLTLWEVE, DART/NY RILICEKISERAF ¥ ED 1 —)LIE®WAE
FhFEEA

Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).

DART is a tool that helps to bundle the appropriate log files and
diagnostic information that can be used for analyzing and debugging the
Cisco Secure Client.

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

v Include System Logs

tFXF1UT1LOBEAS. —BOOATREEBSLENTRRENBVEENF HYERTH,
DART/\> R)L Qunified_log.logZ &, XD &S BOTHNRRENDFEN BV ET,




EF o 2oOJopllk, CORFIXNTEREL EmacOSY—EAREDENDTT,

[Tue Feb 27 10:30:58.576 2024][csc_iseposture]Function: createCheckXMLString Thread Id: O0x4A9FD7CO File

macO0S-Service-Condition



303

com.apple.sysmond

running

)
[Tue Feb 27 10:30:58.576 2024][csc_iseagent]Function: processPostureData Thread Id: Ox4A9FD7CO File: Au

ISE: 3.3.0.430

ISE: 2.x

30



mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition

303



com.apple.sysmond

running

(mac0S-Service-Condition)

[Tue Feb 27 10:30:58.576 2024][csc_iseagent]Function: SMP_initCheck Thread Id: Ox4A9FD7CO File: SMNavPo

ISE: 3.3.0.430

ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition



303

com.apple.sysmond

running

(mac0S-Service-Condition)

",isElevationAllowed:1,nRemediationTimeLeft:0}

[Tue Feb 27 10:30:58.646 2024][csc_eliseposture]Function: createCheckXMLString Thread Id: Ox4A9FD7CO Fi

macO0S-Service-Condition

303



com.apple.sysmond

running

)
[Tue Feb 27 10:30:58.646 2024][csc_eliseposture]Function: doCheck Thread Id: Ox4A9FD7CO File: Rgmt.cpp

[Tue Feb 27 10:30:58.658 2024][csc_eliseposture]Function: doCheck Thread Id: 0x4A9FD7CO File: CheckSvc.
[Tue Feb 27 10:30:58.658 2024][csc_eliseposture]Function: completeCheck Thread Id: Ox4A9FD7CO File: Rqgm

Tl IVRRAVNOFBIAERAF ¥ ZITSISEPSN/—RT, FNYITOTLRILODRAF
YIAVKR—RVKNERETREELTERT,

cOOJLAXI &, ISE > Operations > Troubleshoot > Debug Wizard > Debug Log
Configuration®D JEIZI#IRL TRETEE T, PSNHostnameZO Y UL, RAF¥IR—X%
hoOJLARILZINFON SDEBUGICEELE T,

macOSH —EAZHICH L TRLUHIEER TS L, ise-psclogh TCRZENDOY 2R TEXT,

2024-02-27 10:30:58.658 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-1][[]] cisco.cpm.posture.runtime.Pos

ISE: 3.3.0.430

ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition



303

com.apple.sysmond

running

(mac0S-Service-Condition)

2024-02-27 10:30:58.659 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-1][[]] cisco.cpm.posture.util.Status

ISE: 3.3.0.430



ISE: 2.x
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macOS Service is non compliant



macO0S-Service-Condition

303

com.apple.sysmond

running

(mac0S-Service-Condition)

2024-02-27 10:31:06.044 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-8][[]] cisco.cpm.posture.util.AgentU
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