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Console(SMC)
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= Change of Authorization (CoA)
Catalyst 9300
(Flow Exporter)
ONS [ DNS |
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Rouge DNS Server My Corporate DNS

Corporate User
(Trusted Network)

KICTRTRDIC:

®EI—HE, IP7O—ZIJAR—K L, ZO-OAL V72 CTF—REZEEBITDLSICHEE
ENIZCIB00A A Y FICHERETNTVEXRT,

BIU#HRNI—5A, #tADNSH—NZFEATBIEISICHREECNTVET,

Flow Collector & Stealthwatch Management Console(SMC) & &

StealthWatch Management Console(SMC)ik., Pxgrid&ISEZ L THEEhFE T,

BREEHEREF IR
1. NetFlowZEAL T7O0—ZEZ 2B RV IV AR—RNTRBRSICARI Y FEERLET,

Cisco IOS® XE 17.15.01Z E{1T9 HC9300A 1 Y FOEATO—FRE

flow record SW_FLOW_RECORD
description NetFlow record format to send to SW
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
match interface input



collect transport tcp flags
collect interface output

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

flow exporter NETFLOW_TO_SW_FC
description Export NetFlow to SW FC
destination 10.106.127.51 ! Mention the IPv4 address for the Stealthwatch Flow Collector
! source Loopback0 ! OPTIONAL: Source Interface for sending Flow Telemetry (e.g. Loopba
transport udp 2055
template data timeout 30

flow monitor IPV4_NETFLOW
record SW_FLOW_RECORD
exporter NETFLOW_TO_SW_FC
cache timeout active 60
cache timeout inactive 15

vlan configuration V1an992
ip flow monitor IPv4_NETFLOW input !Apply this to the VLAN/Interface that you want to monitor the f

VALIDATION COMMANDS
show flow record SW_FLOW_RECORD
show flow monitor IPv4_NETFLOW statistics
show flow monitor IPv4_NETFLOW cache
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DNSH—NELTHERAENET, chik, RYND—=IOTF7—FFTIF¥ICK2>TERED
ZYRND—OREBNERBDIBENHYET,

FEYVARNL—YIVICEATDTARNSRPCIE. AZF 1 Y 2P 10.197.179.136 ( fER L 7=
My Trusted Networks7R A R 7' )L—7 (2B T % ) £DNS 10.127.197.1328 &
10.127.197.134 ( YEEX L 7=My Corporate DNSTRA RN T I —TICEB TS ) TREETNTVET,

Organize + Dizable this network device Disgnose this connection Rename this connection View status of this connection Change settings of this connection = + [ a
- Ethernetl - peiPassthrul
s Al Nk Intérnet Protocel Version 4 (TCP/IPW) Properties b

General
You can get [P settings assigred sutomaticaly if your network supports

this capabilty. Otherwise, you need to adk your network adminstrator
for the appropriate [P settings

OCrtan an [P address automatcally
®) Use the folowing [P address:
[P address: 10 . 197 .179 .13
Subnet mask: 255 .255.255. 0

Defaudlt gateway: 0.197.1%. 1

@) Use the folowng DN server addresses:

Priferred DNS server: 10 .127.197 .12

Altermate DS server: 10 .127. 197 .14

[Cvaidate setengs upon exst P
]| e

em selected

ATY T3IABIL YA AZTEDONSH —NICEH L EEEICRETDRSICHREIIAAENET

T—RIATLZREL, BEEOHBDABHARNINZ T4V 0ZIVFAALINTHIAREMLEDH

BREBDNSY—N\OEHZTOY VT2 TS—LENIH-LET, PI—LIFTIT17

IC%x% &, Cisco Secure Network AnalyticsldCisco ISEEE# L, PxGrid#® H TAdaptive Network
Control Policy(ACP)&2A 2 & T, FEBDNSH—NEFHALTVWSHRANZDBLET,

Configure > Policy Management®D JEIZEE L £9,
ROBEBREZFEALTHARLAR NEERLET,

- BH : DNSERAXRY K,

+ Subject Host Groups :My Trusted Networks ( SR8 TCE 3 XY KJ—7 ),
ET7RANITIL—T (PRAKNTIL—7"): (#ADNSTRHVEEA ),
« EF7R—K/Z7'O0KJL:53/UDP 53/TCP

Znilk, My Trusted Networks ( RA KT IL—7") AOKRA KA My Corporate DNS ( RA KT )L
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Configure > Response Management > Actions D JEIC#E L, Add New Actionz 2 1)y L T,
ISE ANC Policy (Alarm)ZiZR L £ 3,

BEEE)HT, BHIITADREEDNDCiIscO ISEVTAZZBIRL T, FEBY—N\NDERF LI
MR TE2RERS —2RELET,

‘il Secure Network Analytics

Response Management

nush
Rues  Actions  Syslog Formais
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AT Y 75Rulesty>3a>NDTT, CreateanewRuleZANLET, COIL—ILIF, ABZRY NT—THADKRANH
FAENTVWELDNSH—/NIZDNSKRS 74 Y VB EBLEISETH LTI, UBIICERLET I3 2EALET
o Rule is triggered if22> 3> T, TypeZi#RL . BIRDcustom event createdZEIR L £,

Associated Actions® T T, BLHETIZFREE 1/ZISE ANC Alarm actionZi&IRL £ 9,
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4. AR RO KN H—BIZStealthwatch BB L =T 2> 3 2 ICIEE T3 &S (ZCisco ISEEERTE
LEY,

Cisco ISE GUIICOZ 1 > L, Policy > Policy Sets > Choose the Policy set > under Authorization
Policy - Local Exceptions > Create new Policy® JEIZEIRL £,

- &l : DNSiER O F5k
« &#: v 3> : ANCPolicy EQUALS Quarantine
- FA7°'07 7 4 JL:DenyAccess

Results
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TEANERENET
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T
£
4 & 5 Control Panel » Mebwork and Internet > Metwork Connections » v & . Metwork ' y-]
Organize » Dizable this network device Diagnose this connection Rename thic connection View status of this connection Change settings of thic connection = +* [ 9
l’_ Ethernetl l: peiPassthrul
= Disable Y betwork Intermet Protocol Version 4 (TCP/IPw4) Properties X
General

You can get [P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate TP settings.

{0 Cbtain an IP address automatically
(@) Uige the folowing 1P address:

[P address: 10 .197. 179 . 136 |
Subnet mask: 255.255.255. 0
Default gateway: 0 .197.199 ., 1

{®) Use: the folowing DNS server addresses:
Prafarrad DNG server: g .8 .8 .8

Alternate DNS server: 10 . 127 .197 . 134 |

[CIivahdate s=ttings upon exit Adwanced. ..

C9300 A A ¥ F T, show flow monitor IPv4_NETFLOW cache | in 8.8.8.8 N> R&EHOEFEAL
T, 70=NFF+7Fvech, JO0-ALIVZRICEBENTVBR L EZBERLET,
IPv4_NETFLOWIE, AM4 Y FRRETHREETNET,

<tfroot>

IPV4 SOURCE ADDRESS:

10.197.179. 136

IPV4 DESTINATION ADDRESS:

8.8.8.8

TRNS SOURCE PORT: 62734

TRNS DESTINATION PORT:

53

INTERFACE INPUT: Tel/0/46

IP TOS: 0x00

IP PROTOCOL: 17

tcp flags: 0x00
interface output: Null

counter bytes long: 55

counter packets long: 1

timestamp abs first: 10:21:41.000
timestamp abs Tast: 10:21:41.000

StealthwatchTA X KA N FH—E =5, Monitor > Security Insight Dashboard® JIEIC# &L
£9,
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Alarms
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View Datails Curront o L)

IIIS 15 AN My Trastod Networks 10197179036 « o Unined S2atos BAABe e DS Wickation Event Ingide Hosts = anurag@avasio o

Monitor > Integration > ISE ANC Policy AssignmentsDJBICBEL £9,

Cisco Secure Network Analytics*. RA N Z#&&E T % 7=  [CPxGridd & U'Cisco ISEZ T L T
Adaptive Network Control PolicyZ EEICEEL TV ZHERELET,

ISE ANC Policy Assignments

Blout B Addrenn HE Chmbar A Asdrans Asvgemant . Bequsated By Tima Baquanted ANC D [Wective ANC P_  Ausige ANC Dol

10.107.1749,13¢ [ [FETTIRLA ST Autsmate [Rapsnss Mansgament)  3/23/2005 1078 A Cuirarit Quaranting ¢

[E# (- Cisco ISET, Operations > RADIUS > LivelogsD IEIZBE L., T RKRKANIT1ILE
ZHERALET,

= ‘li |dentity Services Engine Operations / RADIUS
] Diagnostic Tools Download Logs Debug Wizard
—
- Status Details Identity Endpoint ID Authentication Policy Authorization Policy Authorization Profiles
11 ~ B3:AF x
\l\ | [-] a Anur 4:9¢ FaE S3005W >> Auth_Dotlx_Wir.. S3005W »> DNS Viclation Exception DenyAccess
I -] a B4:95:91:F9.63:AF 4:96:91:F 93005W >> Delault 93005W >> DNS Violation Exception DenyAccess
. [11)] a Afufag 4 B3005W >> Auth_Doilx_Wir.,
F |
| a = - . |
nl
a ANUTEG 34:96:9 3 SIGOSW >> Auth_Dotix_Wir 93005W >> USER-AD PermitAccess

O—7AJ)LHI5R 1) 2 —DNS Violation ExceptionlZ fE ), FRRAIZE(CoA)NISEIC K 2 THRITE 1,
TIVRRAVNIRTEIT I EANISEICKR 2 THEBEINET,

T RRA NTEERENRTE NS, Operations > Adaptive Network Control > Endpoint
Assignments > Delete D JEIZEIRL ., MACZHIRRL TI> RARA > ROMACT RL AZHIBRL &

EE
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Cisco ISEO O TS,

Cisco ISE M pxgrid(pxgrid-server.log) A2 R—F > N DBEMEATRACELRILICEREENTWSE
4. O &kpxgrid-serverlog7 7 1 LICRRENET,

<ffroot>

DEBUG [pxgrid-http-pool15][[]] cpm.pxgrid.ws.client.WsIseClientConnection -::::::617fffb27858402d9ff9658

RUNNI NG

, 'policyName":

Quar ant i ne

ll}
TRACE [WsIseClientConnection-1162][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::617fffb27858402d9ff9658b8

command=SEND

,headers=[content-Tength=123, trace-id=617fffb27858402d9ff9658b89a29f23, destination=/topic/com.cisco.i
TRACE [pxgrid-http-pool12][[]1] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::617fffb27858402d9ff
TRACE [pxgrid-http-pool12][[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::617fffb27858402
TRACE [sub-sender- O][[]] cpm. pxgridwebapp ws . pubsub. SubscriptionSender —::::::617fffb27858402d9ff9658b8

SUCCESS

, 'policyName":

Quar ant i ne

ll}
TRACE [WsIseClientConnection-1162][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::ef9ad261537846ae906d637d6

command=SEND

,headers=[content-Tength=123, trace-id=ef9ad261537846ae906d637d6dcle597, destination=/topic/com.cisco.i

TRACE [pxgrid-http-pool15]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::ef%9ad261537846ae906
TRACE [pxgrid-http-pool15][[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::ef9%9ad261537846a
TRACE [sub-sender-0][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::ef9ad261537846ae906d637d6
SUCCESS

, 'policyName":

Quar ant i ne

"}
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2. NAD/A A ¥ F Tshow running configuratonZ AL, 412 —7 T4 AIZBE%&
authentication timer restartf¥ ENREE N TVWD L ZBFELET, (L& AR,
authentication timer restart 15, authentication timer reauthenticate 15),

3. interface shutdown® & ¥*no shutdownZ A 0L T, NAD/AA Y FLEDR—NZE/NT AL
. BEAIECisco ISETHRELZEZBFIL ET,
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