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<EZEW,

=N =

A &

REDBMIE, TACACS+RIZISEOFAHEY hA—HZY MZREL. TACACS+Z2EATSD A
AV FHEELPIIN—RZISEC EEICRAY —/NELTRATRETY,

XY RND—TK



Jr—
L
_-'
oo
5
H_,r'“«’. ""w -
o — 0

C

Network Administrator

Identity Service Engine.

Network Topology

TACACS+H Identity Services Engine M & E
ISETCOFHEY N —HZY MAYE—TILADIPT KL ADHRE

1. FIN4A Radmin A" B#IZ& 2 TWBISEPSN./—R®OCLICOY 4> L, show interface 1<
VREGEHAUTCHERAIERA S R—T I A AEBELET,




ISEQ A > B —T7 T 4 ADIREE




E I CORETE, FAEY M XY MAUVEA-—TIAALLERZEVT, 300
AVR—TIAALEFNISETREENET, BUFIEZEAL T, IXTDA>X—7
IMADIP7 RLAZRETERT, T7F4IKNTE, ISEREREDOFHEY b1 —
YRYNE—TIAARAZYR—NLET,

2.AUPSN/—R®DOCLIAS, XROARY REFEALT, FAEY R —HYRY ML E-TI
AALCIPT RLAZEVVEHTET,

hostnameofise#configure t
hostnameofise/admin(config)#interface Gigabit Ethernet 1

hostnameofise/admin(config-GigabitEthernet-1)# <ip address> <subnet netmask> % IP7 RL A%
ZEITHE, ISEY—EANBEBHTIHESHHYET

Continue with IP address change?

HATLUETH ?[yes,no]ik L



B ATYT2ZRTTSE, ISE/—RY—ERANBEBLET, ISEH—EADAT—X A%
729 %Ik, show application status ise AN > RZRITL, KDAT =223V MIRTERS
2, H—ERAOARAT—RX AN runninglc B> TVWB & ZBRELET,

ISEH—ERAT—2 ADKREE

4. show interface AN > REFEAL T, Gigl4 V2 —T7 I A ADIPT7 RLAZERELET,

\Y




CLIZ 5 MISE Gig24 > 2 —7 T4 AIPT KL ADHER

5.show ports | inc 491V > RZEFEAL T, ISE/—RDR—RN4ODE) YT ERBELET,

ise TDR— NA9FF A DR EE




ISETOF/NA AEEDB ML

ISE®GUI > Administration > Deployment > PSN./ — R Z3#iR L, Enable Device admin servicelZ
FIVvIOI—D%MNIET,

aleibe |dentity Services Engine Administration / System
] Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks
PRIMARY ~

5% Dashboard
Il Context Visibility Other Monitoring Noda
‘\ Operations
| Palicy D Dedicated MnT (i}
&, Administration

Al Work Centers !~ Policy Service

~ Enable Sesslon Sendcas (T

. Include MNode in Node Group
? Interactive Halp

None v (D
Enable Profiling Service (i)
U Enable Threat Centric NAC Service (i)

O > Enable SXP Service ()

B Enable Device Admin Service (1)

O Enable Passive Identity Service (1)

ISECT/NA AEBY—EAZEICTS



7£:Device Admint—E A ZBMIZ TS I(ZIE. Device AdministrationZ 4 2> AN KBET
9o

ISE TOXRY ND—0F /N4 ADIEN

1.9—0E2Z—>FNAARAEE>RXY ND—T VY —=2>FXY ND—=TUFNAL ACBBLET,
[Add] 20U Y O LET, BEIEIPT RLAZANLET, TACACS+ Authentication SettingsF
IVIORYIVRZERLT, HEREREEELET,
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ISECORY NIT—UFTNAADERE

2. FROFIECH> T, TACACSRIIL BERFTRNTDOERY NT—UF/N\( RAZBMLET,
TACACS+X > ktvY NORE

COFEVARNL—IVTE, AD2O0IYY REY RERELET,

Permit_all_commands Y > RA"1—HadminlCE|V) ¥Toh, FINAATIXNTOIAN REEF
ALET,

permit_show_commands X > RA I —HICEV) BTSN THY), showdX > REFTHNFAE
9

1. [Work Centers] > [Device Administration] > [Policy Results] > [TACACS Command Sets] %z
BIRLET, [AAZUVUY U LET, BHEIZ "PermitAlCommands. IZIEEEL. RTRE
nTL&EL TPermitany commandy FI Y ORY VAZEIRLET, [Submit) 20V Y
LE¥rT,
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[ ] Bookmarks Overviaw Identities User ldentity Groups Ext |d Sources Matwork Resourcas Policy Elements Device Admin Pc

B%  pashboard
ACACS Command Seis » Mew

Command Set
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| Context Visibility
Network Conditions

A0 Operations

Mame
Results ~ Permit_all_gommands
U Policy Allpwed Protocols
a Administration | A T L T
A P Deseription
o s This allows all the commands which
m Work Centers are not listed in the below list.
s
Interactive Hal
g Commands
i !
D. Parmit any command that s nat listed Dalow U
s
Tra
| Grant Command Arguments

Mo data found

ISETCOIN> REY NDERE

2. Work Centers > Device Administration > Policy Results > TACACS Command Sets® JE(Z 2 &)
LET, [Ad]ZIUY I LET, BEi%E "PermitShowCommands, I[ZIEEL., Adde o U v o
L. &&IC "permity show N> R& Texity AN RZVUYOLET, TF7FILKNTR., 5l
BEZADERFRICTHE, IXNTOSHBHFEENET, [Submit] 20V Y ILET,
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E Config
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I—HERENICREENENCE>TVET,
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TACACS+H DI —X DERE

TACACS+RRESE K T'FFAI D 7= 8 D Cisco I0SIL— X DERTE

1. =2oCLicOd 4> L, ROOXY RERTL TIL—RIZTACACSZREL £,
ASR1001-X(config)#aaa new-model:NAD TaaaZ BXICT D L HICHER IV R
ASR1001-X(config)#aaa session-id3t— NADTaaaZ BEMICTH LHICHAELIN R,
ASR1001-X(config)#aaa authentication login default group tacacs+ local
ASR1001-X(config)#aaasaiexec default’ )L — 7'tacacs+
ASR1001-X(config)#taaaff A &Y KD —2 1) AN )L—Ttacacs+
ASR1001-X(config)#tacacst—/\ise1

ASR1001-X(config-server-tacacs)#address ipv4 <TACACSH—/NXDIPF7 RL A>. —ISEA > Z—
7IA4AGTIIP7RL A,

ASR1001-X(config-server-tacacs)#¥ —XXXXX

ASR1001-X(config)# aaa group server tacacs+ isegroup
ASR1001-X(config-sg-tacacs+)#server® & Frise1
ASR1001-X(config-sg-tacacs+)#ip vrf forwarding Mgmt-intf
ASR1001-X(config-sg-tacacs+)#ip tacacs source-interface GigabitEthernetO
ASR1001-X(config-sg-tacacs+)#ip tacacs source-interface GigabitEthernet1

ASR1001-X ( 5&3E ) #exit

2. l—RDOTACACS+EREZREFEL 1z#&, showrunaaad~Y > RZEA L TTACACS+DERE Z i
E Y O 3

ASR1001-X#show run aaa

!

AAARREEO T 4 > 77 # )L 8T )L —7ISEGROUPO—A )L
AAARFRIEXECT 7 # )L N )L—7 ISEGROUP
aaaffAIxRY hJ—2 1 AKN1T)L—7Tisegroup

username admin password 0 XXXXXXX



!
tacacst—/\ise1
address ipv4:TACACSH—/XDIP7 RL A
F —XXXXX
I
!
aaa? )L —7" % —/\tacacs+ isegroup
H—/\Rise1
ip vrf forwarding Mgmt-intf
ip tacacs source-interface GigabitEthernet1
!
I
I
aaa new-model
aaa session-id3t i@
!

TACACS+tHD AA Y FDOEEE
TACACSH+FBREB L ORBADIZH DA A Y FDERE

1. AAYFOCLICAT AL, ROOAXY RZEFTLTAAY FICTACACSZREL £,
C9200L-48P-4X#z% TEt
Enter configuration commands, one per line. CNTL/Z TH#T L&Y,
C9200L-48P-4X(config)#aaa newET )L, —NADTaaaZBEMICTH EHICHEEIV R

C9200L-48P-4X(config)#aaa session-id common.— NAD CaaaZ BMIC T2 L HICHEEZIN Y
Ko

C9200L-48P-4X(config)#aaa authentication login default group isegroup local



C9200L-48P-4X(config)#aaai@itexecT 7 # JL N J JL— Fisegroup
C9200L-48P-4X(config)#aaafBisEx ¥ K7 —2 U A M )L—Tisegroup
C9200L-48P-4X(config)#tacacst—/\ise1

C9200L-48P-4X(config-server-tacacs)#address ipv4 <TACACSH —/NXDIPF7 RL A>ISEA > X —
7IA4AGT1IP7RL A,

C9200L-48P-4X(config-server-tacacs)#key XXXXX
C9200L-48P(config)#aaa?/ JL — 7 H—/\tacacs+ isegroup
C9200L-48P(config-sg-tacacs+)#server& Frise1
C9200L-48P-4X ( #EX ) #exit

C9200L-48P-4X#wr mem




7E:NAD TACACS+ERE T, tacacs+ EEABHICH>THARIAATERDJIL—7T
9,

2. A4 Y FOTACACS+EREZRIFL =%, showrunaaadY > R&EFEHL T, TACACS+DERE
EHEFRLET,

C9200L-48P#show run aaa

!

AAARRREO Y A4 > 77 # )L N T )L—7ISEGROUPO—A)L
AAAFFRIEXECT 7 # )L N J )L — 7 ISEGROUP
aaaffAI &Y R —2 U AN )L—Tisegroup
Jd—HFadmin/Y AT — RO XXXXX

!

!

tacacst —/\ise1

address ipv4:TACACSH—/XDIP7 RL A

F —XXXXX

|

!

aaa?/ )L — 7"t —/\tacacs+ isegroup
H—/\Rise1

|

!

!

aaa new-model

aaa session-iditi@

!



AL
V=555 ORER

JL—RDOCLIT, test aaa group tacacsgroupname username password new_ 1Y > RZFERAL T,
FHEY R —HRY MNMAUE—TIAADISEICK T BTACACS+DEF 1) F 1 5REEZ TV
7,

IL—BREISENSOELHIZRICRLET,
IL—2H5DKR—NIDFERR :

ASR1001-X#telnet ISE Gig 114 > Z—7 T 14 AIP 49
ISEGIg1A4 >R —7 T4 AIPERAITLTVET , 49..B8<
ASR1001-X#test aaa group isegroup router XXXX new
INAT— RDIEE

A—HF—HAFEBICRIAEEThELL

A—-YEH

dA—H%4E0 "IL—%

reply-message 0 "/NAT—R :

ISEA SHEFR T B ICI&. GUI -> Operations -> TACACS live logslcd%' 41 > L, Network Device
Details 7 1 =)L RTIL—ZIPEFERALT71IILRIVILET,



Overview

Session Key

Message Text

Authantication
Pass
honey/53052023715

Passed-Authentication: Authentication succeeded

Ganerated Time

2025-03-06 05:52:51.374000 «00:00

Steps

i Recoived TACACS. Authentication START Requast

i Evaluating Pollcy Group ([ Siep latency=2ms)

Evaluating Service Selection Policy <) Step latency=0ma)

Queried PIP - Network Access.Device IP Address ([
Step latency=4ms)

1 Ewaluating Identity Policy ([J Step latency=14ms)

Fowtsr 1 e Selected identity source sequence - All_Uissr_ID_Stores (
ST step istency=6ms)
Authenticat S fault [
e Naw Folicy Set 1 26 Letau .. Selected identity Source - Internal Users (J Step
, Iatency=1ms)
wlocte
shall_Prof
Ll Shell_Profile . Looking up User In Internal Users IDStone () Step
T latancys0ms)
R Found User in Internal Users IDSwre ([ Step
T latency=BOma)
Authentication Details

TACACS+ will use the password prompt from global
TACACS+ configuration [[J Step latency=1ms)

Returned TACACS+ Authentication Reply ([ Step
latency=0ms)

Logged Time 2025-03-06 05:52:51.374
. Received TACACS+ Authentication CONTINUE Requast |
Epoc ime (se 1741240371 E Step latency=3mas)
1 Evaluating Identity Policy ([J Step latency=3ms)
SE Node honay
. Selectsd dontity source sequence - All_User_ID_Stores (
WMassage Tex Passad-Authanticatic tication succaadad © 19 Step latencysfims)
) . Selected kdentity Source - Internal Users ([J Step
ralure Heasc |a'-ﬂﬂ{|l:1ﬂ153
Resalutic e LOGKIRG Up User 0 Internal Users IDStone () Step
T latency=0ms)
Root Cause . Found User in Internal Users IDStore [ Step
T tency=11ms)
Usermame routar
22037 Authertication Passed {[J Step latency=1ms)
Network Device Name RouterTest 036 Evaluating Authorization Policy ([ Step latency=2ms)
Network Device 1P e Returned TACACS+ Authentication Reply ([J Step
latancy=11ms)
P IPSECHIs IPSEC DevicetNo LocationAll Locations, Device
atwiark D
TypatlAl Devics Types
EvicE = Device Typawal Device Types
Location Location#tAll Locations
Device Port

ISEAS MTACACSZ 4 707 : IL—X D&EL,

A4 Y FORKREE

A4 Y FOCLIN S, testaaa group tacacsgroupname username password newn 1N > RZ{E
LT, FAEY R —HYRYMAUE—T I A ADISEICH T BTACACS+DFIE 2L ET

o

chid, A/fYFEISEASOHEABITT,

AAYFHSDR—NIDFER :

C9200L-48P# telnet ISE Gig14 > X —7 T 4 AIP 49
ISE Gig14 > &2 —7 T4 AIPZ&IT , 49..H<
C9200L-48P#test aaa group isegroup switch XXXX new
NAT—ROIEE

I—H—NEBICFIAEhEL L



d1—YEH%

I—HE0 TAA Y F,

reply-message 0 "/YAT—R : |

ISEN SHEFRT B IZIE. GUI -> Operations -> TACACS live logsiZd% 4 > L. Network Device

Details 7 1 —)LRODAA Y FIPTT74IILEZIVTLET,

Wi Cisco ISE

Steps

Overview
Stait Pass
OEBIOr honey/530520237/11
Aessage Taxt Passad-Authentication: Authantication succeeded
Usemame switch
uthentication Policy Mew Policy Set 2 »> Default

@lected Authorizatic

rofile

Shell_Profile

Authentication Detail

Generated Time

2025-03-06 04:10:15.551000 +00:00

i Timi 2025-03-06 04:10:15.551
p [5e 1741234216
SE Mode nonEy
Message T {-Authantication: A t ]
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