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Identity Service Engine.
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ISETOFAEY b —HRYNMAEZ—TIAADIPT RL ADHE

1. FINAABEENBEWZE2TVWBISEPSN/—ROCLICOY /4> L., showinterface 1<
VREEFTUTCHERAIGERA >V R—T I A ABELET,
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A CORETRK., FAEY M —HBRYMAVE—TIAAILERZEWVT, 300
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AALCIP7 RLAZEIHTET,

* hostnameofise#configure t

* hostnameofise/admin(config)#interface Gigabit Ethernet 1

* hostnameofise/admin(config-GigabitEthernet-1)# <ip address> <subnet netmask> % IP7 R
LAZZETSE, ISEU—ERANBREBTREENHYET
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4. show interface IN > RZERITL T, GigIA >V Z—T7 I A ADIPF RLAZERLET,
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5. show ports | inc49 1Y > REE{TL T, ISE/—RDR—NODEV) HTEEIELET,
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1. )L—ZOCLICOdA4> L, XOOAXR> REZETFTLTI—RICTACACSZREL E T,

« ASR1001-X(config)#aaa new-model:NAD CaaaZ BXIC T DL HICHERINTN U R

« ASR1001-X(config)#aaa session-idti— NADTaaaZ BEMICT B EHICHELINV K,
+ ASR1001-X(config)#aaa authentication login default group tacacs+ local

« ASR1001-X(config)#aaas2&Eexec default’' )L — 7'tacacs+

« ASR1001-X(config}#aaasgf o] XY N —2 1) A MY )L—Ftacacs+

« ASR1001-X(config)#tacacst—/\ise1

« ASR1001-X(config-server-tacacs)#address ipv4 <TACACSH—/NXDIP7 RL A> . —ISEA
22— ITA4AG1IP7 RL A,

« ASR1001-X(config-server-tacacs)#F —XXXXX

+ ASR1001-X(config)# aaa group server tacacs+ isegroup

« ASR1001-X(config-sg-tacacs+)#server® & Frise1

+ ASR1001-X(config-sg-tacacs+)#ip vrf forwarding Mgmt-intf

+ ASR1001-X(config-sg-tacacs+)#ip tacacs source-interface GigabitEthernet0

+ ASR1001-X(config-sg-tacacs+)#ip tacacs source-interface GigabitEthernet1

« ASR1001-X ( §%JE ) #exit

2. L—ZDOTACACS+REZHREFEL =%, showrunaaa Y RZRTL T, TACACS+NERE %
BELET,

ASR1001-X#tshow run aaa

AAARRREO Y A4 > 77 # )L N T )L—7ISEGROUPO—A)L

2y
EII_I‘

AAAFFRIEXECT 7 # )L k7 )L—7ISEGROUP

aaaffAIxY R —2 U AR )L—Tisegroup

username admin password 0 XXXXXXX

tacacst—/\ise1

address ipv4:TACACSH—/XDIP7 RL A



F —XXXXX

aaa? JL— 7"t —/\tacacs+ isegroup

H—/\RBise

ip vrf forwarding Mgmt-intf

ip tacacs source-interface GigabitEthernet1

aaa new-model

aaa session-idit i@

TACACS+tHD AL Y FDERE

TACACS+FBRIB K URBADIEH DAL Y FOERE
LAY FOCLILOT AL, KOOIV RERTLUTAA Y FICTACACSZREL T T,

« C9200L-48P-4X#3% Et



« Enter configuration commands, one per line. CNTL/Z T#TLET,

« C9200L-48P-4X(config)#aaa newE 7). —NADTaaaZBMICT B LEHICHKHELIV R

+ C9200L-48P-4X(config)#aaa session-id common.— NAD CaaaZ BMIC T2 - HICHERZ ]
N>R,

+ C9200L-48P-4X(config)#aaa authentication login default group isegroup local

« C9200L-48P-4X(config)#aaaseatexecT 7 # )L k' )L — 7 isegroup

« C9200L-48P-4X(configy#faaasRil % v N —2 1) A MY )L—Fisegroup

« C9200L-48P-4X(config)#tacacst —/\ise1

« C9200L-48P-4X(config-server-tacacs)#address ipv4 <TACACSH—/YXDIPF7 RL A>:ISEA
B—=T7IAAGT1IP7 RL A,

» C9200L-48P-4X(config-server-tacacs)#key XXXXX

+ C9200L-48P(config)#aaa?/ )L — 7" —/\tacacs+ isegroup

« C9200L-48P(config-sg-tacacs+)#server® #ise1

. C9200L-48P-4X ( #EK ) #exit

+ C9200L-48P-4X#wr mem

7E:NAD TACACS+5RE T, tacacs+ SEABUCEILHARAIAATERZIIN—TTT

o

2. ALY FOTACACS+EREZRIFEL /=%, showrunaaadY > RZE1TL T. TACACS+NHRE
ERIELET,

C9200L-48P#tshow run aaa

AAARREEO T 4 > 77 # )L N )L—7ISEGROUPO—A1 )L

AAAFFRIEXECT 7 # )L kT )L—7ISEGROUP

aaaffaAIx Y hJ—2 AR )L—Tisegroup

d—%Fadmin/V A7 — RO XXXXX



tacacst—/\ise1

address ipv4: TACACSH—/XDIP7 RL A

F—XXXXX

aaa?/' )l — 7"t —/\tacacs+ isegroup

H—/\Hisel

aaa new-model

aaa session-idit i@

AL

IL—27h 5 DR

JL—Z DOCLIN Stest aaa group tacacsgroupname username password new_ 1Y > R&ZREITL T,
FHEY R —HRY MAUE—T I A ADISEICX T BTACACS+DFREIZHZELE T,




RIZ, W—REISEASOEDBIZRLET,

IW—32H 5 DR—NIDHEET

ASR1001-X#telnet ISE Gig 14 > X —7 T 4 AIP 49

ISEGIg14 >R —7 I A4 AIPERFTLTVET , 49..4—7>

ASR1001-X#test aaa group isegroup router XXXX new

INATD— RDZERFE

A—H—HAERBICFELEENEL L

1—Es

A—HY80 "IL—&,

reply-message 0 "/N AT —R :

ISEA S#EFE T B IZ k. GUI > Operations > TACACS live logs®JEIZ&EIRL TOJ 1> L.,
Network Device Details7 1 =)L RO —RIPTT7 4 IILRZRU T ULET,




Overview

Request Type Authantication

Staws Pass

Session Key honey/53052023715

Wessage Tex Passed-Authentication: Authentication succeeded

Usisrriare router

Authentication Policy New Policy Set 1 »> Default

3' h.:: o ot Shall_Profila

Authentication Details

Generated Time 2025-03-06 05:52:51.374000 «00:00

Logged Time 2025-03-06 05:52:51.374

Epoch Time (sec 1741240371

SE Node honay

Message Text Pasaad-Authentication: Authanticat

Failure Reasc

Resoluti

Root Cause

Usemame router

Device Name RouterTest

Network Device IP C—

Natwaiic B : IPSECHIs IPSEC DevicetNo.LocationtAll Locations, Device
TypatlAll Device Types

Device Type Device TypaAl Device Types

Location LocationitAll Locations

Device Port

i Recoived TACACS. Authentication START Requast

~ Step latency=4ms)

.. Selected identity Source - Internal Users (J Step

"
s
b
»

. Selected danlity source sequance - All_Uasar_ID Storas

. Selected kdentity Source - Internal Users ([J Step

24212

3 Evaluating Policy Group ([ Step latency=2mas)

1 Ewaluating Identity Policy ([J Step latency=14ms)

1 Evaluating Identity Policy ({ Step latency=3ms)

_ Looking up User In Internal Lisers IDSione () Step
© latency=0ms)

& Evaluating Authorization Policy (J Step latency=2ms)

Evaluating Service Selection Policy <) Stap latency=0ma)

Queried PIP - Network Access.Device IP Address ([

Salectad wdentity source sequence - All_Ussr_ID_Stores |
[ Step latency=6mns)

latency=1ms)

Looking up User In Internal Users IDStone () Step
latancy=0msa)

Found User in Internal Users IDSwre ([ Step
latency=B0ms)

TACACS+ will use the password prompt from global
TACACS+ configuration ([ Step lstency=1ms)

Returned TACACS+ Authentication Reply ([ Step
latency=0ms)

Received TACACS+ Authentication CONTINUE Requast |

[ Step latency=3ma)

7 Step latencysima)

latency=1ms)

Found Liser in Internal Users IDStore () Step
latency="11ms)

Authentication Passed ([ Step latency=1ms)

Returned TACACS+ Authentication Reply ([J Step
latancy=11ms)

ISEA' 5 MTACACSZ 4 7O : IL—ZDREEE,

24 9 F ORI

A4 Y FOCLIN S, test aaa group tacacsgroupname username password newn 1Y > R & (T
LT, FAEY R —HRYMADE—T I A ADISEICRTBTACACS+DRIAZHRALET

o

AAYFEISEL S DHABZRICRALERT,

AAYTFHS5DKR— NODFERR .

C9200L-48P# telnet ISE Gig14 > X —7 T 4 AIP 49

ISE Gig14 > B—7 T4 AIPZ&EIT, 49.F—7 >



C9200L-48P#test aaa group isegroup switch XXXX new

INADT— RDZEEF

JA—Y—HEFEICF

1—-Es

dA—%L80 "AA Y F,

reply-message 0 "/Y AT —R : |

ISEA SHEERT B Ik, GUI > Operations > TACACS live logs®JEIZZEIRL TOYJ 1> L,
Network Device Details 7 1 —JLROD ALY FIPTT7 ARV TLET,

- Steps
Overview P

A - Raceived TACACS+ Authantication START Request
Requast Type
Evaluating Policy Group ([J Step latency=8ms)

Status " .
Evaluating Service Selaction Policy ([ Step latency=0ms)
Sassion Kay honey/530620237/11 5048 Queriad PIP - Network Access Device IP Addrass ([J
T Step lateney=11ms)
Meszage Taxt Passad-Authentication: Authantication succeedad
assage lex . ! . 15041 Eveluating Identity Policy ([ Step latancy=9ms)
Usemame switch sagyy DeMected ientity source sequence - All_User_ID_Stones (
"7 1 Step latency=17ms)
then ion Policy
Mvaniioniion Fosey New Policy Set 2 >> Defaul e Selected ldentity Source - Intemal Users ([ Step
lected Auth tho T latencysims)
=l j_.'ﬁ Authonzatior Shg”_Plurﬂé .
rofile 24210 Looking up User in Imernal Users IDStore () Step
" latency=1ms)
2az1p Found Userin Intemal Users IDStore ([ Step
T mency=69ms)
Authentication Details — TACACS+ will use the password prampt from global
SUR0
TACACS+ configuration ([ Step |atency=0ms)
Gangrated Tima 025-03-05 04:10: 15551000 +00:00 1apyg Fetumed TACACS+ Authentication Reply () Step
015
P Tp—— latency=1ms)
Logged Time 02" K 5581
15014 Recsived TACACS« Authenticetion CONTINUE Regquest |
Epoch Time (sec) 1741234215 ' [ Step latency=Tms)
15041 Evaluating ldentity Policy ([ Step latancy=6ms)
SE Mode noney
22072 Selected identity source sequence - All_User_ID_Stores (
Massage Taxt Passed-Authentication: Authantication succeeded N 7 Step latency=22ms)
lure: R 18013 Salectod Wentity Source - Intemal Users ([J Step
Failure Reaso N3 reney=1ms)
Resolution 34310 Looking up Uiser in Internal Users IDStore (T Step
Y anency=36ms)
Root Cause 24717 Found User in Internal Users IDStore ([J Step
2
: latency=186ms)
switch
#2037 Authentication Passed ([J Step latency=0ms)
Natwork Device Name Switch 15036 Eveluating Authorization Policy ([ Step latency=1ms)
Notwork Device IP E e 15018 Roturned TACACS+ Authentication Reply ([J Step
T atency=36ms)

IPSECHIs IPSEC DevicedNo.LocationiAll Locations, Device
Typothall Device Typos

Metwork Device Groups
Davica Type Device TyperAll Davice Types

Location Locations#All Locations

Davica Port




ISEA' 5 MTACACSZ A4 707 : AA v FD#EL,

NZ7LZa1—hk

COEVS 32 TE, TACACSH+BALICBEIET 2 — MM ERIBICOVWTHAL XTI,

23 1) F1.TACACS+E2REA "Error: 13017 Receved TACACS+ packet from unknown Network
Device or AAA Clienty TXHM T %,

COIFIFEFE, BYRND—=DOFNAANISEOZRY RDO—O Y —=RELTEMERTVLEW
BERILRELET, XKOAV =223 Y RNTR, AMYTFHISEOZRY RD—2 )Y —RICE
mEhnTVWEEA,

= i Identity Services Engine Work Centers / Device Administration
B Bookmars Overviow Identities  User ldentity Groups  Ext id Sources Network Resourcos  Policy Elements  Devlca Admin Policy Sets Rey 0o here B0 do wsialily et
I Dashboard Matwark Dwsicas
i . [T —— Network Devices
it Wi il
[
Selecoes 0 Tora 0
%, Operatlons
1
Ham 1P Prafile Ham Loeation T Deseription
d. Administras lan
Work Centers

RSZTNDa1—F42T2FUF Y ND—=0FNA ANISEICEBINE Nz,

AAYTFIZY ND—=DOFNA AN SEAEZTARTDE, NTY NFBFESVICISEICTEL
£Y, L, FBEEEIZ— "Error: 13017 Received TACACS+ packet from unknown Network
Device or AAA Client; TXBL E T,




A5, G

TACACSZ 4707 : ZY ND—UFNAANISEICEMENBEVEEOESE,

ZYRT—=IFNAR (ALY F ) H S ORI

Switch#ftest aaa group isegroup switch XXXXXX new
A—H—HFEREhELIE

BRR: AAYVF, =8, RYRND—=IOFNAANFISEOZRY ND—UF N4 A& L TEMNE
NTVWBRAESHZBBLET . TNAANEBMENRTOVEWEER, ISEOXRY KDO—TFN
AAVANCRY ND—=OFNARAZEMLET,

> F ) F2ISENERBE L TTACACS+INTY e ALV NI ROY T TS

CDF V) Ak, ISETDevice Administration Service N ERICE > TVBRBEICHKELET,
DO FIVATE, ISERNTY hEROYZUL, ISEORY ND—0 DY —RIZEMEhERZY M
D=0 FNA AL SRIANHARENTESATOAVRERERENERA, CORIU—223 Y R
Tk, ISETTNA RAEBNFEIMIZKZ>TVET,




= it identity Services Engine Administration / System

) ssamarss Daplaymant Licensing Certificates Lagalng Masnlenanca Upgisde Haalth Checks Backup & Restors Adein Access

Administration

A SXP Sarvice

SFUFTRE., FINARAEBRISETEMICE >TLVEREA,

A—YHFRYRND—OFNA AN SRAZRKBT R E, ISERTA7OTHOERE—NEDT
N7y hZBAZELICROY 7L, ISEERY NDO—0F NS AN SEBFENBSYNNT Y b
IZISZE L TTACACSFEREZOtAZZETLEE A




| Length Infey
47384 = 49 [5YM] Seq=R Wine65535 Lene@ M35=1388 SACK_PER

ien List (EOL)

TACACSOESTHICISENANT Y hE2H ALY NRAOAYT T3

ISETEREERICTA AT RRENEE A,

= Sub lentity Services Engine Operations / TACACS

L Loas

TACACSZ 4 7077 L : ISEN S DR

RYRD=OFNAR(RAYF ) HSOREL

Switch#

Switch#test aaa group isegroup switch XXXX new

A—¥—HEFEhELL

Switch#

*Mar 14 13:54:28.144: T+ : /N\—2 32192 (0xCO), XA 71, >—7 > A1, BES1{L1, SCO
*Mar 14 13:54:28.144: T+: session_id 10158877 (0x9B031D), dlen 14 (OxE)



*Mar 14 13:54:28.144: T+: type AUTHEN/START, priv_Ivl:15 action:LOGIN ascii

*Mar 14 13:54:28.144: T+: svc:LOGIN user_len:6 port_len:0 (0x0) raddr_len:0 (0x0) data_len:0
*3H14813:54:28.144: T+:user: switch

*Mar 14 13:54:28.144: T+ : R— I :

*Mar 14 13:54:28.144: T+: rem_addr:

*3H14H13:54:28.144: T+ : T—2& :
*Mar 14 13:54:28.144: T+:End Packet

FERFISETTNA AERZAMIILET,

« TACACSRREIOMBEORNS TN a1 —F14>25
 Cisco Identity Services Engine E¥HA4 R J1J—X 3.3
« TACACSH—/NDVRF
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https://www.cisco.com/c/ja_jp/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/200467-Troubleshoot-TACACS-Authentication-Issue.html
https://www.cisco.com/c/ja_jp/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/ja_jp/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/ja_jp/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
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