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2 BEOEFIUF RIS —HETBSSHP LT U XAORREREATS 3>
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1. CLID 5 52 E A AEZx HostKey# & UfHostkey 7 L I 1) X L
2. ecdsa-sha2-nips256# & ed7/R A N F—DHR— K~
3. ¥ 1 7 SSH#E#: T Dhmac-sha2-256# & Fhmac-sha2-5120 H#7R— ~

CLION> R

« Service ssh host-key-algorithm ( SSHARA R F—FI)ILT U X L)
« H—E AsshdiRANF—

o H—ERAsshdRARF—TIITdV XL

« H—EAsshdmac7/)LOdJ XA

REAMEEBESSHARANF—FI VXA
ABH—NBERAOSSHRARNF—TIIVAXLEZRETDICIE
1Y > R: asc-ise33p4/admin(config)# service ssh host-key-algorithm ?

SRITAIRRBTET :

) ) ]

ecdsa-sha2-nips256 ecdsa-sha2-nips256 7 JL M E&E

) g N}

rsa-sha2-256 Rsa-sha2-256 algo M & E
E—

rsa-sha2-512 Rsa-sha2-512 algoM &xE

ssh-rsa ssh-rsa algoM &% &



x ChEFSSHATT,

HRETREASSHDRARNF—FIdV XA
SSHY —/NFAADSSHDRARNF—ZRELF T,
1Y 2 R:asc-ise33p4/admin(config)# service sshd host-key ?
KITAIRER T T
host-ecdsa-256 ssh host ecdsa 256F — D %X E
host-ed25519 ssh host ed25519 keyZ & E L £ 95

host-rsa ssh7kK A hrsa¥—MDERE

SSHY —/\FREALAICSSHDRARF—FILJdVAXALERET S,



ecdsa-sha2-nips256 ecdsa-sha2-nips256 7 JL D& E
rsa-sha2-256 Rsa-sha2-256 algo® 5% E
rsa-sha2-512 Rsa-sha2-512 algo M &% &
ssh-ed25519ssh-ed25519 algo® & E
SSHY —/NFRRLAICSSHD MACT LIV X LZERET B FE
Y 2 R: asc-ise33p4/admin(config)#service sshd mac-algorithm ?
EITAIRERZE T :
hmac-sha1&&Ehmac-sha1 algo
hmac-sha1-etm-openssh.com hmac-sha1-etm-openssh.com algoM &% E
hmac-sha2-256 hmac-sha2-256 algo M &% &
hmac-sha2-256-etm-openssh.com hmac-sha2-256-etm@openssh.com algoM % E

hmac-sha2-512 hmac-sha2-512 algo M & X

hmac-sha2-512-etm-openssh.com hmac-sha2-512-etm@openssh.com algo® 5% E



X Zh(FSSHDATT

SSH :
isepri33/admin(config)#service ssh host-key-algorithm ecdsa-sha2-nistp256

isepri33/admin#show running-config service ssh
service ssh host-key-algorithm ecdsa-sha2-nistp256 ( 7' — ~ F—/\—#l )

SSHD:

isepri33/admin(config)#service sshd host-key-algorithm ecdsa-sha2-nistp256



isepri33/admin#show running-config service sshd

service sshd enable ( H#—E ASSHDO B 1L )

service sshd encryption-algorithm aes128-ctr aes128-gcm-openssh.com aes256-ctr aes256-gcm-
openssh.com chacha20-poly1305-openssh.com

service sshd host-key-algorithm ecdsa-sha2-nistp256

service sshd mac-algorithm hmac-sha1 hmac-sha2-256 hmac-sha2-512

service sshd host-key host-rsa_ 1< > R

OJo—=p :

isepri33/admin#show logging system confd/confd.log

2025-03-18 08:35:25,241 [INFQ] service_conf.py update_host_key_algorithms line:575 Updated
SSH Host Keys Algorithms successfully

2025-03-18 08:35:39,056 [INFQ] service_conf.py update_host_key_algorithms line:567 Host key
Algorithms:ecdsa-sha2-nips256

2025-03-18 08:35:39,260 [INFQ] service_conf.py restart_sshd line:259 Restarted sshd
successfully

2025-03-18 08:48:20,194 [INFQ] service_conf.py update_host_key_algorithms line:567 Host key
Algorithms: ecdsa-sha2-nistp256

2025-03-18 08:48:20,396 [INFO] service_conf.py restart_sshd line:259 Restarted sshd
successfully

2025-03-18 08:48:20,400 [INFQ] service_conf.py update_host_key_algorithms line:575 Updated
SSH Host Keys Algorithms successfully

2025-03-18 08:49:00,442 [INFQ] service_conf.py update_host_key_algorithms line:567 Host key
Algorithms: ecdsa-sha2-nistp256

2025-03-18 08:49:00,672 [INFQO] service_conf.py restart_sshd line:259 Restarted sshd
successfully

2025-03-18 08:49:00,674 [INFQ] service_conf.py update_host_key_algorithms line:575 Updated
SSH Host Keys Algorithms successfully
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* rsa-sha2-256
* rsa-sha2-512
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hmac-sha1
* hmac-sha2-256
* hmac-sha2-512
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