ISE 3.3% L =Linux VPN RAF ¥ DEE

A&

BUBIC

-ﬁf—E

EMC/FTDT Q3FE
ISET QEE
UbuntuT D E&E
i
[N Sl N
ESE R

FL®IC

D RFI1XNTIE, Identity Services Engine(ISE)# & U'Firepower Threat Defense(FTD) T
Linux VPNRAF ¥ ZFRET D HEICODVWTBHALE T,

AR SR
EF

ROEBICEIZHARNI BB N HRBEIET,

- Cisco Secure7 74 7>~
 Firepower Threat Defense(FTD)® JE— N7 Ut AVPN
* Identity Services Engine ( ISE )

ERTRIVR—KT b
CORFIXVNOBEHE, ROVYTRIITON—IIVICETVTVET,

* Ubuntu 22.04
» Cisco SecureZ7 24 F > h5.1.3.62

+ Cisco Firepower Threat Defense(FTD)7.4.1
+ Cisco Firepower Management Center(FMC)7.4.1
+ Cisco ldentity Services Engine(ISE)3.3

CORFIXVNOERE, REDFARRELCHAITNARAICETVWTERENELZ, DR



FAXKNTERAITZDZINTOFNA ARG, JUTB(T72ILN)BRETHEEZRBLTLVE
o ABEAPOZRY ND—U TR, EAVVRICK>TRCDURMNI HIFELE T IRRELT
<EEL,

=R

AX &

XY RNID—TK

FMC

Mgmt

L
Eo EO E1/0 cl EQ/0 Gigabit0/® %ﬁlgabltoﬂl o a
Ubuntu_Client Switch FTD-VPN-GW ISE

NROD
FMC/FTDT D& E

ATYT1: 94T, FTID, FMC, B K VISEEINEHEN EEICREESNEL £, as

enroll.cisco.comiE, UAALOKNOTO—TZ{ITSLTY RRAVMNIFEREhETEFMIIOVT
lE. FARAF+¥7O—CCORFIXYRN22BBDISERAF ¥ ARA IR ZZRLTLKEE
W)e FTDTenroll.cisco.com\NDKRZ T A Y VDI —MNFEULKBREENTVWAD L ZBRALET

o

AT Y 7 2 : Cisco Software Download?h* & /\ ¥ 47— = £ cisco-secure-client-linux64-5.1.3.62-webdeploy-k9.pkg % &
OO—RU, #92O0—RLETZZA4INOmMISF T ¥V 94 LA Cisco Software DownloadR—J EBIU THD L #HEFEL T, &
DUO—RBICTZ7AIINOREN BREFTHZI L EMBLET,

AT Y 7 3: Objects> Object Management > VPN > Secure Client Filel_ BB/ L £ 3, Add SecureClientFile® 2 UYL, BRi%ZEAD
L. FileNameZZ B L TBIRL £, cisco-secure-client-linux64-5.1.3.62-webdeploy-k9.pkg. Secure Client ImageinFile TypeRO Y 7°
AIVI)ANERBIRLUET, RiICSavez VU Y ILET,


https://software.cisco.com/download/home

Fifowall Nanagement Coner oy sman o mm

Secure Client File

Add Seture Cliers File

File cijects rapresent fles wsed for remate access VPN policy confgurations. Thay can contain Secure Cllent profile and image les

Add Secure Client File (7]

chent_image Name:* 5.1, 62-webdeploy-k3.pig Securs Glent Image ]
Datauit- Extomal- Drowser-packagn i 51362 -westscopioy-k ip Sacun Clont External Hrowsos Pa + 0
inux_5_1_3_
hostscant_ 11,62 4.1.3. 6248, pieg Moatican Package P FE
[ File Name:* 85,1, 3 62-vsboteploy-ipky Swcurs Coort image LS
cisco-secure-client-linux64-5.1.3.62-w Browse..
File Type:*
| Secure Client Image v
Description:
Cancel Save
Displaying 1 - 4 of 4 rows: Page 1 of c

FMC_Upload_Secure Client_ 14 X—2

AT Y 7 4 : Objects> Object Management > Network (B E L £9 .

ATFYT 41 DNSH—NDOATZ IO NEEBRLE T, AddObjectZ V)Y UL, BETEERATAEZDNSIPZ RLAZADLE
F. 20UV IULET, Save

Firewall Mdl.ugerr.ent Center Crverviews Analysis Policies Devices S

by O @ O @

st
adrmin E

o°

FMC_Add_Object DNS ( #7

\
w
\l

|[ DNS_

Description

Network

* Host Range MNetwork

Allow Overrides

FQDN

Network FyepTe— ™
Show Unused Gejacts
A ek GLRRCT (praennE o ¢ neidreines. Motk chpeets an Coeis comiel policaa, netwark varables, intrusion ndos, des discowery nig e o o
Ao Group
. New Network Object (] spoan aneup #
Ay i 00,0000 Nistaork L)



¥ ZTCRETADNSH—/NE, VPNI—HHRHTT,

ATYT 42 ISEPNDAT IO NEERLET, AddObjectZE VU Y UL, BETEERTREZISEPSN IPP RLAZANLE
I, 2VUYILET, Save



Firewall Management Center Dvandin Ansiysis  Policies Uc\-cca-lmenrr.-wr Doy O @ £ @ admn~ ki

MNetwork Ackd Htwerk * | [ Fier

Acid Ot Show Unused Objects

i e Domer | O, 6 50 00,
Aod Group

A ek BHHED IR OIEERS sk ¥ ireaaas. Natwork oBSct S0 Uted in various pacEs,

N FUbS, MDY ubis, AODwOr Sse s

Griy Rosm

New Metwork Object (%] n,.,..c. v
n

-l 00000 Network §o -
Mame

ISE_PSN_

Description

Metwaork
#) Host Range Network FOQDM

| |

Allow Overrides

o

FMC_Add Object ISE (A 7'> 3> )

AT Y 7 5 : Objects> Object Management > VPN > Group PolicylC BEILE T, 22 1) Y UL ET, AddGroup PolicyDNSWINS%E &
)Y 2L, Primary DNSServer CONSH—/NDA 7TV N BRULET, KICSave2 VU Y I LET,

Firewall Managament Center Oveniew  MAnalsis  Pobcks  Devices | Objects | Inisgration Depioy 0, @ & @  sdwn il
—
Group Policy
& Groups Poscy i 8 30t of tiribute and valus pairs, 1on mcte actiss VPN xp e RADIS asather sacvar assigns 1
DMGepPolicy Add Group Policy 7] '
s

Descripion:
Genersl  Socure Chent  Advanced
VPN Protocols Prirary DNS Server

P Aness Poos [ons u "

Secondary DG Server:

Banner
|+
DNSIWINS

_ Primary WING Sarver:

Spiit Tunmeding ;
Secondary WINS Senver

|+

DHCP Bltwenrk Soope
|+

Erefault Domain

FMC_Add _Group 7R1) > —



E VPN IIL—TRIS—THERAENBDNSH—NNISEV AT N7OED a = JR—2 ) OFQDNE
enroll.cisco.comZ R TED L ZRBLE T,

F|ig 6 : Objects> Object Management > Access List > ExtendediBE L E9, £ 1JY UL F T, AddExtended AccessList

Firewall Management Center T —— ,_:,____: Doy A @ 03 @  sam




ATY761: URALINACLOBRIZIEELE T, cOBAEIR., ISERATO77A)LERUTHRIBENFHBWET. 20V

YILERT, Add

MNew Extended Access List Object

Mo
[ lenll'ecl‘l

Entries (0)

Sequence  Action Source Source Port Destination

Mo records to display

Allaw Overrides

FMC EBM_UA ALY KN_ACL /N—h_1

Destination Part

Application

Usirs seT

ATFYT62: DNSRZ 74 YT, ISEPSNIPZ RLAANDKNT 74 v, BRCEEY—N270v LT, UXALIRDS
BALET, BYDKNS T4V IEFALET, ChickY), UFSALIRINIFH—EchET, 29UV ILFET, Save

Add Extended Access List Entry

Action:
© Block -

Logging:
Default h

Log Level:

Informational b
Log Interval:

300 Sec.

MNetwork Port

© Application @ Users @ Security Group Tag

Awailable Networks (& + Source Networks (0)

Q, Search by name or value any
IPv4-Private-192.168.0.0-16 AadiioSounce

IPv4-Private-All-RFC1918

IPv6-IPvd-Mapped

IPvG-Link-Local

IPv&-Private-Unigue-Local-Addresses

IPvG-to-IPvd-Relay-Anycast

ISE_pSN® ==

rp_ise Enter an IP address

FMC @i _UA 4L Y K_ACL /N—hK_2

Add

Destination Metworks (1)

ISE_PSN_ ..

Enter an IP address

E
a

AT m




Name

redirect

Entries (4)

Block  any-ipvd ISE_PSH,
y=iF

© Block
@ Block TP,
A any-ipd any=ipud

Allow Owverrides

ECOUAALY NACLOBITIX, SBEFTPABEY—NOHlELTERAEATVETD,

DNS_over_TCP
DNS_over _UDP




FI|E 7 : Objects> Object Management > RADIUS Server Grouplc BEIL T, #9JvY UL EF, Add RADIUS Server Group

Firewall Manl:igement Center Cverdiew  Anslysis Policies  Devicss integration Deploy Q@ -
RADIUS Server Group Add RADIUS Server Group

RADIUS Server Group objects contain one of more references to RADIUS Servers. These AAA servers are used to authenticate users logging in through Remote Access VPN connections.

FMC_Add_New Radius % —/\_F)IL.—7"

ATYT71:BE, FIYY, FIvY Y, FIEnaleauthorizeonly¥ % Enableinterim account update, F T ¥ % Enable dynamic
authorizationZEEL £,



Add RADIUS Server Group (7]

Name:*

rtpise

Description:

Group Accounting Mode:

Single v
Retry Interval:* (1-10) Seconds
10
Realms:
v

Enable authorize only

Enable interim account update

Interval:* (1-120) hours

| 24

Enable dynamic authorization

Port:* (1024-65535)
( )

Cancel Save

FMC_JBhn_##_Radius 3 —/N_JI)IL—7"_/N\—K_1

ATV 772 FU Wadiush—/NEBMTDPus7A A% V)Y O LET, ISEPSNE AN LIPAddressHostname, Key& ¢,
#t 9 B specificinterfacez BIRL £7, Redirect ACLZBIRLET, RIC. 2V Y USavel TH LU VWRADIUSH—NZRTFLET
o RICSaveZBEIVUYOL T, HLUWRADIUSH—NIIL—TZ2REFELET,



Add RADIUS Server Group

Enable authorize only
Enable interim account update
Imterval:*

24
Enable dynamic authorization
Port:*

1700

Merge Downloadable ACL with Cisco AV Pair ACL

& After Cisco AV Pair ACL Before Cisco AV Pair ACL

RADIUS Servers (Maximum 16 servers)

IP Address/Hostname

" New RADIUS Server

1P Ay me.*

Authentication Port:®
1812

Ky

Coofiomn Kay*

Accounting Port:
1813
Timeout:

1o

Connect using:

Routing (® Specific Interface

inside_zone * 4
i ACL:
I redirect v |+

FMC _JBHn_$#_Radius H—/N_ I —7"_N—hKk_2

—

AT Y 7 8: Objects> Object Management > Address Pools > IPv4 Poolsic & L £ 9, AddIPv4Poolsx 1) ¥ 2 L, Name, |Pv4

AddressRanged®S K 'MaskZ A DL E T, RICSavez VY I LET,

Firewall Management Center o0, unes  posces  Dwicas r—

IPv4 Pools

Pud pocl conaing st of IPvd sddresses ith chasiering, or for VPN r

Add IPvd Pool

posture_pool

Description

PSR pOT 870

Py 255 Range*

4 res
192.166.6.30-192.168.6.100

U ipaddi-ipaddr e.g., 10.72.1.1-10.72.1.1

255.255.255.0

Allow Overrides

50

i ] Confgure davice overmdes in the sddress pool obiect 1o
avaid IP address conflicts in case of object i shared across
muttiple devices

» Owerride (0)

FMC_Add New 7'—)L

Doply O @ & @  wepiv N
A ova poots | (N
(7]
]
£ u
Diapdaying ¥ - 2 of 2 rows Page 1 C A

AT Y7 9: Certificate Objects > Object Management > PK| > Cert EnrollmentlC & L £ 3, Add Cert Enrollment2 2 U v L., &Hi
%5 L TSelf Signed Certificatein Enrollment TypeZi&iR L £ 9. Certificate Parameters® 7' 22 1) ¥ & L, Common Named & T

Country CodeZ AL ET, RICSaveZ VY I LET,



Cen Enmllment R

A eomhesto ¢
your Private Key Infrastrectiore

s hay Careieation Autharity [CA) sursr inforemasien and onmllress po

rrties that an recuired for eroating Cortifeali Signing Ricstats (CSR) sed ablaising lonti

Mame

Ty
Add Cert Enrcliment ] Add Cert Enraliment @ eni
et
Nama®
darma_vpn ol
Descrigon

CA Inboemmation Centibzate Paramatens Kyt Ressocation CA Information _ Key Revocation

Enrolimen Type: Don't wse FODN in certifcate =

Include FODH

Commen Nama [CN) i mandatony for sat-sagnad certhcabe that i vsed in Remote Access Inchuce Device's IF Address:

4 \Pi. To configure G, please navigain In ‘Certiicate Parameters’ {ab.

Commaon Mame (CH): | demo. exnmgle com
Vaksation Lsage: 0d Fsec Chent S5L Clhent S5L Sorver |

Oganization Una (OU: |
Dugasization (0]
Localy (L]

Saste (5T):

Country Code (Cl: | CN

EaT ET,

Inchude Davice's Sorisl Nusbar

Al Oveiides Ao Crverrices

Cinplarying 1 - 3 of 3 rows

FMC_Add New Cert Enroll (&1 —H0D3 )

fangnl

Fagn |1

s

 spociod CA. Thaso Setviios sesur in

ol 1 c

AT Y 7 10 : Devices> Certificateslic BEIL £F, AddZE Y)Y U L. DeviceCFTDR ZiZIR L. Cert Enrollment CEARIICEREL 1=

BREBERLET, 279V YILET, Add

Firewall Management Center Overdew Analysis Pokicies Ojects Integration oepoy 0. @ O @

Al Gertitcates -

Eilter

Add New Certificate [+]
Add a new centificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Devicg®:
Posture-FTD-CML27 v

Cert Enroliment*:

dema_vorl v | +
Cert Enrollment Details:
MName: dema_vpn
Enroliment Type: Self-Signed
Enrollment URL: N/A

FMC_Add_New Cert To FTD ( #7732 )

AT Y 7" 11 Devices> VPN > Remote Accesslic BEILE T, 20U Y UL ET, Add

ATFY 7 111 : ZRiEANDL. FTD% Selected DevicesiZ BMLET. 29U Y I LETF, Next

fangni



Ovardew Analysis Pokcks Davices Oitgescts integration Depioy Q. @ £ @ sdmnv W spcure

1 Firewall Management Center

Remote Access VPN Policy Wizard

@ Foscy Assignment 7 | Connection Frofie 3| Securs Clent 4| Access & Certificate 5 Summary

Targeted Devices and Protocols
Before You Start

Befone you start, ensure the folowing configuration
ohens 10 be in place 10 complate Remas Access
VBN Policy.

This wizard will guide you through Bhe required minimal sieps to conbgure the Femote
Aeans VPN palicy with b frw user-dofned connpetion proble,

Authentication Server

Conhgunp LOCAL of Rislm of FLADIS Sefv Gooup
o 550 1o authenticate VPN clents.

Secure Client Package

VPM Protocols:
Make sure you hine Secure Chant package lor VPN
Glient downicadesd o you hove the relevant Gisco
@ sa credentials i download it during the wizard,
) Bac-aEa Davice Interface
Targeted Devices:

Intirtacas Should b already conbgured on targeted
Awslsble Devices Solocted Devices devices 50 that they £an be Used 05 2 secuity 20ne
of interface gross 10 onabke VPN sccoss.

@ Sepech Postura-FID-CARLZT §

WFH-FTO-Posture-CML;

o i

FMC_New_RAVPN Wizard 1

AT Y 7 11.2 : Authentication Server, Authorization Server, Accounting Server TERIICFREL ZRADIUSH — NI I —T & BIRLET
o ’\°—y75:-|:‘:7\7|:|—)|/b35?o

Overview Analysis Paicks Dewvices Oibjeces Integeation Deply  Q e O @ eominv Aok cpeypg

- Fireveall Management Center

Remote Access VPN Policy Wizard

1) Poicy Assignmesn 1) connoction protse 3 Secur Cliont + | Accoss & Coreteatn 5 | Summary

ué "‘g - = E a E'tnlad
B

AdA

Uer

Connection Profie:

Connmetion Profiles specity the ios tor 0 WPN ion, These polici b Craating the
Bannl A, how AAA & accomplshed and how addresses ane assigred. Thay also mclude user atiribulis, which
ane defwed in group policies

Connaction Prokis Mame:® | postur_vpn

I @ This name is conbgured &3 8 connaction sEag, i can B waad 19 SONNEST 13 the VPN gatewasy

& g (AL
Specity 2 . certificates or both], and the AAA servers that wil be used for VPN
Eonnactions
Authentication Method: | AAA Oinly v
ripise | 4 |

Faltusck to LOCAL Authantication

I Aurthorization Server: ripise v +|

I Accounting Server, | msied - +|

Client Address Assigment:

FMC_New_RAVPN Wizard 2

AT Y7 11.3 : IPv4 Address PoolsTRARTICERE L = 7" — )L B Z21#IR L. Group Policy TEABIICEREL J IL—T7 R 2 —&BIRL
F¥9. Next2OUY I LET,



rfy Firewall Management Center Overiow  Analysis  Pobcks  Devices  Objects Infegrabion
Remote Access VPN Policy Wizard
1) Policy Assignment oo:-mmnoh 3 | Secure Clont 1 Ascoss & Corssicatn 5 Summary
| +

Accounting Server Apise

Cliant Agdrass Assignmant:

Elient IP ackdrass can be assigned from A serves, BHCE server and I address pools. When muliple opiions ar
sednctpa IP sdross assinment is tried i e orer of AR server, DHCP server and IP acdinss pool

s A Server (Realm or RADIUS only) @

posturs_poal

tress Doy

1P Address Pools:

Group Palicy:

A rind policy i 8 oboction of uae-Seibatod assion iiutes which drs 348i000d b Slect whan s VIN
Connection is estabiished. Select of create 3 Group Folic

[ BB

Growp Pokcy:”

Edit Group Policy

. e l ) o -

FMC_New RAVPN_Wizard 3 ( #28 )

ATY T M4 LiInkA X=PDF TV IRYIAEFICLET, VU YILET, Next

[} F”_ef"al! I\_.?ana.ge.i_*.n.e.nl Genter Cwvondiew  Anslyais  Polcies  Dmices  Objests  Integration ey O @ 3 @  adwe U secuRe
Remote Access VPN Policy Wizard
1) Palicy Assignment 2| Gonnection Prosle D) secre ciomt + | Accass & Corfcats 5 | Suemmaey
o 1
- - =il
L . il
Remote VPN .
prive: Securs Clent . .

Secure Client image

Th WPN gabiiny can aomatically downioad B lilail Secure Cliésdt packige 16 the clint Sivics when the VPN
o ¥ choosing the 065 for the sekected package.

‘connection is initiated.

Downioad Certer

iDownioad Secure Clent packages from Csco Software [

Secure Chant File Obiject Name SBocun Cliest Package Name Oparating System

clant_mage CiBCo-pncumm-chont-win-5. 13,03 -wabdepio Windows L]

Citeosancun - chon Burhd <51 562 wabd. . Linux

Sou_5_1_3_62

FMC_New RAVPN Wizard 4 ( #2)

ATYT M5 VPNAI UV EZ—TIAADA 2V R—T IA AZBIRLET, AT YTITFIDICEFRL LIABAEOEREERLET

Z7VYIULET, Next



ry Fllewail:hf‘ap.age.ll'ner!t Canter Ovendew  Analysis  Poliies  Devices  Objects  nkegration ey O @ 45 @ saminv b secuRe

Remote Access VPN Policy Wizard

) v 2 Profike 1) Secure Clent OM&MM.»
° ) [
A - e~

MWetwork Interface for Incoming WPN Access

St of crpite b nbiuTece Griup of & Socuity Zong Uhat contsing the network lnteleces wiers
M

oupS Socurity Zone: cutside_rone - ||—

® Enable DTLS on member interaces

dh i the devices must have interfaces a5 part of the Interface Group) Security Zone selected.

Device Certificates

Duvica corsificatn (sl calied idontity cantifcate) identies the VPN gatewary 12 the remote sccess
clutnis. Sekect a ceriibcate which |s used fo authenticate the VPN gaimway.

[Ceﬂilxme Encgliment * demo_vpn b I'"

123 Envcll the selected certifcacs Gbiec: on I Wrgel devices
Access Control for VPN Trafhc

Al decrypied e in the VPN tunnsi is subjecied 1o the Access Control Policy by default. Seiect
i3 option 1 bypass decrypted trafhe from the Accoss Control Pokcy

[ iypass Access Controd polkcy for decrypted trafic (sysopt parmit-von]

| concer | [ Back

FMC_New_RAVPN Wizard 5

ATY T 116 : YUYV —R—THEBFRZBERRLUET, BAENSTNE, Fnish2V VY ILET, ZEITIHLEN H D5
&l&. BackZIUY U LZET,

Firewall Management Center

Creenview Acualysls Policies Devices Objects Integration Doy 2 @ & @  admhe E secune

Remote Access VPN Policy Wizard

1 | Policy Assigaeent 2 | Connection Profile 3 | Secuny Ciles 4 | Accoss b Coritcatn .
L] =)
X O 4 -,  oh
hm":“ Secue Chent i

VRN
Devics
AsL

Remote Access VPN Policy Configuration

Fleawall Maragiesnt Contor wil conbgurg an RA VPN Poliy with the fllowing settings:

Duevice identity Centificate Enroliment

Certicate enrcilment object ‘demo_vpn’ s not instaled on one of more targesed

Additional Configuration Requirements
Al the  wizard  complees, the  folowing

Mama: Peatun_vpn confguration resds to be compisted for VPN to
Deice Targots: Fosium. FT0-COA3T wenrk on all Sevies Legers,
Gonnection Protie; peatune_ven © Acosss Control Puilcy Updol
Conneotion Allas: postum,_vpn
AAR: A Acceas o ruley eapl e daihined 15 slke
VPH frafhc on all targeted devices.
Autherication Mathod:  AMA Only
s (RADAUS] O MAT Exemption
rigie H HAT is enabled on the targeled devices, you
rpise st cedre & KAT Pocy 10 axermet VPN rac,
Adress Assigrment @ DNS Configuration
Aceiress trom ARA - Torenchen Eaamons lanactbert] Il AAE! Earvs
DHMCP Sarvers: - or CA Servers. configure DNS using FlenCondg
Address Pools [Fyd);  BoaRune_posl Policy on the mrguind devices.
Acdress Pools [PvE); - @ Port Configuration
Group Policy: oS 5L will b erablod on port 443,
Secisns Chant Imagas: Hnux_S_1_3_&2 Piac-Ev2 ukes port 500 and Clint Sarvces
utsids_rons will be enabled on port 443 for Secure Clent
imge doweload NAT-Ti | b erablid
oeiencates — e e =

Please ansus that thess poits are ot used
HAT Policy o other services befors depioying
the configuratin.

A Network Interface Configuration

FMC_New RAVPN_Wizard 6 ( #3E )

ATFY T 1285 LW

| cancer | |

REZFIDICERAL T, VE—RNT7 U EAVPNOREZZTTLE T,



f_|r-en.na.l!:hfli.1nagel11ei1tCenlel P Ansivais Pobicies Devicns Oupects S— - @ 59 samn b
— {
posture_vpn oS .gm,.mm;.m [ coce ]
|

=
poFtung test
pasmm-rm-cmzr | oso ror et fena (1)

B None

Comnmction Prodle  Access imorisces  Advanced

+

Nama ey et Policy

Authitiaston
DafwdrWEENPGoup Authorizaion: [y, DfGrpPolicy

Agsounting

Authentication: ripise (RADILS)
DostES_vEn Authorizaton:  npiss (RADLS) iy poatera_go 1 selecied | @ 1 pending -]

Accounting:  ripis (RADILES)

FMC_Deploy FTD

ISET D&

AT Y 7" 13 Work Centers > Posture > Network DevicesiC BB L &F, 27U Y I L ET, Add

Work Centers / Pagture

Pl Bookmarks Overview | Netwo Client Pravisianing Policy Elements Posture Policy Policy Sets  Troublashoot Reports  Settings
BE  Dashbosrd
Wl contest Viaisility Network Devices
Seleeted 0 Towid |
A, Operations
l Policy
1 Name o~ IPMask Profile Name Location Typs Description
A Adminisiration
0 ooz, a5 Cises Al Lacations Firawall
O TD-CML 3 .. & Cisco Al Locations Firawall
0 MLz . & Cisce Al Locations Firewall
Il ] 2= Ciseo All Loeations Firawall

ISE_Add_New_F/N A A

AT Y7131 : Name, IPAddressIN > RZADL, R=ZEZTFICAYVO-ILLFET,



abaln |dentity Services Engine Work Centers / Posture

c15€0

) Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
——
=
Metwork Dewvices List » New Network Device
1l
o

Network Devices

| MName posture-FTD I

Description

2

Al

i IP Addresz - P . e I3z o
?

Device Profile 2% Cisco ¥ O
Modal Name v
Software Version w
Network Device Group
Location All Locations ~ Set To Default
IPSEC Is IPSEC Device ~ Set To Default

ISE_Add_New Devices 1

AT Y7 13.2 : RADIUS Authentication Settings® F T ¥ VRY Y AZFICLET, Shared SecretZ2 AL ET, 20UV UL E
T, Submit

Werk Centers 7 Pegiure

P Eockmars Ouerwiew  Motwork Daviess  Chent Provisisning  Policy Elements  Poslwre Poliey  Dolley Sets  Trewbleshost  Repests  Setlings

25 Dashbiers RADILES Austhonsication Sotiings

Combast Vit
RADIFS UDF Settings

X operations
— g

ok Port wnon

Walivactive Help

RADIUS DTLS Saifings

DTLE Requieed
ok Bert E

e GA of 151
Corsficaies for Coa Sesect I niquised fopsonsl)

OHS Mama

Geraral Settings
Entse Koy
Ky Enerymtion Ky
Erm—
Authanizaies Cade
oy
Koy Ingrat Format
© ASCH () HERADEGIMAL
TAGACS Authentication Sottings

- SHMP

tings

Advarced TrusiSoc Settings

ISE_Add_New Devices 2

AT Y 7 14 : Cisco Software Downloadh* 5 /N ¥ 47 — < £ cisco-secure-client-linux64-4.3.3139.0-isecompliance-webdeploy-k9.pkg % &


https://software.cisco.com/download/home

vO—RU, #9>0-RLEZ7AIILOmdSF I ¥ 9 AN Cisco Software Download paget AU THD & 2FREL T, 774
ILORENBEFTHD L EZBRBLET, /VY I — Bcisco-secure-client-linux64-5.1.3.62-webdeploy-k9.pkgld FIE1 TEFEICA T >~
AO—REhFELL,

AT Y7 15 : Work Centers > Posture > Client Provisioning > Resourcesi_ BEIL£9., &9 Y I LET, AddAgent resources from
local diskZiBIRL £,

Al

» ldentity Services Engine

Work Centers / Posture

Overview Network Devices

Client Provisioning

Policy Elements Posture Policy

Client Provisianing Palicy

| Resounces

Clien Provisioning Portal

Resources

Ageni resources from Cisco site

Agem resources from local disk I

Nathee Supplicant Profile

Agent Conflguratian

Agent Pesture Profile

AMP Enabler Profile 5.1.3.062

(]  CiscoSecureClientDesktopLinux 5.1.3.062

0 ci

eClientCi oduleWindows £.3.4015.8192

lientC oduleLinux 4,3.3139.0

O CiscoAgentlessWindows 5.0.03061

O CiscofgentlessOSX 5.0.03061

] CiscoTemporalAgentWindows 5.0.03061

N CiscoTemporalAgentO5X 5.0.03061

ISE_Upload_Resource

Policy Sets

Troubleshoot

Type e

WinSPWizard

Native Supplicant Pro...

Native Supplicant Pro...

MacOsxSPWizard

CisceSecureClientDe...

CiscoSecureClientDe...

CiscoSecureClientCo...

CisceSecureClientGa..,

CiscoAgentlessWind...

CiscoAgantlessOSX

CiscoTemporalAgent...

CiscoTemporalAgent...

Reports

Version

3.2.01

Mot Applic...

Not Applic...

2.7.01

5.1.3.62

5.1.3.62

4.3.4015....

4,3.3139.0

5.0.3061.0

5.0.3061.0

5.0.3061.0

5.0.3061.0

Settings

Selected 0 Total 16

Last Update

20230704 06:54:02

2016/10/07 04:01:12

2023/07/04 07:55:16

2023/07/04 06:54:02

2024/05/08 10:20:08

2024/05/08 10:31:28

2024/05/08 10:26:57

2024/05/08 10;34:00

202307704 08:54:10

202307704 06:54:14

2023/07/04 06:54:03

2023/07/04 06:54:07

Description

Supplicant Pror
Pre-configurac
Pre-configurec
Supplicant Pror
Cisco Secure (
Ciseo Securd {
Ciseo Secure
Cisco Secure {
With CM: 4.3.2
With CM: 4.3.3
With CM: 4.3.3

With CM: 4.3.3

AF Y 7 15.1 : Cisco Provided Package® 23R L £ ¥, ChooseFile® o )Y & L T, cisco-secure-client-linux64-5.1.3.62-webdeploy-
kOpkgZe 7Y 7O—RLET, 2V VY ILET, Submit

al

Identity Servicas Engine

Bockmarks

Dashboard

Context Visibiiity

Oparatians

Policy

Administration

Work Centors

Interactive Help

Wark Centers / Posture

Agant Resources From Local Disk

Agent Resources From Local Disk

Category

| Ciscs Prowided Packigs w |

[ Chéose Fi | cise

socura-_aphay-ko p-.-l

~ Agent Uploaded Resources

MName Type

CiscoSoeuraClintDeskopli

CiseaSeeureliom D

Version Description

5.1.3.62 Ciseo 5

v Cliel for



https://software.cisco.com/download/home

ATV 4% V)IRL T, cdisco-secure-client-linux64-4.3.3139.0-isecompliance-webdeploy-k9.pkgZ 7 ¥ 7’O0— R UL F
ED

AT Y7 16 : Work Centers> Posture > Client Provisioning > Resourcesic BBIL£d. 291 Y 2 LE T, AddAgent Posture Profile
BIRLET,



ldentity Services Engine Work Centers / Posture

] Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Clini Provisioning Policy

P | =S Resources

Clignt Provisioning Portal

.\ Selected 0 Total 16
4 Add
2 o Agent resources from Glsco sie i Escaion Lastbipaata DascHviion
Agent resources from local digk oSecureClientDe... 5.1.3.62 2024/05/08 10:31:28  Cisco Secure Client for Ii...
al
Natiwe Supplicant Profile ve Supplicant Pro... Net Applic... 2016/10/07 04:01:12 Pre-configured Native S...

O Agent Configuration oSecureClientCo... 4.3.3139.0  2024/05/08 10:34:00  Cisco Secure Client Linu...

2 O ntPrafile Not Appllc... 2024/05/08 10:37:17

ot Prafia
AAMBERI ST RS mProfile Not Applic... 2024/05/16 15:15:49

ISE Add_Agent Posture 7O 7 7 A )L

AT Y7 16.1 : Name, Server nameruleszi§EL ., TOMITFT7AIILNDEERICLET, 29UV ILET, Save

FE0 : linux_agent_profile

H—N—20OHKRA : *.examplecom

Identity Services Engine Work Centers / Posture
) Overview MNetwork Devices Client Provisioning Paolicy Elements Posture Policy Palicy Sets Troubleshoot Reports Settings
= Client Provisioning Polic
kil | g o Settings 3 Mew Profile
1l | Resourcas
o .
Client Provisioning Portal Agent Poeture melle
i\ Name *
' linux_agent_profile
Description:
4
Al
Agent Behavior
&)
Parameter Value Dascrigtion
Enable debug log L hd Enables the debug log on the agent

ISE BN _IT—>IV R _RAFY_7O774)_1



Identity Services Eng

Work Centers / Postu

] Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Tro
'
- Client Provisioning Policy
ol | Resourcos Posture Protocol
<
.\ Clien Provisioning Portal F—rrr —
{ PRA retransmission time 120 secs
F ] Retransmission Delay =] R
Al Retransmission Limit 4
Discovery host
7
Discovery Backup Server List F—
Server name rules * * example.com|
Call Home List
Back-off Timer 30 s0E8

ISE BN IT—2I R _RAFY_7O0774)_2

ubleshoot Reports Settings

Description

This is the agent retry period if there is a Passive Reassessment
communication failure

Tirme (in secondz) to wait before retrying.

Number of retries allowed for a message.

Enter any P address or FQDMN that Is routed through a NAD. The NAD
detects and redirects that hitp traffic to the Glient Provisioning
portal,

By default, AnyGonnect sends discovery probes to all the Gisco ISE
PSNs sequentially if the PSN is unreachable. Choose specific PSNs
as the backup list and restrict the nodes to which AnyConnect sends
discovery probes.

A list of wildcarded, comma-separated names that defines the
sarvers that the agent can connect to. E.g. " *.clsco.com”

Alist of IP addresses, that defines the all the Pelicy service nodes
that the agent will try to connect to if the PSN that authenticated the

endpoint doesn't respond for some reason.

Agent will continuously try to reach discovery targets (redirection
targets and previously connected PSNs) by sending the discovery

packets till this max tirme limit is reached

AT Y7 17 : Work Centers > Posture > Client Provisioning > Resourcesic BEBIL &3, 29 Y U L& T, AddAgent Configuration’

BRUET,

Work Centers / Posture

] Overview Network Devices Client Provisioning Palicy Elements
L Client Provisioning Policy

P — Resources

>

Glient Provisioning Partal

Al

- Add

Agent resources fram Cisco site

O Agent resources from kocal disk
0 Nativa Suppicant Profile
a Agent Posiure Profile

AMP Enabler Profile

ISE_Add_Agent FX7E

ATYT17.2:

FHHERELET,

Posture Policy

eSecureClientDe...
v Supplicant Pro,.,

oSecureClientCe...

ntProfile

ntProfile

Policy Sets Troubleshoot Reports Settings
Selected 0 Todal 16
| o

Version Last Update Deseription

5.1.3.62 2024f05/08 10:31:28  Cisco Secure Client for li.,

Mot Applic.. 200610707 04:01:12  Pre-configured Native 5.,

4.3.3139.0  2024/05/08 10:34:00  Cisco Secure Client Linu...

Mot Applic... 2024/05/08 10:37:17

Mot Applic... 2024/05/16 15:15:49

Iy —2 IR ¢ CiscoSecureClientDesktopLinux 5.1.3.062

FH: linux_ag

ent_config

AT 254 TF 2 AEY 1—)L : CiscoSecureClientComplianceM oduleLinux 4.3.3139.0

FIVvURY UR%EF>IZT S VPN, Diagnostic and Reporting Tool

7’07 7 A JLBRISEARAF ¥ : linux_agent_profile



7)Y OLET, Submit

Identity Services Engine Work Centers / Posture

[ ] Overview Metwork Devices Client Provisioning Palicy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
=
- Cikgnt Provisiening Policy
3l | Resources * Select Agent Package: CiseoSecuraClientDeskiopLinuy 5.1.3.062 w
o
Client Provisioning Portal * Configuration

linux_sgant_config

\ Narna:
|

Description:

Description Value Notes

* Compliance .
Module

npliar inux 4.3,

Cisco Secure Client Module Selection

ISE Posture

Secure

Firawall O
Posture

Metwaork

Wisibility D

Diagnostic
and Reparting
Taal

Profile Selection

[‘ ISE Posture  linux_agent_profile hd I m
Cance!

ISE_Add_Agent_Configuration_1

AT Y 7 18 : Work Centers > Posture > Client Provisioning > Client Provisioning PolicylC BEBIL £ 9, L—ILBOREICHDEdt &Y
)Y 2 ULET, Insertnew policy belowZi &R L £,

Identity Ser Work Centers / Posture
] Ovarview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
= F — = "
|| Shant Provionhi Pellcy | Client Provisioning Policy
1 Resources
e

Cllant Provisioning Partal Defing the Client Provisioning Policy to determing what users will receive upon login and user
X For Agent Configuration: version of agent. agent profile, agent compliance module, and/for agent customization package:
For Native Supplicant Configuration: wizard profile andjor wizard. Drag and drop rules to ehange the order.

] Windows Agent, Mac Agent, Mac Temporal and Mac Agentiess polickes support ARMEL, Windows policies run separate packages for ARMA and
Intel architeetures. Mac policies run the same package for both architestures.
F For Windows Agent ARMES policies, configure Session: OS-Architecture EQUALS armB4 in the Other Conditions column,

Mac ARME4 policies require no Other Conditions armGd configurations.

W you configuie an ARMEA cliem provisioning palicy fod an OS5, ensure that the ARMEA palicy is 81 the 1og of the condilions lis1, ahead of policies

Al withaut an ARMB4 condition, This is because an endpeint is matchod sequentially with the policies listed in this window
w
0
Rule Nama Identity Groups Operating Systems Other Gonditions Rasults
B W5 Any Apgle 105 A1 Candition(s) t Clsco-1SE-NSP Edit
] Android Any Andid Conditian(s) t Clsco-1SE-NSP

Duplicate abave

Duplicate below

inser new policy above

ISE Add_New Provisioning_



RUZ—

ATY 7181 FHMERELE T,

JL—IL& : Linux

ARL—=F AT AT L $XTLinux

#® : linux_agent_config

Done 8L USaver VY I LET,

Work Centers / Posture

] Overview Metweork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
= . . . .
B cten rorining potey Client Provisioning Policy

Resourcns

Clion Previsianing Partal Dafing the Cliant Provisianing Palicy to datarming what usars will raceiva upan kegin and usar sassion inltiatian:
% Far Agent Configuration: version of agent, agent profile, agent compliance madule, Ana/or 3gent CUGMEZAton package
For Native Supplicant Configuration; wizard profile andfor wizord, Drag and drop rules te change the arder,

L] Windaws Agent, Mac Agent, Mac Temparal and Mac Agentless poficies suppart ARMES. Windows policies run separate packages for ARMA and
Iintel architectures, Mag policies run the same package for both architoctures,
‘ For Windows Agent ARME4 policies, configura Session: OS-Architecture EQUALS armG4 in the Other Conditions column.

Mac ARMB4 policies require no Other Conditians w64 configurations.
If you configure an ARMES client provisioning policy for an 05, ansure that the ARME policy is at the top of the conditions list, ahead of policies
Al without 8n ARMG4 condition. This is because an endpaint is matched saquentially with the policies listed in this window.

w
i Ruls Name Identity Groups Operating Systems Other Conditions: Results
| 05 Any Apgile I05 Al i Condition(s] CHeo-ISENSP Edit
| Andiid Ay Andeoid Candiglon(s) Chico-I5E-N5P Edit
| Linux Any Linux All Condision(s) linux_sgant_config Exlit

ISE_ Add_New Provisioning_Policy 1

AT Y 719 : Work Centers> Posture > Policy Elements > Conditions> Filel_ BBIL £ 3, 29U YOI L ET, Add

Ceonters / Postu

[ ] Owerview Network Devices Client Provisioning Paosture Palicy Policy Sets Troubleshoot Reports Settings

s
Coaditiann . . .
File Conditions
o Anti-Matware
a o— Selected 0 Total 385
Antl Vs
1 Appbesssn
Nama Description Filo namo Gandition Typa
Compsund
4
Dicsonary Compound O < NP 37 W51 Cieco Procdeflined Check:... SYSTEM_PROGRAMSAC.. Cisco-Defined
Al ) -
DNy Spl [ ecows st rkEitzears ms. Glsco Procofined Checi.. SYSTEM_ROOT\sysnativ.. Gisco-Dafined
Disk Eneryption
o 304 uS13... Clsco Predefined Chesic... SYSTEM_3ZUmagehipdll  Ciaco-Dofined
Exteml DataSource
| o .. Clsco Prodefined Checic... SYSTEM_ROOT\sysnatlv.. Cisco-Dafined
Firews o Giseo Procelined Checic,, SYSTEM_ROOT\winaxs\a,, Goce-Dofined
Haidwide AlFRales
0 W10_64_1709_K845803,.. Clco Prodefined Chesk:... SYSTEM_ROOT\sysaathv.. Cisco-Dafined
Pateh Masagiment
_— [0 oe e reassssss wsia-o.. Cisco Precefined Chasic.. SYSTEM_I2UWitrustdll  Cisce-Dafined
iy
Soren O pe_WI_KNZRRI0TE_MS13-...  Cieco Predefined Check:... SYSTEM_3\Scrrun.dil Cisco-Defined
Femice o v . Gisco Procefined Checic.. SYSTEM_ROGT\SysWo.. Gisco-Defined
vse
o w2_enz u Ciatn Prodafined Chasks,, SYSTEM_IMWIZesys  Coca-Difiaed
[0 oowio_ce20e0836 M5 15, Cisco Predefined Checi:... SYSTEM_32Edgehtmidil  Cisco-Defined
Remediatians
o WH1_g4_KBI043553 M. Gikco Procefined Chesic,. SYSTEM_ROOT\sysaaliv.. Giaco-Dofined
PR
! & taco-
A oS [ Glsco Prodefined Chec SYSTEM_ROOT\sysnativ...  Clsco-Defined
Authoriration Prifias o Cisco Prasalingd Cha SYSTEM_ROCT\gyans Coca-Difined
Dommissdshin ACLs -

o PE_WT_KBI0TE801_MSIE Glsco Procofined Ches: SYSTEM_32\WindZsys Cisco-Dofined

ISE_Add_New File &

ATY 7191 HMERELET,



0 : linux_demo_file exist

ARL—=FT AT AT L0 $NTLinux
774 DOEE : FileExistence

7 74 I)LINA : home, Desktop/test.txt
T7AIIEEF FELET

ZU7UYILET, Submit

L ldentity Services Engine Weork Centers / Posture

() Ovarview HNetwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troublashoot Reports Sattings

B Filg Condiion

File Condition
- Namo * linux_demo_file_sxist ]
{ Appicsten
Description
F |
I- Oparatng System Lire: Al }
al
Compianco Modulo Ary version
' * Filo Ty Flotsistonce
I File
Figes ° Fila Path homa I Desiton/tost.isn '

Hardwarn Astributes

® File Opsoratos Exists
Patch Management

Fagianry

Strign

use

Ramadiariaas

Fequiremants
ABrwed Protecals
Autharization Profiles

Downioadable AGLE

ISE_Add_New File Condition_1

AT Y 720 : Work Centers> Posture > Policy Elements > Requirementsic BEBIL £9, I—ILBOHREICHDEdtZIIYILET
o Insert new RequirementZiZRL £9,



ces En Work Centers / Posture

P! Doskmarks Overview  Metwork Devices  Client Provisioning | Polley Elements | Posture Policy  Polioy Sets  Troubleshoot  Reports  Sefiings

BashEpag

14 Context Visibliity

A Operatisas

wirerm
U Foliey Hama Dparating System Gompalance Medule Poaturs Type hetlons
Agpscation
— oy R _rocsliation_Wis for Wincow A1 unng Lu o mari ] Agest mat i AN _we_min_inat a0 MerLage Taar Oady
2. Administration al
Dhcisarary Compousd By M _DaNAGA WA Roe  Wisdews AN [P T g Agest mabd ANV midel  Ben  AmpVDelemedusodtie
Wark Centers
Al Bietionury Simple Ay AT lnsiaenion W lar  Wiscows A8 g %o warier wsing  Agent matd AN an win st  Gn  Meseage Tout iy
ik Erprypen
By KS_Defeiton Wi for  Wiadewns A8 wpng ko marber [ — mat San  AnpASDeMeredistiostin
Datatource
7 interactive Help . Ay MY sation_Mac  for  Mec 0% uwng dn o sarmer wig  Agest metd AN mec_iSal  Men  Meensage Test Ol 1
"
— Boy_Wi_Dafeion Msc  for  Mac DSX uEng  Txor marber g Agest metH  ANV_sv_mac_dsl  Swn  AmpéDetmemedissonbsc
Hastmam A5 bl Moy AS_lastaltion_Mad  fsr  Mae DU RO e wihg  Agust metH ANV ai WSSl Wen  Makssps Taxt Ol it
Paich Massgermet Ay _AS_Deafndicn._Risc tar Mac 0 g Eu o maripr Py Ageer i AN _as_reas_del man AnpASDeiRermaaist okl
Peghanry
By A _eatsbascn_Wn  for  Wiadewn A [P Te— g Agast matd ANV sm_win_isst  Sen  Wsssage Test Ol
Script
" Ay A Detrition Win  for  Wisdews A3 wny o e wing  Agest matd ANFamowgs Wen  AmpAMDsMemesmieien it
rete
8 By _AM_ieaishaion Mac  for  Mac D6 udng oo e wsng  Agest metd  ANY_sm_mac_leat  Swn  Msxeage Test Only
Avy_A_Detwtion ise  for  idse OBX [P sy Apemt matd  ANT_am_mat oo Wen  AmpklDefMememitissais:
By MM _ipislasicn Lin  for  Linex A g doxor e ning  Agesi matd  ANV_am i Gwen  Seleci Bemecatiens
By A Detnition U for [PV T— using  Agest — dsf  men  Sewet Bemecatons
use_moce [ — [RES T ep— g Agent matd  USH_Check men  US0_Bleck
Daliut_kooVia_Segurem  for  Wisdows A1 uEng oo e wng  Agest metd  Delssh_Apcin G Men  Selct Remecations
e refiion_Wn
Detsun_szovia_hegirem  tor  Mac OEX [P - uming  Agest matd  Delss_spsii_Go Sen  Sewct Bemecatiens et
e usc ety
Dalit_Harttwacs Al for Wit A1 g o ushy  Agest MR hactware_Alrtune men  Select Remeoation
P P
Dalssn_sinrcwers_Amrimt  dor e D g A o ey Ageer il e Skl 1 Revebaanont

3 Reairemest_Ma

MNote:

BT cludti o AT If AERIED Gubiebl (05 [feb GRBTAING KrATH Ard N1 HBITR MG MM

Bapma it oy AT B 08 SOOI B0 1 ADBEC AT CONGORY. [COMased b 1P Frirviaion By Caaegary o Proviaion By Even
Bpmaideitiing Al 0 SO0 bB0SLali b Airpelieds Posluie triv.

omarce CongEn.

ISE_Add_New_Posture Requirement

ATY7 201 FHERELET,
B Test_exist_linux
ARL—=T AT AT L FXTLinux
AVTZAT AT 1)L 4xBAg
RAFv¥RAT : Agent

% ¢ linux_demo _file exist

Done B &L U'Savex VY UV LET,



Overview

Natwork Dovices

Conditions w
Ati-Matwacs

At Sy

At irus
Aggitcanian
Composnd
Dictiznary Compound
Dictisnary Simpie
Disik Escrystion
Extemad CataSoerce
Foa

Flegwal

Hardwarn Altritatm
Pateh Mabgemasr
Regisy

Script

Service

uss

Rinwed P

Samnorizasion Profies

Dwnloadable ACLS

Work Centers / Posture

‘Client Provisioning Policy Elements: Posture Palicy Policy Sets Troubleshoot Reports Settings
ity A

Requirements
Name Operating Systam Complisncs Modubs Poaturs Typs = Acthons
Tosk_uxisi_lnux for  Linux A1 waing  dxor st using  Agent metil  leux_demo_fle_ax ithen  Select Remediations

u

Any_AV_IRslation Wi for  Windsews AN W Do sarier usisg  Agem mathl  AWY_mi_win_ingt  then  Massaps Tt Duy
Any_A¥_Daficition s for  Windews AN wing 3o sariler Agers malll ANT_m_win_gel  then  AmAVDafsrediatosiin
Any_A% Instslafian Win  far  Windswes AN B e usleg  Agest =atl  ANY_si_win sk thes  Masssge Texl Oely
Any_AS_Defiomon Win  for  Wingews AN wung  3xor eariier usg  Agess math  ANT_as_win_del  then  AnyASTefRemedanioniin
Ay _A_isanallation st for  Mat DEX DK ke usig  Agem mall AWY_wmac_inat  then  Messape Ten Oy
Any_A¥_Dafirition Mac  for  Mas 05X wling 3.t cariler uieg  Ages math ANT_sv_mit_oef  then  AmdDefsmediatonie:
Any_A% insistston_ Mse  for  Ms: OEX saing  Jxer eariler urg  Agert matH  ANY_sa_msc_inat then  Mowssge Taxt Osy
Any A5 Detinon Mas  for Mas 05X wHng 3 r eariier ukeg  Agens matH AN amac el then  AmphiDefRemedationkas
Ay AM_bansbution Wi for  \Windeews AN I P usieg  Agem malll ANT_Bmowi_inel  then  Messsps Text Ony
Any_AM_Defisition_Win  for  Windows AN waing Aot usieg  Agest matil  ANT_sm_wi_del  then  AmyAMOw(Remediticiin
Any_AM_tuesbstisn_Mse  for  Ma: OEX waing usng  Agert math  ANY_sm_msc_iewt  then  Massgs Taxt Oy
Any_AM_Dgfeition_Msg  for  Mas DSX [ wping  Agens matH  ANY_am_msc_del  then  AmpAMDeRemadistioiss

Nate:

Dermedistan Athen b fileied baied o5 the osar

iy ipatas and o1

b esa salection

Remedistion Auisns se ol soplicabie lor Aselication Conditions (Esnligured using the Prevision By Cabegery of Pravision By Everything eptions), Hanswars Conditions, and Externsl Dals seurce eositions

Bemediasons Actins are ot

ISE_Add_New_Posture Requirement_1

Dibcabie for Apentiess Postie Type.

Edit

Edit




EREBRATR, BEMREEL LNk T—2 I MNAOY I LRIV T RORHFYR—REATVET,

AT Y 7 21 : Work Centers > Posture > Policy Elements > Authorization Profilesic BBIL £ 3, 20U Y L% T, Add
ATV 211 FHHERELET,

H 80 : unknown_redirect

FIvHIRYHRAEATICT D Web Redirection(CWA,MDM,NSP,CPP)

i#1R Client Provisioning(Posture)

ACL: URAL K



fE: VZ4TF7> 7O IZVIR=ZIL (F72ILK)

* Identity Services Engine

) Overview Network Devices
'E

Conditions w
I"?! Anti-Malware
,\ Anti=Spywate

Anti=Virus

' Application
'} Campeund

Dictignary Compaund
Al Dictionary Simple

Disk Encryption

External DataSource

File

Firewall

Hardware Attributes

Patch Management

Reglstry

Seript

Service

use

Romadiations »

Requiremenis

Allawad Protozals

| Authorization Profiles

Downleadable AGLs

Client Provisioning Palicy Elements
Authorization Profile
" Mame unknown_redirect

Dascription

* Access Type
ACCESS_ACCEPT

Network Device Profile 2t Cisce v i@

Service Template 0
Traek Movement Om
Agentless Pasture 0

Passive ldentity Tracking [ (7)

~ Common Tasks

) veice Domain Permission

‘Weab Redirection (CWA, MDM, NSP. CPP)

Tllent Frovisioning [POsture]

[ static 1P/Host name FQDN

Posture Palicy

ACL redifeet

[ Suppress Profiler CoA for endpoints in Logical Profile

ISE_Add_New Authorization A7 7 AI_UAAL U ~_1

Palicy Sets

Work Centers / Posture

Troubleshoot Reports Settings

~  Value Client Provisioning Portal (def -~



E:ZOACLEUSA AL I NE, FIDTREENENTTDACLEE —HIBIBEN HYET,

ATV 212 Add Z#VIRL, HMHAZEED., EHRLTVEVIVRRA I NEERLTWRIY RRANAICBD2DODERT
T7O7740LEERLET,

F 80 : non_compliant_profile
DACL® : DENY_ALL_IPv4 TRAFFIC
Z 8 : compliant_profile

DACL% : PERMIT_ALL_IPv4 TRAFFIC



o ERFFIFERTY RARA2 NODACLIE, RBOEHICH > TRETIHLEN B ET,

AT Y7 22 : Work Centers> Posture > Posture Policy lC BB L E T, L—IILOFKRICHBEAtZEZ V)Y U ULET, Insert new policy’z
BIRLET,
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Posture Paolicy

Clant Frovisioning  Fosicy faments

Pulicy Sats

Werk Contars / Pasture

TrowbMshoot  Reports  Sattings

e the Pratura Py oy casfgureg 213 on spperating Tystar anelcr char onSsen
U Posey
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ISE_Add_New Posture 7R1) < —

ATYT 221 FHERELET,
JL—ILA : Demo_test_exist_linux
IDIIN—=T: F&

FRL =T AT AT L $XTLinux
AVTSAT AT 1) 4xBARE
RAF¥RA7 : Agent

E : Test_exist_linux

Done 8L USaver VY I LET,



Work Centers / Posture

Posture Policy [EEID

Duofirs the Posturs Polcy by coafiguring ruies basad on aporsting system and/or othar candétions.
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hetps://demo.example.com/

CSCOE+/logon.htmliztform_title text

Ubuntu_Browser VPN_O%5 1 >

@

Logon
Group
Username | |
Password | |
Logon

ATV 25: #91)v 2 LET, Download for Linux
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Cisco Secure Client Installati x - = i &=

&« C O & https:;//demo.example.com/CACHE/stc/2/index.html B 8% ¥ & =

alali
ey

—

Secure Client

Download & Install

Jownload Cisco Secure Client and install it on your computer.

Download for Linux

© Instructions

Ubuntu_Browser VPN &> O— R_1

A7 O—RU 7 7 A )L 0 il cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh T 9



Cisco Secure Client Installat x = + - 8 x

&« ] QO & https://demo.example.com/CACHE/stc/2/index.html B s80% vy @ & =
Library = &)
Organize~ Clear Downloads 2 Search Downloads
» (O History
; cisco-secure-client-linux64-5.1.3.62-core-vpn-webdeploy-k9.sh
. (]
9.6 MB — example.com — 11:39
> © Tags
>  All Bo...

g MSTucuons

Ubuntu_Browser VPN A7 > O—K_2

ATYT26: 7O EFERALTVPNIIBAEZA U O—RL, 77 14N B E<cetificac>CEEL £, cte —hik, Firefox®
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=) demo.example.com/+CSC

= » O Ol & ttps://demo.example.com/+CSCOE+/logon.html#form_title_text bk, @ @ 9

Page Info — https://demo.example.com/+CSCOE+flogon.html#form_title_text - O x
3 #i 1o n
0 = re -
General Media Permissions IR

Website Identity
Website: demo.example.com
owner: This website does not supply ownership information.

Verified by: C=CN,CN=demo.example.com View Certificate

Privacy & History

Have | visited this website prior to today? No
Is this website storing information on my computer? Yes, cookies Clear Cookies and Site Data
Have | saved any passwords for this website? No View Saved Passwords

Technical Details

Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3)

The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between computers. It is
therefore unlikely that anyone read this page as it traveled across the network.

Help

Ubuntu_Browser VPN_Cert_ Download ( # 70— R )

ATY 727 : UbuntuPZ 54 T N TR ZERE £, path home/user/Downloads/IC# B L T, Cisco Secure Clientz > A~M—JLL
9,

<#root>
user@ubuntu22-desktop:~$

cd Downl oads/

user@ubuntu22-desktop:~/Downloads$

I's

ci sco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh
demo-example-com.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-1linux64-5.1.3.62-core-vpn-webdepl oy-k9. sh



user@ubuntu22-desktop:~/Downloads$

sudo ./cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

[sudo] password for user:

Installing Cisco Secure Client...

Migrating /opt/cisco/anyconnect directory to /opt/cisco/secureclient directory
Extracting installation files to /tmp/vpn.zaeAZd/vpninst959732303.tgz...
Unarchiving installation files to /tmp/vpn.zaeAZd...

Starting Cisco Secure Client Agent...

Done!

Exiting now.

user@ubuntu22-desktop:~/Downloads$

ATY 7 28:Ubuntuf T4 7> NOVPNR—Z)LFIAEZEHELE T,

<#root>
user@ubuntu22-desktop: ~$

cd Downl oads/

user@ubuntu22-desktop:~/DownTloads$

I's

cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh

deno- exanpl e-com crt

user@ubuntu22-desktop:~/DownTloads$

openssl verify denp-exanpl e-comcrt

CN = demo.example.com, C = CN
error 18 at 0 depth lookup: self-signed certificate
Error demo-example-com.crt:

verification failed

user@ubuntu22-desktop:~/DownTloads$

sudo cp deno-exanpl e-comcrt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/DownTloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added

, 0 removed; done.
Running hooks in /etc/ca-certificates/update.d...



done.

user@ubuntu22-desktop:~/Downloads$

openssl verify denp-exanpl e-comcrt

demo-example-com.crt: OK

AT Y 729 : UbuntuZ 5 A 7> N TCisco Secure ClientZ &, VPN% demo.examplecomlZ EEICE#EHEL £,



Cisco Secure Client = (= &

(@) AnyConnect VPN |~ Statistics @ About

TIr
CISCO
Connectto: | demo.example.com l {;} ‘
Group: posture _vpn

Username: |sefest

Password: teeseeREETY

¥, Disconnect

Connected to demo.example.com.

Ubuntu_Secure Client_$2#%

ATV T 30: TSI %EHE, ISECPPR—ZIADVAAL I RNERNIH—FTBWebH A NZTUEALET, ISECPPR—&
IASEEREEEA T O—RL, 77 M) B ZE<catificacsiCEELE T, crte RIC. XTI O— RICFirefoxZERAT2H & RL
£,



) Device Security Check = @ + - B X
< C Ohttps:ffdemoisa.example.com:8443;’portal;’PortalSe?:up.actiGn?portal:eeBBFd ity =

O v i isr_° = S } X
SIMIEE 109 n to this Page Info — https://demoise.example.com :8443/portal/PortalSetupaction?... - O X

M LG (=]
0 k= s -
General Media Permissions BRI

Website Identity
Device Security Check Website: demoise.example.com

. Qwner: This website does not supply ownership information.
Your computer requires s , . =
Verified by: CN=demoise.example.com View Certificate
Start Privacy & History

Have | visited this website prior to today? No k

Is this website staring information on my Yes, . Clear Cookies and Site Data
computer? cookies

Have | saved any passwords for this website? No View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between
computers. It is therefore unlikely that anyone read this page as it traveled across the
network.

Help

Ubuntu_Browser CPP_Cert A7 O—R

AFY 7301 : UbuntuZ S A F7> N EDISECPPAR—ZILEIAEA#EBLE T,

<tfroot>

user @ubuntu22-desktop:~/Downloads$ Is
cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh
demo-example-com.crt

ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

sudo cp ise-cert.crt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/Downloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added
, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...
done.

ATY T 31 ISECPPR—Z )L Stat TV Y U LET,



(L) Device Security Check % -+

QO G https:;//demoise.example.com :8443/portal/PortalSetup.action?portal=ee39fdo ¥ =

« = C

©@ vou must log in to this network before you can access the Internet.

Client Provisioning

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start

Ubuntu_Browser_CPP_B%4

AT Y 7 32 : Click here to download and install Agent

() Device Security Check % | +

Dt
@
Il

& - C https://demoise.example.com ::8443/portal/ClientProvisionstart.action?from=

©® vou must log in to this network before you can access the Internet.

e . - i
cisco Client Provisioning F

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

- + This is my first time here

1. You must install Agent to check your device before accessing the networlj Click here to download and install Agent
OTK.

2. After installation, Agent will automatically scan your device before allowin
3. You have 20 minutes to install and for the system scan to complete.

Note: With some browsers, when you click Download, the script is directly saved in the configured Downloads folder in your

sysiem.
Tip: Leave Agent running so it will automatically scan your device and connect you faster next time you access this network.

K1

3

T

You have 20 minutes to install and for the compliance check to complete

+ Remind me what to do next

Ubuntu_Browser CPP_Download R AF ¥

ATV 7 33:UbuntuZ? SA 7> NTiwREREET, /N Ahome/user/Downloads/ICBEIL T, RAF ¥ ED 1 —-)ILEAAR=)

LET,

<#froot>

user @ubuntu22-desktop:~/Downloads$ Is
ci sco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denpi se. exanpl e. com 8443_0NcLgcMJRf yZmR6HoL i



cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh
demo-example-com.crt
ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denoi se. exanpl e. com 8443 ONcLgcMJRf

user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$

./ cisco-secure-client-ise-network-assistant-linux64-5.1.3.62_denpoi se. exanpl e. com 8443 _0NcLgcMJRf yZnR6Hol

Cisco Network Setup Assistant

(c) 2022-2024 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks
Cisco ISE Network Setup Assistant started. Version - 5.1.3.62

Trusted and Secure Connection

You are connected to

demoise.example.com

whose identity has been certified. Your connection to this website is encrypted.
Downloading Cisco Secure Client...

Downloading remote package...

Running Cisco Secure Client - Downloader...

Installation is completed.

ATY 7 34 UbuntuZ 54 T > NOUIT, CiscoSecureClientZ# & T L, BEREE T, ISERAFYyED 21 —-IHFMVARN—IE
h, EBICETEIhET,



Cisco Secure Client — 0 X

(@ AnyConnect VPN |~ Statistics @) ISE Posture ® ~bout

NI
CISCO

Connect to: v It

Conneckt

Ready to connect.
Ubuntu_Secure Client_ISE_Posture Installed ( 4 > AN —JLi&E & )
ATFY T 35: UbuntuZ 247> M TiREZBE £T, pahlC BB homeluser/Desktoptest.txt L, ISETCHREE N7 7 ML &G4 %ZH

EIT77AINEERLET,

<#root>
user@ubuntu22-desktop:~$

cd Deskt op/

user@ubuntu22-desktop:~/Desktop$



echo test > test.txt

CCTR, RENERICHEELTLWAILESH EBRBLET,

ATY 71 : UbuntuP Z 4 7> N TVPN%demo.example.comlZ#E#: L £ 9,

Cisco Secure Client = =
() AnyConnect VPN ‘ |~ Statistics @) ISE Posture © About
I
CISCO
Connectto: | demo.example.com -1}
Group: posture _vpn

Username: isetest

Passwnrd: dsdedsanane

¥, Disconnect

‘ Connected to demo.example.com. \

HER_Ubuntu ¥ 17 0954 T > N_Ei

ATYT2:UbuntuZ ZA T NTISERAF Y AT —RAZHERBLET,



Cisco Secure Client - o x

(@ AnyConnect VPN |~/ Statistics @) ISE Posture \ @ About

NI
CISCO

A9

Compliant.

Network access allowed.

#352_Ubuntu_Secure Client_Compliant

ATY 7 3:ISEORADIUST A 7 OJ AL £, Operations>RADIUS LiveLogi_ BEIL &7,

= vl Identity Services Engine Operations / RADIUS

|} Live Logs Live Sessions

] Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

X 0 0 0 0 0
(

Refrosh Show Within

3 Never w  Latest 20 records «»  Last 24 hours
A

Time Status Details  Identity Endpoint ID Profile Status 1 Palicy Authorization Policy

3 ~ Idontity Endpein I Endpaint Prefite Posture $1alus Authentication Palicy Autharization Paliey

May 29, 2024 D0E4B. 796 PM [ ] a atest 52:54:00:17:08:FA Ubuntu-Warksiatkan Comaliant : Firewall Posture »» Default Firgwall Pasture »> Compliant

May 28, 2024 0:08:48,798 PM | [ -] a 2 FoBEFA Complian I I Firewall Posture Firgweall Posiue => Compliant

May 29, 2024 09:08:13.570 PM | -] & ote 52:54:00:17:68:FA Ubuntu-Warkstation  Pending I ? Flrewall Posture >» Befault Firawall Posiure »> Unknown




RS 4707

ATY T 4:SSHEARRAY I ZFEHLUTFIDCLICBELET,

<ffroot>

>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftdv741>

enabl e

Password:
ftdv741#
ftdv741#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username : isetest Index : 33

Assigned IP : 192.168.6.30 Public IP : 192.168.10.13
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel:
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel:

Bytes Tx : 51596 Bytes Rx : 17606

Pkts Tx : 107 Pkts Rx : 136

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : posture_gp Tunnel Group : posture_vpn
Login Time : 14:02:25 UTC Fri May 31 2024

Duration : Oh:00m:55s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb007182000210006659d871

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 33.1

PubTlic IP : 192.168.10.13

Encryption : none Hashing : none

TCP Src Port : 59180 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Tlinux-64

Cient OS Ver: Ubuntu 22.04 LTS 22.04 (Jamy Jel | yfish)

(1)AES-GCM-256



Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62

Bytes Tx : 6364 Bytes Rx : 0
Pkts Tx : 1 Pkts Rx : 0O
Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 33.2

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 59182

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 6364 Bytes Rx : 498

Pkts Tx : 1 Pkts Rx : 6

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4_TRAFFI C- 57f 6b0d3

DTLS-Tunnel:

Tunnel ID : 33.3

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 56078

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 38868 Bytes Rx : 17108

Pkts Tx : 105 Pkts Rx : 130

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4A_TRAFFI C- 57f 6b0d3

RZ7LZa—k
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Cisco Secure ClientE ISEQRAF ¥ 7A—ERSTIIN2—F 42 JI2 20Tk, CCON FR2REDISER R F + 2 2 4 v D LLE
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/compatibility_doc/b_ise_sdt_33.html#reference_zvp_mv4_lsb
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/compatibility_doc/b_ise_sdt_33.html#reference_zvp_mv4_lsb
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/compatibility_doc/b_ise_sdt_33.html#reference_zvp_mv4_lsb
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/compatibility_doc/b_ise_sdt_33.html#reference_zvp_mv4_lsb
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/compatibility_doc/b_ise_sdt_33.html#reference_zvp_mv4_lsb
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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