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Posture Lease

I::} Parform posture assessment every time a user connacts 1o the network

@ Perform posture assessment every 1 Days (7
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Defina the Posture Policy by configuring rules based on operating system and/or other conditions.
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% Cisco Secure Client —_ X

AnyConnect VPN:
Ready to connect.

& © oy

Nov 30, 2024 10:55:55.910 PM a a B4:96:91:26:EB:41 sksarkan@vmlab local labpsn01 Wired Lab Policy Set >> EAP_TLS Compliant
Nov 30, 2024 10:55:55.822 PM a a B4:06:91:26:EB:A1 labpsn01 Compliant
Nov 30, 2024 10:55:08.085 PM s B4:96:91:26:EB:A1 : sksarkar@vmlab.docal Ilabpsn01 * ‘Wired Lab Palicy Set »> EAP_TLS_NON_CO... Pending
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2024-11-30 22:55:08,485 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-8][[]] cisco.cpm.posture
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2024-11-30 22:55:55,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture
2024-11-30 22:55:55,307 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture
2024-11-30 22:55:55,307 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture
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2024-11-30 22:55:55,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.edf.Pos
2024-11-30 22:55:55,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime
2024-11-30 22:55:54,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime
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2024-11-30 23:04:17,673 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
2024-11-30 23:04:17,673 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
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2024-11-30 23:04:17,679 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.runtime.PostureMan
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2024-12-01 18:39:50,901 DEBUG [PolicyEngineEvaluationThread-3][[]] cisco.cpm.posture.pip.PostureStatusP
2024-12-01 18:39:50,901 DEBUG [PolicyEngineEvaluationThread-3][[]] cisco.cpm.posture.pip.PostureStatusP
2024-12-01 18:39:50,901 DEBUG [PolicyEngineEvaluationThread-3][[]] cisco.cpm.posture.pip.PostureStatusP
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AnyConnect VPN:
Ready to connect.

ISE Posture:

In grace period.
Network access allowed for limited
period.
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Nov 30, 2024 11:29:25.424 PM ] o 0 Bd4:06:01:26:E6:A1 skearkar@vmlab.loca labpsnd Wired Lab Palicy Set »> EAP_TLS_NON_CO... NonCompliant
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2024-11-30 23:26:16,482 DEBUG [PolicyEngineEvaluationThread-16][[]] cisco.cpm.posture.pip.PostureStatus
2024-11-30 23:26:16,482 DEBUG [PolicyEngineEvaluationThread-16][[]] cisco.cpm.posture.pip.PostureStatus
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2024-12-01 00:49:40,004 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-6][[]] cisco.cpm.posture.runtime
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Posture Lease

ﬂ' Ferform posture assessment every time a user connects to the network

Perform posture assessment every

Days (i

Cache Last Known Posture Compliant Status

Last Known Posture Compliant State 0 Days v
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[PoTicyEngineEvaluationThread-12][[]] cisco.cpm.posture.pip.PostureStatus
[PoTicyEngineEvaluationThread-12][[]] cisco.cpm.posture.pip.PostureStatus
[PoTicyEngineEvaluationThread-12][[]] cisco.cpm.posture.pip.PostureStatus
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[https-jsse-nio0-10.127.197.170-8445-exec-10][[]] cisco.cpm.posture.runtim
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SFIAZ: AV FALINILSD)DRATF ¥ ) —ANDHE,

LSDZEMELFEMDICLTE, RAFYV—REBEODAV T SAT O AARAT—R2AOEED
BN Oracle DBICREE h, EAREBESHATER TN -, FEEHYEFHA, —FH. LSDIF
[RoSNEPEMZXEVUICAREL., fEOPSNICERLFET,

LSDA"BEMEIEZBE :
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RADIUS Session Directory® JEIZiZIRL £,



RADIUS Session Directory

Enable the RADIUS Session Directory (RSD) feature to store the user session information and replicate it across the
FSMNs in a deployment. The RSD stores only the session attributes that are required for CoA.

Enable RADIUS Session Directary

EPR#IOTELEL., RAFY¥FI Vv IZBBLET, EPHERTDIE, RAF ¥ J—AEDBD
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DEBUG [PolicyEngineEvaluationThread-11][[]] cisco.cpm.posture.pip.PostureStatus
WARN [PoTlicyEngineEvaluationThread-11][[]] cisco.cpm.posture.runtime.PostureMan
INFO [PolicyEngineEvaluationThread-11][[]] cisco.cpm.posture.pip.PostureStatusP

DEBUG [https-jsse-nio-10.127.197.170-8445-exec-5][[]] cisco.cpm.posture.runtime
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DEBUG [https-jsse-nio-10.127.197.170-8445-exec-6][[]] cisco.cpm.posture.runtime
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LSD%& #EXIZ 9 5 21k, Administration > System > Settings > Light Data Distribution > Uncheck
RADIUS Session Directory® JEIZiZIRL £,

RADIUS Session Directory

Enable the RADIUS Session Directory (RSD) feature to store the user session information and replicate it across the
PSNs in a deployment. The RSD stores only the session attributes that are required for CoA.

|:| Enable RADIUS Session Directory
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DEBUG [PoTlicyEngineEvaluationThread-9][[]] cisco.cpm.posture.pip.PostureStatusP
WARN [PolicyEngineEvaluationThread-9][[]] cisco.cpm.posture.runtime.PostureMana
INFO [PolicyEngineEvaluationThread-9][[]] cisco.cpm.posture.pip.PostureStatusPI

DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime

DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime
DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime
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2024-12-02 20:49:56,115 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.pip.PostureStatus
2024-12-02 20:49:56,115 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.pip.PostureStatus
2024-12-02 20:49:56,119 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.pip.PostureStatus



2024-12-02 20:49:56,123 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.runtime.PostureMa
2024-12-02 20:49:56,123 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.runtime.PostureMa
2024-12-02 20:49:56,123 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.pip.PostureStatus
2024-12-02 20:49:56,123 DEBUG [PoTlicyEngineEvaluationThread-10][[]] cisco.cpm.posture.pip.PostureStatus
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https://tools.cisco.com/bugsearch/bug/CSCwk07454
https://tools.cisco.com/bugsearch/bug/CSCwi58421
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