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BLROEERERLET, ChSZHIBRL TE., CiscoISEl. ZTOROFHELFARATZ 1)L
ENETYTF—NBICBERZITVEE A,

RITTERRAFYEFHICE, RD2DODBATHHBYUET,

s AVFAVRAF YT YT TF—h
s AT AV TORATF ¥ DEH

FUZAVRAFYT Y TT—h

Web Posture Update/Online Posture Updateld, ANV TV RELFEH—/NURDKNUDLS
BHORAFYTYTF—RZ2REBLET., ChiICEK, 2ADQOY—N\HLASEHFORIZ—, E
E, BRI _Fr+EEEFIIVVO—RIDCENEENET, ISEF, RFORAF Y ERH
RUD— BRETOMOBEET 7AIINZMEBIZDLOIC, SAOADTZTRY—=/NICERT
20, URSKNVZEHIDBENHYNET,

WebEER@FAVSAVRAFYTY T TF—RNRICRETR &

Identity Services Engine(ISE)l&. 7OF £ EHTTPZEEAL LEEA X —X Y NERZN
LTAODOWebHY A MZCTFOIEAL., www.cisco.com& DEGEZEILET, COTOEAD
BI(Z. client hello® &k U'server helloDRWAITH N, H—/NEZTOIAELRRBELTEENDIEY
MEKRIEL, 9547 NIOEEEZBEFELET, clienthello&server heloAFTTLER, 75
AT RF=NThbh, Y—N\DPRAFYOT7YTSF—R2RBELET. XONTY RN+~
TFyvE, AUTAVRAF Y EFHFFHNDISEH —/VECisco.comBENBEREZRLTVET,



Tir Source | Desti| Le Pnr ol

BE lEblE |5'ﬂi iL'K] 5¢0=@ MQ-I. Han‘ﬁ5515 LerB M35=1380 h5=ﬁl 5IIEK_FEW‘| TS\il=55”?554-3 Toecr=236238549

39 . 10l 1. - TEP |86618 - 89 [ACK] Seqs1 Ack=1 Win=29312 Len=b TSval=23258722 TSecr=G34726948

35 - 1. 1. - HTTP |CONMECT whaw. Cisco, com:d43 rﬂ"I'PJ’l.LT

Bl - 173 W - TP [TCP Window Update| BE - 46618 [ACK] Seg=1 Ack=1 Win=252464 Len-@ TSwal-G54726948 TSecr=136258722

35T - 173.. . - TP BB ABE1A_JACK) Seq=]l Ack=84 Min=762336 Len=8 TSval-654726048 TSecr= BEIS!?B

353 . 173.. 1. . HTTP |HTTR/1.1 288 Comnection established LS 5| il ; established
54 . 1. 1. - TIP 46615 - B8 [ACK] Seq=04 Ack=48 Hl.n=2531-2 Len= D TS'ua'l 235259512 TSecr=65!'.'2TE!E

355 - 18.0. 17- - TLSvl.2 [Client Hello | t He

356 . 173.. . - TCP B - 46618 [ACK] Seqge=d@ Ack=483 'l'u':EE}.lll-I LEn-G TSvaL:ﬁHJ'EDBB T5ecr=236255884

357 . 173, . . TCP BA - 46518 [ACK] Seq=00 Ack=283 Win=262464 Len=1348 TSwal=H54727448 TSecr=236250084 [TCP segment of a reassembled POU]

46618 - B JACK] Seq=103
Server Hello, Certificate

=1388 Win=32128 Lermd TSval=236255403 TSecr=654727448

. - TCP 46618 ~ B8 [ACKD Seg=003 Ack=5217 Win=3308& Len=8 TSval=236259404 TSecr=654127448
361 - 173.. 18- - T5vl.2 Server Key Exchange, Server Hello Done
362 . 1.1. 17. . TP 46618 - B [ACK] Sequddd AckeS550 Wine42496 Lenwd TSvale236255404 TSecrs654727448
363 - 18.1. 17. - TiSwl.2 Client Key Exchange
364 - 11. 17. - TLSWl.2 Change Clpher Spec
35 - 1.1 17. . TLSvl.2 Encrypted Handshake Message
3|6 - 173, W _ TCP BE - AE61A [ACK] Seqg=5550 Ack=47H Win=262400 Len=9 TSval=£54727638 TSecr=}362509416
67 - 175.. W . TP B8 = 26618 [ACK] Seg=0539 Ack=484 Win=261464 Len=2 Toval=654727638 Thecr=136259318
368 . 173.. M. . TCP BA = 46618 [ACK] Seq=5559 Acks529 Wins262400 Lens TSwals654727638 TSecr=236259418
39 - 173.. 1. - TLS.2 Change Cipher Spec
e . 173.. e o TLSvl.2 Encrypted Handshake Message
n. Wi 7. TP 46618 = B8 [ACK] Seq=519 Ack=5610 Win=424%6 Len=@ TSval=236255736 TSecr=654727786
;. 1. 1. o TLSwl.2 Application Data

Server Hello®E 1T/, Cisco.comlE V2 Z A4 7> NIDEEEZEE TS =HIC NS DA
ExIVTATURNIEELET,

<ttroot>

Certificates Length: 5083
Certificates (5083 bytes)
Certificate Length: 1940
Certificate: 3082079030820678a0030201020210400191d1f3c7ec4ea73b301be3e06a90300d06092a.. (id-at-commonNam
Certificate Length: 1754
Certificate: 308206d6308204bea003020102021040016efb0a205cfaebel8f71d73abb78300d06092a.. (id-at-commonNam
Certificate Length: 1380
Certificate: 3082056030820348a00302010202100a0142800000014523c844b500000002300d06092a... (id-at-commonNam

I denTrust Commerci al Root CA

1

,id-at-organizationName=IdenTrust,id-at-countryName=US)

« ISE GUITIX, Cisco.com& DiEHZERIL TS IZ, B —/\ZEBAEIdentrust Commercial
Root CA1A"BRICHE>THY, SAOH—EADORIANEETED L EZBREITDH LD
BEETY, 77FI)INTR., COFMBAEBRISEICEFENTSHY ., Trust for authenticating
Ciscoservices lCcF IV ION—IONMFVTVWETH, RIENFHERBEIET,

« ISE GUI > Administration > Certificates > Trusted Certificates D JEIZ3ZIRL T, FAAZEO AT
—RALEETESIFEAREEBRBLET, KOARIU—=223 Y NMIRTERDIC, BT
Identrust Commercial Root CA1T7 4 )LR VT L., fEAEZBRL, FIAEZHEL T
EHEENERARREEZELET,



Bookmarks Deployment Licensing Cartificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access
Issuer
Dashboard
Cartif Manag

Context Visibility -

- : * Friendly Neme | IgenTrust Gommercial Root GA 1
Operations Rl SRiESe A Hoch

tatus
Al BESP Cliant Broflle
ezcription  IdenTrust Commercial Root CA 1
Cerilficate Slgning Reguests
1 |sdministration ertiflante Signing Ragu
Genifizate Pedodic Check So Subjact CN=ldenTrust Commercial Root GA 1,0=ldenTrust,C=US
- Work Centers
i Issuer CN=ldenTrust Commercial Root GA 1,0=1denTrust,C=US
Cartificats Autharity Waid From Thu, 16 Jan 2014 18:12:23 UTC
Int Help T (Expiration) Mon, 16 Jan 2034 181223 UTC
Mumber A 07 42 30 00 00 01 45 23 ©F 44 BS 00 00 00 02
lgorithm  SHAZSGwithRSA
e} 1]

Usage

s RAFPEFICE, RAF YRV —OFBRRLEZBGHET, HLVWIOASILANE/IILTTT
MNEER, RAFYACEITZTOMOEF1I)T A BEEENSENET,

c COFECRTITATBRAVR—ZY NERHFVET, BERF. RAFYEHRICIZTUR
R=ADQVRD N ZFERATBDRDIISEZATLEZRETDEEICRITEIET,

EATDT—A

AUTGAVRAF YT YT F—RNE, RAFYRUS—, EFI1VUFA1EH. BRCEER, >
AANRHEIZIEH/N -3 THEICEFICTDDICEAEAET,

AUZAVRAFYERMICERAETNDIR—

ISEVATANEREIZAOAD IS IO RY—NIZEELTRAF Y TFY T F—RNEA D O—R
TEBDEDICTDICE, 77A4T7 04— THROR—RNEHE, ISENSAEF—FY MADT
DORNNDY REBEZHFUITIHENHVYET,

1. HTTPS(TCP 443):
« ISEATAOADO VT RY—=/NICEHEL, 41 7HEL(TLS/SSLBBATT Y /7 —
READO—RTBDEHDTTAIVR—R,
« ZhlE, WebR—ADRAFYEH7OLATREEELRR—KNTT,
2. DNS(UDP 53):
« ISElE. DNSIY O TV TZRITLT, PYTTF—NF—NOKRANBEBRBRTED
PDENFBHVYVET,
¢ ISEZATALANDNSH—NICEIEL T RSN BEZMBRTED L ZHERALET,
3. NTP(UDP 123):
« ISERBZIORMBPICNTPEFEALET, chidk, EFH7OELANELSK RS LRRY
TEN, ISEZATANBHRENERA LY -2 TEET DL ZHRIDILEHICE



ETY,
« ZLMBE. NTPH—/NEUDP 123 BHATT VYV EATEDIHEN BV ET,

AUZAVRAF Y EHERITISFIR

1. GUI -> Administration -> System -> Settings -> Posture -> Updates D JEIZ&IRL TOT 1 >
LET,
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1. Administration -> System -> Settings -> ProxyD JEICEE L £,
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A7 F7AVRAFYEFHERITIDEES BT A,

: EHENLRRF Y77 ANEFHTT Y SO-KLET,

C ISERThS 077 A LERBLTEALET. Shick, EfEALKUS—
NANEES, RAF v TEAXY MBEEQDT 7 A LHEENET,

C ATSAUTITF— R, AV E—RY NERELBLET, BEE, SAHBT—
NOEET U EAEBFIMBBELF LT A RUS—FLERY RI—IRUS—
PEREENERATEAENET,

ERATZIT—A

COFERE, SATLNAZ—ZY MY SRS TVRIREX, SAOXEEEFI VT«
F—LASRYUENIEREOATSA LTI TTF—RNITAIINN BB BEIISFERAEIET,

774 2KRAFYEMCEAETNDR—K

ISEH—NED (BEH7OLAHRD ) —BHBEBEETE., Z2<NHEE, ROR—IFEELET

o

1. EBT7O1A (KR—K22, 443):

« SSH(TCP 22):SSHZEAL T, NN 21—FT 40 FERGFHT7Y 7O0—-RDE
BHIZISEZATAILTVEALTWBHE,

« HTTPS(TCP 443) : EHiOTF7 Y 7 O— RICGUlI (Web/ >R —T7 I AR ) #EHALT
WBBE,

2. 77 A4 I8 (SFTPELIESCP ) :

« SFTPEIIIXSCPREHATISEIC 7 7AIINZFETT Y 7O—RIDIMEN HDHEEF.
T BR—N (BESSH/SFTPOR—K22 ) HFISEZATATHVWTWA L%
BELET,

B.O—HINFRYRND—=DOTOtA:

s EHOTYTO-—RTDIATA(EEAE, EBED—VARAT—23avEEEY—N
Y, BEBETIOVLAICKERR—RNZEZNLTISELBETES L ZWRELET, &
PEU, ZAT7SAVRAFYEH TR I7AIUNFRHTREHEEI D LD, AEBR—NE
PEHV)EFEA.

FT7ZAVRAFYEFHOT 7 A I OGAR
1. URL(https://www.cisco.com/web/secure/spa/posture-offline.html) (C#E) L . Download% 2 1)

YOULET, cnlckY), O—NI2 AT Allposture-offline.zip7 7 A IIA XD O—R&E
nEg,



https://www.cisco.com/web/secure/spa/posture-offline.html

T
cisco

Offline Posture Update Bundle

The offline posture update bundle provides you with the latest client provisioning and posture updates aven il your Cisco ISE does not have
direct Internet access. The offline feed update feature allows you to have the latest information while complying with any enterprise security
policies that rastrict direct Internet connection for your Cisco ISE.

Offline Update Procedure

Step 1 Save the posture-offliine.zip file to your local system.
Step 2 In the Cisco ISE GUI, click the Menu icon { = ) and choose
Administration > System > Settings > Posture.
Step 3 Click Updates. The Posture Updates window is displayed.
Step 4 Click the Offline option.
Step 5 Click Browse o locate the archive file (posture-offline.zip) from the local folder in your

system. Note: The File to Update field is a mandatory field. You can select only one archive
file (.zip) containing the appropriate files. Archive files other than .zip, such as .tar,
and .gz are not supported.

Stap 6 Click Update Now.

FTZAVDORAFYEH7IT7TAILOAR

s DAINARKOER (T ZF+ ),

« RAFYRII—BLOIL—),

s RAFY¥FHBAOEFIVFTFATEAX NBLZETOMODA T714F2L -3
774,

3754V TRAF v EF LT HEIE

1. ISE GUI -> Administration -> System -> Settings -> Posture -> Updates® JE(Z3&IR L TO Y
12LET,
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Primary Admin./ — R — > Operations -> Troubleshooting -> Download Logs -> Debug logs ->
Application logs -> isc-psc.log®OGUIICOF 1 > L, ise-psclogZc Vv V3% &, O—AHILTA
TAICAOINFA I O0—RENET, XERFLFTFARNIFAZTRXOO0-—RLETTA
JLZBE. Opswatdownload T7 4L RV T LET, BETEITESNTVDIRAFYEHICE
EITDERMERDITBDHMENHYET,

show logging application ise-psc.log tal X > RZFERAL TT7SAYVEE /— ROCLICOF >
J9BET. OV ZEHITDEETEERT,

RAFYEHESRITS0pswatOD X I O— RABEBENET,

2025-03-13 13:58:07,246 INFO [admin-http-pool5][[]]
cisco.cpm.posture.download.DownloadManager -::admin::- opswat® X > [0 — R Z BiA

2025-03-13 13:58:07,251 INFO [admin-http-pool5][]
cisco.cpm.posture.download.DownloadManager -::admin:: = 7 54 A2 O0—R 7 7 4 JLURI
: lopt/CSCOcpm/temp/cp/update/5c064701-a1ee-4a09-a190-3bf83c190af6/osgroupsV2.tar.gz

2025-03-13 13:58:07,251 INFO [admin-http-pool5](]
cisco.cpm.posture.download.DownloadManager -::admin:: = 77 54 &> O—R7 7 4 JLURI
: lopt/CSCOcpm/temp/cp/update/5c064701-a1ee-4a09-a190-3bf83c190af6/osgroups.tar.gz

2025-03-13 13:58:07,25115 $k[admin-http-pool5][]

OpswatD A IV O—RAFETLELE, RAFYEFHNAIO—REh, EEICERTEIAED
EZRLTVET,

2025-03-13 14:24:50,796 INFO [pool-25534-thread-1][[]
mnt.dbms.datadirect.impl.DatadirectServicelmpl -::::- getStatus M 41T — datadirectSettings

2025-03-13 14:24:50,803 INFO [admin-http-pool5][[]]
cisco.cpm.posture.download.DownloadManager -::admin:::Completed opswat download

2025-03-13 14:24:50,827 INFO [admin-http-pool5][[]
mnt.dbms.datadirect.impl.DatadirectServicelmpl -::admin::- getStatus ® 21T — datadirectSettings
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Error

Remaote address is not accessible. Please make sure update feed url, proxy address
and proxy port are properly configured.

BRI &

1. ISEQOCLIICAY 14> L, X2 R Tping cisco.com. ZAL T, ISEN cisco.comlZEiETE
BEEBELET,

isehostname/admin#ping cisco.com

cisco.com (72.163.4.161) 56(84)/N1 RO F—RIZXH L TPINGZREITLE T,
64 bytes from 72.163.4.161: icmp_seq=1 ttI=235 time=238 ms

64 bytes from 72.163.4.161: icmp_seq=2 ttI=235 time=238 ms

64 bytes from 72.163.4.161: icmp_seq=3 ttI=235 time=239 ms

64 bytes from 72.163.4.161: icmp_seq=4 ttI=235 time=238 ms

— cisco.com ping statistics —
ANy NEFE. 4BE. 0 %/NT Y MEX, KREI3004X U
rt& N\ KR/IFT )N A A= 238.180/238.424/238.766/0.410=. U #

2. Administration -> System -> Settings -> Proxy is configured with proper ports® JEICBE L &9

o
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3.4V B =Y MADTXTORY 7 THR—KTCP 443, UDP 53, #&£TUDP 1234 FAE 1
TWBAESHERRLET,

RAFYEFHFOBREORAOTES
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https://tools.cisco.com/bugsearch/bug/CSCwm01523
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
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