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CSSMZEA> 7L S ATVMWARE ESXilc{ Y AR—)LLET

CSSMO A7 L = ADHEAERE(CSSM On-Prem),
AT LZADCSSMERR—RNTHIV DS
A7 a1 A3 —%Y NEREFHALTCSSMEA VT L SATEELET,
AF72322: 40—V NEEBRLUTCSSMEAF VT L SATERLET,
CSSMZAV T L S ATISELHEELET,
Windows CAN SEIEAEZ#{ER L £,
Windows ServerCDNSL J— RZEML EF,
rZTNa—h

FANPFRLAICFETEEHA, (ISEQTS—)

SSOH—FR : ROACTFIHEATEELBA, (CSSMAVTLIADTS—)

LTLEEW, (CSSMAVTLIADTS—)

FL®IC

D RFI1IXDPMNTIR, CSSM On-Prem & Cisco Identity Service Engine(ISE)# & U Cisco Smart
AccountDIEBICE D —ALLABEY NFYFICOVTHBALET,

AR SR
25

ISE 3.X
Cisco Smart Software Manager(CSSM)/N\—=> 3 >/81) 1) — 2202304 +
FEATAOAVR—F b

« Identity Service Engine(ISE)3.2/\ Y F2
* Prem 8.20234 M SSM



+ Windows Active Directory 2016(DNS& K U'EREE/E T —E R)
« VMWare ESXi/N\—> 327

CORFIXVNOERE, REDFARELCLHAZITNARACETVWTERENELZ, DR
FAXRNTEATEIINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T, BHEEBPORY ND—OTR., FEOXNVRIEL>TRCD AN HE2FEZ THOEIELT
<EEL,

—

AX &

XY RNID—UK

ISE Proxy
10.4.23.23 ' (optional)

f

Cisco Smart Licensing

CSSM On-Prem
1042360
cssm.testlab.local

DNS and CA
10.4.23.39

—i&E 7z RO
CSSMZEA#> 7L S ATVMWARE ESXilcA > AN=)LLET,

1.Cisco I0S®%ZAJ>O—RLET, KOV O ZFERATEET,
https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. ISOZVMWARE ESXIlC7Y 7’O—RLET,

Storage > Datastore BrowserD JEICBEI L £ 9,


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

vmware ESXi

reoli10.4 2350 -

“T5 Havigator o B ag
» [ Mozt Catastores | Adaplers Devices  Persistent Memory
Manage
Manitor £ vew datasione E? Register a Vi Q Search
£ Vietual Machines o] I v DiveType v Capacty ~ Provisioned v Free v Type v Thnpew. v Accwss v
¥ Sicrage 1 B datassoret 550 BTO.7S GB 1.42 GB B8 GB VMFSE Supporied Single
= [ datastorei 1 Hems
Marniter 4
More storags...
£3 Hotworking [ 1]
Data Browsertz 7> 3>
3. Create Directory2 7 U Y O L THL W7 FI)IEZERLET (A723> ),
e
§ datastorel & .sod.sf
1l 1]
B [oatastore1]
Close

FALYIRN)OEK

ROBITE, CSSMT7 FLEANERENTVET,



ﬂ:ﬁ Datastore browser

f Upload

[ Delete [ Move [} Copy B2 Create directory

E datastorel ] .sdd.sf

i CSSM

E [datastore1) CSSM/

' Refresh

Close:

7 A IA DR

4.UploadZ 7)Y UL, ISO77A4I)ZBIRLET,

e Open
- = 4 & » ThisPC » Downloads
Organize = Mew fodder
Le} Marme
#* Qu
mC < Today (1)
dc S5M_On-Prem-B-202304
3 Yesterday (9)
E P Earlier this week (17)
S Earlier this year (34)
fi Along time ago (25)
fi
5
= Thi
e €

File name: | SSM_On-Prem-8-202304

ISOn7 vy 7O—R

CNhT, ISO7F7AIACSSM7 # LEHICHERENEL 1=,

Al files



ﬁ Datastore browser

Upload Download [5 Delete Move L[5 Copy [ Create directory | Refresh
p Py

i CSSM

ISONT7Y7O—RAZETLEY

5 RV EMERLET, REAIS 2> VMOER/ZRICBEL R,

vmware Esxi’ roobi® 10.4.23.58 ~ Help -

[".'_:bocme | Register VM) ] I Retresh @ Seasch

1, Virtual machine w  Slabus v Used space w  Guest 05 w  Host name ~ HostCPU ~ Hosimem... v

No iterms to display

#FLWWMOER D FIEOT

6. Create a new virtual machineZi&iRL . next2a 27U Y O L%,



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest OS
3 Select storage
4 Customize settin

How would you like to create a Virtual Machine?

This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a
guest operating system after creation.

5 Ready to c

Register an existing virtual machine

Back Finish Cancel
al

# L OWWMO R O FIE02
7. RONFAXA—ZZRELET,

. BHElREIXDOBFEADLET,

Biatk: ESXi 6.0LABRELIFESXi 6.5 BOVT A ZRBIRLET,
AKROS7 7 = 1):Linux

TAROS/N—232:CentOS 7 (64E Y N ) £l ED2.6x Linux (64EY b ) OWThh
ZERLET,

[next] 20U Y O LET,

91 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest 0OS
2 Select a name and guest OS5

3 Select storage
4 Customize setting

Specify a unigue name and OS

Mame
CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard o provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 virtual machine "
Guest OS family Linux ~

Guest OS version CentOS T (64-bit) v

Back Mext Finigh Cancel




VM# £10S

8. storageZiBIRL ., next2 VY UL ET,

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

| 2 Select a name and guest 0S Select the storage type and datastore

' Standard ! Persistent Memory

Select a datastore for the virtual machine's configuration files and all of it vintual disks,

L4l 3 Select storage

Mame ~ Capacity ~ Free ~ Type ~ Thinpro...~ AcCCcess
datastore1 870.75GB  B69.33GB  VMFS8 Supported Single
1 items
Back Mext | Finish Cancel

REEU AR
9. RODNFAX—ZRZBHELET,
« CPU4B L, EOVCPURERR., AT—IEHICL>TERZYRT



A BRUEREYVTY NOBICEREL, VIYRSEYOIATHZIRETIHE
NFHYNET, FEAE., 4DOVCPUBRIE, 420V TY RBLTYTY RZEIICT1DOD
OdT7ELTRETIHENHV)ET,

« [id cPU

Cores per Socket 1 Sockets: 1

« XE1:8GB
e« N\—RF14 AU :200GB, 7O aZ> oo 7O a - JICREENhTVS S
& =R,



« = Hard disk 1

200 GB e
Maximum Size 869.33 GB
HEELIT [datastore1] CSSM TAC Browse...
Disk Provisioning @ Thin provisioned
(O Thick provisioned, lazily zeroed
() Thick provisioned, eagerly zeroed
T A AUEK

« XY KNT—=UOTHTREI000F7ETEDRATZBRL, BRAVEICERELET,

~ Ml Network Adapter 1 VM Network y

Status Connect at power on

Adapter Type E1000e .

XY RD—UBREOBR
- CD/DVDRZA7: T7#—=RISOT7 7 ALy ZBIRL, ISOT7AIILZERLET,

f& Datastore browser

& Upload [ Download [5} Delete |- Move L[5 Copy [ Createdirectory | & Refresh

= datastore1 sdd.sf @ SSM_On-Prem-8-2... _
0
| vmimages i CSSM i

S5M_On-Prem-8-2023...
292 GB
Wednesday, July 26, 2...

ISOA X =2

BIOFIRZZTTLES, REDHMEZRIETEEXT,



ﬁl New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type
v 2 Select a name and guest 03

Customize settings
Configure the virtual machine hardware and virtual machine additional options

+ 3 Select storage

84 4 Customize settings

5 Ready to complete

+ @ cPu

» BR Memory

» O Hard disk 1

+ 3 SCSI Controller 0
B SATA Conftroller 0
USE controller 1

» Ml Network Adapter 1

¥ &5 CD/OVD Drive 1

» [ video Card

s ~ @
8 GB -
200 GB v

VMware Paravirtual

USB 2.0

VM Network

Datastore 1SO file

Specify custom settings

v Connect

- Connect

| Back Mext Finish Cancel
VMERE DHEZE01
[next)] 20Uy OLET,
10. Finishz 2 JY L&,
91 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)
¥ 1 Select creation type Ready to complete
¥ 2 Sslectaname and guest 05 Review your sefiings selection before finishing the wizard
+ 3 Select storage
' 4 Customize settings
b4 5 Ready to complete Name CSSMTAC
Datastore datastoral
Guest OS name CentOS 7 (64-bit)
Compatibility ESXi 7.0 U1 virtual machine
vCPUs 4
Memory 8GB
MNetwork adaplers 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controller 0 IDEO
IDE controller 1 IDE1
SCSI controlier 0 ViMware Paravirtual
SATA controller 0 Mew SATA coniroller
Hard disk 1

Back MNexct

| < Fn:nsh'“j Cancel
_ ! |

VMERE D #EE02



CSSM7 > 7L = A(Cisco |I0S) D ¥ HiF%E o

1. VMWARE ESXi T, Virtual MachinesiCB& L., AL TWAVM%ZEIRL T, Power On%Z
g9 OLET,

vmware ESXi-
Manage T Creane | Rosgister Vil Power o |l @ Reresh | LF Actons @, Search
Virtual mactine w  Sasus v Used space w  Guest 08 w  Hosl name w st OPL w  Hizsl memary  ~
) CSSM TAC & Normal  B05GE ContQS 7 (54.bil) Unicnown 0 Mz OB
= £ storage m Couick lers . 1 ltems
~ [ datastored
Blorsios
Mare storape. EQSI;T&C P—— cPy u
Gaart SereliS T jE-5a)

3 Metworking m gty 0 MHz
Wk Took Mo MEMORY EEE
cPUs 4 oe
Mermony [ 1] STORAGE g

8.08 GB

BERAFATaY

2VMOAVY =)L 2EBEBTBICK, BEOFT>arNFH)ET, Console > Open browser
consoleDJEIZIEIRL £9,

| "1 localhost.localdomain - Virtual Machines

5 Create / Register VM | | & Console | | weron W Pos

& Open browser console
— _— el
‘ W Open console in new window

4 Virtual machine

. 5 cssmTAc

& Open console in new tab
Quick filters_.

| .!’ Launch remote console

3. Download VMRC

VMZBEBTRH0AT> 3

3. XY RNIT—UREZBRL KT,
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SM On-Prem Installation

System Settings:

Hostname: SSM-0n-Prem

Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |

Hardware Settings:

CPU Model: Intel(R) Xeon(R) CPU ES-2699A v4 @ 2.40GHz
Total Systermn Memory: 8174636 kB

CPU Threads: 4 Architecture: 64-bit
Free Memory: 4330340 kB

Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled -

Enable USB: Disabled - |

Network Settings:

Network Device: ensl192 ~ I

IPv4 Configuration

Method: Static A Method:

IPv6é Configuration

Address 10.4.23.60 Address:
Metmask: 255.255.248.0 Prefix:
Gateway: 10.4.16.1 Gateway:

Configure DNS: Specify more than one with commas
10k.23.20

Help | OK |

Okz27JYyoLT, LLCLINAD—RZREL XTI,

4. ZDHE, AAN—LT7TOCANFEREN, POERATOVTMIRRENDETRETLR

Authorized access only!?

Disconmect IMMEDIATELY if you are not an authorized usert??
All actions Will be monitored and recorded
(SRR RIR R IR IR iRiR iR R R R R R R R R R R R R R R R R h R R R R iR R R R R AR R R R RR R R R iR RiRE

35M-On-Prem login: _




CSSMAIERREN T LELIZ

5. 75 %BI&, https://<ip_address_ CSSM>E A DL E T,

& & O & hitps/ 1042360844 o
o atfran]ee
On=Prem License Workspace CII S EI'ZI
. . . Walcoma to Smant Software Manager On-Frem whane you can locally manage
L Dg I ntD a n EKIStI ng ACCDU nt Smast Licensing and pardorm local Account Management funciions for your

arganization

cssmMOg A4 o=

F7FILNOOLFTOY ) EEALET,
Jd—4H4 : admin
JN A — R : CiscoAdmin!2345

6. SEEZBERLET,
7. %L VWGUINAD—RZERLET,
8. RANDHBREZRELE T, (Hl: hostname.yourdomain )

CDHITIE. cssm.testlab.localldHost Common Name& U TERES N TVWET,



Welcome to Cisco Smart Software Manager On-Prem

1 2 3 <

Hast Comemen Name

Products that support Stning SS1 Cert Checlong require the S5M On-Frem's "Host Common Namea™ to match the “destnation™ URL address., For exampla
=  Products using Smar Transpor must use both the “license smar url™ configuration and the “cssm testiab local™ value in the URL siring
s« Logacy products using S Call Home must usae both the “destinaton address hilp™ configuration and the "cssmoiestiab boecal™ value n the URL sinng

If the above URLs do not match expectations, refer to the 55M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the commect
waliie,

The option to configure altemative nameas (SAN) 5 available in Admin Console under Sacunty -> Certricales and can be conliqured after the inilial sabig

cssm.lestlab. kocal

v (I

RANDHBERE
9. REZMIL. ApplyE IV Y ILET,

1 2 3 4

Review and Confirm

Dncd you click "Apply”, you will be radiracted o tha login page whara you will nead ta login with your new password. Please ansuns you have securaly stoned your password for
fubure Kogins

Review and Confirm

Language Selected English
Password Resst: Yes
Host Common Marrs: seemtac clatolae com

CSSMO#HRENTTLEL 1=,
AT LIADCSSMEAN—RNTHI NDOKE

AX—KNT7HD> N%&EPrem Server®CSSMICEE[ TR MSENFHVET,
1. XDV O REALTAOAR—RNTHI N EREET,

https://software.cisco.com/

2. JRIZ, Smart Software Managertz% < 3 > TManage LicensesZiEIR L £ 7,



https://software.cisco.com/

Smart Software Manager

Track and manage your licenses.
Convert traditional licenses to
Smart Licenses.

Manage licenses >

Manage Smart Account

Update your profile information and
manage users.

Manage account >

A ADERA T I

Download and Upgrade

Download new software or updates
to your current software.

Access downloads >

EA Workspace

Generate and manage licenses
purchased through a Cisco
Enterprise Agreement.

Access EA Workspace >

Traditional Licenses

Generate and manage PAK-based
and other device licenses, including
demo licenses.

Access LRP >

Manage Entitlements

eDelivery, version upgrade, and
more management functionality is
now available in our new portal.

Access MCE >

3. InventorylZBE L, AN—KNT7HIORNBERETHINOEHZIAE—LET,
74 RTR., ZhikinternalTestDemoAccount67d & O'AAA MEX TESTT 9,

Cisco Software Central

Cigto Software Central = Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounis

Virtual Account: AAAMEX TEST =

General

Virtual Account

Description:

Licenses

Product Instances. Event Log

Only for tests

Default Virual Account: No

V7 NJITTOCiscorR—

atlear]n,
CISCO

Activity

()

Q @ &

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Play (PnP). Smart Software Manager

@ IntemalTestDemoAccounts? cisco.com ¥

SL Product Details Support Help

4. CSSM GUIZ B &, Admin WorkspaceZA 7> a > &iBIRLET,



On-Prem License Workspace

Smart Software Manager On-Prem

.

License

Track and sranagn Smar Liconsing

XA4>2CSSMXZ1—

5. %2, AccountsZiEIRL £9,

‘1CI|I!":::'IE;'| Admin Workspace | i Helo, Local Admin  Log Out

S

Administration

Foaquast an Account

Gol an Accouni b your ciganizabion. Tho Asteunt must b sgpaend By your Sysiam
ASMBESIEe of Sysham Oparalor Balony i can B U

Faquert Acoiss 1o an Exmteg Accoud

Subwmd & requost for aocess 10 a0 oaeing local Account. Apgeoval mis] e granted by o Sman
Aocoun| Adminesieaion for your local Accoun]

Kol tho peoperisss of your Accounts and RsS0Ciate sosting Liser s wih ACcounts



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization



https://software.cisco.com/
https://software.cisco.com/

Generate CSR

Ccssm testiab, local

el Ak i e LG il

Testlab

Mexco o

LBk b

fexico City

Mesico City

el Alarnabene [Haime

cssm testiab local

Generate Cancel

CSR&*#H.

4. FEMICOVTIEE, CORFIX MO "Windows CAN S DREHEDER. Z25RBLTLKE
=L,

5. L—KCAGIHEZTY 7O—RL&ET,



Browser Certificate

Add Generate CSR
localhost .
a {Default Certificate) ® s | certs
n Home Share View
ShiGaTinealas * T » This PC » Desktop » certs o
Add .
SN *
- . ! .
Description Sul 4 - ¥ =1
i C55M cer Root CA
L]

IL—KCAZTY Z7O—RLTVET,

[#%1T (Proceed )1 22OV Y O LET,

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalong) deployments:

1. Execute "reboot” command in Onprem-consocle

ssh admin@<IP=>

onprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console. After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another reboot, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

-

ProceedZ# 7> 3 >



6. HAZADL., I—NEAZZBIRL T, OKZEJUYILET,

Upload Certificate

* Description; CA root
* Certificate: Seleccionar archivoe | Root CA.cer
] Cancel

B — RCA.
7.CAICK > TEBET N /-CSR(CSSM IDiERAE)Z 7Y 7O—RLFE T,

Browser Certificate

| = | certs
Add Generate CSR _ Home  Share  View
< « 1 = Desklop > cens v n
logalhost R
a (Default Certificate) g
CA Certificates ] .- | LA
Add kv CS5M cer Root CA
2ikems
Search by Description
Description Subject Expires Qn Created Actions
FootCA IDC=com/DC=ciscolac/CN=ci:  2026-Jul-24 00:26:34 202 3-Jul30 19:41:06 Actions

CSSM IDEEFREN 7 v 7’ O— KR



X CDBE. PEBAEBRCACFELEE A, LEL, T—FTO0F v THEHE
ZEAIZHEEF. PEASILETI,

8. R, MADHABHNAVAR—IENTVR L ZRRLET,

Browser Certificate

cdd 3
| E cssm.testlab.local EXPIRATION DATE: 2025-JUL-16

CA Certificates

Add



FERA & D IREE

9. SSM On-Prem: Select licensing Workspace Tk —2 > Z#ERL £,

In=Prem Admin Warkspace
Smart Software Manager On-Prem

e 0

ADDEES Mitwork Suppoi
Mhsnagament Cosntir

@03

AoonuiE Soourity Syncfwonizabion
AP Teclkt Sallings Ugam

D= AR—AR—,
10. Smart LicensingiIC BEBIL £ 9,

On-Prem License Workspace

Smart Software Manager On-Prem

&

License

Smart L W)

Track and marags Sman Liconsing

CSSMAN—RZA B AR—=D

M. AB=HIRETHhO 2 hZ&RL,

=] WY v &
CISCO

Sysiom Hoalth

o
Q Youd it B ediong wel

Baerver Har EELMLOn-Pred
Version B2 dH
Uptirne 3 dirga

urce bionitor Percontsgo

e , )
Adrmin Workspace ‘ Hella, Local Admin Log Cut
CISCO
Administration
Riquas! an Acoour

Gal an Account kor your erganization. Tha Acsount must bo approved by your System
Administrator or System Opoerator before il can be used.

Risquad) Acobis 16 an Exstng Account

Subeit & nidqueidl fof S60088 10 AR DXLty Ieseeall Acseasird. Appiaal ! ba grarted by & Sman
Account Administrator for your local Accounl.

New TokenZ 27 1) Y 2 L TProceedZ2 VY UL ET,



Smart Licensing

Alerts Invantory GConverl to Smart Licensing Reports Proferences Activity

Local Virtual Account:  Default

Ganaral Licngas Product Instances SL Using Policy Event Log

Local Virtual Account

Descriplicn This is the defawlt virtual account created during company account creation,

Default Local Virual Acstunt: Yas

Product Instance Registration Tokens

The registration iokens below can be used o register now proguct instances i this Local Virtual Account For products thad support Smart Transpor, you must configure the Tllcense smart url™ on the:
product o use the Sman Transpor Registration URL. For prodwcts that support Smart Licensing Using Policy thal use cslu as transport, you must configure the “Hcense smarl ransport cslu” to use tha

CELU Transport URL.  For legacy products that still use Smart Call Home, you mus! confiquee the “destination address hifp™ on the product 1o use the  Smart Call Home Registrasion URL. The
recommended method iz Sman Transpodt. Pliease consull your Products Configuration Guide for salting the destination LRL value.

FLOWN—O>FT>3>,
12. Create TokenZEIRL TIE—L £ 9,

Create Registration Token

This dialog will generate the token required to register your product instances with your Account .

Local Virtual Account Dafault
Description
Expire After 30 Days

Enter a valve bebween 1 and 9939, but Cisco recommends & maximum of 30 days

Max. Number of Uses

The token wil be expired when either the expiration or the maximum uses is reached.

Allow export-controlled funclionality on the products registered with this ioken LiJ

Create Token Cancel |

%ﬁl/\l\ I\_g\/o)'ﬂzjﬁo




Registration Token

N—U> O

13. ISE GUIZ B &, Administration > Systems > LicensinglC# &1L . Registration detailsz 7 1)
Y 2L, SSM On-Prem server Host methodZ3i&RL T, h—0 > &BWFFET,

License Type

Choose Registration Details to acquire pre-purchased license entitlements. Choose Permanent License
Reservation 10 enable all Cisco ISE licenses. Enter the required details 1o enable Cisco ISE licenses. When
you click Register, you agree 1o the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

0 Permanent License Reservation

0 Specific License Reservation
“ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CS5M portal and paste it here.

Reqgistration Token

NmMNjYWM2ZNTAINTUyOS00ZDdmLThhYWU

ZAEADER,

14. SSM On-Prem server Host ©SSM On-Prem FQDNZ A L., Registerz V)Y O L £ T,



SSM On-Prem server

FISEIECSSME NEBZBMIU TR EOICCONTX—Z2ZFEATH LD, FRARE+R
XAVEKRARNDHBECN)ICHKET D CENEETT., RARNBF+RXLSORDY) I



IP7RLAZERATERTIH, RARB+RAAVZERAIDIEZ2HRLET

15. TLTHREIC, BENFTTLELE,

o Server Response
Smart Licensing registered successfully

BERATTLUEL

Windows CAN SIS #ER L £,
FABNEEERF. XAOFIEEETIIHENHYET,

1. Web7 S5 IH%B & . http:/localhost/certsrv/ICEEEIL £ T,
2. Request a certificate2 7YV LE T,

«~ > G (i) localhost/certsr/ O Mmoo

Microsoft Active Direclony Certificate Services — (egonatwork-yWIN-GOMMSUCHGGE0-CA

Welcome

Use this Web site to request a cerlificale for your Web browser, e-mail client, or other program, By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypl messages, and, depending upon the type of certificate you request, perform other security lasks,

You can also use this Web site to download a certificate authority (CA) certificale, cerlificate chain, or cerlificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

View the stalus of a pending cenlificate request
Dawnload a CA cerificate, cerdificate chain, or CRL

AAEZERLET,

3. [advanced certificate request] Z7 U Y I L& T,

Microsoft Active Directory Certificate Services - ciscolac-ca

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or, submit ar] advanced certificate request.

FEEAE O EROFFMRE


http://localhost/certsrv/

4 BICERUZCSRZFEXT, RIC. FHZIE—L T, SavedrequestlCBEV) FHET

o

----- BEGIN CERTIFICATE REQUEST-----
MIIC9GCCASACANAT ZEAMBAGATLIE Amnllc 2R BXRAY Y S JaXNbIRRYYE Jh2BxF jaU
BENVEALMDUNpE IRV IFNG IR 1BNMaC 24T BERVBAYT AR 1 YHOSWCWYDVQQIDARDRELY
HREWF ZYDVQOHDAD NN cmd 1bnR 1y BTdx I X EDADBENVEACMBRF BOSBTRUMEEEL
HARGE 5965 ThIDQERAQUAAITBDwAREZEKAC TRAQC I Y QuUBF 1 SR0TONYI0MI 1y FOMAT
DZhHaBsbD9igPIMaxt bIFGaDnvcewEqEY LynomnuF Shild/ F TuZ Joy fiwe S5 YFAJ PGV
11x%drW5GkD/ TBrwdsXhnel«k1FyjSzive+EFdBz I4A0+yG1x TuEU* REYF j1BNFAL
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Submit a Certificate Request or Renewal Request

To submil & savisd request to the CA, pasie a base-G4-encoded CMC or PRCSE #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:
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Additional Attributes:

Alfritaitis

SubmitZ V)Y V93 E, SEAENfBEBNICAIO—RENET,

5. 0%, CASERREI— K~ ZA > O—RUZET, http://localhost/certsrv/IZE ). Download a
CA Cetrtificate, Certificate Chain, or CRL%Zi#IRL £,

Welcome

Use this Web site to request a cerlificate for your Web browser, e-mail client, or other program. By using a cerlificate, you can verily your identily 1o people you communicate with
aver the Web, sign and encrypl messages, and, depending upen the type of certificate you request, perlorm other security lasks.

You can also use this Web sile to download a cerlificale authority (CA) cerlificate, cerdificate chain, or cerlificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
| rifi

View the slatus of a pending cerlificale request
| Daownload a CA certificate cerificale chain, of CRL |

IL—KRCAZAIVO—RLET,

6. T>0—RAEKXELTBase64ZEAL T, CASERREZ AU O—RLET,


http://localhost/certsrv/
http://localhost/certsrv/
http://localhost/certsrv/

Microsoft Active Directory Cerificate Sendces — ciscotac-ca

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerification authority, install this CA certificate chain

To download a CA cerlificate, certificate chain, or CEL, select the cerificate and encoding method.

CA cerificate:

Cument [ciscotac-cal

Encoding method:

Base 6474 73>
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2. Forward Lookup ZoneslCcBE L., RXA 2 ZBRLUET,




.-;1_-. DMS Manager - O X
File Action View Help
o 2m = HM | EG
d?a DS Mame Type Data Timestamp
v B WIN-2UQRQOIVHTS Blmsdes
v [ Forward Lookup Zones 'j_sites
» ol _msdestestlablocal j_tc
» . testlablocal :]-:
» || Reverse Lookup Zones Hap )
» [ Trust Points jDornamDnsZanes
» ] Conditional Forwarders jForestDnsZnnes
n{sa me as parent folder) Start of Authority (SOA) [207], win-2ugrgoivh7Stes.  static
n{sa me as parent folder) Mame Server (N5) win-2ugrqoivhiStestlabl..  static
I-l{sa me as parent folder) Host (A} 1042339 T16/2024 10:00:00 AM
[ 1asc-ise3zp3-1200 Host (A) 1042321 static
[ Jime Host (A) 104.2361 static
I-lwin-zuqrqo‘lthS Host (A) 1042339 static
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Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons
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