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- Identity Services Engine(ISE)/N\—> 32/3.2/\Y F3
+ Firewall Management Center(FMC)/N\—>32/7.2.4
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DEHORREGFETSY NTF—ALAT, RUI—FE, BRARE., 12 F 2 MpziRML
3

Cisco Identity Services Engine(ISE)ld&. FB&EE. FFAI, FAHOZEUT 1 (AAA)DF—ERERD
S—EHRAERMTBET, IVRRAMOEFITRTIVEAZERITHIENEY 1
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Platform Exchange Grid(pxGrid)Z#EA 3% &, NILFARUIE—OVORTZY RTA—LZY K~
D— B TRRERRTEEXT,

COMEBICKY, EF2ATHEEZRVY, BROKRYE, BLUPHETIAZBRICEISIRY M
D—OR)—OFRENAREICKZY) ET,

PxGrid7 L—AD—=2IC@220ON—=23a2FH)ET., EE552FATINE, HRIILE
FHBISEON—23VENYFILL>TEBYET,

IN—2 3 VISE 3.1k, X T DOpxGiseH 5 DRIDERE ., pxgrid/N\— 3V ICETVWTVET
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PxGrid/N\—> 3 >1,
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ise/admin# show application status ise
ISE PROCESS NAME PROCESS ID

Database Listener running

Database Server running 41 PROCESSES
Application Server running 6041
Profiler Database running 4533
AD Connector running 6447
M&T Session Database running 2363
M&T Log Collector running 6297
M&T Log Processor running 6324
Certificate Authority Service running 6263
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

Identity Mappling Service disabled

CDTSYRTA—LDZON— 32T, #OpxGrid/ — RFARXY NI RECHZHH, =
THROREEICH BpxGrid 7O RAEZF DpxGrid/ — RF 12 HFTHBENA TS TVET,

chsn/—RiEF, BETEIH—EANRTENATVSpxGrid/ —ROAT—RAZEICEHRL
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[Cpxgridige 2 RITT D ERFTEXRE A,
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o CNESFEVOTERBRBICSMIBDER/ITETVET,
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s VS>3 F4LIKNY
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- 7O77AZDORE
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« MDM
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PxGridd> NA—Z(ISE).pxGridZEA T2 KRS MEZEHRIDILENf YV ET,
DIATUN  EFEEBRNEY IO TRIZANENT IV v ZIEETEET,
NTVy2+v . A NOA—JEBRERBEIDISM1T N,
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= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

ssptise02

- . Policy Service
v Enable Session Services

Include Node in Node Group

Mone b
Enable Prof ing Semvice
| Enable Threat Centric MAC Semnvice
| > Enable SXP Service

] Enable Device Admin Service

| Enable Passive ldentity Service

- - pxGrid

/— RTISE pxGridy —ERZBMICLE T,

ATV 2 pxGridEZFERAL T/ — RZBMICL R, BREIALABISA T2 NIEE
TEWebYT Y NOARAT—RAZHERLET,

Administration > pxGrid Services > WebsocketD JEICEBEIL E9, IP7 KL A127.0.01&2EAL
TISEH—ERZEEELTVWDISATMIFEBLTLSEETLY,

= Cisco ISk Administration - pxGrid Services
Client Management Diagnostics Settings
WatSockat
WebSocket
Clints Topics
Ellants
- v 1 L]
Client Name Connect To Session Id Certificate Subscripthons Publications 1P Address Status
2404

4 ey

< »

ISEA S MW EWebSocket,

AT Y 73: X Z 1 —Administration > pxGrid Services > Settings® JEICEE L . Automatically
approve new certificate-base accounts® 77> a3 > &R L £,



COFIEFBEFERATEAT7Sa>>TITN, pxGridEHROEBESRE, COFIVIRYIRZFIC
TRELEEBBOLET,

TNE, FMCEH T AITZANELTFETZITAND CENTEET,
= Cisco IS] Administration - pxGrid Services

Summary Client Management Diagnostics Settings

Settings

| Automatically approve new certiicale-based accounts I
Allow password based account creation

PXGridiEFAER—ADTHU NOBBAREZEMICLTVET,

AT Y T4IRE D pxGrid 8L (Z BIE 9 % FE A & & Administration > System > System Certificates ©
WBELET,

BUIL—RBARBCA)ICE>TEEECNEREOINTO/—RIZ, H—ZpxCGriditAEZ 1 >
AN=ILTRIELZHBHLET

COIFIATRE, ERENERAMISEAAZTZEALET. cON—I32DOISETRE. Z0HI
T —KRCAAPAN/ — RICHIEL KT,



Primary Admin Node Remaining nodes of ISE

F 3

Services Root CA Services Node CA

F 1 &
services Node CA Endpoint Sub CA
F F
Endpoint Sub CA Pxgrid Certificate

Fxgnd Certificate

ISEOAZFRENDK A T I T LZERLET,
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
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FMCT MDNSEZE

ATY T 3 FMCRAREBHFREETAhTVWAREZHELET,

BEE: SATL>RE>EEAVE—TIA ACHARE AL TKETVWRARNE 71-)L
RICEFMCRARBABENKT,

CcOEITIAVOROFIEZERTIMRIC, COFIEZHRTERT (—HBOHDIEERE)
ISE & FMC & ® pxGridiZ#: O 5% E

AT Y 7 1 : XZ 1—Administration > pxGrid Services > Client Management > Certificates|_ B &)
LET,

RO A7 3> T, | want to Generate a single certificate (without a certificate signing
request). Z1EIRL £7,

Common Name(CN)EZ 923> T, ISENfEFAEZRITIHFMCOFQDNZ AL L ET,
FHBAZADLET,

Subject Alternative Name (SAN)D 9> 3> T, #E#HTHFMCOFQDNEIP7 RLAZA DL &
CB

Certificate Download Format® FE<T, ROY 7R > XZ 1—75 SCertificate in Privacy
Enhanced Electronic Mail (PEMERX O A 7> 3> ZBIRULE T,

ABPKCSS PEM, (SIHEFI—> %88 ),

BTFMCTNAD—REZFERATS EEIC, /VAD— R%Certificate Passwordic AL THREL
E

INAD—RZHFEL, CreateZiBIRLE T,



= Cisco IS Administration - prGrid Servicos

Summary Clignt Management Diagriostics Settings

S Certificates

Genarate pullsid Cormificatos

™ fuficate (withou -
sapt_fme 1 _lab. sapisec, sex
—
sy
FODN W SEPL_TMCO]_lab sspisec mex
w  10.4.49.5)
-
oo
pxGridzEBA & O & B £l

ATYT2:zip7 PALNAVEI—RIZAIDVO—RENET, 77 /I ZERHERL. RE
CRDTTAINN BB ZHFELET,

MName " ~  Date modified Type Size

Tl CertificateServicesEndpointSubCA-ssptise1_ 21/08/2023 04:55 Security Certificate 3KE
Tl CertificateServicesModeCA-ssptisel]_ 21/08/2023 04:55 Security Certificate 2 KB
5l CertificateServicesRootCA-ssptisel1_ 21/08/2023 04:55 Security Certificate 2 KB
5l sspt_fmc01_lab.ssptsec.mex_sspt_frmc01_lab.ssptsec.mex 21/08/2023 04:55 Security Certificate 2 KB
|| sspt_fmc01_lab.ssptsec.mex_sspt_fmc01_lab.ssptsec.mex.key 21/08/2023 (4:55 KEY File 2 KB

ISEIZ & 2 TERKE h=PxGridilBAZ,

AT Y7 3:FMCT, X 1—Objects > Objects Management > PKI > Internal Certs|IZ & L &
CB

Add Internal CertA 73> &BIRLE T,



F|rm.uall’h.lc'|?|'l|ﬁ(';ﬁil'|:|f|'1.tCenla: Ove Anslysis  Poicies  Devess  Objects  Inbegration Depioy O, @ £ @ adminv | b secume

Internal Certs @, Fiter

Itarnal cortificate abject reprosents @ server public key cemifcate belonging to your crganization. You can use inbemal cestificate cbiects and groups in S5L ndes, ISENSE-PIC connection and captve portal configuration.

Harve Value

REPFEHE E L TOFMCIERE DB

ATY 7 4:FMCTEIN HETShBAHECENERITET,
ISEQFIEAETF—X 023> T, FMCAICHERL LitHEZSRBLET,
keyEWSHRFZF DT 7 AN ESRL, ROT A —)LRICAALET,

Encrypted 7> 32 % #IRL . ISECAREAZTZERL L EICHEALIE/NADT—RZAOLET

o

REZFREFELET,

Add Known Internal Certificate

Name:
paGrid_FMC

Certificate Data of, choose a fle: l Browse,, |

Key or, choose a file: [ Browse.. |

Encrypied, and the password is: I

ISEIC& 2> TERENIEFMCIERAEZ TV AR—KNLET,



= i | .
i F:"_m.ﬁt! hfa?.ageﬁent Center Ovenviow Analyses Policies. Devices Objects Integration Depoy Q, @ & @ sdminv b cecune
Internal Certs Ao Interral Cert MERE
Intemal certificate chbject represents a server public key certificate belonging 1o your organization. You can use internal cestiicate objects and groups in SSL rules, ISERSE-PIC ion and captive portal
Harme Vaon
[ Chept_Amctl_lab st max su

FMCIERI .
AT Y7 5: X 1—0bjects > Objects Management > PKI > Trusted CAsI_BEIL £,
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FIE6 : REAER/ICBAZNLITET,

ISEZ7AIUAL ST O—KRUEISE rootCAZZRL TERLET,
REZFREFLET,

Import Trusted Cartrficata Authonty

Narrw:
SE_ootCA

Cortiheats Duta of, choom afe [ p

|-~ BEGIN CERTIFICATE- -~
[

ISE rootCAZ LU AR—KRLE T,



FIE7 : [RE]>[TDMOEE] > [TAToTATAV—AXZ1—-ICBEBLET,
H—E AR A7 : Identity Services Engine TiZRL £ 7,

774XV /) —RIZIEBpxGrid/— RDIP7 RLAKZIFEFQDNZA S L F T,
Secondary pxGrid/ — RIZH LT OFIEZEVIRLET,

ROVYZHEIAZI—=HS, 9232 TpxGridV 547> NIEBAE ) DISEICK 2 TERKE h
fopxGridiEBAE ZBIRL £ 7,

%< 3 2 MNT Server CAS & U'pxGrid Server CAT, REBDFIETI Y AR—KNLEISEIL—K
CAZERLET,

JE:pxGrid—/NCAlE, pxGrid/— R EDpxGridic & 2 THEAE M TVWBEEHEDI)L— K
FEER(CAICHISL E T,

MNTH—/YCAlE, MNT./— R LEODOpxGridTEAZT LTV
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(A7232)ISEASEYSIVFALIRNYESXPREY U ABETEET,
BREZRELET,

=, Firewall Manageme"[cf”ﬂt.a'___ Oaedin  Anaiysis  Pelicits  Divieds Ot Intopnasn ooy 0 @ & @ simne | LY secune

Cloust Sarvens Rosims. arany Souree High Avsilabaity SEUDETS st input Clent Sman Software Marages On-Prem

Yious hawe unsaved changes | Carcet |

Senace Type

None &) identity Services Enging

Primary Host Nama i Addros Secondary Hont Name/IP Address
10.4.69.41 1040947

Dairid Chent Corficate® MINT Sarver CA® Daririd Server CA*
pacfisicl_FRAC + I5E_rooACA. + ESE_roctCA +

ISE Matwerk Fited

Subscrive To
H Sersion Deectory Topic
B sxP Topic

Test |

FMCTISEZ T AT TATAV—AELTRELET,
RALZITVET,
FMCTHRRELL &9

XZ1—T, REZRBEITDHEIC. BME>TOMHORE>T AT T 147 14 —2A> Identity
Services EnginelcBEIL £9, pxGrid ) > IV NEREETARNTEET,

I15E connection status:

Primary host: Success
Secondary host: Success

- Additional Logs

Primary host:

[INFO]: PXGrid v2 i enabled

[INFO): puogrid 2.0: account activate succeeded
[INFOJ: Successtul connection to

s5plise0?. ssptsec mex 8910

PxGrid A" EEICEELEL £,

Primary host:

[INFO]: PXGrid v2 is enabled



[INFO]: pxgrid 2.0: account activate succeeded

[INFO]: Successful connection to ssptise02.ssptsec.mex:8910

[INFO]: Successful connection to ssptise0l.ssptsec.mex:8910

[INFO]: These ISE Services are up: SessionDirectory, SXP, EndpointProfile, SecurityGroups, AdaptiveNetw
[INFO]: A1l requested ISE Services are online.

Secondary host:

[INFO]: PXGrid v2 is enabled

[INFO]: pxgrid 2.0: account activate succeeded

[INFO]: Successful connection to ssptise02.ssptsec.mex:8910

[INFO]: Successful connection to ssptise0l.ssptsec.mex:8910

[INFO]: These ISE Services are up: SessionDirectory, SXP, EndpointProfile, SecurityGroups, AdaptiveNetw
[INFO]: A1l requested ISE Services are online.

ISET D &L

FMC pxGrid2 54 7> RFISECEEICFEREhD e, 1—HE. #23RLTIKEEWND
Administration > pxGrid Services > Client Management > Clients X —1—) fmc&E WS BHID U 5
AT RMAEFEN, enabled.

Cliont Managomant

Cents

Clients

PxGridV Z A7 > R ERAIBETERMICKZ > TVWB &,
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BUTEAENZENDTY,

& 52— X Z 1 —Administration > pxGrid Services > Diagnostics > WebSocketlc BE L =155
BERARTENETs ([CEAH > T FMC.

FMCH A2 AR=ILENTWRSFUFTRE, N PRATEVT A, ROBICRT RS, 7
ZARIDVIAZY hEeEAVEVIZY RHFRFRENET,

WebSocket
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WebSocketlk ISETHERATEE T,
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&, MEDFMCA BT RITA47&ch, BEITHEREZELTVS HS SGTISEIC&K2TA
ENhET,

WebSocket

pxGridB 7 A9 Z AN D REY T,

InX — 1 —Administration > pxGrid Services > Diagnostics > Log. EEA/ X N BE : in
pxGridiBfE ( Btz >/ — ROFE ) FRRENET,

MECBEEIZRHRERLET,

Live Log

PxGridZ 4 707,

NZ7IL21—b

FMCTOKRZ 7N 1—F127,

FMCHABEDRARNBEISE/ —REFRANEBTHRTED L ZHELET,

Bl -

<#froot>



> expert
admin@sspt_fmcO0l_lab:~$ ping sspt_fmcO0l_Tab

PING sspt_fmcOl_lab (10.4.49.51) 56(84) bytes of data.

64 bytes from sspt_fmcOl_lab (10.4.49.51): icmp_seqg=1 tt1=64 time=0.029 ms
64 bytes from sspt_fmcOl_lab (10.4.49.51): icmp_seq=2 tt1=64 time=0.071 ms
64 bytes from sspt_fmcOl_lab (10.4.49.51): icmp_seq=3 tt1=64 time=0.055 ms
AC

--- sspt_fmcOl_lab ping statistics ---

3 packets transmitted, 3 received,

0% packet Toss, time 27ms

admin@sspt_fmc0l_lab:~$ ping ssptiseOl
PING ssptiseOl.ssptsec.mex (10.4.49.41) 56(84) bytes of data.

64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seqg=1 tt1=64 time=0.586 ms
64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seq=2 tt1=64 time=0.646 ms
64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seq=3 tt1=64 time=0.743 ms
AC

--- ssptisell.ssptsec.mex ping statistics

3 packets transmitted, 3 received,

0% packet Toss, time 82ms

rtt min/avg/max/mdev = 0.586/0.658/0.743/0.068 ms
admin@sspt_fmc0l_Tab:~$

admin@sspt_fmc0l_lab:~$ ping ssptise02

PING ssptise02.ssptsec.mex (10.4.49.42) 56(84) bytes of data.

64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=1 tt1=64 time=0.588 ms
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=2 tt1=64 time=0.609 ms
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=3 tt1=64 time=0.628 ms
AC

--- ssptise02.ssptsec.mex ping statistics

3 packets transmitted, 3 received

, 0% packet loss, time 45ms
rtt min/avg/max/mdev = 0.588/0.608/0.628/0.025 ms

LUTZ#BLET. ADIZOEANBEL., RITHTT,

<{froot>
>

expert

sudo suadmin@sspt_fmc0l_lab:~$

sudo su

root@sspt_fmc0l_lab:/Volume/home/admin#

pmool status | grep ad



adi (normal) - Running 7911

EFMCAH SISEADEEN R— M TCPP 89104 F A NhET, FMCH S CLI 2ES /S : FAL
5% 5RE atcpudump NAREE 2R ITDIEOONTY NF Y TF v,

<ffroot>

>

expert

sudo suadmin@sspt_fmc0l_lab:~$

sudo su

root@sspt_fmc0l_lab:/Volume/home/admin#

tcpdunp -i any tcp and port 8910

22:34:08.415370 IP
sspt_fncOl1l_| ab. 46248 > ssptise0l. ssptsec. nex. 8910

: Flags [S], seq 3033526171, win 29200, options [mss 1460,sackOK,TS val 2701166399 ecr 0,nop,wscale 7],
22:34:08.415840 1IP

ssptise0l. ssptsec. nex. 8910 > sspt_fnc0l_| ab. 46248

: Flags [S.], seq 3024877968, ack 3033526172, win 28960, options [mss 1460,sackOK,TS val 2268665064 ecr
22:34:08.415894 1P

sspt_fncOl_| ab. 46248 > ssptiseOl. ssptsec. nex. 8910

: Flags [.], ack 1, win 229, options [nop,nop,TS val 2701166400 ecr 2268665064], length 0O
[...]

ISETCORNZTIINa—F14>20T
R—KR8IMONBEEZHEILET, BELTVET,

chiE, pxGridI 4T MCK > THERAENBIR—NTITZFEAL T, pxGrid/ — R KV
MnT./—REBEL., BHRE /I IVO—RTEET,



ISE 3.2 Node Communications S

NP, i 123

Fpesitny: FTP, SETPR, MES, HTTP. HTTPS

Fite Copy: ETP, S0P, SFTP, TFIP
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ISEFRIETOPXGrid4 > &2Z0> 3>



SEpXGrid7 T4 T Mk, TOBEFMCH pxGrid/—R (54T ND) 8XTtH
> & MNT(SMNT)/ — REBEL THEHRO (—HFEHXD>O— K ) #REL. SMNTTE
EFrRELEBERTZAYUMNTEHTERZRRELET,

lpxGridZ7 24 7> NEDBENTONIBISE/— KT, ifthe R—KiE openFllF EHRET LT
WBYTY M HBDEE R—MZEEBELET,

#show ports | include 8910
tcp: (output omitted), :::8910,

ISETIE, pxGridRENLENBEAT—RZAEDMHTD2O00TANERNATEET,

TNSIEFEXZ1—ICH ) F I Administration > pxGrid Services > Diagnostics > Test® JE(ZZEIR L
9,



COEIVDIAVICRTTARMNE, ISEOHRZIBTERITENET,

ANAEZZRIVITTAN pxGrid—EAONBZEIELET, up, 7547 > M pxGridd>
RO—FIC&>»TRRAThEEY>aFALIN), Y—ER, BKOKNEYIICTIEAT
EBRNESHZFMLET,

ZERLET, #7232 BB TANOJNREENBETHESEET,

Disgnostics St

Tests

Health Monitoring Test %] paGrid Databases
Synchronization Test

PxGHdAANJIAEZZU >V ITF AN,

TAKNATETLES, #7232 View LogZiBRLUET, 0BT, OTORER A"

= Cisco Admingstration - paGrid Services
Ciara Mansgaman Dlagnastcs Seirings
=y Tests
Health Monitoring Test o peGrid Databases o

Synchronization Test

ANNVAEZRVVIJTFANODLEL—,

22-Aug-2023 17:03:13 [INFQ] #=w#wsiskxsxixd pyGrid Session Directory Test #wiwiwiididikixn
22-Aug-2023 17:03:13 [INFO] ----------------- Starting Connection Test -----------------
22-Aug-2023 17:03:14 [INFO] pxGrid Node: ssptiseOl.ssptsec.mex

22-Aug-2023 17:03:14 [INFO] wsPubsubServiceName=com.cisco.ise.pubsub

22-Aug-2023 17:03:14 [INFO] sessionTopic=/topic/com.cisco.ise.session

22-Aug-2023 17:03:14 [INFO] sessionRestBaseUrl=https://ssptise0l.ssptsec.mex:8910/pxgrid/mnt/sd
22-Aug-2023 17:03:14 [INFO] wsUrl=wss://ssptise02.ssptsec.mex:8910/pxgrid/ise/pubsub
22-Aug-2023 17:03:15 [INFO] --------------—- Connection Test Completed ------------————-



22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023

17:
17:
17:
17:

17

17:
17:

17

17:
17:

17

17:
17:

03:
03:
03:
03:
:03:
03:
03:
:03:
03:
07:
:07:
07:
07:

15
15
15
15
15
15
16
16
16
16
16
19
19

Starting Download Test
DownTloading sessions since 2023-08-21T17:03:15.273-06:00
Response status=200
Number of sessions read: 0
DownTload Test Completed
Starting Subscribe Test
STOMP CONNECT host=ssptise02.ssptsec.mex
STOMP SUBSCRIBE topic=/topic/com.cisco.ise.session
STOMP CONNECTED version=1.2
A total of 0 notifications were received.
STOMP RECEIPT id=77

Subscribe Test Completed
pxGrid Session Directory Test Complete ¥k

e o oo ole e sl ola e ot ol
R e R R

PxGrid7*—ZNX—ARMT AN T BER F—XRX—AATIE., PAN/— R &EpxGrid/ — RO @A
ELL, ABEIhET,

LA 2T, pxGridh 7 RO T A NICEBE B EHRIT EHR,

ZERLET,

= Cisco |5l

Summary

Teais

F7232 TANORE BRITFHEENDETHEEERT

Client Management

Diagnostics

Administration - pxGrid Services

Settings

Tests

Health Monitoring Test o

PxGrid7¥—2ZRX—ABHT AN,

pxGrid Databases o
Synchronization Test

ERENEOTHS5, ROEDZEBLEL L,

ssptise0l.ssptsec.mex :
ssptise02.ssptsec.mex :

Primary PAN :
pxGrid Nodes :

In Sync
In Sync

ssptise0l.ssptsec.mex

ssptise0l.ssptsec.mex ssptise02.ssptsec.mex

v 7F v ERET D pxGrid/ — KA ST S A IUFMC/ — KIZEAH > THEE hE T,

XZ1—IZBEB L £ 9 Operations > Troubleshoot > Diagnostic Tools > TCP Dump,



ZERLET, 7232 s BMHFLLFYTF v,

= Cisco ISt Operations - Troubleshoot

Diagnostic Tooks Drownicad Logs Debug Wizand

TCP Dump

Tha TCF Cump wtilty page I8 1

Hout Name Matwork istertace Filter File Nama Roposito_.  File S Mumberof _  Timelimit  Fromiscucss W Status

ISETONTY R+ 7 F v DER

FYTFYTONTA—RERELET,

12 RARMR, fIMcTERL T ZA4 Y UpxGrid/— REBIRLET,
74I)NR NTT 1Y V% EX ip host <FMC®DIP>
FYTFVICRUENTRT TLT-EL A5 REFELET. HLVRTT.

= Cisco ISE Operations - Troubleshoat

Diagnostic Tools Download Logs Debug Wizard

Dump  sspumed) ssprssc mex

Edit TCP Dump

Addd TCP Dump packet for MoMoRng o & NEtwork interface and routieshoot Problems on the network 33 they appear

Mot Name*
ssptise0]
i Poant (%]
TCP Duw
xal NoTWOrE Intertace*
ekon Tr GigabitEthernet O [Up, Running]
Trustdns Tools

Fiier

1
ip host 10.4.49.51

#
E.g: ip host 10.77.122.123 and not
10.077.122.119

File Name
taccap

Reposmory
MNone

File Sire

10

File(s)

Toms Lt
5

Minute(s)

[ Promescuces Mode

INTY NFYTF v OFREH.



BlOI 4 RIDFMCAZ1—TROBEETVET, HKE>TOMOHKE> D HE, pxGridF
YZILENUEISEED#EHRZTANLET,

WTARNDERNBSNES - D A5 Stop ISELEDF ¥ 7' F v,

= Cisco ISE Oparations - Troutleshoot a @ @

Disgnastic Tools Downiload Logs Dabieg Wirard

s TCP Dump

e The TCP Dumg uelity page is 10 monitor the contents of packets on & network iteriace and toubleshoct problems on the notwork as they sppear

Evabvate Confouration Vasdat
AowniFage 1 - 1 = n [To | 0 oestrow

Poaters Troutleshasting
Agetiens Bustirs Treutietsg - .
S o
TCF Dumg [ Hatweark Intorface il Fila Mama Roposhory  Flle 5. humborof.. Time Umit  Promiscwous M. Hatus
Sawsicn Trace Tasts
B saotised sspasec mex igubitErhamer § Un, Fun o host 10.8.48.51 ey w 1 5 inise R,

ISETCONTY NF¥TFv¥DELE

AI9O0—R 9 EFYTFYLTHBLET CO>FUATR, V77LCAELTHERTE
DEEROELGOF YIS F Y ERLET,

18.4.49.51 18.4.49.41 TCP 66 47508 - 8918 [ACK] Sequl Ackel Wine29312 Lenwd TSvale2738457627 TSecr=23@5956319

18.4.49.51 18.4.49.41 TLSv1.2 389 Client Hello

18.4.49.41 18.4.45.51 = B6 8918 = 47588 [ACK] Seqel Ack=324 Win=38882 Lens@ TSval=2385555315 TSecrs2738457627

10.4.49.431 18.4.49.51 TCR 7306 8010 = 47588 [ACK] Seqel Ackw32d Wine39088 Lens72140 TSvale2385056341 TSecr=I738457627 [TCP segment of a resssesbled POU]
10.4.40.41 10.4.49.51 TLSv1.2 462 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done

18.4.49.51 18.4.49.41 TcP BE 47508 + 8918 [ACK] Seq=324 Acks=TE37 Win=44544 Len=@ TSvals2738457658 TSecr=230505E341

18.4.49.51 18.4.45.41 TLSv1.2 1783 Certificate, Cliemt Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message

18.4.49.31 18.4.49.51 TR 66 8910 - 47508 [ACK] SeqeT637 Ack=2041 Win=33536 Len=d TSval=13B85956345 TSecr=273B457653

18.4.49.41 18.4.45.51 TLSv1.2 72 Change Cipher Spec

18.4.49.41 16.4.45.51 TLSV1.2 111 Encrypted Handshake Mezzage

18.4.43.51 18.4.45.41 TP 66 47508 = 5510 [ACK] Seqe284l Ack=TEEE Win=44544 Lensd TSval=2730457558 TSecr=2385556349

18.4.49.51 1@.4.49.41 TLSv1.2 99 Application Data

18.4.49.41 18.4.45.51 TCP 66 BY18 - 47508 [ACK] Sequ¥if Ack=2074 Win=33536 Len=d TSval=2385956331 TSecr=273B457658

18.4.43.51 18.4.45.41 TLsvi.2 615 Application Data, Application Bata, Applicaticn Data, Application Data, Applicaticn Data, Application Data, Application Data, Application Data, Applicatiom Data
18.4.49.41 12.4.49.51 TP 66 8910 = 47568 [ACK] Seqe7688 Ack=2623 Win=35430 Len=@ TSval-2305956391 TSecr=2738457699

10.4.49.41 10.4.49.51 TLSvi.2 515 Application Data

18.4,49.41 18.4.49.51 TLSvl.2 108 Application Data

18.4.43.51 18.4.459.41 TCP 66 47508 - 8918 [ACK] Seq=2623 Ack=171 Win=47488 Len=@ TSval=2735457708 TSecr=2305356400

18, 4,49.41 18.4,49.51 TLSv1.2 97 Encrypted Alert

ISE & FMCE D PxGridi&f{E .
TSI, ISET., pxICBBET R TF/NY T ZINETEFERIT T Y R,
XZ1—RAOBE RE>[NZTN2—FT 12 T]>[FNY T4 HF—=R]>[FNAYI10O07D

B
-3 N=AN

DMIBIRMISTBISE/ — RZZRL ., fwE.

= CiscoISE Operations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Debug Leg Configuration N Od e L i St

4 Reset to Defaul

Node Name ~ Replication Role

o ssptise01 PRIMARY

Q ssptise02 SECONDARY



ISETTFNY I T /—RDE

RRENBDAVKR—FKNZ2T1I)LEL,
CoMeTVERY

RELET. RETT,

= Cisco |51
Diagnostic Tools Download Logs

Debug Wizard

gty Brof
ESpSE0 ] Saplsec max
Dby Loy Configuration

OJLAXRI: pxgrid®F /NNy F IVR—F2 N A5 it

Operati

Debug Level Configuration

Componant Nama

DEERRG

pxGrid AV R— U RETFNY TLARIICEELET,

Log Lowel

Dozcription

s - Troubleshoot

Lo File Marma

PHITRDEEEBRL., HD pxgrid-serverlog7 7/ I TREENEOTZDHLET, TOft
OAY N7V 1—FT 12U FBISE/—RTHERTEDIHEBRAODEBY T,

#show Togging application | include pxgrid

ise-pxgriddirect.log
pxgrid/pxgrid-server.log
pxgrid/pxgrid-test.log
pxgrid/pxgrid_dbsync_summary.log

pxgrid/pxgrid_internal_dbsync_summary.log

pxgriddirect.log



EXh S5O REOHEHREERICOVWTR, EFF NISE3XxN—=23 2 TFNV Y
EEMICTREE ERERBLTSEET VW,

— XY 7 RS RE.
PxGridb 7 RIS A NI AT MNISETEBENATVEE A,

COFERABITIE., FMCOtest pxGrid7/RX > ICEEET D H O XOEEZRLTVET,


https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8

Status

ISE connection status.

Primary host: Failure
Secondary host: Failure

« Additional Logs

[INFOJ: PXGrid v2 is enabled

[ERROR]: Performing request failed with a timeout.
[ERROR]: Failed to contact pxGrid node at
“10.4.19.42": Request falled with a timeout.

FMC pxGrid#E#EIc kB L E L 1=,

Primary host:

[INFO]: PXGrid v2 is enabled
[ERROR]: pxgrid 2.0: failed account activation. accountState=PENDING
[ERROR]: Failed to contact pxGrid node at '10.4.49.41': pxgrid2.0: Could not activate account

Secondary host:
[INFO]: PXGrid v2 is enabled

[ERROR]: Performing request failed with a timeout.
[ERROR]: Failed to contact pxGrid node at '10.4.19.42': Request failed with a timeout.

ISET. Administration > PxGrid Services > Client Management > ClientsD JE(Z:#IRL 7= X~ 1 —
NOEEISEBLTLSEZV, ZhiE, pxGrid2Z 47> NFMC)AEZEZRELTWD Lz
RLTLVET,

Approve’RR > ZEIRL, ROV 12 RUTRRZHEREL T, eZzBATLETS,
SERREENKILET,



= Cisco ISE Adminiranon - puGhid Soricos L=

Summary Cliens Management Dragrosbes Settrgs
[
L Clients
e
et st regivin vl Pt st mppeovel s e e erkors i e 52, Clhuote wow e g et
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B teme Description Chent trows Status

B s ik 104 enaTe B « Pendng

FMCYO S A4 7> M pendingAT—RAIZE2TLWD,

®

Information

Approve client(s)?

Are you sure you want 1o approve the selected client(s)?

Coneel

pXGridY 54 7> N DER DR,
AABR—ADPxGrdI7 Z4 7> NOBBERZBEMCTRIHEIEELTLLEEL,

COTI—LNERENDTEMN HBLY, HOR—IOITA T NeRRIEELET,

Error

Automatic approval can not be enabled when an existing client is in Pending state

oK

pXGrido 54 7> N ORRCBET B TS —TT,
PxGrid ISEREBAE F T —2 incomplete.

ZOF ) ATk, X 1—Administration > System > Certificate (BB L 1-154. pxgridifBi &
ZERL, A7 3 ViewEBEIRLET,

AIAEICEEN $ 256, ROBEEIZ—ARETHARENAHYET,

€& Certificate trust chain is incomplete



IRBF I ORRTCHETHSIS—TT,

THRAICHERITZIATY T, ISE)L—RCANZELETHINESH EERTDETIViewHd S
3> nOEd

FEBICRIAEN BE VSR, ISEEAI—RCAZKZRITTEET,

B X 1 —Administration > System > Certificates > Certificate Management > Certificate Signing
Request (CSR)B LT TNORZZBEIRLE T,

= Cisco
Frn " Certificate Signing Requests
_ (e
| - S —— .
ISETDOCSR®M 4

COAZ1—T, EAISEL—KCATNTD/—ROISEL—NCAZBERLET,
REERUTEZET ISEL—RCATIAEF I -2 O

Eoaes i g Mgt Certificate Signing Request
4 Iﬂw;lr Cantificatos: '
ISE Conificste Authar ty Cartificatos:
Usage
-t L)
o e
Baplace [SE Moot CA Cemificate chaly
£ S ELRS
ALFAEERERORE

ALAENIMpOINTOD/— RTERENBDETHEERITHHA.
TTIRE, ISERRDBAIZRRLET.



Thaee well Bo oo dolry = ganerang Sl showing corafcanin

Paaia releeah the cabila # conificaen o0 aor show wp

AERAE O £ R DEERE.

PXGridilEAZEHF I — AT TLERLE 7232 2 B8IRT S [View] SEAEICEENET T,

Z .

PxGrid CiscoBE&EXR—

Cisco ldentity Services EngineEEBEHA R, JIJ—RAX3.2, F : Cisco pxGrid

Cisco Identity Services Engined > AR —)LHA R, )1)—RA3.2, &F : Cisco ISE-R—RUJT 7L
A

Cisco Identity Services Engine CLIV 7 7L > AHA R, UJ—2X2.4



https://developer.cisco.com/docs/pxgrid/#!what-is-pxgrid
https://developer.cisco.com/docs/pxgrid/#!what-is-pxgrid
https://developer.cisco.com/docs/pxgrid/#!what-is-pxgrid
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/cli_guide/b_ise_CLIReferenceGuide_24/b_ise_CLIReferenceGuide_24_chapter_00.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/cli_guide/b_ise_CLIReferenceGuide_24/b_ise_CLIReferenceGuide_24_chapter_00.html
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