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CORFIXYRNOBERIF, ROVYTRIITEN-RIITON—Z3VICETLVTVET,

. UCSM 4.2(3d)
« Cisco ldentity Services Engine(ISE)/N\—=> 32/3.2

CORFIXY NOERIE. BEOSRBECHZTFNARACEIVTERENEEDOTT, =
ODREFIXYNTHEATZTINTOFNA ARG, YUFE (F7HIN ) BRTHEEBBLT
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LT,

A2 74F21L—>3>

ISETDTACACS+DERTE
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ATY 71 mYIOEER, ISEICTACACSHIAZNIETAHIEL VEEN HBH ESH R
BLETT, cOEDIBHFE, RUS—H—ER/— R(PSN)RIZDevice Admin Service D #aE A"

PBEHAESH ZHFR L. X1 —Administration > System > DeploymentZ &8 L T, ISEN
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= Cisco ISE Administration - System [l =
Deployrment Licensing Cernificates Logging Malnienance Upgrade Health Checks Backup & Restore Admin Access Settings
Daployment Deployment Nodes
]  Hosmna me arson Rota(s) Serv Node Statu
[ i ervice a8
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VLT, BEZRFELETD,



= Cisco ISE Administration - System ]

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Sattings

Othar Monitosing Node

Dedicated MnT

~ Policy Service

~ Enable Session Services

& in Node Group

»  Enable SXP Service

> puGrid
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AT Y 7 3ISEZTACACS+&E L TH—/V& U TR T % Network Access Device(NAD)ZEXE L .
Administration > Network Resources > Network DevicesDJEIC X Z 1 —ICBEL T, +Add7;RR >
ZERLET,

= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM

Netwark Devices
Default Device NetWOfk DEViCES

Device Security Settings
=4 Add dy Import

[_. Mame ~ IP/Mask Profile Name Locatlon Type Description

No data avallable

ATYTA4ZOEIZAVTR, ROLSICRELET,

« TACACS+9UZA T > MNIZTBUCSMDOEHI,

« UCSMAISEICERZEXETHEOICHERATSIP7RL A,

« TACACS+ Shared Secret, hld, UCSMEISERDO/NT Y NOBESLIZERAE NS /NAD
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= Cisco ISE Administration - Natwork Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences HAC Managers External MDM pxGrid Direct Connectors Location Services
—

Matwort & Devices
usCM

Network Devices

USCM
Descript
I Address *iP 10.31.123.9 -] @
H P Addess b g 10.31.123.8 L - o
Davice Prof
Model N
Saftwars Ver: w

Network Device Group

Location A Locations v Set To Dafautt
IPSEC No v Set To Default
Duvice Type Al Device Types w Sat To Default

| =~ RADIUS Authentication Settings

< TACACS Authentication Settings

Shared Secrat e Shaw Retire

(] Enable Single Gonnect Mode

© Legocy Cisco Device

o UOTSARBRNOEA. WA DOFabric InterconnectiCBEER—NDIPT7 RL A%EM
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VTEBDCENRIAETIAET, IXTOOTAMVERBFEINSODIPF RLAASEEFEESH
. Cisco UCS ManagerCERAE N3 {REIPT RLAASRBIEFEhELEA,

ISETHOEMEIL—IDHRE

ATFY 7 1: TACACS+7’O7 74N %Z4ERKL. X 1—Work Centers > Device Administration >
Policy Elements > Results > TACACS Profiles(IC#E8 L T, AddZEIRL £,

= (Cisco ISE Work Centers - Device Administration

Overview Identities User ldentity Groups Ext Id Sources Metwork Resources Policy Elements Device Admin Policy Sets Reporis Settings

Conditians > TACACS Profiles
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ATY72C0tE0>3a>Tlk, ZO7 74N EBETTHREL, Custom Attributestzto> 3> T
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UCSMATHEATREZO—-ILD12ZBRL T I)IO-ILELTAILET, COfiTEO—I



adminZfEAL TH Y. AHlEshell:roles="admin"TH B HEN HV) £,

= Cisco ISE

Overview Identities:
Conditions »
HNetwork Conditions >
Results b

Allowed Protocols
TACACS Command Sets

TACACS Profiles

User Identity Groups

Ext Id Sources

Network Resources

Namea
UCSM PROFILE ADMIN

Description

V.
Task Attribute View Raw View
—
Common Tasks
Commaon Task Type Shell ~

Ol Dafault Privilege

] Maximum Privilege

Access Contral List

Aute Command

Ll Mo Escape

Timeout

ldl& Time

Custom Attributes

Policy Elements

Work Centers - Device Administration

Add Trash
T Type Name Value
MANDATORY cisco-av-pair shell:rales=" admin®

(Select O to 15)

(Setect O to 15)

(Select true or false)
Minutes (0-9999)

Minutes (0-9999)

Device Admin Policy Sets

Cancel

Reports

BUXZ1—7T, TACACS7O7 7 AI)LIZX L TRaw ViewZ#EIRT B &, ISEZSTL TiE

S2EMHOXIETS

= Cisco ISE

Overview Identities
Conditions >
Natwork Conditions >
Results ~

Allowed Protocols

TACACS Command Sats

TACACS Profiles

User Identity Groups

REZHETELRY,

TACACS Profiles » UCSM PROFILE ADMIN
TACACS Profile

HName
UCSM PROFILE ADMIN

Description

Ext Id Sources

Task Attribute View Raw View

Profile Attributes

4
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cisco-av-pair=shell:roles=" admin"

Work Centers - Device Administration

Policy Elements

Cancel

Device Admin Policy Sets
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Settings
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7¥:cisco-av-pair nameld, TACACS+7'ONA/ A —DEMIDZERHEITDINFEITT,

ATYVTIFIVIOR—VEERLT, REZRELET,

ATY 7T AUCSMTHERTETFNAAEBR IS —tY NEEKL., XZ1—Work Centers>
Device Administration > Device Admin Policy Setslc B8 L., BIFEOR) > —tY KA SEKET
> %&i#IRL Tinsert new rowziZR L £ 9

= Cigea ISE

ATYT5COFHLVARD S —1Y NMIEBZ[NTF. UCSMY—N\ASEITEhTVS
TACACS+REED4HIC IS U THRBEZIEML . Allowed Protocols > Default Device Admin® JIE (2 &
RLT, [REZREFELET,

= Ciseco ISE

ATY T 6>KRRATS a2 TEIRL, Authentication Policytz23 3> T, ISENUCSMICADE
NB1—YREEILTFUOIVIINERRTIABTATOTATAV—ARZBRLET, COfFIT
&, JLF Y ILRISERNICREENRTVAIRIFI—HICHELET,

s+ USCM ACCESS
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BI2%BZ2EBMUET, XIC. Shell Proflesto> 3>, UHIICEREL EZTACACS7’'O7 7
1INV ZHRELET,
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UCSMTOTACACS+DEZTE
BB EWER .- 11— Tcissoucs ManagerGUIIC O 1> LE T,
I—Yo0—ILOER

ATY 1. FES =232 R4 T Admin R 7 ZBIRLET,
AT Y 7 2Admin® 7 T, All > User Management > User Services > RolesDJEICERAL £ 9,

ATY 7T 3EENRA T, GeneraltabZiBIRL £,

ATY T ANAARZLO-IINDOBEER, AddEZBRLET., COYTITRE, 74 o0O—
NEeERALET,

ATY 7 5ZBOO—)LA, TACACSTO77AINTHICEREL =B —HTH L a2ER

A [ Uper Management | User Services | Aokes

TACACS+7'O/N 1 & — D EE

ATYT1:FTESF—232 R4V T Admin 27 2 ERLET,
AT Y 7 2AdminR 7 T, All > User Management > TACACS+®DJEICEBRAL £9,



ATY T 3EERAVT, Goaad X T ZBIRLE T,

AT Y 7 4 ActionsaT. Create TACACS* Provider &5ZR L £ ¢,

AT Y 7 5 create TACACS+ Providerwizard(Z . BEYI & E®m=ZEZ A DL ET,

« Hostname7 4 —J)L RIZ, TACACS+H—/NXDIP7 RLAEFERFHRANEZADLET,
« Order7 1 —JL RT, CiscoUCSA"I—HOFEICCH7ONAE—%EHTBIER,

1~ 16DBHZANTSEHN. CDCiscoUCSHA VARV ATERENTLWAMH070O/N1
A—ICE TV TCisco UCSTRICERATRERIEFZE HTRHEEE. EATEEHNMER
zEo(tEO) ZAHNLET,

« Key7 1 =)L RIC, F—EAR—ADSSLEES{LF—EAILET,

« ConfirmKey7 41 —)L RT, RO I=HICSSLESF—ZBASILET,
« Port7 4 —)L RT, Cisco UCSHATACACS+TF—ANR—ALBETHLEOHICERATEIHR—bN
(R—NODFT AL RE—R ).

« Timeout7 1 —JLRIZE, BALT I RNFRETDHENICTACACS+HTF—EIR—AANDBEWE
HbEARATENDIEE (VEML) TT,



Create TACACS+ Provider

Hostname/FODN (or IP Address) :

Order :
Key

Confirm Key

Fort

Timeout

ATY 7 60kEBIRLET,

S

EIP7 RLATRABLKKRANEZFEATSHES. Cisco UCS Manager CDNSH — /N Z &%
ETHA2HENHYET,

TACAC+7'ONA A =T )L —T DEMK

ATY 1 FES =23 URA 2 TAIMInR 7 ZBIRLE T,

AT Y 7 2 AdmintabT, All > User Management > TACACS+D JEICERBEL £ 9,
ATY T 3EERASL > TGeneralR 7 ZBIRLE T,

AT Y 7 4 ActionsaT. Create TACACS+ ProviderGroupZiZIRL £ 9,
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AT Y 7 5Create TACACS+ Provider GroupR 4 POJRY VAT, HBEEBERZEADLET,

« Name7 1 —=J)LRIZ, FIL—TO—EZEDORuZANLET,
« TACACS+ ProvidersT—7 )T, JIL—7IC8H27ON/ A —&BIRLET,
e >>RAVERBIRLT, @8Eha7ONAME—0ORIC7ONAE—%2EBMLET,

Create TACACS+ Provider Group

I MName : TACACSGr I

TACACS+ Providers

Hostname Order

10.31.123.57 Mo data available

ATY 7 60kZEERLET,



RRE R X A > DER

ATY 1. FESF =232 R4 T Admin 7 2 BIRLET,

AT Y 7 2 Admin® 7 T, Al > User Management > Authentication® JE(C BB L £ F
ATY 7T 3EERL D TGeneral R 7 EBIRLE T,

AT Y 7 4 ActionAreaT. CreateaDomainZZiRL ¥,

=l Gt & e -

L Rl Provicer Giod Wl St Riefrinh Penod Wl Sassion Timaoat

e e

AT Y 7 5Create DomainF A4 FOAJRY VAT, BEREhEBEHREADLET,

« Name7 1 =)L RIC. RXSDO—EBEDORBZEAILET,

« RealmT, TacacsA 7> a > &BBIRLET,

« Provider Group ROY 7RI UARA S, KIZERL ETACACS+7'ONAE =TI —T
ZBIRL, OKZBIRLET

Create a Domain

MName I TACACS
Web Session Refresh Period (sec) @ | 600

Web Session Timeout (sec) : 7200

Realm : | " Local ()

Provider Group .

Twio Factor Authentication : D




UCSMT O — iy & TACACS+ &l &8

F—ANELLBZEWVA, BEMBEXFTTI,

R—RAELSEL.

c VT7ATIA=ILNRERTOFDIIL—LAFRET, 7ONA X - OBEFTOhERA.
FSMIZ100 % TlEdH VW X A

UCSM TACACS+MD R EEHHBLE T,

BRRENSV(FSM)DARAT—RAZFITY VT BREN. 100 %% T &L TUCSMICEEENT
WBCELZBAEITIXENHYVET,

UCSMOX>Y RTA A SHREZHET S

<ffroot>
UCS-A#

scope security

UCS-A /security #

scope tacacs

UCS-A /security/tacacs #

show configuration

UCS-AS-MXC-P25-02-A# scope security
UCS—-AS-MXC-P25-82-A /security # scope tacacs
UCS-AS-MXC-P25-82-A /security/tacacs # show configuration
scope tacacs
enter auth-server-group TACACSGr
enter server-ref 10.31.123.57

set order 1
exit

exit

enter server 10.31.123.57
set order 1
set port 49
set timeout 5
set key

exit

set timeout 5

exit

<tfroot>



UCS-A /security/tacacs #

show fsm st at us

[UCS-AS-MXC-P25-02-A /security/tacacs # show fsm status

FSM 1:
Status: Nop

Previous Status: Update Ep Success
Timestamp: 2023-06-24T20:54:05.021
Try: @

Progress (%): 100

Current Task:

NXOSH STACACSEREZHEL £ T,

<tfroot>

UCS-A#

connect nxos

UCS-A(nx-o0s)#

show t acacs- server

UCS-A(nx-o0s)#

show tacacs-server groups



UCS5-AS-MXC-P25-82-A# connect nxos

Cisco Nexus Operating System (NX-05) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certaim works contained im this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitmess for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) version 2.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http:/fopensource.orgflicenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
UCS—AS-MXC—-P25—-82-A(nx—os)# show tacacs—server

timeout value:5

deadtime value:@

source interface:any available

Global Test Username:test

Global Test Password:sekicksksk®

total number of servers:1

following TACACS+ servers are configured:
18.31.123.57:
available on port:&49
TACACS+ shared secret:sseskskkskskk
timeout:5
UCS—AS-MXC-P25-82-A(nx—os)# show tacacs—server groups
total number of groups:2

following TACACS+ server groups are configured:

group tacacs:
gserver 18.31.123.57 on port 49
deadtime is @
vef is management

group TACACSGr:
gserver 18.31.123.57 on port 49
deadtime is @
vef is management

NX-OSH SFRAEZT AR TBICE, tesIN RZFEALET (NXOSH S DHERTEE ) o
H—NDOREZRILEL T,

<#root>
UCS-A(nx-0s)#
test aaa server tacacs+

<TACACS+-server-IP-address or FQDN> <username> <password>



UCS5—-AS-MXC—-P25-82—-A# connect nxos

Cisco Nexus Operating system (NA—-US) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco andfor its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licemses, such as open source. This software is provided "as is," amd unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitmess for a particular purpose.
Certain components of this software are licemsed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) version 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/nld-licenzes/lihrarv. tut.
UCS—AS-MXC—-P26—@2-A(nx—os)# test aasa server tacacs+ 18.31.123.57 operator Cisc@l123

UCSML E 21—

FE T REME DHREL

<tfroot>
UCS-A#

connect | ocal - mgnt

UCS-A(local-mgmt)#
pi ng

<TACACS+-server-IP-address or FQDN>

UCS—AS-MXC—P25-82—-A# connect local-mgmt

pCisco Mexus Operating System (NX—-05) Software

TAC support: http://www.cisco.com/tac

Copyright (ec) 2889, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained im this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public Licemse (GPL) versiom 2.8 or the GNU
Lesser General Public License (LGPL) Versiom 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://www.opensource.org/licenses/lgpl-2.1.php

UCS—AS-MXC-P25—02-A(local-mgmt)# pina 1€.31.123.57

PING 18.31.123.57 (18.31.123.57) from 18.31.123.B : 6&6(B4) bytes of data.
64 bytes from 18.31.123.57: icmp_seq=1 ttl=64 time=8.347 ms

64 bytes from 16.31.123.57: icmp _seq=2 ttl=64 time=08.309 ms

R— N DHREE



<tfroot>
UCS-A#

connect | ocal - ngnt

UCS-A(local-mgmt)#
t el net

<TACACS+-server-IP-address or FQDN> <Port>

UCS—-AS-MXC—-P25-82—-A# connect local-mgmt

Cisco Nexus Operatimg System (NX-0S5) Software

TAC support: http:f//www.cisco.com/tac

Copyright (c) 2889, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certaim components of this software are licensed unmder
the GNU General Public Licemse (GPL) versionm 2.8 or the GNU
Lesser General Public License (LGPL) Versionm 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://www.opensource.org/licenses/lgpl-2.1.php

UCS—AS-MXC—P25-82-A(local-mgmt)# telnet 18.31.123.57 49
Trying 18.31.123.57...

Connected to 18.31.123.57.

Escape character is '*]".

IZ>—z2HRBIDREVRNBHERF. NXOSTNY T ZEMCTRHETT, COHITRE.
TIN—7. &, BLPRBEESIERITIIT AV E—TJZHIATEERT,

« UCSMAMSSHEY> 3> z/E, EBEERZE OEEORKEIL—Y (TeEnEFO—N
JL1—%)TcOJ4>2 L, NX-OSCLIOAVTFANEELTHAREZ_XZEHLF T,

<tfroot>

UCS-A#

connect nxos

UCS-A(nx-0s)#

term nal nonitor

s FNVIT7TTEEBMIIL, O 7 7AINADSSHEY S a > HAHZERELET,

<#root>
UCS-A(nx-0s)#

debug aaa al

UCS-A(nx-0s)#



debug aaa aaa-request

UCS-A(nx-0s)#

debug tacacs+ aaa-request

UCS-A(nx-0s)#

debug tacacs+ aaa-request-1ow evel

UCS-A(nx-0s)#

debug tacacs+ al

UCS—-AS—MXC-P25-082-A# connect nxos

Cisco Nexus Operating System (NX—0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco andfor its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licemses, such as open source. This software is provided "as is," anmd unless
otherwise stated, there is no warranty, express or implied, including but not
limited te warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licemsed under

the GNU General Public License (GPL) version 2.8 or

GNU General Publie License (GPL) versien 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
UCS—-AS-MXC-P25—02-Alnx—os)# terminal monitor

UCS—AS-MXC—-P25—82-A(nx—os)# debug tacacs+ all

2823 Jun 26 B4:42:22.10428B6 tacacs: event_loop(): calling process_rd_fd_set
2823 Jun 26 @4:42:22.104311 tacacs: process_rd_fd_set: callimg callback for fd &
2823 Jun 26 B4:42:22.104341 tacacs: fsrv didmt consume 182 opcode

2823 Jun 26 B@4:42:22.104994 tacacs: mts_message_handler: sdwrap_process_msg
2823 Jun 26 @4:42:22.1085@11 tarare: nracescs rd _Td_set: callback returned for fd &
UCS—AS-MXC—P25-82-A(mx—0s)# debug aaa all

« RIZ, HLLVGUIELZRCLIEY 3> ZHE, UE—RNI—H(TACACSHELTOT 1Y
LET,

s OJAVKRBAYE—DRZELES, Y23 EALDZTNYITEFTICTDN, C
ODOXY RZFEALET,

UCS-A(nx-o0s)# undebug all

ISET MO — XK TACACO i RE

« ISETIE, UCSMAadminE =z Z0MHOO—)LICHST IO ZEIV) TR HICHE
BEMETTACACS7O7 7AIINERETIHRIC. COBENRTENET, RERZVED



Vv 033, COBENRTENET (RORZSR) .

Error

You have entered an invalid character

COIZ—IF., ROFTEAhttps://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc91917 ( & &1
—HER ) FRETRELET. COTESICHUTERFAERIEL T LEEL,

ISEOL E1—

ATY 7 1 : TACACS+H—EARATFTEUTAHFRITENTVRHESHZHIELET., chiFAXD
KOICFIVIAUTERT,

+ GUI:Administration > System > DeploymentT, *#—E ADEVICE ADMINE £ £I(2 ./ — RA"
RRENTVBRIHLESHEBRBLET,

« CLI : O~ Rshow ports | include 49%Z3£1TL T, TACACS+ICB T B TCPR— N IC#ZEHAH
HBDEEBELET

<#root>
ise32/admin#

show ports | include 49

tcp: 169.254.4.1:49, 169.254.2.1:49, 169.254.4.1:49, 10.31.123.57:49

AT Y 7 2TACACS+EREEEITICEEL Tlivelogs A H 2N ES D EBIBLET, hik.
Operations > TACACS > Live logsDJEICX — 1 —THFETEEX T,

BFEORRICISUT, REZHABLLY, BEORRICHAL LY TEXT,

= Cisco ISE Oparations - TACACS A Gbtm st O @ @ 4

Lhve Logs
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https://tools.cisco.com/bugsearch/bug/CSCwc91917

ATY 7 livelogh "RR"ENBWVWEEEF., NTY MFv7F+Z321TL., Operations >
Troubleshoot > Diagnostic Tools > General Tools > TCP Dump® JEIC X Z1—I(CB&L. on

addZERL £7,

= Clsco ISE

Barae sl Tooin

Freaitan Tonin

UCSMARREEZIEEL TWARU—H—ER/—RZBRL, 712 T, BIENEEETNT
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