ISE#EE (2 & DFlexVPNDERE
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BUdic
sh14m
Bt

EATBIVR=—ZV b

Bt

BXIE
2y hO—5 R
ATYT1: NTDEE

ATV T2 AR—JVDERE
AT Y T3ISEQRE
ATY 731 1—Y IN—TOER BLERY NI—IF/N{AQEM
ATV 732 R —t Y NOFEE
ATV 733 HARIS—DFRE
R
ES7Na—h
EXEESFIA

FL®IC

ZMRFI1XNTIE, Cisco Identity Services Engine(ISE)Z £ L TFlexVPNZE&REL ., AR
—JICRREZEMICEN) HTHHEICODVTHALET,

AR SR

2
ROEBCETD AN D N ERENET,

« Cisco Ildentity Services Engine(ISE)DE&E
« RADIUS 7O N3

. Flex/N\—F ¥ LTS 4 R— K%Y NI —% (FlexVPN)
FEATD I AR—FU B
CORFIXYRE, ROYTRIIFEN—KRIIFON—TIVIETVTOVET,

+ Cisco CSR1000V(VXE) : /N\—2 32/17.03.04a
 Cisco ldentity Services Engine(ISE) - 3.1

CORFIXVNOERE, FEOZRARELHZTNARACETVWTEREhELEZ, COR
FAXVRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE



T, KBEPOZYRD—IUTR., BOAV UV RICEK>TRIADAHEMNI HZDEEE T OHEELT
<kEEL,

S

A ;&
XY RD—UK

FlexVPNIZ, ATR—O L DEHGEEIL, BEERNS 74V VEBRAARICTIRENDRERE
WYEHTBRENTEET, CORTRE, RAR—IDFNTICERTIEIC, AR—INFBTDTIL
—TFEERTSOFICBUTR U RILY —ABLUEDHCPT =L O/NT A =N EV) HTs5hD
&SIZ, FlexXVPNNISEEHET B HEERLTVET, AR—VORILICFAEEFEAL., XIZ
RADIUSZRFRAIB RO T HI T4 T —NE L THERITBISEZFRALET,

GigabitEthernetl ‘,'
192.168.19.20 - RED_GROUP

Flex\'PN Hub
192 168 0.0/24 e
'|Iij’4‘IIII-qEE;?IIIII’> Internet
5 GigabitEthernet2 -
192.168.0.10 GigabitEthernstl
192.168.10.10

pre
= BLUE_GROUP
I

GigabitEthernstl
192.1658.18. 38

FlexVPN & ISED S
ATY 71 N\NTOHRE

al—ZAHAEERTFIDELD CtuspointZRELET. AR— T OFRLEICKAAENI FRAEIE
ER

crypto pki trustpoint FlexVPNCA
enrollment url http://10.10.10.10:80

subject-name cn=FlexvpnServer, o=Cisco, OU=IT_GROUP
revocation-check cril

b. certificatemap’é%ﬁi L ijo certificatemapo) = E’:”i\ )L_g L:@ﬁ@%ﬁﬂﬂ %75‘4 JARN=IlLEhTW
PHZEIC. BEECNAEBRIIESVTCAIHEZRBIISLTBETSHIETT,

crypto pki certificate map CERT_MAP 5
issuer-name co ca-server.cisco.com


http://150.19.30.200:80

CTENAARTHERAETH I T4 BICRADIUSseveZERELE T,

aaa new-model

!

aaa authorization network FLEX group ISE

aaa accounting network FLEX start-stop group ISE

d. RADIUSRZ 7 1Y UDIPT RLA, BER—bN, EF— BLVOPEBFERAE—TIA(AR
Eﬁﬁﬁ LT FRADIUS server group Eiibiﬁ'o

radius server ISE25
address ipv4 192.168.0.5 auth-port 1645 acct-port 1646
key ciscol234

aaa group server radius ISE
server name ISE25
ip radius source-interface g2

e. Ioopbackinterfaces’i’%ﬁibﬁ?o Ioopbackinterfac&sw: RORILDY—AEHREL TERE h, BEHiEh
TVWBITIIL—7ICIUTENICEI) ETShET,

interface Loopbackl00

description RED TUNNEL SOURCE

ip address 10.100.100.1 255.255.255.255
|

interface Loopback200

description BLUE TUNNEL SOURCE

ip address 10.200.200.1 255.255.255.255

fON—78IC TiPlocalpooly ZEELE T,

ip local pool RED_POOL 172.16.10.10 172.16.10.254
ip local pool BLUE_POOL 172.16.0.10 172.16.0.254

9. EIGRPZREL T, EJIN—T0ORYND—0ZT RNEZALAALET,

router eigrp Flexvpn

address-family ipv4 unicast autonomous-system 10
topology base

exit-af-topology

network 10.100.100.0 0.0.0.255



network 10.10.1.0 0.0.0.255
network 10.200.200.0 0.0.0.255
network 10.10.2.0 0.0.0.255
network 172.16.0.0

7E:FlexVPNIx. OSPF. EIGRP, BGPover VPNR > R BEDRAFZIVvIIL—F 1>
708N ZHR—BMLTVET, COHA RTIE, EIGRPHERAEZNTVWET,

h. cryptoikev2 name mangler Z 53X E L £ F o IKEv2namemanglerld . IKEV2RRRAI D 1 —H B ZHE T D =HI(C
FREIhET, COBE, AR—JLOFAEHNSOEABI Y MOU)BHREZFRIAO I —FE
ELTHEATAESICREENTVET,

crypto ikev2 name-mangler NM
dn organization-unit



i. IKEv2profile® ERE U FE T, cerificaemap. AAA server group, 8 & U namemanglere IKEV27'O7 7 4 JLAAT
SRENET,

COBRBEDIFIATREK. O—HILBELPUE—RNRIENRASGELTEREENTVET,

(ROBETEEENTVWDERSIC) oganizaionunitDBEE/NAT—RIC—HRTHDI—HFEZHFD
Ciscol2d—AINI1—HTHJ> N%E TRaDIUSsever) THERTDHREN HV)ET,

crypto ikev2 profile Flex_PROFILE

match certificate CERT_MAP

identity local dn

authentication remote rsa-sig

authentication Tlocal rsa-sig

pki trustpoint FlexVPNCA

dpd 10 2 periodic

aaa authorization group cert Tist FLEX name-mangler NM password Ciscol234
aaa accounting cert FLEX

virtual-template 1 mode auto

j. 1Psec profileZ B TE L, IKEv2 profile® SR L £ T,

crypto ipsec profile IPSEC_F1exPROFILE
set ikev2-profile Flex_PROFILE

K. virtua-templaeZ ER L F T < DIAN > RiE, Tvirnva-accessinterfaces ZHER L., ER L 2 Tipsec
profile; 2> OB EHICHERALET,

IP7 RL A% L T Mvirtua-templates ZERELE T, < Nldk, rabDIUSseverll K2 TEIV) BTSN B -
HTI,

interface Virtual-Template2 type tunnel

no ip address

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel protection ipsec profile IPSEC_F1exPROFILE

2D MloophacksZ FREL TAHRRY ND—D%Z2Z1L—KT %,

interface Loopbackl1010

ip address 10.10.1.10 255.255.255.255
I

interface Loopback1020



ip address 10.10.2.10 255.255.255.255

ATY T2 AR—UDEE

AAR—TIIN—RDIHEERTFTDRS (CtruspointZFEEL F 95

crypto pki trustpoint FlexVPNSpoke

enrollment url http://10.10.10.10:80
subject-name cn=FlexVPNSpoke, o=Cisco, OU=RED_GROUP
revocation-check crl

b. certificaemapZ ERE L T T o certificaemap® BV IE, IL—RICEBOMRAEN 1A=L h TV
PHEEI, BEETNEBRICESVTAHEZRIBRVPBETRH LT,

crypto pki certificate map CERT_MAP 5
issuer-name co ca-server.cisco.com

c. AAAO— jj)llnluji‘y I\'7—77EEQEL/¥3'0

aaa authorization network AN¥ > Rk, ZY RD—OH—EAICEETEH T IV ELRAERZEATS
EOHICEHAShET, RBERIC, I—HNEREhEH—ERAICTIOEATRERZF>TWVS
DEDIHEERTIEEXEEENET,

aaa new-model
aaa authorization network FLEX local

d. IKEv2 profileZ® ERTE LU E T o certificae mapd & TFAAA authorization localld, ke profile CSHBENE T

o

O—ALBRTVE—RFRIERF. XOXSICREENET rRASG.

crypto ikev2 profile Flex_PROFILE

match certificate CERT_MAP

identity local dn

authentication Tocal rsa-sig

authentication remote rsa-sig

pki trustpoint FlexVPNSpoke

dpd 10 2 on-demand

aaa authorization group cert Tist FLEX default


http://150.19.30.200:80

e. IPsec profile’® FREL. KB profile.

crypto ipsec profile IPSEC_F1exPROFILE
set ikev2-profile Flex_PROFILE

f. tunnel interface® ERE L T T o tunnd interfaceld ., FFARRICESTVWTNTAS N RIIPFRLAEZS
BFIBDEDOICEEETNTVET,

interface TunnelO

ip address negotiated

tunnel source GigabitEthernetl

tunnel destination 192.168.10.10

tunnel protection ipsec profile IPSEC_F1exPROFILE

g.7\7J'3—'70)I:I—7J)L?~‘y RD—08B KVunnd inteface’E 7 RINZAAXALBEAN S, EIGRPZEREL
£¥9,

router eigrp 10
network 10.20.1.0 0.0.0.255
network 172.16.0.0

AEERY ND)—0%Z2ZT1L—FTDES ClooprackZFREL £ 6

interface Loopback2010
ip address 10.20.1.10 255.255.255.255

AT Y T 3ISEDERTE
ATFY731: A=Y, FIL—T0ER. BLOFRY NT—IF/N1 ADEM

a.ISEY—/NIZO% 4 > L. Administration > Network Resour ces > Network DeviceslC 5B L £ 9,



Cisco ISE

Dashboard Cor ity Operations Policy Administration

Recent Pages
Natwork Rasources puGrid Services

Feed Service

Device Portal Managomant Threat Centric NAC

Identity M

BB -RYRNI—OUVY—RA-YNIT—=UFNARA

b. addZE 2T YL T, FlexVPN/\T7 ZAAADSA T RNELTEELE T,

Network Devices

L, Import Ty Export Delete

O Mame IP/Mask Profile Name Location Type Description

Selected 0 Total 1

| FlexVPN_Hub & Cisco (D) Al Locations All Device Types

AAAD S AT > ML TOFlexVPNIL—Z DEM

C.XYND=UOFNAADBBEIPTRLA71—)LRZASLL TH S, RADIUSAuthentication
SettingfRY JAICTF IV IR —0 %2 ANT, shacdsecoret ZBIMLET, HAWMB/NAT—RE,
FlexVPN/\7 TRADIUSH —NT I —TZERL EEZICEALEEOEALUTHEFNERY F
BA, Z20)Y I LET, sae

Newwork Devices List FlexVPMN_Hub

Network Devices

Name Flex\VPN_Hub

Description

IP Address “IP: I 32 {8k N

XY RNIT—=TOFNAADIPT RL A



~ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

Shared Secret Show

[] Use Second Shared Secret (7)

networkDevices.secondSharedSecrat Show

CoA Port 1700 Set To Default
XY RND—=OFNAAOHEBEF—

d. Administration > Identity Management > Identitiesl_ BB L £ 9,

X Cisco ISE

Dashboard

Policy Administration

Recant Pages
System Network Resources pxGrid Services

Feed Service

Thraat Cantric NAC

Identity Managemant

Id

EE - EEORME - &5

eT—NOO—AWNF—ER—-ALCHLVWI—FZERKTDICE. AdEIVYILET,
Usernamed & O Login PasswordZ AL E T, 1—H B, AAEOMAEOHE[MEM(OV)DELRL
BEHITY, QA NAT—RE, IKev2Z’ A7 7AILTHEELENAD—REBUTHZIHEN
HYET,

Z0)Y IO LET, sae



Network Access Users

Selected 0 Total 2 L <'::'_f
<* Change Status Impaort T, Export ] Delete Group
Status Username Description First Name Last Name Email Address User ldentity G... Admin
] Enabled § BLUE_GROUP
[_' Enabled RED_GROUP

EE - EEOMA - &5

~ Network Access User

* Username RED_GROUA

Status Enabled

Email

~ Passwords

Password Type: Internal Users ~w

Password Re-Enter Password
* Login Password ===+ I} | Generate Password ’.
Enable Password | Generate Password

IIN—TEREBEMNELERL
ATY732:RIV—tY NOKRE
a. Policy > Policy SetsIC IBBIL £ T o

X Cisco ISE Q, Wi ge are you looking for?
Dashboard Policy

Recent Pages
Policy Sets Profiling

Posture Client Provisioning

Policy Elements




RUS—KUS—tY K

b.BEEAROKNZI)YILT, F7AILRNDOEARIS—ZBRLET,

Policy Sets
) Status  Palicy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View
[ Botault Default policy set Defaull Netwerk Access <3 2 8 >

BEDORY S —DiRE

C. Authentication Policy DAEICH B ROY A I X Z1—DOKRMNZIVY O LTEBALET, RIZ,

addFAAVEIVYOLTHLVWIL-IILZEMLET,

Authentication Palicy (2)

Dsulus Rule Name Conditions Use

FREEARY Z—mia

dIL—ILDOZHE ZAHNL,. Conditionsd| Tadd( 7 A A &BIRL E T,

s Authentication Policy (2)

¥ Status Riile Namé Canditions Use Hits

nte s
D ' Options

BEKY Y — DR

e. Attribute Editor7T ¥ ARRY D RAZ I 1Y UL, nNasipAaddesP A A2 0 )Y OLET,
FlexVPN/\7 DIP7 RL A(192.168.0.10)Z AL £ T,

Hits  Actions

X
Conditions Studio
Library Editor
®
Radius-NAS-IP-Address

(o]=]o]a]e|s]a[F|=]a]r]c][s]0]t]<] o
X | L[ ) Equals w

Catalyst_Switch_Local_Web_Aut Set to *Is not Duplicate

hentication

EAP-MSCHAPvV2 NEW AND OR



Authenticate FlexVPN Hub

+ Authentication Policy (3)

Status  Rule Name Conditions Use

Internal Users

[ FlaxVPH ©  Radlus NAS-IP-Address EQUALS
> Options

FRRER) > —

ATY 733 FAR)—DERE

Hits  Actions

a.@t%t:éb%v HDV7°QI7>X:1_®9EEDEQU‘y7AuthorizationPoIicle_CJ§Faﬁl/gfa'o ;i(r:\ add

OTAA2Z22 )Yy OLTHLWIL—IILZEMLERT,

I -~ Authorization Poliey (13) I

Results

D Status  Rule Name Conditions Profiles Security Groups

FMUOVHATRUS —OEK

b L= DOEZRIZAHL, ConditionsF|D TICHBDadd T A A ZBIRLE T,

Autherization Palicy (3)

Results

Status  Rule Name Conditions Profiles Security Groups

) D Select from list Select from list

$L WL — )L D4R

Hits  Actions

Hits  Actions

c. Attribute Editor7 ¥ ARNRY VA& TV I UL, swjet7A A& D) Y DI LET, Network Access-

UserNameE'&Eig:lezfj'o



Library Editor
- ®
Search by Name
I Network Access-UserName |
(o[=[o]=]e[2|zlp|=|z]2[c]2]0]k]=)
Select attribute for condition
i [5] BYOD_is_Registered 9‘ |D|I‘-‘6‘Q‘E‘E“ |B‘E|@ﬁﬁ"&“?
= Catalyst_Switch_Local_Web_Aut Dictionary Attribute D Info
— hentication
All Dictionaries hd Attribute 1D
= _| Compliance_Unknown_Devices . WEUWUIA ALLEDD AL USE WIS wann a
o 1 MNetwork Access AD-User-Jain-Paint
=] Compliant_Devices
1 MNetwork Access UserMName
| EAP-MSCHAPv2
1 PassivelD PassivelD_Username
R L Radius Uszer-Name 1
XY ND—=OT VEADEIR - UserName
== . = . . . Ay
BH T & U TcontainsZIBIR L, FEEAE D Organization-UnitfEZEML £ 7,
X
Conditions Studio
Library Editor
®
Search by Name
Network Access-UserName
°|§|D|ﬂ|@|;|m|g‘|@|a|E|@|"‘|°|E |?| B 8 m RED_GROUP 5]
i [] BYOD_is_Registered Set to 'Is not' m
: Catalyst_Switch_Local_Web_Aut
* = hentication MEW AND  OR
TIN—7EDEM
e. Profiles DS LA Tadd T A1 %& D) Y U L., CreateaNew Authorization ProfileZ IZIR U £ 9,
v Authorization Policy (3)
Results
@. Status  Rule Name Conditions Profiles Security Groups Hits Actions
) Search
(] RED=GROUP 1 mMetwork AccessUserName CONTAINS RED_GROUR Belect from list D Select from list 122 {‘t:"}

HFLULRETZO7 7 AI)LOEM

f.profile® A 11 U & 9 (profile Name)o

Profiles

&
1




Authorization Profile

Mo
ame l FlexVPN_RED| I

Description

* Access Type
ACCESS_ACCEPT hd

MNetwork Device Profile 3 Cisco e 3

Service Template L

Track Movement

Agentless Posture L

Passive Identity Tracking ||

AATO77AMINICERZRTET,

J. Advanced Attribut%SettingsL:%EJ LET, ;5'&(::\ Z.—‘.fﬂlJOD RO v 709"7 IXZ_1—nH 50isco—av-pair]§’|’i78
BIRL, JI—TIZWU TFIexVPNAR—ZIZEVWEHTShTVRIEHZEMLET,

COBITEYITIRERFROERYTY,

s KERELTN—TNY DA B—TIARZE)ETEY,
« AR—IHIPTRLAZEIFEIZD T —ILEZEELET,

route accept anyJ& T & route set interfacelB A R W E RAR— T IZIL— KA ELLK T RNZALA XEhizWi=d
L CNSOEMBHSETT,

Access Type = ACCESS_ACCEPT

cisco-av-pair ip:interface-config=ip unnumbered Toopbackl00
cisco-av-pair ipsec:addr-pool=RED_POOL

cisco-av-pair ipsec:route-accept=any

cisco-av-pair ipsec:route-set=interface



~ Advanced Attributes Settings

**  Cisco:cisco-av-pair w iptinterface-config=ip unnumbr v ==
S Cisco:cisco-av-pair v 7 ipseciaddr-pool=RED_POOL ~ ==
i Cisco:cisco-av-pair ~ 7 ipseciroute-accept=any v
i Cisco:cisco-av-pair ~ 7 ipseciroute-set=interface v o= 4

~ Attributes Details

BELEMEORTE



I BMOIEE (BE. B, B, FIEE ) IZDOWTIE., FlexVPN RADIUSE 4:%E
H4A RESHBLTISEZTY,
FleXVPNES KUV A U BZ—FY RF—TIAFIVI(IKEWNN—2 32200 74F1L—
3> 44 R, Cisco IOS XE Gibraltar 16.12.x

h. profiles 1 5 Al authorization profileZZ B V) HTE T,

Autharization Palicy (11)

Select from list

i.saveZ 7Y ILET,


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html

ﬁﬁ'u\

* showipinterfacebrif 1N > RZEFERAL T, 2RI, N—=F+¥ILFT>7FL—Kh, BXKTEN—F
YWTOELADAT—RAZHBRALET,

g

NT TR, RET>TL—RNOup/downAT—RAREET, RET7 VAR, \TELnEH%E
AL, uplupAT—RAZRTAR—VZEILERENET,

<#root>

FT1exVPN_HUB#show ip interface brief

Interface IP-Address OK? Method  Status Protocol
GigabitEthernetl 192.168.10.10 YES NVRAM up up
GigabitEthernet2 192.168.0.10 YES manual up up
Loopback100 10.100.100.1 YES manual up up
Loopback200 10.200.200.1 YES manual up up
Loopback1010 10.10.1.10 YES manual up up
Loopback1020 10.10.2.1 YES manual up up
Vi rtual - Accessl 10. 100. 100. 1 YES unset up up
Vi rtual - Tenpl at e2 unassi gned YES unset up dow

AR—=DTlE. NFRILAVE—TIARAGTIL—TICEIHETSnET=IASIPTRLA%E
ZEL. uplupAT—2ARAZRLULET,

<#root>

F1exVPN_RED_SPOKE#show ip interface brief

Interface IP-Address OK? Method  Status Protocol
GigabitEthernetl 192.168.10.20 YES NVRAM up up
Loopback?2 10.20.1.10 YES manual up up
Tunnel O 172. 16. 10. 107 YES nanual up up

e AN~ I\Eﬁﬁﬁ bf@’o show interfaces virtual-access

configuration

F1exVPN_HUB#show interfaces virtual-access 1 configuration
Virtual-Accessl is in use, but purpose is unknown
Derived configuration : 232 bytes
I
interface Virtual-Accessl
ip unnumbered Loopbackl00
tunnel source GigabitEthernetl



tunnel mode 1ipsec 1ipv4d

tunnel destination dynamic

tunnel protection ipsec profile IPSEC_F1exPROFILE
no tunnel protection ipsec initiate

end

« showcryptosession AN~ RZFERAL T, L—RBICEF 1T BEEIr BRI A TVWD L ZHE
mlLET,

F1exVPN_HUB#show crypto session
Crypto session current status
Interface: Virtual-Accessl
Profile: Flex_PROFILE
Session status: UP-ACTIVE
Peer: 192.168.10.20 port 500
Session ID: 306
IKEv2 SA: local 192.168.10.10/500 remote 192.168.10.20/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

* showipeigrpneighbors 1N > RZEFEHAL T, EIGRP72 v —BENf O A NEEILET T
TWBzRLET,

F1exVPN_HUB#show ip eigrp neighbors
EIGRP-IPv4 VR(Flexvpn) Address-Family Neighbors for AS(10)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt  Num
0 172.16.10.107 Vil 10 00:14:00 8 1494 0 31

e =KD AR=DICTY21ENEleZBRITAICIE. IX ReowiproweZFEHAL E9,
- AR—D ED10.201.10)L—=FTNY DAL Z—=TITALAADI—KNIE, EIGRPIC&E 2T
NTIZZBENTHEY, RET7I9EAZNLTTIOEATEET

<ffroot>

F1exVPN_HUB#show ip route
<<<<< Output Ommitted >>>>>

Gateway of Tast resort is 192.168.10.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.10.1
10.0.0.0/32 1is subnetted, 5 subnets

C 10.10.1.10 is directly connected, Loopbackl010
C 10.10.2.10 is directly connected, Loopbackl020
D 10.20.1.10 [90/79360000] via 172.16.10.107, 00:24:42, Virtual - Accessl

C 10.100.100.1 1is directly connected, Loopbackl00



C 10.200.200.1 1is directly connected, Loopback200
172.16.0.0/32 is subnetted, 1 subnets

S 172.16.10.107 1is directly connected, Virtual-Accessl

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.0.0/24 1is directly connected, GigabitEthernet2
192.168.0.10/32 is directly connected, GigabitEthernet2
192.168.10.0/24 is directly connected, GigabitEthernetl
192.168.10.10/32 is directly connected, GigabitEthernetl

roOrr N

* 10.10.1.10&£10.10.2.100 )L— M ZEIGRPEEH TH B E h, TunnelOiEHTT U £ ATHE%:
RED_GROUP(10.100.100.1) D% E TIPEM TEETE TS

<ffroot>

F1exVPN_RED_SPOKE#sh ip route
<<<<< Output Ommitted >>>>>

Gateway of Tast resort is 192.168.10.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.10.1
10.0.0.0/32 is subnetted, 5 subnets
D 10.10.1. 10 [90/26880032] via 10.100.100.1, 00:00: 00
D 10.10. 2. 10 [90/26880032] via 10.100.100.1, 00:00: 00
C 10.20.1.10 is directly connected, Loopback?2
S 10.100.100.1 is directly connected, TunnelO
D 10. 200. 200. 1 [90/26880032] via 10.100.100.1, 00:00: 00

172.16.0.0/32 is subnetted, 1 subnets

C 172.16.10.107 1is directly connected, TunnelO
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.10.0/24 is directly connected, GigabitEthernetl

L 192.168.10.20/32 is directly connected, GigabitEthernetl

NZ7)L>31—hb

COtEo>a>TR, CORATOEAORNT TN 1—FT4 T ICRIODBHRERHLE T,
NoZILEZDI—2a>7OAEZFNYTTBICEF. ZROOX REFERLET,

debug crypto interface

debug crypto ikev2
debug crypto ikev2 client flexvpn
debug crypto ikev2 error



debug crypto ikev2 interna
debug crypto ikev2 packet

debug crypto ipsec
debug crypto ipsec error

debug crypto ipsec message
debug crypto ipsec states

AAAB KT'RADIUSOFNY Tk, AAR—VDORADORNS TN 21 —F 4 TIZRIEET,

debug aaa authentication
debug aaa authorization
debug aaa protocol radius
debug radius authentication

Working Scenario

CcoOJICRE, FATOLRENTGA—ROEN) HTHARTENET,

<#root>

RADIUS(000001A7): Received from id 1645/106
AAA/BIND(000001A8): Bind i/f

AAA/AUTHOR (Ox1A8): Pick method Tist 'FLEX'
RADIUS/ENCODE (000001A8) :0rig. component type = VPN IPSEC

RADI US( 000001A8) : Config NAS | P: 192.168.0.10

vrfid: [65535] 1ipv6 tableid : [0]

idb is NULL

RADIUS(000001A8): Config NAS IPv6:

RADIUS/ENCODE (000001A8): acct_session_id: 4414

RADIUS (000001A8): sending

RADIUS(000001A8): Send Access-Request to 192.168.0.5:1645 id 1645/107, len 138
RADIUS: authenticator 7A B5 97 50 F2 6E FO 09 - 3D BO 54 B4 1A DB BA BA

RADI US: User - Nanme




User - Passwor d

Calling-Station-1d [31] 14 "192.168.10.20"

Vendor, Ci sco

Cisco AVpair "audi t - sessi on-i d=L2L496130A2ZP2L496130A21Z| 1F401F4ZML34"

Servi ce- Type CQut bound

NAS- | P- Addr ess 192.168.0.10




RADI US( 000001A8) : Sendi ng a | Pv4 Radi us Packet

RADIUS(000001A8): Started 5 sec timeout

Received fromid 1645/107 192.168. 0. 5: 1645, Access-Accept, |en 248

authenticator BE F4 FC FF 7C 41 97 A7 - 3F 02 A7 A3 Al 96 91 38
User-Name [1] 11 "RED_GROUP"
Class [25] 69
43 41 43 53 3A 4C 32 4C 34 39 36 31 33 30 41 32 [CACS:L2L496130A2]
5A 50 32 4C 34 39 36 31 33 30 41 32 31 5A 49 31 [ZP2L496130A21711]
46 34 30 31 46 34 5A 4D 31 33 34 3A 49 53 45 42 [F401F4ZM134:ISEB]
75 72 67 6F 73 2F 35 33 34 36 34 30 33 32 39 2F [urgos/534640329/1]
32 39 31 [ 291]

Vendor, Ci sco

Ci sco AVpair [1] 47 "ip:interface-config=ip unnunbered | oopbackl100"

Vendor, Ci sco

Ci sco AVpair [1] 26 "ipsec: addr- pool =RED_POOL"




RADI US: Vendor, Cisco

RADI US: Ci sco AVpair [1] 27 "ipsec:route-set=interface"

RADI US: Vendor, Cisco

RADI US: Ci sco AVpair [1] 24 "ipsec:route-accept=any"

RADIUS(000001A8): Received from id 1645/107

%LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to down
%SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console
AAA/BIND(000001A9): Bind i/f

INFO: AAA/AUTHOR: Processing PerUser AV interface-config

%SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console
AAA/BIND(000001AA): Bind 1i/f

INFO: AAA/AUTHOR: Processing PerUser AV interface-config

%SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console

4.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Virtual -Accessl, changed state to up

AAA/BIND(000001AB): Bind i/f

RADIUS/ENCODE (000001AB) :0Orig. component type = VPN IPSEC
RADIUS (000001AB): Config NAS IP: 192.168.0.10

vrfid: [65535] dipv6 tableid : [0]




idb is NULL

RADIUS (000001AB): Config NAS IPv6:

RADIUS (000001AB): Sending a IPv4 Radius Packet

RADIUS(000001AB): Started 5 sec timeout

RADIUS: Received from id 1646/23 192.168.0.5:1646, Accounting-response, len 20

OBDUAL- 5- NBRCHANGE: ElI GRP-1Pv4 10: Nei ghbor 172.16.10.109 (Virtual - Accessl) is up: new adjacency
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