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Router A Router B

- —— GigabitEthernetl . e

GigabitEthernsetl
192 168.0.10 192.165.0.20

Site_to_Site_ X414 7 I 5 I

ATY 71 L—2ADERE

a. IKEV2ZOR—HIIERVS—ZEBLET,

b¥—U2JEREL, ETORAEICEAT DEnss+—(PSK)ZANLET,

C.IKE27O77ALEERL ., #+—U>sZE|)HTET,

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-cbc-256

integrity sha256

group 14

|

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL

!

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 192.168.0.20

pre-shared-key local ciscol23
pre-shared-key remote ciscol23

!

crypto ikev2 profile FLEXVPN_PROFILE
match identity remote address 192.168.0.20
authentication remote pre-share
authentication local pre-share
keyring Tocal FLEXVPN_KEYRING
Tifetime 86400

dpd 10 2 on-demand
!



B> NiKEv2 smart DefaultsHERE Tk, BEAEDQFERABIED/N—LTWVB 8, AexvPNnDER
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d. RS>2E—rEy hEERL, T—2ORBICEAITZIBESATILIVALENY I TITY
ALZEHELET,

e.lpsc7on7 74V EERLET,

!

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE



set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

FRRINAR—TIARAERELET,

|

interface TunnelO

ip address 10.1.120.10 255.255.255.0
tunnel source GigabitEthernetl
tunnel destination 192.168.0.20

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.10 255.255.255.0
!

9HZAFIVIN—TFTAVIDRE O RILAVER—TIARAZT RNEZAXLET, TDE,
ROZRILNEZBBITDVENHBIMORY ND—D&T RNZRAAXATEET,

router eigrp 100
no auto-summary
network 10.1.120.0 0.0.0.255
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C. KEv27O7 74 LEERL, -5 &EIVHTEKRT,

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 192.168.0.10
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!



crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 192.168.0.10
authentication remote pre-share
authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

Tifetime 86400

dpd 10 2 on-demand
!

d. RSY2E—rEy hEERL, T—R2ORBICEAIZIBESATIIVAXLENY I TILTY
ALZEHELET,

e. Pec7O77 A LEMER L, BICHER LU EIKEV2ZO7 7PAINERNRT VAT A —LtY NEEIVWY
TET,

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

=

f.hozl1>2—7142%ZKELET,

|
interface Tunnel0

ip address 10.1.120.20 255.255.255.0

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

g RRINADVE—TIARET RNRAXTBDRSICRAFTZVIN—TFT AT ERELET
o TDE, NORIINEZBBIDIMLENHIMORY ND—DZT RNRAAXTEET,

router eigrp 100
no auto-summary
network 10.1.120.0 0.0.0.255



« show ip interface brief AN > RZEFEAL TR RILA 2V E—T IA ADAT—RAZHER
 RORIUDTYTITYTOART—RATHBDEZHRBLET,

<#root>
RouterB#

show ip interface brief

Interface IP-Address 0K? Method Status Protocol
GigabitEthernetl 192.168.0.20 YES  NVRAM up up
TunnelO 10.1.120.11 YES manual
up

up

1. show crypto ikev2 saTdN > RZFEAL T, L—RBICEF1T7EERIfrBILThTVSC
EEBFELET,

<tfroot>

RouterB#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
2 192.168.0.20/500 192.168.0.10/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK

Lifel/ Active Tine: 86400/3139 sec

IPv6 Crypto IKEv2 SA

« show cryptoipsecsa_IN > RZFEHL T, encaphJ X &decapshI > ZAEML TL
DLEEMRBID LKLY, RTZT1VIPNBEEATEY., NOXILEBBLTVS
CEZBABLET,

<#root>



RouterB#

show crypto ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0, Tocal addr 192.168.0.20

protected vrf: (none)
Tocal ident (addr/mask/prot/port): (192.168.0.20/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.168.0.10/255.255.255.255/47/0)

current_peer 192.168.0.10 port 500
PERMIT, flags={origin_is_acl,}

#pkts encaps: 669, #pkts encrypt: 669, #pkts digest: 669

#pkts decaps: 668, #pkts decrypt: 668, #pkts verify: 668

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0O
Tocal crypto endpt.: 192.168.0.20, remote crypto endpt.: 192.168.0.10
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: O0x93DCB8AE(2480715950)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox89Cl41EB(2311143915)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5578, flow_id: CSR:3578, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0

sa timng: remaining key lifetime (k/sec): (4607913/520)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: Ox93DCBSAE( 2480715950)

transform: esp-256-aes esp-sha-hmac ,



in use settings ={Tunnel, }
conn 1id: 5577, flow_id: CSR:3577, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0

sa timng: remaining key lifetime (k/sec): (4607991/3137)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

outbound ah sas:

outbound pcp sas:

« show ip eigrp neighbors X > RZER L T, EIGRP7Z ¥ > —BEENMOY 1 N
MENTVWBREZH\RELET,

RouterB#show ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 10.1.120.10 TuO 13 00:51:26 3 1470 0 2

INT T > RAR—2FlexVPN

NT TV RAR=VRNROD TR, BHRORAR—IIL—FNFFRONTIL—ZFICEHELET,
NERERF. AR—INFEICNTEBETZIFIFICREBETT, FlexVPNTIE, BEMNEES®H
PEHICAAFTIVIRN RN ERETEET, NTRIKEV2IL—FT 10 EFERALTAR—7Y
L—=—RIZI—hrZBEHL, >—ALALABERZERLET., RICRIRSIC, CORETE. /\
T EAR—TOEOVPNEL:, BRUEBOAR—IEDBNEREBITDIRSIC/\NTERE
I2H%, ESICAR—IVZEMTHIHEICOVWTHBALET,



Spoke A
GigabitEthernstl
192 .168.8. 26
Hub
- -T-.
@igabitEthernstl
192.168.0.10 ) _
Spoke B
GigabitEthernsetl

192.168.8.3@

Hub_and_Spoke_Diagram ( /N7 7> RAKR—U K )

ATY T NTORE

a. IKE2Z’ OR—HIIERVS—ZEBLET,

b. #—uUr s &BREL, AR—VORIICERTDEana+—(PSK)ZEADLET,

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

|

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

cCN\NTIL—RTAAAY—ERZEBMIZL, O—HILFNA AREHLSORIS—%IBETS
AexAuh&E WD BRIDORY NDO— ORIV AN EEEZLET,

!
aaa new-model



aaa authorization network FlexAuth Tocal
!

d. 10112 ~ 10112540 T RL AZ ETFexPood E VD BRIDIPF RLAT—LEERXRLET, COT—)
. AR—VDORNZINAVEZ—TIAAIZIPPRLAZEBNICEI) HTHEOICERAENE
ER

ip local pool FlexPool 10.1.1.2 10.1.1.254
!

e. AexTraficE WO BRI DEEIPT VLAV AN EEZL T, XY NJ—210.10.1.0/24%FF L
T CDACLIE., PO RILBHTFIexXVPNAR—IICEET D =HIC, AR—2ICTvS1Ech
P2FRYRND—UBREERELET,

!
ip access-Tist standard FlexTraffic

permit 10.10.1.0 0.0.0.255
!

TORAUVARNEIPT RLAT =)L, kKev#T £y s -TSRENET,

crypto ikev2 authorization policy HUBPoTicy
pool FlexPool
route set interface

route set access-1list FlexTraffic
|

fke27O77 /L EERL, - 7 EAAAFRAI T I —T%EV)HTET,

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth HUBPolicy
virtual-template 1



g. h5oRE— Rty N EERL, T—2ORBICEAITZIESLLTILIVXLENYZ2TITY
AL'EEELET,

h. 1Pec7O7 74 LEAER L. KE2ZO77ALEERBAD RS 2K— Yy hEEIV) HTET,

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

i. virtual-template 1%Z typetunnd E U TEREL KT 1 VX —T I A4 AZIPFUFVN—KRFPRLAE L TSR
L. IPec7m 7740 %

!
interface virtual-template 1 type tunnel
ip unnumbered loopbackl

tunnel protection ipsec profile FLEXVPN_PROFILE
I

interface Loopbackl

ip address 10.1.1.1 255.255.255.255
!

ATYT2: AR—UDHRE
a. IKEv2Z7’'OR—¥I)ILERD S —EEEBLET,
bx—UVITEREL. NTICHTHIRAICEAENZD2BIEEF—(PSK) ZEADLET,

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
|



cN\NTIL—BTAAAY—ERZBMICL. O—HALFNA RARENP SORIS—ZEETS
FlexAuth& WS BRID R Y RO — UV AR ZERELE T, RIC, IPPRLAEIL—NZ
FleXVPNAR—DIZT Y2 1§D RSICE—ROVT74F21L—23 RV —ZRELET,

aaa hew-model

aaa authorization network FlexAuth Tocal
|

d. FlexTrafficE WD BEIDEZEEIPT VAV ARNEEEZL T, XY NJ—210.20.2.024%FF L &
T, COACLIE, FORILNZBBIZDEDICCOAR—IICE>THEETNDRYNT)—DU%E
ELET,

|
ip access-Tist standard FlexTraffic

permit 10.20.2.0 0.0.0.255
!

TOEAJANEKEFT£Y s -THVWHTSNET,

crypto ikev2 authorization policy SpokePolicy
route set interface

route set access-1ist FlexTraffic
1

e. Ikev27O77 AL EHEEL ., - s EAAAFR T —TZEHTET,

|

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy

fRSVAR—FEY NEERL. T—2ORBICFEATAIESHTILIVALENYZ 2T
VALZERLET,

g.IPsecZ7O7 7 A ZEKRL . BICERLZIKEZZO77AINERTAR—NEY NZ2EV



HTERT,

!
crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac

mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

hZ2dI—hEhEIPPRLAOZONT A ZFERALTR Y RILAVE—T I/ RAZHRELE
T, cOTONTAE, NTETREEhET—IASEEBENET,

I
interface tunnel 0

ip address negotiated

tunnel source GigabitEthernetl
tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
!

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

show ip interface brief X > RZ2FEAL T, 2RI, N—=F¥ILFTTL—b N—F¥ILT
TEADAT—R2AZBALET,

NT TR, RET>TL—RMNODAT—RARTYTIZIOT, ChIFEETY, RET
AR, NTEOBGEEILL., PYTITYTAT—RA%ZRTAR— 7;.<‘:L_1’15}55?,'c’51’l
ia“o

AR=DTTE, NZRINAVEZ—=TIALAANIPTRLAZZEL., uplupAT—RAZRL
'Cb\ia“o

<tfroot>

F1exVPN_HUB#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.10 YES NVRAM up up
GigabitEthernet2 10.10.1.10 YES manual up up
Loopbackl 10.1.1.1 YES manual up up

Vi rtual - Accessl 10.1.1.1 YES unset up up



<<<<<<< This Virtual-Access has been created and is up/up
Virtual-Templatel 10.1.1.1 YES unset up

F1exVPN_Spoke#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.20 YES NVRAM up up
GigabitEthernet2 10.20.2.20 YES manual up up
Tunnel O 10.1.1.8 YES manual up up <<<<<<

The tunnel interface received an IP address from pool defined

« show crypto ikev2sa N> REFRAL T, NTERR—VBICEF 1T BRI BILES

TWBExERLET,
<#root>

FTexVPN_HUB#
show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 192.168.0.10/500 192.168.0.20/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/587 sec

IPv6 Crypto IKEv2 SA

« show cryptoipsecsa_ N> RZFEHL T, encaphJ > X &decapshI > ZAFEML TL
BLEBRIDEICKY, NTTA4VINBEESHENTEY, FoRILZBBLTWVWS

CEZBABLET,
<#root>

F1exVPN_HUB#

show crypto ipsec sa

interface: Virtual - Accessl



Crypto map tag: Virtual - Accessl-head-0, |ocal addr 192.168.0.10

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.0.10/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.168.0.20/255.255.255.255/47/0)
current_peer 192.168.0.20 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0
Tocal crypto endpt.: 192.168.0.10, remote crypto endpt.: 192.168.0.20
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxAFC2F841(2948790337)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox7E780336(2121794358)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5581, flow_id: CSR:3581, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-h

sa timng: remaining key lifetime (k/sec): (4607998/3010)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxAFC2F841(2948790337)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 5582, flow_id: CSR:3582, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-



sa timng: remaining key lifetime (k/sec): (4607998/3010)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

outbound ah sas:

outbound pcp sas:

« showiproute AN RZFEAL T, L—KFAR—DICTYZ1Enicl e ZBRBLET,
10.1.1.1/32M )L — M &, HUBERE Droute set interfaceXIZ & V), IKEV2ERENR A O—
REALTTY>1EchiL L,
10.10.1.0/24M )L — b &, HUBE&ZE Mroute set access-list FlexTraffic3XIC & V)
IKEV2ZERENRAO—RENLTT Y 1&Eh&ELL,

<{froot>

F1exVPN_Spoke#show ip route
<<< Omitted >>>

Gateway of Tast resort is 192.168.0.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.0.1

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
S 10.1.1.1/32 is directly connected, Tunnel O <<
C 10.1.1.8/32 is directly connected, TunnelO
S 10.10.1.0/24 is directly connected, Tunnel0 <<<<<<<
C 10.20.2.20/32 1is directly connected, GigabitEthernet2

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, GigabitEthernetl
L 192.168.0.20/32 is directly connected, GigabitEthernetl

« pingdNY REFBALT, PRNZLAAXENERY ND—IONOEHREHRLET,
<#root>

F1exVPN_HUB#

pi ng 10. 20. 2. 20



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.2.20, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

FTexVPN_Spoke#
pi ng 10.10.1.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.1.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

AR—2 EFlexVPN

AR—VBEREFERALENT 72 RAKR—I NAROD TOFlexVPNIE, BIWNTART—57 )L,
HPOEFI1T7HAVPNEEZRRLET, /\T7E. NHRPHFRAR—IHFHDOAR—IDIPT RL A
COWTNTICBATEDHREFE I NO—IIRAMNELTHELET, ChlZkl), A
R—OBOEEIPsech I BRI, MENEBELBEDVRBA AEICKYET,

NT TlE, ipnhrpredirea AN RZEFEAL T, AR—TICKH U TEZEAR—VBBEN TETH S
CEEBEHL, F—RTL—2KRTZTAVYIONTZENANARATRETRNT 74y o 70—%
BEILLET. ATR—TU T, prhrpshorteut AR RIZEK VY, NTHAS5OIVRA LI NEZSELLE
%, MMOAR—VENDERN VXL ZBNICEILITEET, CORIEFE, NTT7YRAR—IES

LV AR—VBEOBEONT 71V I ZZRBLTVET,
g
.QSWHEP«

GigabitEthernstl
192.168.8. 20

@igabitEthernstl

192.168.0.10

g -
ie Spoke B

@igabitEthernsetl
192.168.8.36



ATFYT1: NTOHRE
a. IKEV2ORDS—E7O7 74 I EEELET,

b. *+—U s ZREL., AR—VDREEICERTD=nax—(PSK)ZEADLET,

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-cbc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL

!

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

cCN\NTIL—RTAAAY—ERZEBMIZL, O—HILTFNAARENSORIS—%IEBETS
Flexauth&E WD BRIDRY R — OBV AN EEEZELET, R, IPPRLAEIL—K%Z
FIexXVPNAR—JICT YL 1B LS ICE—RBERVI—ZBELET,

aaa new-model

aaa authorization network FlexAuth Tocal
|

d. FlePod E VS BETDIPF KLAT—LEERLE T, CO7—ILICIE, 10.1.1.2 ~ 10.1.1.254D T
RLAAEBENRTVET, cOT—IIE. AR—TDORRILAVE—TIAALLIPP RLA%
BENICEIVETHEHICERENET,

ip local pool FlexPool 10.1.1.2 10.1.1.254
!

e. AexTrafficE WO BHIDIZEIPFT VLAV AR ZEEZL T, XY NDJ—210.0.0.0/8FALET
o COACLTIE, NTILEHENTVDMOAR—IDOZY KD—U%ESH, FlexXVPNRAR—7
C7Y21Eh3dZFYRID)—UEEELET, ChiZkl), TheDxRY ND—JICH&AIC/NT
ENULTEETR LN, AR—TICK>TREBEIFT,



ip access-Tist standard FlexTraffic

permit 10.0.0.0 0.255.255.255
!

TOEAVARNEPPRLAT—LIE, KEV2ETXY Y —TEIVW)HTESNET,

!
crypto ikev2 authorization policy HUBPolicy
pool FlexPool

route set interface

route set access-1list FlexTraffic
|

fkee7O77 4 LEERL. #—U s EAAARFRI TN —7ZEIV) HTET,

|
crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth HUBPolicy
virtual-template 1

g. N5 RE—rty N EERL, T—2ORBICEAITIESLLTILIVXLENYZ2TITY
ALZEEZLET,

h. P70 774 LEAER L. KE2ZO77ALEERBFAD RS 2K— ey hEEV) HTET,

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac

mode tunnel
|

crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

i.virtual-template1Etypetunne|t L/_CEQEL/?:'@-O AR —TIAARZIPTY+ oy —RkR7RLRE L/_C%%ﬂﬁ
L. ipc 7A7 74N ZEBALET,

ip nhrp



rediret AN RlE, XY RD—JICEETREHICHOAR—VENEREREZBEILTEILIICA
R—OCBHATREHIC, RETVTL—METREEIET,

|

interface virtual-template 1 type tunnel

ip unnumbered loopbackl

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface Loopbackl

ip address 10.1.1.1 255.255.255.255
!

ATYT2: AR—TVADRE

a. IKEv2ORU—ETO77AIINEEELE T,
b.*—U>s&REL., AR—VORIEICER T =naax—(PSK)EA D LET,

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-cbc-256

integrity sha256

group 14

|

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

cN\TIL—BZ2TAAAG—ERZEMICL. O—AHILFNAAERELSDRIS —%ZBETS
FlexAuh&E WD BRIDRY RO — OB AN EEZLET, RIC, IPPRLAEIL—KZE
FlexXVPNAR—Z 7Y 192 LDICE—RIOAV714F¥a2L -3 RI—ERELET,

1
aaa new-model

aaa authorization network FlexAuth Tocal
!

d. FlexTrafficE WS BEIDIZEIPT VLAV AR ZEEZL T, XY D —210.20.2.0/24%F L E



T, COACLIF, FURILZEBBIDEDICCODAR—VICL>THEENZIIXYND—VEE
&LET,

ip access-1ist standard FlexTraffic

permit 10.20.2.0 0.0.0.255
!

TOEAUANK ke #THY S —TEYHTESNET,

!
crypto ikev2 authorization policy SpokePolicy
route set interface

route set access-1list FlexTraffic
1

e. IKEv27O77 4L EER L., F—U 7 EAAASFT TN —T%2EV)YTET,

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy
virtual-template 1

f. hSYRF—rey hEERL, T—2ORBICEATIESHTILIVAXLENYZIATILIVX
LEERLET,

g.IPsec7’O7 7 AL &ERL., BICERUEIKEV2ZZOT77AIILERNRT D AR—NEY KEEY)
HTXY,

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!



hN2FRILA 2B —T T A A&virtualtemplateZFRELE T, NnHRP S A—RNAY RZHR—KNT
BEOHICERE NEdVTIHCX U Tirtval-TemplatelZIEL £ T, tunndo virtua-templae® IEH S
FRLAEULTEHRELFRT,

AR—2 Tipnhrpshorteut AN > RABREE N, NTHASONHRPUA AL IV RMXYy =T (CETVY
T, AR=IFMEOAR—INDEEN R ZBNICHEITEDLSICBYET,

interface tunnel 0

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface virtual-template 1 type tunnel

ip unnumbered tunnelO

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

ATYT3: AR—UBDORE
a. IKEv2ORU>—&7O7 74 I ZERLET,

b. *—U> s EREL, AR—VORIICFEAT 3=+ (PSK)ZEADLET,

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
|

cN\TIL—RTAAAT—ERZBMICL. O—HALTFNA AREN SORVS—ZEETS



FlexAuth& WS BRID R Y RO — UV AR ZERELE T, RIC, IPPRLAEIL—KZ
FIeXVPNAR—DIZT Y2 1T RSICE—RBERV—EZRELET,

|
aaa new-model

aaa authorization network FlexAuth Tocal
|

d. FlexTrafficE WD BRIDZEIPT VAV ARNEEEZL T, XY N7 —210.30.3.024%FF L &
T COACLIE, N RILZBBITDEDICCODAR—VIZE>THETDZRYND—DUEE
ZLFET,

!
ip access-1ist standard FlexTraffic

permit 10.30.3.0 0.0.0.255
|

TOtEA)ANFiKe2FTRYS—TSBehzd,

!
crypto ikev2 authorization policy SpokePolicy
route set interface

route set access-list FlexTraffic
|

e. Ike27O77 ALEER L., #—U s EAAARFRIT I —T 2B HTET,

|

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy
virtual-template 1

f. hSo2K—rey hEERL ., T—2ORBICEATZIESMHTILIVALENYZIATILTIVX
LZEERELERT,

g. 1Pec7O77ANEAERK L, BIICHER L Foikev27 077 4L E RSy RK— ey N EEIY HTET,



crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel
!
crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

h. AN A22—TIARERETFYTL—hERELE T, NHRPV 23—y R EHR—KNT D EHICER
ENZdVTHIX U Tvirtual-TemplatelZ3IEEEL £ 9o T, wunndoZ virtua-templaeD IEFE ST RL A& L
THRELET,

AR—T Tipnhrpshortcut AN > RAREE ., NTASONHRPUR AL I RXY =D ICESV
T, AR—IHFMOAR—IOANDOEEN RILZENICEILTEDLSICAYET,

I
interface tunnel 0

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
I

interface virtual-template 1 type tunnel

ip unnumbered tunnel0

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel protection ipsec profile FLEXVPN_PROFILE
I

interface GigabitEthernetl

ip address 192.168.0.30 255.255.255.0
!

i

[\

oyl

show ip interface brief AN > RZFERAL T, ROXRIL, N—=F¥ILFT>7L—t, N=F¥I7T
DEADAT—RAZHRELET, BERF. AR—JBOEEERTY,

« AR=UTR. N=FYLTVTL—rOTYTIEIVAT—RABGEETY, TYTIT
Y 7REOEGRICREBT VEANMELENET,

<#root>

F1exVPN_Spoke#

show ip interface brief



Interface IP-Address
GigabitEthernetl 192.168.0.30
GigabitEthernet2 10.20.2.20
Tunnel 0 10.1.1.12
Virtual - Accessl 10.1.1.12
Virtual-Templatel 10.1.1.12

OK?
YES
YES

YES

YES

YES

Method
NVRAM
manual

manual

unset

unset

Status
up
up

up

up

up

Protocol
up
up

up

up

down

- show crypto ikev2sadN > RZFEAL T, EFNA ABTEF 1T HERIr LA TL

DLEMIELET,

« show cryptoipsecsa_ 1N > RZFERL T, encaphJ > X &decapsHI > ZAEML TL

DLELEMETDLICKRY),
CEEBIELET,

NZ74Y URFBESENTEY,

hoZRILZBBLTWVWS

« AR—VBORZ 74V IODOIVRAL U3 2R TDICIE, showipnhrpdY > REMRE

ALET,
<#root>

Fl1exVPN_Spoke#

show i p nhrp

10.1.1.10/32 via 10.1.1.10

Virtual-Accessl created 00:00:13, expire 00:09:46

Type:
dynami c

, Flags: router nhop rib nho
NBMA address: 192.168.0.30

10.30.3.0/24 via 10.1.1.10

Virtual-Accessl created 00:00:13, expire 00:09:46

Type:
dynami c

, Flags: router rib nho
NBMA address: 192.168.0.30

showiproute N> RZFERAL T, L—MNAR—DICTVv1Echlcl & Z2BRLET,

« Virtual-Access14 > 32X —7 I/ AICBEAE[M TS NTVWE2D00)L— R NE#FHL <L, NHRPZ 3
—RAOY NCBEERITSNTVERT,
c %BNFlRF, FUVANKYTOLEZEERLET,

<#root>

FTexVPN_Spoke#sh ip route



<<<< Omitted >>>>

Gateway of last resort is 192.168.0.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.0.1
10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks
S 10.0.0.0/8 is directly connected, TunnelO
S 10.1.1.1/32 is directly connected, TunnelO
S % 10.1.1.10/32 is directly connected, Virtual-Accessl
C 10.1.1.12/32 1is directly connected, TunnelO
C 10.20.2.20/32 1is directly connected, GigabitEthernet2
S % 10.30.3.0/24 is directly connected, Virtual-Accessl

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, GigabitEthernetl
L 192.168.0.30/32 1is directly connected, GigabitEthernetl

« pingdN>Y REFBAHLT, PRNZLAXENLERY ND—IONDOEHFREHERLET,
<#root>

F1exVPN_Spoke#
pi ng 10.30. 3. 30

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.30.3.30, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

NZTND1—FT42T

COtEY2aTvTR, REORNZ TN A—FT AT ICRIADBEREBENLE T, b RILFRT
I—-23a>70tAREFNYIIBRICE, ROONY REZFEALET,

debug crypto interface

debug crypto ikev2

debug crypto ikev2 client flexvpn
debug crypto ikev2 error

debug crypto ikev2 internal
debug crypto ikev2 packet

debug crypto ipsec
debug crypto ipsec error
debug crypto ipsec message



debug crypto ipsec states

NHRPFNY Jik, AR—VBELEONT TN 1 —FT 1 TJICRIEET,

debug nhrp

debug nhrp detail
debug nhrp event
debug nhrp error
debug nhrp packet
debug nhrp routing



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



