ISE% £ L 7=AnyConnect FlexVPN® A7) ¥
NBRADERE

2E

BUHIC

BitR%

=2
FHYZIVR—F b

i)

BXE
29 hI—4 K
Jv74%alL—vaz
—BpBE
Identity Services Engine ( ISE ) QO E&E
i

Ya—
7-:% 222 0|

FL®IC

CORFIXNTIE, Cisco IOS® XEJL—ZADIKEV2 AnyConnectiE#EICISEEERAL TAY
)Y NRAZREITDFIEICOVTBHHALET,

B SR A
B

ROEBICEIZHAAN HD N HEREIET,

+ )L—2& T®OAnyConnect IPSeci& E M X5
« Cisco Identity Services Engine(ISE) D&% E
+ Cisco Secure Client(CSC)

- RADIUS 7O R~
FERATZAVR—FT b
CORFIXYNOBERE, KOV TRIITEN—RIITON=ZIVICETVTLET,

+ Cisco Catalyst 8000V(C8000V) - 17.12.04
» Cisco Secure Client:5.0.02075

» Cisco ISE:3.2.0

* Windows 10



CORFIXVNOERE. REOFRARELHATNARACETVWTEREhELEZ, DR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T ZEBPORY RD—ITR, BANVV RICKDTREDAEMNHIEEE +TIHIEL T
<EZEW,

S

AxX &

XY RND—IK

bg " = =l

Cisco Router ISE Server

VPN User
ZFYRND—=UK
dA>74F1L—>3>
BREERTIDICE. ROEIY IV EEBLTIEEL,
L— R OFHRE

1. TFNAALTRAB RO O—NIZEAZ1TS &S ICRADIUSH—NZREL T,

radius server ISE

address ipv4 10.127.197.105 auth-port 1812 acct-port 1813
timeout 120

key ciscol23

aaa new-model
aaa group server radius FlexVPN_auth_server
server name ISE

aaa authentication login FlexVPN_auth group FlexVPN_auth_server
aaa authorization network a-eap-author-grp Tlocal

2. RSARNRARNERELTIL—RAREZA 2 AN=ILTD, L—2OO0—HILFEAEORA
TWERSATH B2, FNAATRY—N\HIIHEEELEFEAL TCEEBERATIHLENHYET,
FEAEDERDFEMIC OV TR, "TPKIMOFFHEOER ) SR "TPKI20FFHEQCER %=
SRLTLEEV,

crypto pki trustpoint flex
enrollment terminal
ip-address none


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://community.cisco.com/t5/collaboration-knowledge-base/cisco-ios-xe-certificates-install-regeneration/ta-p/4562303
https://community.cisco.com/t5/collaboration-knowledge-base/cisco-ios-xe-certificates-install-regeneration/ta-p/4562303
https://community.cisco.com/t5/collaboration-knowledge-base/cisco-ios-xe-certificates-install-regeneration/ta-p/4562303
https://community.cisco.com/t5/collaboration-knowledge-base/cisco-ios-xe-certificates-install-regeneration/ta-p/4562303
https://community.cisco.com/t5/collaboration-knowledge-base/cisco-ios-xe-certificates-install-regeneration/ta-p/4562303

subject-name CN=flexserver.cisco.com
revocation-check none

rsakeypair flexl

hash sha256

3. AnyConnectiZf A" RIh L =3B A (C. AnyConnect VPNI SA T MCT RLAZE) KT
IPO—AIL7—IZEELET,

ip local pool ACPOOL 172.16.10.5 172.16.10.30

4. IKEV2ZO—ANHAARV S —ZERLE T,

ORIV —TERENIZEMGE., RADIUSH—/NAST Y2 1T nBEHE—HICI—FICE
RAEh&ET

crypto ikev2 authorization policy ikev2-auth-policy
pool ACPOOL
dns 8.8.8.8



S DARARALIKEV2EFAIAR) S —AREET N TVEREWEES, defautt WS BEIOT 7 # )L
NORFRIAR) S —AHAICFERAENET, IKEV2FIR S —TIEES N EEMEE,
RADIUSH—NBH T Y1932 EETEET, RADIUSH—/\H Ssplit-excluded
METYVITIHBENHYET,

5(A7>3ar ), IKERZAR—YFILBLTR)D—ZERLET (RESNTVWEVESE,
AN—RNTFT7 A RFEAENET ),

crypto ikev2 proposal IKEv2-propl
encryption aes-cbc-256

integrity sha256

group 19

crypto ikev2 policy IKEv2-pol
proposal IKEv2-propl



6(F7>32 ) RZVAT7F—LEY R ZRELET (RESIATLEWVWEERRF., AN—h

T7HAILRANERAEIET ),

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

T IN=TNY ALY E—TILALLHAZ—IPTRLAZRELET, N—F¥r¥ILTIOELRAV %

—T7IA A, TIHSIPPRLAZEYET,

interface Loopbackl00
ip address 10.0.0.1 255.255.255.255

S.ARETIVEAA UV EA—TIAAOIVO—_20 nORET> 7L — %

interface Virtual-TemplatelO0 type tunnel
ip unnumbered Loopbackl00
ip mtu 1400

9. AnyConnect? A 7 N7A7 7 AN EIL—RZOT—KNTZY21ICT
SI7O07 74 EEELET,

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml

10. IXNTCOERBEEBRRESCIKEV2ZZO7 7ML ZRELET,

crypto ikev2 profile profl

match identity remote key-id *$AnyConnectClient$*

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint flex

aaa authentication eap FlexVPN_auth

aaa authorization group eap Tist a-eap-author-grp ikev2-auth-policy
aaa authorization user eap cached

virtual-template 100

anyconnect profile acvpn

CNSRIKEV2ZZO7 7ML TEAENET,

RELET,

YZ7O—RL, RO&K



+ match identity remote key-id *$AnyConnectClient$* : 75 A T NOTATFoTA T4 %5
L FET. AnyConnectld*$AnyConnectClient$*%& X 1 7'key-idDF 7 # )L NIKEIDE L T
FEALET, 2L, oD, BEAOZ—XIZE&DHE TAnyConnect 7O 7 74 )L TFE
TEETEET,

« authentication remote : 754 7> RRELICEAPZ ORI 2 AT I HLEN HDEZE R
LET.

« authentication local : O— A FRIALICIAEZFERTILEN HD L Z2RLET,

- aaa authentication eap:EAPERRERFIC. RADIUSH —/\FlexVPN_authA"ERAENhE T,

- aaa authorization group eap list : F2FERFIC, FEREER ') > —ikev2-auth-policy& & € IZERE
Nd3XYRNI—UOUR I\a-eap-author-grp

« aaa authorization user eap cached : BEEMN &1 —HRAEZBIICLE T,

« virtual-template 100 : VO—_>J9252N—F ¥ )T 7L —KNEEEZLFT,

« anyconnect profile acvpn : AT Y 79TCERZLEVZA T N7A7 74N, <D
IKEV2Z7’'O77A)LICEBAENET,

1. IPsecZ7O7 7AIZERELE T,

crypto ipsec profile AnyConnect-EAP
set transform-set TS
set ikev2-profile profl

12. IPsec7’ A7 7A N ERETTL—KNIEMULET,

interface Virtual-TemplatelO0 type tunnel
tunnel mode ipsec ipv4d
tunnel protection ipsec profile AnyConnect-EAP

13. L— X THTTP-URLR—ADIHERREB KCHTTPHY —NZEIMICLE T,

no crypto ikev2 http-url cert
no ip http server
no ip http secure-server

14.SSLARU S —ZREL., Z7O77 AN V00— RIBLEHOO-NILT RLARELTIL—
ZOWAN IPZEELE T,

crypto ss1 policy ssl-server
pki trustpoint flex sign
ip address local 10.106.67.33 port 443

crypto ss1 profile ssl_prof



match policy ssl-server

AnyConnect7 ZA4 7> R7Z7A7 74N (XMLZA7 74 ) DAZRY

Cisco IOS XE 16.9. 1K WEIO U —ATRE, AY RIVRASOZA77AIIOBEBHX V> O—
KEATEEL A, 16.9.10B TR, AYRIVKASTOZ7ANELIVO—RTEET

o

<ffroot>

<?xml version="1.0" encoding="UTF-8"7>

<AnyConnectProfile xmIns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema
<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">false</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="true">false</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al1</CertificateStoreMac>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<ATTowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>

<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocallLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>

<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>

<AutoUpdate UserControllable="false">true</AutoUpdate>

<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SinglelLocallLogon</WindowsLogonEnforcement>
<WindowsVPNEstab1ishment>A1lTlowRemoteUsers</WindowsVPNEstab1ishment>
<AutomaticVPNPolicy>false</AutomaticVPNPolicy>

<PPPExclusion UserControllable="false">Disable

<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExclusion>

<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnLogoff>false

</RetainVpnOnLogoff>

<ATTowManualHostInput>true</AllowManualHostInput>

</ClientInitialization>

<ServerList>

<HostEntry>

<HostName>
Fl ex

</HostName>
<HostAddress>



fl exserver. cisco.com

</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>

EAP- MD5

</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>

</HostEntry>

</ServerList>
</AnyConnectProfile>

|dentity Services Engine ( ISE ) @

1 —

AxX AE

1. IN—BZISELOBMBERY ND—OFNAAELTEEL, RADIUSOHEBUEF—ZREL

£, COEHIZIE. Administration > Network Resources > Network DevicesDJIEIZEIRL £

o AddZOUYOLT, L—Z2ZAAADZA T RELTRELEXT,

Network Devices Network Device Groups

Bkv-33
Network Devices
Oeln Description
Dev
1P Address =p 10,106.67.33
Device Profile
Model Name Calpov
Software Version 17,124
Metwork Devige Group
Location Al Lacations
IPSEC N
Device Type All Device Types
RADIUS Authentication Settings

RADIUS UDP Settings
Pratacal RADIUS

Shared Secret

Uze Second Shared Secrat

Second Shared
Secrat

Cof Por 1700

ZYNT=0 FNNAADEM

Netwaork Device Profiles

External RADIUS Servers

o

2.TATUOTATATIN—T%2ERKLET,

IDIIIL—TZ2ERL T, BEROFEEZF O I—FEEAKROEREZREIZ IV ZBERTET

RADIUS Server Sequences

MAC Managers

External MDM

pxGrid Direct Connectors

o CNSIEFROFIETHERAL TFI, Administration > Identity Management > Groups > User
Identity GroupsD JEICBEIL, Adde2 VY ILET,

Lt



es Groups External |dentity Sources Identity Source Sequences Settings

AC_Split_tast
Identity Groups

Eel Identity Group
* Name AC_Split
Endpoint Identity Groups 5

User ldentity Groups

IDY I —7DERK
3. 11— —=ZIDJIN—TICEERTET,

11— Z2BYAIDIIIL—7ICBEEMN T E T, [Administration] > [Identity Management] >
[Identities] > [Users] D JEICBEL F 9,

B Enabled testuser (0 AC_Split
testuser

IDZ L —7ADI—FDEM
4. KD —tYy NEERLET,

FLLWARUS—tY hEERL, RUS—IC—BI2EXHEERLET. CcOHITE., FHEOT
TIXNTDOTFNAARZATHEFATENET, ChZEITDICIE. Policy>Policy setsDBIZBE L &
E

Policy Sets Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits  Actions  View
] AnyCannect_CE00dw_Palicy @ DEVICE-Device Type EQUALS All Device Types 4 {6} »

KU —t Y hOER
5. AR —ZERLET,

RID—C—BI2 O CHERFZGEZEALT, HILLEARVS —Z2ERLET. ATV
2THERL EIDT I —TZ2RHBELTEHTLSEE L,



] AnyConnect_CEN0Ov_Policy @  DEVICE-Device Type EQUALS All Davice Types I Netw 4

» Authentication Policy (1)
» Authorization Policy - Local Exceptions
» Autherization Policy - Glabal Exceptions
~ Autherization Policy (2)
Results

Status  Rule Name Conditions Profiles Security Groups Hitz  Actions

E  DEVICE Device Type EQUALS Al Device Types
AC_Spit_Users AND Salect from list o t a {:}

IdenityGroup-Name EQUALS User kentity Groups-AG_Spiit

(] Default A 0 @
FREER Y S — DER

Library Editor

Py
A

DEVICE -Device Type
QB 0s e Q@ oFEERCLIO T [=]
Equals w All Device Types

5G

IdentityGroup-Name

BYOD_is_Registered AND w &-

Equals w User ldantity Groups:AC_Split «

Catalyst_Switch_Local_Web_Authentication

Compliance_Unknown_Devices + NEW AND OR

Compliant_Davices Set to ‘Is not Duplicate m
EAP-MSCHAPv2

EAR-TLS

Guest_Flow

MAC_in_SAN

Network_Access_Authentication_Passed

BERY S —DOEZEDIER
6. A 7O7 74N EERLET,

WAIZO77A4LICE, BARVD —HF—HUEGFEELCRTENBTIOIIVNFEENET, X
DEMZECHLVREATTO7 7ML ZHEKLET,

Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsec:split-exclude= ipv4 <ip_network>/<subnet_mask>



Results

@ Status  Rule Name Conditions Profiles Security Groups Hits

: T _ P _ o | 4

Create a New Authorization Profile I

@  petaur

FLLWRAZ7O7 7 1L OER
Authorization Profile
* Name AC_Router_Split
Description Split exclude for AC users
A

* Access Type
ACCESS_ACCEPT v

Network Device Profile &% Cisco &

Service Template O
Track Movement O ®
Agentless Posture 0O®

Passive Identity Tracking O (i)

HFATO7 71 ORE

v Advanced Attributes Settings

Cisco:cisco-av-pair ~ ipsec:split-exclude= ipv4 ... v

Cisco:cisco-av-pair v ipsec:split-exclude= ipv4 ...

ipsec:split-exclude= ipv4
192.168.2.0/255.255.255.0

v Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsec:split-exclude= ipv4 192.168.1.0/255.255.255.0
cisco-av-pair = ipsec:split-exclude= ipv4 192.168.2.0/255.255.255.0

RBAZ7O77AIILTORMEDRE

7.AA7O77MIIOREZHIELET,



Dictionaries Conditions
Authantication
Authorization W

I uihosization Profiles

Downloadable ACLs

Prafiling
Posture

Client Provisioning

RA7O7 7 A4 DOREDHER

8. chid, #EB7O77A4)NEBRLEEORIS—EY N

aQ AnyConnaet_CBOBOw_ Palicy 1=

» Authentication Policy (1)

Results

AC_Fouter_Salit

Authorization Profile

* Hoamea AC_Router_Split
Description Split exclude for AC users
* Access T
i L ACCESS_ACCEPT v

Metwark Device Profile

Service Template
Track Movement
Agentless Posture

Passive ldentity Tracking

» Common Tasks

~ Advanced Attributes Settings

Ciseo:eiseo-av-pair v ipsec:split-excludes ipvd ..

Ciscocisco-av-pair b ipseccsplit-excludes ipvd ... -

~ Attributes Details

Acress Type = ACCESS_ACCEPT
Cisoo-d-pair = ipsec: spit-exclude= ipvd 192.168.1.0/255.255.255.0
Cisco-awpair = ippec:spit-excludes ipvd 192.168.2 07255 255 255.0

DEVICE -Device Type EQUALS All Device Types

» Authorization Palicy - Local Exceptions

» Authorization Palicy - Global Exceptions

“ Authorization Policy (2)

Status  Rule Name

[ -] AC_Split_Usars

-] Defauit

REFBAR) S —DFRE

COREBTE, I—FHFEITBIDIIL—TICEITVT, ISEREZNLZVPNOEIRA S

GConditions

E

Results

Profiles

=N
AX

G DEVICE Davics Type EQUALS All Devics Typos
AND
Fi identityGroup-Name EQUALS User identity Groups-AC_Split

RDO—DZBRATERT,

0)%”&\” 7.k°U :/__C“j-o

Security Groups

Hits

Actions




7E:RA VPN#E#EIZCisco IOS XEAY RIV REFHATZHE, 954 F > KPCICT Y
ATEDARATVUY RBAYTRY NE1DOEFTT, ZhiZDVWTI, Cisco Bug ID
CSCwj38106 TRMMENTH Y, BERORAT VY RBRATTZRY N&E17124H0 5T v >
A1TEERT, BEFHZN—2a0FMICOVTR, NTESBLTLSEZL,

Eﬁ'c\

1. REETARNTBICE, I—HDOPCA SAnyConnectZ £/ L TC8000VICEHEL, VLT
YINZEAHDLET,

g


https://tools.cisco.com/bugsearch/bug/CSCwj38106

@ Cisco Secure Client

AnyConnect VPN:
Please enter your username and password.,

':|E:{ Connect

(3 Cisco Secure Client | Flex

6 Please enter your username and password.,

Username: ||ftestuser

Password: | ssssss==s]

Ok !| Cancel

AnyConnectANOOY 1 >

2. BN BIAEThEZS, RETAJY (ETRE) 22 Y 2L T, AnyConnect VPN >
StatisticsD JEICBIRLET, ATV Y NBRATDI R RILE—REBIBELET,



€ Cisco Secure Client - X
NIIr S Client ®
neiet Secure Clien
Status Overview Virtual Private Network (VPN)

Preferences Statistics Route Details Firewall Message History
AnyConnect VPN
el
ISE Posture Connection Information
State: Connected
Tunnel Mode (IPv4): Split Exdude
Tunnel Mode (IPv6): Drop All Traffic
Dynamic Tunnel Exdusion: Mone
Dynamic Tunnel Indusion: b Mone
Duration: 00:00:44
Session Disconnect: MNone
Management Connection State: Disconnected (user tunnel active)
_Address Information
Client (IPv4): 172.16.10.9
Client (IPvE): Mot Available
Server: 10.106.67.33
= o
Collect diagnostic information for all < >
installed components.
Diagnostics Reset Export Stats
RETE RO IRFL

AnyConnect VPN > Route detailsDJEICEBL . RREhBDEHRF F1T7IL—hEFEF21T
I—=RICHBLTWVWACEZBRBLET,



€ Cisco Secure Client

NIIr ;
asco  Oecure Client

Status Overview Virtual Private Network (VPN)

AnyConnect VPN

Preferences  Statistics ROLIEUEEHS Firewall Message History

ISE Posture Non-Secured Routes {IPv4)
192.168.1.0/24
192.168.2.0/24

Secured Routes (IPv4)
0.0,0.0/0

Collect diagnostic information for all
installed components.

Diagnostics |

JL— N QBB R
VPNAY RIY RTEZGOFMEEIRITD_LEETEET,

1. IKEv2 parameters

<ffroot>
8kv#

show crypto ikev2 sa detail

IPv4 Crypto | KEv2 SA

Tunnel -id Local Renote fvrf/ivrf Status

1 10.106. 67. 33/ 4500 10. 106. 50. 91/ 55811 none/ none READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:19, Auth sign:

Lifel/ Active Tine: 86400/ 22 sec

RSA, Auth verify: EAP



CE id: 1012, Session-id: 6

Local

spi: EBC6CS5EEFOFOEF72 Renote spi: 7827644A7CA8F1A5

Status Description: Negotiation done

Local

id: 10.106.67.33

Renmot e id: *$AnyConnect O i ent $*

Renote EAP id: testuser

Local

Local

Local

Local

req neg id: O Renote req nsg id: 6

next nsg id: O Renbte next nsg id: 6

req queued: O Renote req queued: 6

wi ndow. 5 Renpte w ndow. 1

DPD configured for 0 seconds, retry O

Fragnent ati on not confi gured.

Dynami ¢ Route Update: disabled

Ext ended Aut hentication confi gured.

NAT-T i s detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 172.16.10. 10

Initiator of SA: No



Post NATed Address : 10.106.67. 33

PEER TYPE: O her

IPv6 Crypto | KEv2 SA

2.Thisisthe crypto session detail for the VPN session:

<tfroot>
8kv#

show crypto session detail

Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation

X - I KE Extended Authentication, F - |KE Fragnmentation

R - I KE Auto Reconnect, U - |IKE Dynanmi c Route Update

S - SIP VPN

Interface: Virtual - Accessl

Profile: profl

Upti me: 00: 00: 44

Sessi on status: UP-ACTI VE

Peer: 10.106.50.91 port 55811 fvrf: (none) ivrf: (none)



Phasel_id: *$AnyConnect d i ent $*

Desc: (none)

Session ID: 16

I KEv2 SA: local 10.106.67.33/4500 renote 10.106.50.91/55811 Active
Capabilities:NX connid:1 lifetine:23:59:16

| PSEC FLOWN permt ip 0.0.0.0/0.0.0.0 host 172.16.10.10

Active SAs: 2, origin: crypto nmap

I nbound: #pkts dec'ed 114 drop O life (KB/ Sec) 4607987/ 3556

Qut bound: #pkts enc'ed 96 drop O life (KB/ Sec) 4608000/ 3556

3. Verify on ISE live logs.
NZ7ILa1—h
Ciscoll—Z:

1. ANY RIVREISATY NEAOZRI
TNy T ZERLET,

I—>3> %R T3CE. IKEV2ES K TIPSech

\ll

debug crypto condition peer ipv4 <public_ip>
debug crypto ikev2

debug crypto ikev2 packet

debug crypto ikev2 error

debug crypto ikev2 internal

debug crypto ipsec

debug crypto ipsec error

2. AMATNY T &AL T, O—ALEMPUE—NEEOH STERELET,



debug aaa authorization
debug aaa authentication
debug radius authentication

ISECRZEERTLET,

Operations > Live logsDJEICBE L T, RADIUSS A 7OJ &2 FERALET,
EEEE>FTVF

BHEARBILESZSEOTFNY TZRICRLET,

<{froot>

*Oct 13 10:01:25.928: RADIUS/ENCODE(0000012D):0rig. component type = VPN IPSEC

*0ct 13 10:01:25.929: RADIUS/ENCODE(0000012D): dropping service type, "radius-server attribute 6 on-for
*Oct 13 10:01:25.929: RADIUS(0000012D): Config NAS IP: 0.0.0.0

*0ct 13 10:01:25.929: vrfid: [65535] ipv6 tableid : [0]

*Oct 13 10:01:25.929: idb is NULL

*Oct 13 10:01:25.929: RADIUS(0000012D): Config NAS IPv6:

*Oct 13 10:01:25.929: RADIUS/ENCODE(0000012D): acct_session_id: 4291

*Oct 13 10:01:25.929: RADIUS(0000012D): sending

*0ct 13 10:01:25.929: RADIUS/ENCODE: Best Local IP-Address 10.106.67.33 for Radius-Server 10.127.197.10
*Oct 13 10:01:25.929: RADIUS: Message Authenticator encoded

*0Oct 13 10:01:25.929: RADIUS(0000012D): Send Access-Request to 10.127.197.105:1812 id 1645/24, len 344
RADIUS: authenticator 85 AC BF 77 BF 42 OB C7 - DE 85 A3 9A AF 40 E5 DC

*0Oct 13 10:01:25.929: RADIUS: Service-Type [6] 6 Login [1]

*0ct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 26

*0Oct 13 10:01:25.929: RADIUS: Cisco AVpair [1] 20 "service-type=Login"

*0ct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 45

*Qct 13 10:01:25.929: RADIUS: Cisco AVpair [1] 39 "isaknp-phasel-id=*$AnyConnectC ient$*"

*0Oct 13 10:01:25.929: RADIUS: Calling-Station-Id [31] 14 "10.106.50.91"

*0ct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 64

*0Oct 13 10:01:25.929: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L40A6A4321702L40A6A325BZH1194CC58
*0ct 13 10:01:25.929: RADIUS: User-Name [1] 10 "testuser"

*0ct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 21

*0Oct 13 10:01:25.929: RADIUS: Cisco AVpair [1] 15 "coa-push=true"

*Oct 13 10:01:25.929: RADIUS: EAP-Message [79] 24

RADIUS: 02 8E 00 16 04 10 8A 09 BB OD 4B A9 D6 2B 59 1C C8 FE 1C 90 56 F5 [ K+YV]
*Oct 13 10:01:25.929: RADIUS: Message-Authenticato[80] 18

RADIUS: 54 85 1B AC BE A8 DA EF 24 AE 4D 28 46 32 8C 48 [ T$M(F2H]

*0Oct 13 10:01:25.929: RADIUS: State [24] 90

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 30 41 36 41 34 33 32 31 5A 4F 32 4C 34 [2L40A6A4321702L4]
RADIUS: 30 41 36 41 33 32 35 42 5A 48 31 31 39 34 43 43 [0A6A325BZH1194C(C]
RADIUS: 35 38 5A 4E 31 32 3B 33 30 53 65 73 73 69 6F 6E [58ZN12;30Session]
RADIUS: 49 44 3D 69 73 65 2D 70 73 6E 2F 35 31 37 31 33 [ID=ise-psn/51713]
RADIUS: 35 39 30 30 2F 33 38 3B [ 5900/38;]

*0Oct 13 10:01:25.929: RADIUS: NAS-IP-Address [4] 6 10.106.67.33

*Oct 13 10:01:25.929: RADIUS(0000012D): Sending a IPv4 Radius Packet

*Oct 13 10:01:25.929: RADIUS(0000012D): Started 120 sec timeout

*COct 13 10: 01: 25.998: RADI US: Received fromid 1645/24 10.127.197.105: 1812, Access-Accept, |len 239



RADIUS:
*Oct 13
*Oct 13
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
*0ct 13
RADIUS:
*0ct 13
RADIUS:
*0ct 13

*Cct 13

*0ct 13

*Cct 13

*Oct 13 10:01

authenticator BC 19 F2 EE 10 67 80 C5 - 9F D9 30 9A EA 7E 5E D3

10:
10:

43
31
31
2D
38

10:

03

10:

F9

10:

10:

10:

10:

01:
01:
41
5A
31
70

25.
25.
43
4F
39
73

[ 8]

01:
8E
01:
61
01:

01:

01:

01:

RADIUS/DECODE:

8kv#

s O—HANIA—HYF—EIXR—ARZFRAULEIKEVVE—RTFTIELADHDFlexVPNA Y RT

25.
00
25.
C1
25.

25.

25.

25.

998: RADIUS:
998: RADIUS:

53 3A 4C 32
32 4C 34 30
34 43 43 35
6E 2F 35 31

998: RADIUS:

04

998: RADIUS:

FD 6D 26 31

998: RADIUS:

998: RADI US

998: RADIUS:

998: RADI US

User-Name [1] 10 "testuser"

Class [25] 67

4C 34 30 41 36 41 34 33 32 [CACS:L2L40A6A432]
41 36 41 33 32 35 42 5A 48 [1Z02L40A6A325BZH]
38 5A 4E 31 32 3A 69 73 65 [1194CC58ZN12:1ise]
37 31 33 35 39 30 30 2F 33 [-psn/517135900/3]

EAP-Message [79] 6
Message-Authenticato[80] 18

A2 89 04 72 BC DD 32 A9 29 [ am&lr2)]
Vendor, Cisco [26] 59

Cisco AVpair [1] 53 "ipsec:split-exclude= ipv4 192.168. 1. 0/255. 255. 255. 0"

Vendor, Cisco [26] 59

Cisco AVpair [1] 53 "ipsec:split-exclude= ipv4 192.168. 2. 0/ 255. 255. 255. 0"

:25.998: RADIUS(0000012D): Received from id 1645/24

EAP-Message fragments, 4, total 4 bytes

~ RDERTE

« EAPS &K U'DUOEREE % £ L = AnyConnect Flexvpn D58 E

« EAP-MD5IZ & ®AnyConnect IKEV2Y) E— KT 9 EADEE
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