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aaa new-model
aaa group server radius FlexVPN-Authentication-Server
server-private 192.168.30.110 key Ciscol23

aaa authentication login FlexVPN-Authentication-List group FlexVPN-Authentication-Server
aaa authorization network FlexVPN-Authorization-List local

aaa authentication login <list_name> ( #7°> 3> ) N> Rk, BEE, 50l 7HOT14>9
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crypto pki trustpoint FlexVPN-TP



enrolIlment url http://192.168.50.230:80
subject-name CN=192.168.50.225
revocation-check none

rsakeypair FlexVPN_KEY

ATV 3 BRBDI—FII—7ElCIPO—AHILT—ILEZEHZELET,

ip local pool groupl 172.16.10.1 172.16.10.50
ip local pool group2 172.16.20.1 172.16.20.50

ATY7 4 O—ALBARIS —ZRELET,

crypto ikev2 authorization policy FlexVPN-Local-Policy
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crypto ikev2 proposal IKEv2-prop
encryption aes-cbc-256
integrity sha256

group 14

crypto ikev2 policy IKEv2-pol
proposal IKEv2-prop

ATVT6(A7232) : hIUART7A—LEY N ERELET (RELAWVEERE. AN—
N7 2R EREHET ),

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel
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crypto ikev2 profile FlexVPN-IKEv2-Profile

match identity remote key-id cisco.example

identity local dn

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint FlexVPN-TP

aaa authentication eap FlexVPN-Authentication-List

aaa authorization group eap list FlexVPN-Authorization-List FlexVPN-Local-Policy
aaa authorization user eap cached

virtual-template 100

aaa authorization user eap cached AN > Ri&, EAPRRAIHFICZFELLEEMEZF YV 1TD 4
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crypto ipsec profile FlexVPN-IPsec-Profile
set transform-set TS
set ikev2-profile FlexVPN-IKEv2-Profile

ATYVT9: W=TNYIAVE—TIAARERELET . N—F¥ILTIOLRAVE—T14
Ak, EZHSIPTRLAZBYET,

interface Loopbackl00
ip address 10.0.0.1 255.255.255.255
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Y7 L—hZEERL, FIESTHEML 12IPSec7O77AIINZEIVVILET,

interface Virtual-TemplatelOO type tunnel

ip unnumbered Loopbackl00

tunnel mode ipsec ipv4

tunnel protection ipsec profile FlexVPN-IPsec-Profile-1

ATY 7T 1MIL—RTHTTP-URLR—ADERAERREHTTPH —NEZEMICLET,

no crypto ikev2 http-url cert
no ip http server
no ip http secure-server
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Q. What page are you ¢

Dashboard

Context Visibility

Recent Pages

Network Resources

Identity Management

Shortcuts

- Expand menu

ISE—f&X_—1—

ATYT2:AddZ2IUYOLT, W—32%2AAATSAT >

Network Devices Metwork Device Groups Network Device Profiles External RADIUS Servers

Metwork Devices

Default Device

Network Devices

Device Seeurity Settings

L, Impart Ty Expart

B Name -~ IP/Mask Profile Name Location

0O CISCO_ROL. a% Ciseo (1) All Locations

HLLWRY RD—=0F/NA ADIEMN

Administration
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Feed Service

Profiler

Threat Centric NAC
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B Delete All
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Network Devices

Name CISCO_ROUTER

Description

IP Address .. IP: 192.168.30.110 | /' 132 3

BHEIPT RLA

v RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret =~ seeeees Show

(] Use Second Shared Secret (1)

networkDevices.secondSharedSecret Show

Radius/N A7 — R
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X Cisco ISE
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Recent Pages
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Identity Groups

User ldentity Groups

il
= ‘-, Selected 0 Towl 10 £ {5}
i Delete Ly Import Ty Export Al W
! Endpoint Identity Groups
! Usar Identity Groups Name ~  Description
:_] SR ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (delault) User Group
j S Erng Default Employie User Group
j St GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
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Identity Group

* Name Group1

Description
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~ Network Access User

* Username  user]

Status Enabled

Email

~ Passwords
Password Type: Internal Users

Password

Re-Enter Password

* Login Password ~ *v**=*

| Generate Password ‘

Enable Password
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~ Account Options

Description

[ Generate Password ]

Change password on next login D

User Groups

=a
< =
~ Account Disable Policy
Z ALL_ACCOUNTS (default)
D Disable account if date exceeds 20
& Employee
£ Group1
~ User Groups 4t Groupz
Z% GROUP_ACCOUNTS (default)

- Select an item ~
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%) Status | Rule Name | Conditions | Profiles Security Groups Hits Actions

[ ] Groupl_AuthZ_Rule Select from list Select from list {@
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Conditions Studio

Library Editor
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=earch by Name
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Select attribute for condition X
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Catalyst_Switch_Local_Web_Aut _ Dictionary Attribute D Info
hentication
All Dictionaries Attribute i)

Compliance_Unknown_Devices

i1} CWaA CWA_ExternalGroups
Compliant_Devices @ i IdentityGroup Description
EAP-MSCHAPVZ D) 1N IdentityGroup Name

1N InternalUser IdentityGroup
EAP-TLS
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Guest_Flow
MAC_in_SAN
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Editor

IdentityGroup-Name

& Equals v phoose from list or type ~ Bt

Set to 'ls not' User Identity Groups:GROUP_ACCOUNTS (default) m

User Identity Groups:Group

User Identity Groups:Group2

User Identity Groups:GuestType_Contractor (default)

User Identity Groups:GuestType_Daily (default)
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Add New Standard Profile

Authorization Profile

N
ame Profile_group1

Description

* Access Type

ACCESS_ACCEPT v

Network Device Profile i Cisco  ~

Service Template O
Track Movement O @
Agentless Posture 0o

Passive Identity Tracking () (i)

7077 1IIEH
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~ Advanced Attributes Settings

Select an item ) v

~ Attributes Details

Access Type = ACCESS_ACCEPT

cisco-account-info--[250]

cisco-assign-ip-pool--[218]

cisco-av-pair--[1] I

cisco-call-filter--[243]

cisco-call-id--[141]
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v Advanced Attributes Settings
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~ Advanced Attributes Settings

== Cisco:cisco-av-pair v~ ipsec:dns-servers=10.0.50.10 ~
= Cisco:cisco-av-pair W : ipsec:route-set=prefix 192.16! ~
= Cisco:cisco-av-pair W : ipsec:addr-pool=group1 w

~ Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsecidns-senvers=10.0.50.101
cisco-av-pair = ipsec:route-set=prefix 192.168.100.0/24

disco-av-pair = ipsec:addr-pool=groupl

Group1B M
« JIN—T2BH% :
~ Advanced Attributes Settings

an

e Cisco:cisco-av-pair ~ - ipsec:dns-servers=10.0.50.20 ~
- Cisco:cisco-av-pair e - ipsec:route-set=prefix 192.16f ~
e Cisco:cisco-av-pair v ipsec:addr-pool=group2 s

~ Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsec:dns-servers=10.0.50.202
cisco-av-pair = ipsec:route-set=prefix 192,168.200.0/24

cisco-av-pair = ipsec:addr-pool=group2

Group2/E

ATV ROV IRAIAZ21—0KMEVIYIL, ATYT1I0TCHERLEHFR7O77
1) ZERLET,



Hits Actions

Security Groups

Status  Rule Name Conditions Profiles
e 5 User Identity : 7
I e I:I Select from list <§}
enyAccess
Select from list ) J;?‘}

Groupl _AuthZ _Rule

Wireless Black List
N AND -
Default 5 Endpoint
1 IP
A At ldentity i )
PermitAccess Select from list
il
G

LS Endpaint
Select from list

ofiled:Clsco-1P-Phone

‘rofiled Cisco IP Phones
Men_Cisco_Profiled_Phones

Profiled Non Cisco IP

[Save] 20U Y O LET,
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ResultsDJBICBEIL £,

® Cisco ISE

Dashboard

Context Visibility Operations Admin

Recent Pages
Policy Sats Profiling
Autl

Posture Client Provisloning

Policy Elements

Shortcuts

ISE—fg X _1—

Authorization > Authorization ProfilesD EICBEBL E£T, ZEITH7O77AMIOFIT Y IRY D
AEIVYILT, Edit#22JUYILET,

= Cisco ISE Palicy - Policy Elements Q @ @ @

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

For Policy Expori go to

Authorization Profiles Selected 1 Total 11 [ 4

Downlaadable ACLs

Add (] Duplicate @ Delete ]
MNamea Profile ~  Dascription
Profiling >
O Vireless_Access &= Ciseo (7) Default profile used to blacklist wireless devices. Ensure that you et
Poasture ;
O Cisco_IP_Pi (i) & Clsco 'O Default profile used for Clsco Phones.
Client Provisioning *
O Clsco_Tempor ik Glseo (7) Onboard the device with Clsco temporal agant
O Cisco_WebAuth = Clsco () Default Profile used to redirect users to the CWA portal.
_| NSP_Onboard == Cisco @ Onboard the device with Native Supplicant Provisioning
O Non 5 Cisco () Default Profile used far Non Cisco Phones.
Profile_group1 &% Cisco (D)
O Profile_group2 ik Cisco
:_J DM & Cisen _": Default profile used far UDN.,
O Default Profile with access type 43 Accass-Reject

a

Default Profile with access 1ype a3 Access-Accept
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ATYT1: XMLZO7 74N IF4 2 2FRALTXML7O7 74N EERLET. XD,
CORFIXNDERICERAL =BT,

<#froot>

<AnyConnectProfile xmIns="http://schemas.xmlsoap.org/encoding/" xmins:xsi="http://www.w3.0rg/2001/XMLSc
<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">true</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="false">true</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al1</CertificateStoreMac>
<CertificateStoreLinux>Al1l</CertificateStoreLinux>
<CertificateStoreOverride>true</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<AllowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>30</AuthenticationTimeout>

<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocallLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="false">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>

<AutoReconnect UserControllable="false">

true

<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>

<SuspendOnConnectedStandby>false</SuspendOnConnectedStandby>

<AutoUpdate UserControllable="false">true</AutoUpdate>

<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocalLogon</WindowsLogonEnforcement>
<LinuxLogonEnforcement>SingleLocallLogon</LinuxLogonEnforcement>
<WindowsVPNEstab1ishment>AllowRemoteUsers</WindowsVPNEstab1ishment>
<LinuxVPNEstablishment>LocalUsersOnly</LinuxVPNEstablishment>
<AutomaticVPNPoT1icy>false</AutomaticVPNPolicy>

<PPPExclusion UserControllable="false">

Disable

<PPPExclusionServerIP UserControllable="false"/>

</PPPExclusion>

<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">

false

<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnLogoff>false </RetainVpnOnLogoff>
<CaptivePortalRemediationBrowserFailover>false</CaptivePortalRemediationBrowserFailover>
<ATTowManualHostInput>true</AllowManualHostInput>

</ClientInitialization>

<ServerList>

<HostEntry>

<HostName>

FI exVPN HUB

</HostName>
<HostAddress>



192. 168. 50. 225

</HostAddress>
<PrimaryProtocol>

| Psec

<StandardAuthenticationOnly>
true
<AuthMethodDuringIKENegotiation>

EAP- MD5

</AuthMethodDuringIKENegotiation>
<IKEIdentity>

ci sco. exanpl e

</IKEIdentity>
</StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>

</ServerList>
</AnyConnectProfile>

« <HostName> : IRAN, IPPRLA, FLRETELEBHRX AL B(FQDN)ESRIT B -HIC

FERENDITA VT AR, ChIFCSCRY JARICKRRENET,
<HostAddress>:FlexVPN/\7 ®IP7 R L A F /= 1&FQDN,

<PrimaryProtocol> : 754 7> RH'SSLORKD V) ICIKEV2/IPsecZfEA TR XS IC,
IPsecZRETDHENHV)ET,

<AuthMethodDuringIKENegotiation>:EAPH TEAP-MD52 T2 LS ICRET I HLEN D
WET, chidk, ISE—NICHITBREICHKETT,

<IKEldentity> : DX F5Il&. ID_GROUPR A 7DIDRAAO—RELTIZAT UMK
DTREEENET, chlk, VATV ENT LOBEDIKERTO77AIILERETD
EHIZERATEEXRY,

ERD

ATYT1:CCHAMVARN=INENTWVWRITAT ORI VICBELET, FlexVPN/\T(IZ
BHEL, usert LT v )2 AAOLET,



AnyConnect VPN:
Please enter your username and password.

& Cisco Secure Client | FlexVPN HUB b

Please enter your username and password.

userl

-0 oLF>ov)l

ATV 2 BERASEIUE NS, RETAJ> (ETRE) 22 Y 2L T, AnyConnectVPN >
StatisticsIC#BEIL £, Address Informationtz2> 3> T, ) HTSNEIPF RL AN,
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@9 Cisco Secure Client — X

v, S C I t ®
Status Overview Virtual Private Network (VPN)
Preferences ' oute Details Firewall Message History
AnyConnect VPN
-~

Secure Endpoint Connection Information ~

State: Connected

Tunnel Mode (IPv4): Split Include

Tunnel Mode (IPv6): Drop All Traffic

Dynamic Tunnel Exdusion: None

Dynamic Tunnel Incusion: None

Duration: 00:00:22

Session Disconnect: None

Management Connection State: Disconnected (user tunnel active)

Address Information ~

Client (IPv4): 172.16.10.5

Client (IPv6): Not Available

Server:

_By—tes o -~ .

Reset  ExportStats

I—H¥10#1ER

AnyConnectVPN > Route detailsiCBE L, RRE D EHA group1 IZBREE N EEF1T7IIL—K
EDNSICRIELTWB CEZRBRBLET,



Cisco Secure Client - X
®

cI1SCO Secure Cllent N

Status Overview Virtual Private Network (VPN)

Preferences Statistics | Route Details |Firewall Message History

AnyConnect VPN > RS
Secure Endpoint Non-Secured Routes (IPv4) A~
0.0.0.0/0
Secured Routes (IPv4) ~
192.168. 100.0/24
10.0.50.101/32

User1JL— N O ¥4

ATYT7 3 :user27 LT ¥ VEERLTATY TM1E2%EVIBRL, BB COITIL—TD
ISERRAIR S —TRESNILEE-—HIZ L ZHALET,



AnyConnect VPN:
Please enter your username and password.

€9 Cisco Secure Client | FlexVPN HUB

d1—%200L 72> v



® Cisco Secure Client

Status Overview

AnyConnect VPN

Secure Endpoint

d—920 & 1ER

@ Cisco Secure Client

Y .
auelt Secure Client

Virtual Private Network (VPN) [:é
Preferences| Statisbcs Route Details Firewall Message History

Connection Information

State: Connected
Tunnel Mode (IPv4): Split Indude
Tunnel Mode (IPv6): Drop All Traffic
Dynamic Tunnel Exdusion: None

Dynamic Tunnel Indusion: None

Address Information

Client (IPv4): 172.16.20.5
Client (IPv6): Not Available
Server:

Bytes

' | ' I ' .
vees’ Secure Client

Status Overview

AnyConnect VPN

Secure Endpoint

d—920)L— N 05EA

Virtual Private Network (VPN) [}

Preferences Statistics | Route Details Iﬁrewal Message History

Non-Secured Routes (IPv4)
0.0.0.0/0
Secured Routes (IPv4)

192.168.200.0/24
10.0.50.202/32




NZ7LZ1—hk

FNvoJeOyd

Cisco)l—Z DFE:

1. IKEV2B & UIPSecT/NY T &2 FERAL T, AYRIVREIVSATNEOXRIYI—> 3
CEMELET,

debug
debug
debug
debug
debug
debug

crypto
crypto
crypto
crypto
crypto
crypto

ikev?2

ikev2 packet
ikev2 error
ikev2 internal
ipsec

ipsec error

) AAA?/\“‘J 7‘&@% L/'(\ D—j])LE'I?E)PIJ :E_ I\Eﬁwgub)é“(&ﬁﬁ%bﬁ?o

debug aaa authorization
debug aaa authentication
debug radius authentication

ISETRZRITLET,

EEBESFUT

« RADIUS 547 O

ROEDF, EEZEGEOHTT,

« UsertOFN\NY I HD :

<tfroot>

Jan 30 02:57:21.088: AAA/BIND(O00000FF): Bind i/f
Jan 30 02:57:21.088: AAA/AUTHEN/LOGIN (OOOOOOFF):

Pi ck nmethod |i st

Jan
Jan
Jan
Jan
Jan
Jan

30
30
30
30
30
30

02:
02:
02:
02:
02:
02:

57:
57:
57:
57:
57:
57:

21
21
21
21
21
21

.088:
.088:
.088:
.088:
.088:
.088:

' Fl exVPN- Aut hent i cati on-Li st

RADIUS/ENCODE (000000FF) :0rig. component type = VPN IPSEC

RADIUS/ENCODE (000000FF) : dropping service type, "radius-server attribute 6 on-for-
RADIUS (000000FF): Config NAS IP: 0.0.0.0

vrfid: [65535] ipv6e tableid : [0]

idb is NULL

RADIUS (000000FF): Config NAS IPvG6:



Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:
02:

57:21.089:
57:21.089:
57:21.089:
57:21.089:
57:21.089:

RADIUS/
RADIUS (
RADIUS/
RADIUS:
RADIUS (

ENCODE (000000FF) : acct_session_id: 4245

000000FF) : sending

ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Message Authenticator encoded

000000FF) :

Send Access-Request to 192.168.30.110: 1645 id 1645/85, len 229

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator C9 82

02:
02:
02:
02:
02:

57:21.089:
57:21.089:
57:21.089:
57:21.089:
57:21.089:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

15 29 AF 4B 17 61 - 27 F4 5C 27 C2 C3 50 34
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 1"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:

02:

57:21.089:
57:21.089:
57:21.089:
57:21.089:

57:21.089:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:

02:57:21.089: RADIUS:
02:57:21.089: RADIUS:

02 3B 00 OA 01 75 73
02:57:21.089: RADIUS:

E7 22 65 EO DC 03 3A

02:57:21.089: RADIUS:
02:57:21.089: RADIUS(OOO000OFF): Sending a IPv4 Radius Packet
02:57:21.090: RADIUS(COOOOOOFF): Started 5 sec timeout

02:57:21.094: RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"
EAP-Message [79] 12

65 72 31 [ ;userl]
Message-Authenticato[80] 18

49 OB 01 49 2A D5 3F AD 4F [ "e:1I*70]
NAS-IP-Address [4] 6 192.168.30.100

Received fromid 1645/85 192.168. 30. 110: 1645, Access-Chal |l enge, len 137

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

authenticator 67 2B 9D 9C 4D 1F F3 E8 - F6 EC 9B EB 8E 49 (C8 A5
02:57:21.094: RADIUS:

35
32
32
45
49
38

02:57:21.094:

32
4C
46
32
44
30

43
34
32
5A
3D
30

50
32
46
4E
49
31

01 52 00 06

02:57:21.094:

38 8A B1 31
02:57:21.094: RADIUS(O00000FF): Received from id 1645/85
RADIUS/DECODE: EAP-Message fragments, 6, total 6 bytes
Jan 30 02:57:21.097: AAA/AUTHEN/LOGIN (OOO0OOOQFF):

Pi ck nmethod Ii st

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:
02:

57:21.097:
57:21.097:
57:21.097:
57:21.097:
57:21.097:

4D 53 65
46 32 46
30 31 36
31 46 3B
53 45 2D
38 2F 32
RADIUS:
0D 20 [
RADIUS:
72 62 06

RADIUS/
RADIUS/

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
39 3B [ 80018/29;]

EAP-Message [79] 8
R 1]

Message-Authenticato[80] 18

40 4F D4 58 48 E8 36 E7 80 [ 81rb@OXH6]

' Fl exVPN- Aut hent i cati on-Li st

ENCODE (000000FF) :Orig. component type = VPN IPSEC
ENCODE (000000FF) : dropping service type, "radius-server attribute 6 on-for-

RADIUS (000000FF): Config NAS IP: 0.0.0.0

vrfid:
idb is

[65535] ipv6 tableid : [0]
NULL



Jan 30 02:57:21.097: RADIUS(OO00000FF): Config NAS IPv6:

Jan 30 02:57:21.097: RADIUS/ENCODE(O00000FF): acct_session_id: 4245

Jan 30 02:57:21.097: RADIUS(O00000FF): sending

Jan 30 02:57:21.097: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 02:57:21.097: RADIUS: Message Authenticator encoded

Jan 30 02:57:21.097: RADIUS(000000FF):

Send Access-Request to 192.168.30.110: 1645 id 1645/86, len 316

RADIUS: authenticator 93 07 42 CC D1 90 31 68 - 56 DO DO 5A 35 C3 67 BC
Jan 30 02:57:21.097: RADIUS: Service-Type [6] 6 Login [1]

Jan 30 02:57:21.097: RADIUS: Vendor, Cisco [26] 26

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 20 "service-type=Login"
Jan 30 02:57:21.098: RADIUS: Vendor, Cisco [26] 36

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30 02:57:21.098: RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

Jan 30 02:57:21.098: RADIUS: Vendor, Cisco [26] 64

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
Jan 30 02:57:21.098: RADIUS: User-Name [1] 7

"user 1"

Jan 30 02:57:21.098: RADIUS: Vendor, Cisco [26] 21

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 15 "coa-push=true"

Jan 30 02:57:21.098: RADIUS: EAP-Message [79] 8

RADIUS: 02 52 00 06 03 04 [ R]

Jan 30 02:57:21.098: RADIUS: Message-Authenticato[80] 18

RADIUS: EO 67 24 D3 BB CF D9 EO EE 44 98 8A 26 64 AC C9 [ g$D&d]

Jan 30 02:57:21.098: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
RADIUS: 45 32 5A 4E 31 46 3B 33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 32 39 3B [ 80018/29;]

Jan 30 02:57:21.098: RADIUS: NAS-IP-Address [4] 6 192.168.30.100

Jan 30 02:57:21.098: RADIUS(000000FF): Sending a IPv4 Radius Packet

Jan 30 02:57:21.099: RADIUS(O000000FF): Started 5 sec timeout

Jan 30 02:57:21.101: RADIUS:

Received fromid 1645/86 192.168. 30.110: 1645, Access-Chall enge, len 161

RADIUS: authenticator 42 A3 5F EO 92 13 51 13 - B2 80 56 A3 91 36 BD Al

Jan 30 02:57:21.101: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
RADIUS: 45 32 5A 4E 31 46 3B 33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 32 39 3B [ 80018/29;]

Jan 30 02:57:21.101: RADIUS: EAP-Message [79] 32

RADIUS: 01 53 00 1E 04 10 D7 61 AE 69 3B 88 Al 83 E4 EC OF B6 EF 68 58 16 49 53 45 2D 44 49 41 4E [ Sai
Jan 30 02:57:21.101: RADIUS: Message-Authenticato[80] 18

RADIUS: 3E C9 C1 E1 F2 3B 4E 4C DF CF AC 21 AA E9 C3 FO [ >;NL!]

Jan 30 02:57:21.101: RADIUS(OOOOOOFF): Received from id 1645/86
RADIUS/DECODE: EAP-Message fragments, 30, total 30 bytes

Jan 30 02:57:21.103: AAA/AUTHEN/LOGIN (OOO0OOOQFF):



Pick nmethod |ist 'FlexVPN Authentication-List'

Jan 30 02:57:21.103: RADIUS/ENCODE(O00000FF):0rig. component type = VPN IPSEC

Jan 30 02:57:21.103: RADIUS/ENCODE(O00000OFF): dropping service type, "radius-server attribute 6 on-for-
Jan 30 02:57:21.103: RADIUS(000000FF): Config NAS IP: 0.0.0.0

Jan 30 02:57:21.103: vrfid: [65535] ipv6 tableid : [0]

Jan 30 02:57:21.104: idb is NULL

Jan 30 02:57:21.104: RADIUS(O00000FF): Config NAS IPv6:

Jan 30 02:57:21.104: RADIUS/ENCODE(OO00000FF): acct_session_id: 4245

Jan 30 02:57:21.104: RADIUS(O00000FF): sending

Jan 30 02:57:21.104: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 02:57:21.104: RADIUS: Message Authenticator encoded

Jan 30 02:57:21.104: RADIUS(OOO000FF):

Send Access-Request to 192.168. 30.110: 1645 id 1645/87, len 332

RADIUS: authenticator 89 35 9C C5 06 FB 04 B7 - 4E A3 B2 5F 2B 15 4F 46
Jan 30 02:57:21.104: RADIUS: Service-Type [6] 6 Login [1]

Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 26

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 20 "service-type=Login"
Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 36

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30 02:57:21.104: RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 64

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
Jan 30 02:57:21.104: RADIUS: User-Name [1] 7

"user 1"

Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 21

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 15 "coa-push=true"

Jan 30 02:57:21.104: RADIUS: EAP-Message [79] 24

RADIUS: 02 53 00 16 04 10 BO BB 3E D5 B1 D6 01 FC 9A B7 4A DB AB F7 2F B6 [ S>]/]
Jan 30 02:57:21.104: RADIUS: Message-Authenticato[80] 18

RADIUS: 79 43 97 A7 26 17 3E 3B 54 B4 90 D4 76 OF EO 14 [ yC&>;Tv]

Jan 30 02:57:21.104: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
RADIUS: 45 32 5A 4E 31 46 3B 33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 32 39 3B [ 80018/29;]

Jan 30 02:57:21.104: RADIUS: NAS-IP-Address [4] 6 192.168.30.100

Jan 30 02:57:21.105: RADIUS(O00000FF): Sending a IPv4 Radius Packet

Jan 30 02:57:21.105: RADIUS(O00000FF): Started 5 sec timeout

Jan 30 02:57:21.170: RADIUS:

Received fromid 1645/87 192.168. 30. 110: 1645, Access-Accept, |en 233

RADIUS: authenticator 75 F6 05 85 1D A0 C3 EE - F8 81 F9 02 38 AC Cl1 B6
Jan 30 02:57:21.170: RADIUS: User-Name [1] 7

"user 1"

Jan 30 02:57:21.170: RADIUS: Class [25] 68
RADIUS: 43 41 43 53 3A 4C 32 4C 34 32 46 32 46 30 31 31 [CACS:L2L42F2F011]



RADIUS: 36 5A 4F 32 4C 34 32 46 32 46 30 31 36 46 5A 48 [6Z02L42F2F016FZH]
RADIUS: 31 31 39 34 43 41 45 32 5A 4E 31 46 3A 49 53 45 [1194CAE2ZN1F:ISE]
RADIUS: 2D 44 49 41 4E 2F 34 39 33 30 38 30 30 31 38 2F [-DIAN/493080018/]
RADIUS: 32 39 [ 29]

Jan 30 02:57:21.170: RADIUS: EAP-Message [79] 6

RADIUS: 03 53 00 04 [ S]

Jan 30 02:57:21.170: RADIUS: Message-Authenticato[80] 18

RADIUS: 8A A9 CC 07 61 A2 6D BA E4 EB B5 B7 73 OE EC 28 [ ams(]

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 37

Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 31

"i psec: dns-servers=10. 0. 50. 101"

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 47
Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 41

"ipsec:route-set=prefix 192.168. 100. 0/ 24"

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 30
Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 24

"i psec: addr - pool =gr oup1”

Jan 30 02:57:21.171: RADIUS(OOOOO0OOFF): Received from id 1645/87
RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes

Jan 30 02:57:21.175: AAA/BIND(00000100): Bind i/f

Jan 30 02:57:21.175: AAA/AUTHOR (0x100):

Pi ck nmethod list 'FlexVPN Aut hori zation-List

Jan 30 02:57:21.176: %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to
Jan 30 02:57:21.192: %SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as
Jan 30 02:57:21.376: %LINEPROTO-5-UPDOWN:

Li ne protocol on Interface Virtual - Accessl, changed state to up

s User®F/\Nv JHH -

<tfroot>

Jan 30 03:28:58.102: AAA/BIND(00000103): Bind i/f
Jan 30 03:28:58.102: AAA/AUTHEN/LOGIN (00000103):

Pi ck nmethod |ist 'FlexVPN Aut hentication-List’

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103):0rig. component type = VPN IPSEC

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103): dropping service type, "radius-server attribute 6 on-for-
Jan 30 03:28:58.103: RADIUS(00000103): Config NAS IP: 0.0.0.0

Jan 30 03:28:58.103: vrfid: [65535] ipv6 tableid : [0]

Jan 30 03:28:58.103: idb is NULL

Jan 30 03:28:58.103: RADIUS(00000103): Config NAS IPv6:

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103): acct_session_id: 4249

Jan 30 03:28:58.103: RADIUS(00000103): sending

Jan 30 03:28:58.103: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 03:28:58.103: RADIUS: Message Authenticator encoded

Jan 30 03:28:58.103: RADIUS(00000103):



Send Access-Request to 192.168. 30.110: 1645 id 1645/88, len 229

RADIUS: authenticator 71 99 09 63 19 F7 D7 0B - 1D A9 4E 64 28 6F A5 64
Jan 30 03:28:58.103: RADIUS: Service-Type [6] 6 Login [1]

Jan 30 03:28:58.103: RADIUS: Vendor, Cisco [26] 26

Jan 30 03:28:58.103: RADIUS: Cisco AVpair [1] 20 "service-type=Login"
Jan 30 03:28:58.103: RADIUS: Vendor, Cisco [26] 36

Jan 30 03:28:58.104: RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30 03:28:58.104: RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

Jan 30 03:28:58.104: RADIUS: Vendor, Cisco [26] 64

Jan 30 03:28:58.104: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
Jan 30 03:28:58.104: RADIUS: User-Name [1] 7

"user 2"

Jan 30 03:28:58.104: RADIUS: Vendor, Cisco [26] 21

Jan 30 03:28:58.104: RADIUS: Cisco AVpair [1] 15 "coa-push=true"
Jan 30 03:28:58.104: RADIUS: EAP-Message [79] 12

RADIUS: 02 3B 00 OA 01 75 73 65 72 32 [ ;user2]

Jan 30 03:28:58.104: RADIUS: Message-Authenticato[80] 18

RADIUS: 12 62 2F 51 12 FC F7 EC FO 87 EO 34 1E F1 AD E5 [ b/Q4]

Jan 30 03:28:58.104: RADIUS: NAS-IP-Address [4] 6 192.168.30.100
Jan 30 03:28:58.104: RADIUS(00000103): Sending a IPv4 Radius Packet
Jan 30 03:28:58.105: RADIUS(00000103): Started 5 sec timeout

Jan 30 03:28:58.109: RADIUS:

Received fromid 1645/88 192.168. 30. 110: 1645, Access-Chal |l enge, |len 137

RADIUS: authenticator 98 04 01 EA CD 9B 1E A9 - DC 6F 2F 17 1F 2A 5F 43
Jan 30 03:28:58.109: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194EA4]
RADIUS: 34 34 5A 4E 32 30 3B 33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 33 30 3B [ 80018/30;]

Jan 30 03:28:58.110: RADIUS: EAP-Message [79] 8

RADIUS: 01 35 00 06 OD 20 [ 5 ]

Jan 30 03:28:58.110: RADIUS: Message-Authenticato[80] 18

RADIUS: E3 A6 88 B1 B6 3D 93 1F 39 B3 AE 9E EA 1D BB 15 [ =9]

Jan 30 03:28:58.110: RADIUS(00000103): Received from id 1645/88
RADIUS/DECODE: EAP-Message fragments, 6, total 6 bytes

Jan 30 03:28:58.112: AAA/AUTHEN/LOGIN (00000103):

Pick nmethod |ist 'FlexVPN Authentication-List'

Jan 30 03:28:58.112: RADIUS/ENCODE(00000103):0rig. component type = VPN IPSEC

Jan 30 03:28:58.112: RADIUS/ENCODE(00000103): dropping service type, "radius-server attribute 6 on-for-
Jan 30 03:28:58.112: RADIUS(00000103): Config NAS IP: 0.0.0.0

Jan 30 03:28:58.112: vrfid: [65535] ipv6 tableid : [0]

Jan 30 03:28:58.113: didb is NULL

Jan 30 03:28:58.113: RADIUS(00000103): Config NAS IPv6:

Jan 30 03:28:58.113: RADIUS/ENCODE(00000103): acct_session_id: 4249

Jan 30 03:28:58.113: RADIUS(00000103): sending

Jan 30 03:28:58.113: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 03:28:58.113: RADIUS: Message Authenticator encoded

Jan 30 03:28:58.113: RADIUS(00000103):



Send Access-Request to 192.168. 30.110: 1645 id 1645/89, len 316

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator 56 BD FO 9A 4B 16 5C 6C - 4E 41 00 56 8D CO 3A 8C
03:28:58.113:
03:28:58.113:
03:28:58.113:
03:28:58.113:
03:28:58.113:

RADIUS: Service-Type [6] 6 Login [1]

RADIUS: Vendor, Cisco [26] 26

RADIUS: Cisco AVpair [1] 20 "service-type=Login"
RADIUS: Vendor, Cisco [26] 36

RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 2"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

03:
03:
03:
03:

03:
03:

28:
28:
28:
28:

28:
28:

58.113:
58.113:
58.113:
58.113:

58.113:
58.113:

RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

RADIUS: Vendor, Cisco [26] 64

RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
RADIUS: User-Name [1] 7

RADIUS: Vendor, Cisco [26] 21
RADIUS: Cisco AVpair [1] 15 "coa-push=true"

03:28:58.113: RADIUS: EAP-Message [79] 8
02 35 00 06
03:28:58.113:
47 1F 36 A7
03:28:58.113:

35
32
32
34
49
38

32
4c
46
34
44
30

43 50
34 32
32 46
5A 4E
3D 49
30 31

03:28:58.114:
03:28:58.114:
03:28:58.114:
03:28:58.116:

03 04 [ 5]
RADIUS: Message-Authenticato[80] 18
C3 9B 90 6E 03 2C B8 D7 FE A7 13 44 [ G6n,D]
RADIUS: State [24] 91
4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
30 31 36 46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194EA4]
32 30 3B 33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
38 2F 33 30 3B [ 80018/30;]
RADIUS: NAS-IP-Address [4] 6 192.168.30.100
RADIUS(00000103): Sending a IPv4 Radius Packet
RADIUS(00000103): Started 5 sec timeout
RADIUS:

Received fromid 1645/89 192.168. 30. 110: 1645, Access-Chal |l enge, len 161

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

authenticator 84 A3 30 3D 80 BC 71 42 - 1B 9B 49 EF OB 1B 02 02
03:28:58.116:

35
32
32
34
49
38

32
4c
46
34
44
30

43 50
34 32
32 46
5A 4E
3D 49
30 31

03:28:58.116:

01 36 00 1E
03:28:58.116:
08 5E BC EF
03:28:58.116:
RADIUS/DECODE: EAP-Message fragments, 30, total 30 bytes
Jan 30 03:28:58.118: AAA/AUTHEN/LOGIN (00000103):

Pick nmethod list 'Fl

Jan 30 03:28:58.118:
Jan 30 03:28:58.118:
Jan 30 03:28:58.118:
Jan 30 03:28:58.118:

RADIUS: State [24] 91
4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
30 31 36 46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194EA4]
32 30 3B 33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
38 2F 33 30 3B [ 80018/30;]
RADIUS: EAP-Message [79] 32
04 10 EB 9F A5 AC 70 1F 4D D6 48 05 9D EC 1F 29 67 AE 49 53 45 2D 44 49 41 4E [ 6pM
RADIUS: Message-Authenticato[80] 18
E5 38 50 CD FB 3C B3 E9 99 0A 51 B3 [ A8P<Q]
RADIUS(00000103): Received from id 1645/89

exVPN- Aut henti cati on-List'

RADIUS/ENCODE (00000103) :0Orig. component type = VPN IPSEC

RADIUS/ENCODE (00000103): dropping service type, "radius-server attribute 6 on-for-
RADIUS(00000103): Config NAS IP: 0.0.0.0

vrfid: [65535] ipv6 tableid : [0]



Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

03:28:58.118:
03:28:58.118:
03:28:58.118:
03:28:58.118:
03:28:58.118:
03:28:58.119:
03:28:58.119:

idb is

RADIUS (
RADIUS/
RADIUS (
RADIUS/
RADIUS:
RADIUS (

NULL

00000103): Config NAS IPv6:

ENCODE (00000103) : acct_session_id: 4249

00000103): sending

ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Message Authenticator encoded

00000103):

Send Access-Request to 192.168.30.110: 1645 id 1645/90, len 332

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator Al 62

03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

1A FB 18 58 7B 47 - 5C 8A 64 FA B7 23 9B BE
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 2"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

"user 2"

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30
Jan 30

03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:

03:28:58.119:
03:28:58.119:
03:28:58.119:
02 36 00 16
03:28:58.119:
B1 68 3C 25
03:28:58.119:
35 32 43 50
32 4C 34 32
32 46 32 46
34 34 S5A 4E
49 44 3D 49
38 30 30 31
03:28:58.119:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:
04 10 73
RADIUS:
9E FE 52
RADIUS:
4D 53 65
46 32 46
30 31 36
32 30 3B
53 45 2D
38 2F 33
RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"

EAP-Message [79] 24

B7 F2 42 09 5B AB 21 D8 77 96 A2 F7 C7 83 AD [ 6sB[!w]
Message-Authenticato[80] 18

13 10 69 E6 BB 17 67 6F 18 [ h<?Rigo]

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194E4]
33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
30 3B [ 80018/30;]

NAS-IP-Address [4] 6 192.168.30.100

03:28:58.119: RADIUS(00000103): Sending a IPv4 Radius Packet

03:28:58.119: RADIUS(00000103): Started 5 sec timeout

03:28:58.186: RADIUS: Received from id 1645/90 192.168.30.110:1645, Access-Accept, len 233
authenticator 48 A5 AO 11 ED B8 C2 87 - 35 30 17 D5 6D D7 B4 FD

03:28:58.186: RADIUS: User-Name [1] 7

03:28:58.186:
43 41 43 53
36 5A 4F 32
31 31 39 34
2D 44 49 41
33 30 [ 30]
03:28:58.186:
03 36 00 04
03:28:58.186:
9E A6 D9 56
03:28:58.187:
03:28:58.187:

RADIUS:
3A 4C 32
4C 34 32
45 34 34
4E 2F 34

RADIUS:
[ 6]
RADIUS:
40 C8 EB
RADIUS:
RADIUS:

Class [25] 68

4C 34 32 46 32 46 30 31 31 [CACS:L2L42F2F011]
46 32 46 30 31 36 46 5A 48 [6Z02L42F2F016FZH]
34 5A 4E 32 30 3A 49 53 45 [1194E4447ZN20:1ISE]
39 33 30 38 30 30 31 38 2F [-DIAN/493080018/]

EAP-Message [79] 6

Message-Authenticato[80] 18

08 69 8C E1 35 35 53 18 83 [ V@i55S]
Vendor, Cisco [26] 37

Cisco Avpair [1] 31



"i psec: dns-servers=10. 0. 50. 202"

Jan 30 03:28:58.187: RADIUS: Vendor, Cisco [26] 47
Jan 30 03:28:58.187: RADIUS: Cisco AVpair [1] 41

"ipsec:route-set=prefix 192.168. 200. 0/ 24"

Jan 30 03:28:58.187: RADIUS: Vendor, Cisco [26] 30
Jan 30 03:28:58.187: RADIUS: Cisco AVpair [1] 24

"i psec: addr - pool =gr oup2"

Jan 30 03:28:58.187: RADIUS(00000103): Received from id 1645/90
RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes

Jan 30 03:28:58.190: AAA/BIND(00000104): Bind i/f

Jan 30 03:28:58.190: AAA/AUTHOR (0x104):

Pick nmethod |ist 'FlexVPN Authorization-Li st

Jan 30 03:28:58.192: %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Access2, changed state to
Jan 30 03:28:58.209: %SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as
Jan 30 03:28:58.398: %LINEPROTO-5-UPDOWN:

Li ne protocol on Interface Virtual - Access2, changed state to up
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