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« N—23231.02%4TL TW3Cisco ISE

« DUoRREE7'O0F > H%—/\ ( Windows 10F = ZfEE DLinux PC)
* DuoWeb7AhV> b

« AnyConnecth' 4 > ARN—=)EhizUZ4F> KPC

CORFIXVNOEHRE. REDFARRELCHZITNARAICETVWTERENELZ, DR
FAXKTEATDIIXNTOTFNAAGR, JUTBE(T7FIN ) RETHERZRKLTLE
T BHEEBPORY ND—OTR., FEONVRIEL>TRCDAEMNI HE2FEZ THOEIELT
<EZW,

ﬁlL‘,\EIE 7 I:l -

AnyConnect 1—H(&, ISE—NTI1—HBENAD—RZFEAL TEIAENET, £/, Duo
AuthentlcatlonProxy")L NE, I—HOENALUFNARICT Y2 1 BROFER TEIMDIRIL %

EELET,

70—K
CSR
| Username '
Password —_—
9
ISE Server
A oo, =
( ol Phone Call Authentication Proxy l —
- ’
uil Passcode : 4 —
AnyConnect User 5
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6
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BEZ7OtA

1. 1—HHC8000VAMRAVPNERZRBL., 7/ N URIMAOI—HYRE/NAT—REA
HLET,
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Lﬁbi‘d'o
4. FBRESENFBATOF D ICREENET,

5. 7TAR VBN K TS E, DuoBRE7' OF 2 EDuot—NZN L TEA X VR EZE

RUET,

6. RIZ, DuoH—ERE, AR VURIMAR (Fv2a, EF. NAO—R)ICHLUTI—

HZRIALET,
7. DUORREE 7’ OF A RAISEEZEFELET,
BN C8000VICEEENET,
BRI TBE, AnyConnectiER N BILENET,

O 0

S —

axX &
REETTIRICE,. oo arzZEBELTLSESL,

C8000V (VPNAY RT >V R ) OREFIE

1. RADIUSH —/N—Z BB L E¥ T, RADIUSH—/NDIPT RL A&k, DuoiRiE7’OF > DIPTH %

BEABHYNET,

radius server rad_server

address ipv4 10.197.243.97 auth-port 1812 acct-port 1813
timeout 120

key cisco

2. RADIUSYHY —/NZaamoall & LT, BAZO—AILELTERELXR T,

aaa new-model

aaa group server radius FlexVPN_auth_server

server name rad_server

aaa authentication login FlexVPN_auth group FlexVPN_auth_server
aaa authorization network FlexVPN_authz Tocal

3. O0—AIINRBAADIDIEREN EVWHEEEFK., 1 VAN =ITEDNZTANKRA NEERLET,
SFRZENEROFEMICOVWTIE., TPKIOIIAENEFE) 2RBLTLEEL,

crypto pki trustpoint TP_AnyConnect

enrolTment url http://x.x.x.x:80/certsrv/mscep/mscep.dl]
usage ike

serial-number none

fqdn flexvpn-C8000V.cisco.com


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

ip-address none

subject-name cn=flexvpn-C8000V.cisco.com
revocation-check none

rsakeypair AnyConnect

4. (A7232 ) ATVY NIV EATEIEET IO EAVANERELET, COT VL
AUARNE, VPNRYZLZNLTTIOEAFAREBZRERY NT—OTHBREhET, ATUY
NRRILHFBEENTOVWEWESR, F7FILRTR, IXNTORZ T4V JRFVPNRD X)L Z
BBLET,

ip access-1ist standard split-tunnel-acl
10 permit 192.168.11.0 0.0.0.255
20 permit 192.168.12.0 0.0.0.255

5. IPv47 RLAZ7—IL&ZERKL ET,

ip local pool SSLVPN_POOL 192.168.13.1 192.168.13.10

ERENZIPT RL A7 — )L, AnyConnectiE#E A" B Zh U 7=BRIC. AnyConnectZ Z4 7> M
IPv47 RL AZZIVEHTET,

6. FAIRIS—ZRELET,

crypto ikev2 authorization policy ikev2-authz-policy
pool SSLVPN_POOL

dns 10.106.60.12

route set access-list split-tunnel-acl

IP7°—JL. DNS, A7UY RRUZRIIVAREER, BARVS—THEEEINET,

N
I DARALIKEV2RRAIRU S —AREET N TOVWEVES, BAICIE Tdefaulty &EFiEHQ
577 FINBNORUARI—DFERAETIhET, IKEV2ZEFAIAR) S —TIEES N EEME,
RADIUSH—/\BHT7 Y3193 ELEETEET,

7. KEV2Z7'OR—FIERVS—%BRELE T,



crypto ikev2 proposal FlexVPN_IKEv2_Proposal
encryption aes-cbc-128

integrity sha384

group 19

crypto ikev2 policy FlexVPN_IKEv2_PoTlicy

match fvrf any
proposal FlexVPN_IKEv2_Proposal

8. AnyConnect 7 A 7 N7A77ANEIL—ZOT—r7Zv22ICT7Yy7O—RL, RO&K
SI7O07 7ML EEELET,

crypto vpn anyconnect profile Client_Profile bootflash:/Client_Profile.xml

9. HTTPEF1T7H—NZEMILET,

no ip http secure-server

10.SSLARV S —%EREL. Z7A7 74N %X 70— RT3 EHOO0—HILT RLAELTIL—
XOWAN IPZIEELE T,

crypto ss1 policy ssl-server
pki trustpoint TP_AnyConnect sign
ip address Tocal

port 443

M N=FFYILNTIOELAAVE—TIAAORREBZDIN—F¥IILT7TL—rEoO-2 51k
KEhd

interface Virtual-Template20 type tunnel
ip unnumbered GigabitEthernetl

unnumbered N > R, FREEShiz4 > 2 —7 I 1 A(GigabitEthernet1)» SIP7 KL AZEE
LET,



13. INTOEGEERRESCIKEV2ZO7 7ML EZRELET, ediFHo

crypto ikev2 profile Flexvpn_ikev2_Profile
match identity remote any

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint TP_AnyConnect

dpd 60 2 on-demand

aaa authentication eap FlexVPN_auth

aaa authorization group eap list FlexVPN_authz ikev2-authz-policy
aaa authorization user eap cached
virtual-template 20 mode auto

anyconnect profile Client_Profile

ChSRIKEV2ZZO7 7 A I TEAEIET,

* matchidentity remoteany : 77 A T RDIDZZRBLE T, BYIBILF Y INZEOIDITNTO
DSAT M EHTEDELDIC, Tany, ZRELET

* authenticationremote : 7 T4 7 > RERREICEAPZ’ ORI ZFEHATIXLEN HDEZRLET

e authenticationloca : A—NILFRRLICRIRAEZFERA I D MENf BB ZRLET

* azaauthentication eap: EAPFSEE A (C . RADlUS'U' INFexvPN_ath " fERAENE T

® aaaauthorization group eap list - WL,\—.[':F XY NID—D1) AN EAexveN authzui wu—.|-7]'\°') > —ikev2-authz-
policy

® aaaauthorization user eap cached.: Ha E’J”&:L 5 h\nﬁféﬁﬂ](’hbiio

* virtua-template 20 modeauto : Y A—_ T FBIRET T I/_ NEEZLEXT

* anyconnect profile Client_Profile : AT Y 78 TCEERLEITSA T NFTOT77AIA, ZDIKEV2S
O77A4I)ICEBRATEhET

14. NIV AT7A—LtY NEIPSec7O7 7 AN EBRELE T,

crypto ipsec transform-set TS esp-gcm 256
mode tunnel

crypto ipsec profile Flexvpn_IPsec_Profile
set transform-set TS
set ikev2-profile Flexvpn_ikev2_Profile

15.IPSec7O7 7AW & RET>> 7L —NIEMLET,

interface Virtual-Template20 type tunnel
tunnel mode ipsec ipv4
tunnel protection ipsec profile Flexvpn_IPsec_Profile



DSATRTATZ7AILNOARAZIRY N (XMLZA774))

Cisco IOS XE 16.91&K WJBID U ) —ATlE, AYRIVRASOZ7O77AIIOBBHRE V> O—
RGEATEELA. 16.9.10UETE. AY RIVRASTOT7ALELIVO—RTEET

o

<#root>

false

true

false



A1l

A1l

false

Native

false



30

false

true

false

false



true

IPv4,IPv6

true

ReconnectAfterResume



false

true

Automatic

SingleLocalLogon

SingleLocalLogon



AllowRemoteUsers

LocalUsersOnly

false

Automatic



false

false

20



false

false

true

<ServerList>

<HostEntry>
<HostName>F1exVPN</HostName>
<HostAddress>

fl exvpn-csr.ci sco.com

</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>

EAP

VD5

</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>

</HostEntry>



</ServerList>

DUORRRE 7' OF > DEREFIE

S

7E:Duo Authentication Proxyld. RADIUSEREET D &MS-CHAPV2Z HR— KL E T,

AT Y 7" 1 : Duo Authentication Proxy ServerZ2 X > O—RULTA 2V ARN=IL&ET,
Windows~¥ > 0% 4 > L. Duo Authentication Proxyt—/\& 4 > ARN—I)LLE T,

12 EMCPU, 200 MBOT 4 AV, $ L4 GBORAMZRE L2 ATLZEATS S
EEHHOLET,

AT Y 7" 2 : c:\Program Files\Duo Security Authentication Proxy\conf\l B2 BN L . authproxy.cigZ BEWN T, FREEZ O+
JICEYBFHEERERELET,

[radius_client]
host=10.197.243.116
secret=cisco

N
X 22T, T10.197.243.1161 ISEH—/NXDIP7 RL AT, Tciscoy G724 VER
TEBRTITBEDICREENE/NRT—RTT,

CNSNEEZT2E5, 774N ERELEXT,

AT Y7 3 : Windowst—E A2V —)L(servicesmsc) ZFIE F 9o Duo Security Authentication Proxy
seviceZ BEBLE T,


https://dl.duosecurity.com/duoauthproxy-latest.exe%20

% Services

File Action View Help
| FEc Hm »eonw

. Services (Local)

Service

Stop the service
Restart the service

-,

Duo Security Authentication Proxy ~ Name

-Q, Device Install Service

() Device Management Enroll...

-.‘.3}, Device Setup Manager
&) DevicesFlow_2b26af07

18} DevQuery Background Disc...

15), DHCP Client

-S}, Diagnostic Policy Service
i), Diagnostic Service Host
@,Diagnostic System Host

;‘;’,Distributcd Link Tracking Cl...
-’;‘;‘-},Distrihuted Transaction Coo...

& dmwappushsve
(€}, DNS Client
\Q!, Downloaded Maps Manager

* 2 Duo Security Authenticatio...

£} Embedded Mode
&) Encrypting File System (EFS)

(). Enterprise App Managemen...

8. Evtancihia Aithanticatinn D
L 4

Description
Enables a c...
Performs D...
Enables the ...
Device Disc...
Enables app...
Registers an...
The Diagne...

The Diagno...
The Diagno...
Maintains li...
Coordinates...
WAP Push ...

The DNS Cli...
Windows se...

The Embed...
Provides th...

Enables ent...
Tha Fvtanci

Status Startup Type  *

Manual (Trig...
Manual

Start
Stop
Pause
Resume

Restart

All Tasks >
Refresh

Properties

Help

Manual (Trig...
Manual (Trig...

Manual
Marisl

Extended A Standard /

DuotF1UF/4RBATOFIH—ER

ISET DREFIE

ATYT1:RYND—=OFNAR%E

DY ILET,

~

%‘iij% (el (I\ Administration > Network Devicesbe EE L. Add%Z 7

FEoxxxxDEDE, AL TVWBDuoRiE7’OF H—NDIP7 RLAICEEBRZITLE

=L,



el Identity Services Engine Horma » Context Visibility » Operations » Policy » Woark Cenbors

v System  » Idenbity Management = Network Resources  » Davice Portal Management  puGnd Services  » Feed Service  » Threat Cendric NAC

=Network Devices  MNetwork Device Groups  Network Device Profles  External RADIUS Servers  RADIUS Server Sequences NAC Manapers  Extemal MDM * Location Sanvices
—
@ Network Devvces List > Sadhnas_Duo_Proxy
Network Devices
Network Devices
* Name | Sschana Prosy
Dedault Device [ Duo -I
Descripion
Device Sacurity Sattings

1P Address ] P x NIE

* Device Profile 2z Cisco | » &

E E—
kel —
* Network Device Geoup
Locason Al Locations © | [ SetToDefauk
IPSEC N0 ] Set To Defaull

T
ISE:Network Devices ( XY RO —0F /N4 X))
AT Y 7 2 athproxy.cfig® secrety THEATNTWVWBDERSIZ, #tanmnZiRELET,
-~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

* Shared Secret | ,,eee | [ show |

Use Second Shared Secret [] i

[ Show |
CoAPort [ 1700 | |_Set To Default |
RADIUS DTLS Settings (i

DTLS Required [] i
Shared Secret |radius/dtis i

CoAPort | 2083 | [ set To Default |

Issuer CA of ISE Certificates for CoA [Select if required (optional) ]
DNS Name | |

General Settings

Enable KeyWrap [] i
* Key Encryption Key Show

* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

ISE:Shared Secret ( £EMWE )

AT Y 7" 3 : Administration > Identities > Users® JEIC BB L £ T, AddZiEIRL T, AnyConnect7 Z 4 Y
DRAADIDI—FEZRELET,



il |dentity Services Engine Home  » Context Visibility » Operations - Administration » Work Centers.

» System - ldentity Management  » Metwork Resources  » Device Porial Management  pxGrid Services  » Feed Service  » Threat Centric NAG
~Identiies Groups  Extemnal Identity Sources  Ideniity Source Sequences  » Setlings

L]
Network Access Users List > sadis
* Network Access User

Users

Latest Maniual Nebwork Scan Results

*Name [ sadks

Status u Enabled -
Email |
+ Passwords

Password Type Internal Users

Password Re-Enter Password

* Login Password [— | | ..... - 1 [ Generate Password
|

Enable Password | [ | [ Generste Password

ISE - 1—%
DUO Administration Portal ® £% & F &
ATY 7 1:DuwoF7AhHo>NcOdA4 > LET,

Applications > Protect an ApplicaionD JEICBEIL £, FRHITZD2 77U —23 2 OroetZ2 )Y ILET
o (COBFERER)

Dashboard

Dashboard > Applicstiors > Protect an Applestion
Palicies . .

Protect an Application
Applications

radius]

Protect an Application
Users

Application Protection Type
Groups
2FA Devices o -\.;lq. Clzco ISE RADIUS 2FA Documentation [ Protect
Administrators
Reports

s L'{" Cilsco RADIUS VPN 2FA Documentation (5 Protect
Sattings
Billing

I'E" 5 BIG-IP APM RADIUS 2FA Documentation [ Protect

MNeed Help?
Vrgrade your plan for support.
Versioning ) . .
ey e e Meraki RADIUS VPN 2FA Documentation 3 Protect
o231
Admin Panel:
L3300 RADIUS 2FA Documentation [ Protect

DUO-F7 U —ay
ATYT 2. ERATBT7TIT—>3 2 Droect®@ 7Y I LET, (CDBEF¥ER)

HEF—., BWEF—, BLTAPIRARNEZZIE—L T, DuoiRiE 7 O > M authproxy.cfgoflZ B ¥)
FHET,



Dashboard > Applications > RADIUS

Authentication Log | [&] Remove Application
RADIUS o | ®

See the RADIUS documentation [ to integrate Duo into your RADIUS-enabled platform.

i Reset Secret Ke
Details ¥
Integration key | Copy
Secretkey | ssssssssssssssss vizi Copy

Don't write down your secret key or share It with anyone.

API hostname | Copy

DUO — &

ChsEZIE—L T, DUORRREZ'O0FZIZERY) . athproxy.cfg (RIE7O7740) 2T )Y I,
RICRT XD ICEZRYYSFHERT,

REF—=ikey
MR = skey

APIZR A N %= api_host

[radius_server_auto]
Tkey=XXXXXXXX
skey=xxxxxxxv1zG
api_host=xxxxXxxxx
radius_ip_1=10.106.54.143
radius_secret_l=cisco
failmode=safe
client=radius_client
port=1812

S

E U —NZERETDBRICIE. ikey, skey, api_hostZDuot—/N\ASIE—TF B HEN
HYWET, 710.106.54.143, [FC8000VIL—ZDIPF RL AT, Tlciscos FRADIUSH
—NBRETIL—ZICEEENTVEF—TT,

CNESDEEZT>125. 774 )\ 2BERFL. Duo Security Authentication Proxy
Service(servicesmsc) ZEEBHLET,

ATV 3: AV AIRIEAOI—HZDUOTERL £,
Users>Add UserD JEICEBIL, 1—HBZAHDLET,



S
i 1-YERTSAIVUBIOI-HEE—HLTVIREN B ET,

AddUsesZE I Y OLET, ERL LS. Prones® T, Addprone® V7Y O L, BREEFEFTEAALT
. AddPhoneE?U‘y7b$?o

Dashboard > Users > t > Add Phone

Add Phone

Policies

Applications

Users
n Learn more about Activating Duo Mobile C5.
Add User

Pending Enrollments

Bulk Enroll Users

Type ® Phone
e Tablet
Directory Sync
Bypass Codes
Groups Phone number . - Show extension field
2FA Devicas Optional. Example: “+1 201-555-5555"
Administrators
Reports Add Phone

DUO - EFEMIEM

ALD XA T ZBIRLET,

Device Info
Learn more about Activating Duo Mobile 7.

Not using Duo Mobile Model /N os
Activate Duo Mobile Unknown VLr ) I.l Generic Smartphone
NS

DUO - /N1 A15%R

Generate Duo Mobile Activation Code’E igj:R L f 3' [



Dashboard

Dasnboary N ~ctrvato Duo Moblie

Paolicies
Applications
Users This form allows you to genarate a naw activation coda for this phone's Duo Mobile application. The Duo Mobile application allows the user to genarate passcodes on their
moblie device or authenticate via Duo Fush,
Groups
Mote: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code,
2FA Devices
Phones
Phons |
Hardwars Tokens
WebAuthn & L2F
Administrators. Expiration 24 hours ~| after generation
Reports
Settings Generate Duo Mobile Activation Code

Billing

Heed Heldp?
Upgrads your plan for support,

EDBMIL

Send Instructions by sms’& E?R LEI,

Dashboanrd
Dashboard ¥ Activate Duo Moblie
Palicies . .
o Activate Duo Mobile
Applications
Usars This farm allows you to generate a new activation code for this phone’s Duo Moblle application. The Duo Mobile application allows the user 10 generate passcodes on thair
mobile device or authanticate via Duo Push.
Groups
Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code,
2FA Devices
Phanes Phone |
Hardware Tokens
WebAuthn & L
Administraters Send links via ® 5Ms
Email

Reports

Settings

il Inatallation instructions Send installation instructions via SMS
illing

Noed Help?
Upgrade your plan for support,
Varsloning

Core Authentication Sen
Activation instructions Send activation instruetions via SMS

Send Instructions by SMS

Skip this step

DUO - SMSMIAfE

BREBIOEFEENEV020)v 033, RORICRTRSIC, DUOT 7 UAH T711 258
2BV ADVOAYTAIURNIV I 9ENET,



Palicies
Applications
Users

Groups

2FA Devices
Phones
Hardware Toions
WebAuthn & U2F
Administrators
Reports
Settings

Billing

Moed Help?

Dashboard * Fhones

Upgende your pian Tor

suppo.

Varsloning

Cora Authentication Senvice:

L1

Béad Rolekss Nobis 0

Account ID

£140-8971.97

Deployment 1D

Send SMS Passcodes.. (5] Delate Phone
sadks Attach a user
|
users
Device Info
Learn mane about Activating Duo Mobile 01,
Nt using Duo Mobile e \ Model ’ \ [+23
New activation pending \ /| | |
Activate Duo Mobile S~
Last seen
13 howrs ago
Settings
Humber = " I Show extension settings
Device name
Optional, Examples: “Work phone”, “Old iPod touch”
Type Mabile -

ARTBICE. I—HDOPCH 5AnyConnectZ /1L TCB8000VIC#E#HL £9,

URRENDI—HYEBENADT—RZADLET,



’_ﬁh Cisco AnyConnect | FlexVPN

& Please provide your credentials
e |

Username:

Password:

AnyConnecti##z

sadks

e

Cancel

VPN:
Please provide your credentials

FlexVPN

R, ENAILLEODUOT Y2 1&2Z2 T ANET,




7:54 =M [ e il al S0% S

Are you logging in to RADIUS ?
@ cisco syYSTEMS
© san Jose, CA, US

(O 7:54pmisT

2 sadks

Deny Approve

1l O <

DUOZ7'Y < 1

ddr bt VT e VA L e



<{froot>

R1l#sh crypto ikev2 sa detailed
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf
1 10.106.54.143/4500 10.197.243.98/54198 none/none
READY

Status

Encr: AES-CBC, keysize: 256, PRF: SHA384, Hash: SHA384, DH Grp:19, Auth sign: RSA, Auth verify: F1

Life/Active Time: 86400/147 sec

CE id: 1108, Session-id: 15

Status Description: Negotiation done

Local spi: 81094D322A295C92 Remote spi: 802F3CC9E1C33C2F
Local id: 10.106.54.143

Remote id: cisco.com

Remote EAP id:

sadks

AnyConnect user name

Local req msg id: © Remote req msg id: 10
Local next msg id: © Remote next msg id: 10
Local req queued: © Remote req queued: 10
Local window: 5 Remote window: 1

DPD configured for 60 seconds, retry 2
Fragmentation not configured.

Dynamic Route Update: disabled

Extended Authentication not configured.
NAT-T 1is detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 192.168.13.5

Initiator of SA : No

2. VPNt Y 2 3V ORES Lty ¥ 3> O

<ffroot>

R1l#sh crypto session detail

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

//

/1 Assigned I P address fromt



R - IKE Auto Reconnect, U - IKE Dynamic Route Update
S - SIP VPN

Interface: Virtual-Access?2
Profile:

FI exVPN

i kev2 _Profile

Upti me: 00:01: 07

Session status: UP-ACTIVE
Peer: 10.197.243.97 port 54198 fvrf: (none) ivrf: (none)
Phasel_id: cisco.com
Desc: (none)
Session ID: 114
IKEv2 SA: local 10.106.54.143/4500 remote 10.197.243.98/54198 Active
Capabilities:DN connid:1 lifetime:23:58:53
IPSEC FLOW: permit ip ©.0.0.0/0.0.0.0 host

192.168.13.5

Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 3 drop @ life (KB/Sec) 4607998/3532
Outbound: #pkts enc'ed @ drop © life (KB/Sec) 4608000/3532

3.USES 4 707 O

ISET., Operations > LiveLogsD JEICBEBILE T, 7T AN UREENDER

E‘Ei

LR—KZERRTEEXT,



abulv |dentity Services Engine

cisco

Overview
Event 5200 Authentication succeeded
Username sadks
Endpoint Id 10.197.243.97 &
Endpoint Profile
Authentication Policy Default >> Default
Authorization Policy Default >> Basic_Authenticated_Access
Authorization Result VPN_AuthZ_Prof

Authentication Details

Source Timestamp 2022-02-08 23:46:28.957
Received Timestamp 2022-02-08 23:46:28.957
Policy Server isecube-b
Event 53200 Authentication succeeded
Username sadks
User Type User
Endpoint Id 10.197.243.97
Calling Station Id 10.197.243.97

ISE: S4 707

4. DUORREE 7’ O+ > O REE
DUO Authentication Proxy CXDO 7 7 A )LICBEIL £9 5 C\Program Files\Duo Security Authentication Proxy\log

<#root>

2022-02-08T23:24:50.080854+0530 [duoauthproxy.Tlib.log#info]
Sendi ng request from 10. 106. 54. 143
to radius_server_auto

/110. 106. ¢



2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.log#info] Received new request id 163 from ('10.106.5
2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163):

login attenpt for usernane 'sadks'

2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.Tlog#info]

Sendi ng request for user 'sadks' to ('10.197.243.116', 1812)

with id 191 [/ Primary auth sent t

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.Tlog#info]

Got response for id 191 from (' 10.197.243.116', 1812); code 2

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.log#info] http POST to
https:// api

xxxX[ .]duosecurity[.]com 443/ rest/vl/ preauth

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_D
2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163): Got
2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.Tlog#info]

http POST to
https://api

xxxX[.] duosecurity[.]com 443/ rest/vl/ auth

2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_D
2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_D
2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163):

Duo aut hentication returned 'allow : 'Success. Logging you in...

2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.log#info]l (('10.106.54.143", 1645), sadks, 163):

Ret urni ng response code 2: AccessAccept

2022-02-08T23:24:59.357413+0530 [duoauthproxy.Tlib.log#info] (('10.106.54.143', 1645), sadks, 163): Send
2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_D

NZ7ILa1—h
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IKEV2DIBE :



® debug crypto ikev2

* debug crypto ikev2 client flexvpn
* debug crypto ikev2 internal

* debug crypto ikev2 packet

* debug crypto ikev2 error

IPSecMiBE&

* debug crypto ipsec
* debug crypto ipsec error

2. DUORRREZ’OF 2 ICEAL TR, O 774 070O0FEEOOV EEFREL F£9, (C\Program
Files\Duo Security Authentication Proxy\log)

ISEN 7 ZA4AXRVRBAZERITZIIZ—OTDODAIRY hZRICRLET,

<#root>
2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info]
Sendi ng proxi ed request

for id 26 to ('10.197.243.116', 1812) with id 18
2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info]

Cot response

for id 18 from ('10.197.243.116', 1812); code 3
2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 26):

Primary credentials rejected - No reply nessage i n packet

2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 26): Retur

AccessRej ect
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