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Firewall Management Center

Devices | NGFW Routing Overview Analysis Policies Devices Objects Integration Deploy

FTD4125-1

Cisco Firepower 4125 Threat Defense

Device Routing Interfaces Inline Sets DHCP

Enable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)
Manage Virtual

Global v

Protocol MNeighbor Filter Bidirectional Neighbor Filter Rendezvous Points Route Tree Request Filter Bootstrap Router

enerate older 10S compatible register messages(enable if vour Rendezvous Point is an 10S router)

Add Rendezvous Point -]

Rendezvous Point Multi; | Rendezvous Point IP address:*
RP_198.51.100.1 v | +

5 List Point

Use bi-directional forwarding

I ) Use this RP for all Multicast Groups I

Use this RP for all Multicast Groups as specified
below

Standard Access List:*

Cancel m

ASA/FTDIE. IGMPAZ 7\ —F 14 T EPIMICH L TRABICERETZ CERFRTEEE A,

Error - Device Configuration

A PIMRP and IGMP Forward can not be configured together!
Both PIM RP and IGMP forward are configured at the
device(FTD4125-1) !

PIM RP and IGMP Forward can not be configured together!

PIM RP and IGMP forward cannot co-exist. Please unassign PIM policies

FIDTOHERDRERFRDEHVTT,

<ttroot>



firepower#

show runni ng-config nmulticast-routing

mul ticast-routing

<-- Multicast routing is enabled globally on the device

firepower#

show runni ng-config pim

pi m rp-address 198.51.100.1 <-- Static RP is configured on the firewall

firepower#

ping 198.51.100.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.51.100.1, timeout is 2 seconds:

(NRRN <-- The RP is reachabl e

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ASAT 7AT 74— )L TERKDBEN HVET,

<#root>
asa(config)#

mul ticast-routing

asa(config)#

pi m rp-address 198.51.100.1

RPE&ZE ( Ciscoll—2Z& ) :

<#root>
ip multicast-routing

ip pimrp-address 198.51.100.1 <-- The router is the RP



!

interface GigabitEthernet0/0.206
encapsulation dotlQ 206

ip address 192.168.103.61 255.255.255.0

i p pi msparse-dense-node <-- The interface participates in nulticast routing

ip ospf 1 area O

!

interface GigabitEthernet0/0.207
encapsulation dotlQ 207

ip address 192.168.104.61 255.255.255.0

i p pi msparse-dense-node <-- The interface participates in nulticast routing

ip ospf 1 area 0
1

interface Loopback0

ip address 198.51.100.1 255. 255. 255. 255

<-- The router 1is the RP

i p pi msparse-dense- nbde <-- The interface participates in nulticast routing

ip ospf 1 area 0

AL

ILFEYANRT 7499 (REAELREZER ) FEVEE
NO—A7L—>ERBLET.

<#root>
firepower#
show piminterface

Address Interface PIM Nbr HeTllo DR
Count Intvl Prior

192. 168. 105. 60 NET207 on 1 30 1

<-- PIMenabled on the interface. There is 1 PI M nei ghbor

192.168.1.50 I NSI DE on 0 30 1
0.0.0.0 diagnostic off 0 30 1
192. 168. 103. 50 QUTSI DE on 1 30 1

PIMZR A N—2#FEL X7,

FIDTXIILFHF+ AN

this system

this system <-- PIMenabled on t
not elected

192. 168. 103. 61 <-- PIMenabled on t



<#root>
firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.105.50 NET207 00:05:41 00:01:28 1 B
192.168.103.61 OUTSIDE 00:05:39 00:01:32 1 (DR)

RPENILFEYANTI—TEELUKET RNZAALET,

<#root>
firepower#

show pi m gr oup- map

Group Range Proto Client Groups RP address Info

224.0.1.39/32%* DM static O 0.0.0.0

224.0.1.40/32%* DM static O 0.0.0.0

224.0.0.0/24%* L-Local static 1 0.0.0.0

232.0.0.0/8* SSM config O 0.0.0.0

224.0.0. 0/ 4* SM config 2 198. 51.100.1 RPF: OUTSI DE, 192. 168. 103. 61 <-- The nult
224.0.0.0/4 SM static O 0.0.0.0 RPF: ,0.0.0.0

TJ77ATIF—=)LOmrouteT—7IICIE, BEBELEVI NIV OAHYET
(239.255.255.250lk, MAC OSX°Microsoft Windows#s & DR > & — A" E F 3 % Simple Service
Discovery Protocol(SSDP)T ¥),

<#root>
firepower#
show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.255.255.250), 00:17:35/never, RP 198.51.100.1, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 192.168.103.61
Immediate Outgoing interface Tist:
INSIDE, Forward, 00:17:35/never

77AFT2A—)LERPOBICBEZTNEPIMR D RILABY T,



<#root>
firepower#

show pi m t unnel

Interface RP Address Source Address

Tunnel 0 198.51.100.1 192. 168. 103. 50

<-- PIMtunnel between the FTD and the RP

PMR>ZIIE, 7747 04— )LEEHET—7 I TEEETEET,

<#root>
firepower#

show conn all detail address 198.51.100.1

PIM OQUTSI DE: 198.51.100.1/0 NP Identity Ifc: 192.168.103.50/0,

<-- PIMtunnel between the FTD and the RP
, flags , idle 16s, uptine 3nBs, tineout 2n0s, bytes 6350
Connecti on | ookup keyi d: 153426246

ASAT7 7ATI7#4—)LTOHE :

<#root>
asa#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.105.60 NET207 2d21h 00:01:29 1 (DR) B
192.168.104.61 OUTSIDE 00:00:18 00:01:37 1 (DR)
<#root>

asa#

show pi m t unnel
Interface RP Address Source Address

Tunnel 0 198.51.100.1 192. 168. 104. 50



<-- PIMtunnel between the ASA and the RP

RP ( Cisco)l—%& ) RPD#EER, SSDPEAuUto-RPIZIE, RDEKSIBINFFYARNTIL—TH1H
V&I,

<#root>
Routerl#
show ip pimrp

Group: 239.255.255.250, RP: 198.51.100.1, next RP-reachable in 00:01:04
Group: 224.0.1.40, RP: 198.51.100.1, next RP-reachable in 00:00:54

REENTLEVAREZT O AL & ORKEE

N CoEIYIVERTTIFAT I =IO KiE. ASABKTUFTDIE =4 CEATE
£7.

ASAIZIGMPX U N—=2 Yy FLAR—K XYy £—22EEBL. IGMPEmroute (*, G) I MU ZER
LET,

<#root>
asa#
show i gnmp group 230.10.10. 10

IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter

230.10. 10. 10 I NSI DE 00:01:15 00:03:22 192.168.2.100 <-- Host 192.168. 2. 100 repor

ASAT7AT D=k, NIFF+ARNTIL—7"OmrouteZERL £9,

<#root>
asa#

show nroute 230.10.10. 10

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires



Interface state: Interface, State

(*, 230.10.10.10)
, 00:00:17/never,

RP 198.51.100.1
, flags: SCJ

<-- The nmroute for group 230.10.10.10
Incom ng interface: QOUTSIDE

<-- Expected interface for a nulticast packet fromthe source. If the packet is not received on this int

RPF nbr: 192.168.104.61

I medi ate Qutgoing interface list: <-- The AL points towards the rece
I NSI DE, Forward, 00:01:17/never

T7ATIA=ILOES1DORIAK,. PMNROPHITT,

<tfroot>
asa#

show pi m t opol ogy 230.10. 10. 10

(*,230.10.10.10) SM Up: 00:07:15 RP: 198.51.100.1 <-- An entry for multicast group 2:¢

JP: Join(00:00:33) RPF: OUTSIDE,192.168.104.61 Flags: LH
INSIDE 00:03:15 fwd LI LH

N TFATIA—LERPADIL— R BB, debug pim® EHIZERPFILY 9T v 7
DR RENET

debug pimti IDORPFILY V7Y THRBLET,

<#root>
asa#

debug pim

IPv4 PIM RPF | ookup failed for root 198.51.100.1 <-- The RPF | ook fails because ther

IPv4 PIM: RPF lookup failed for root 198.51.100.1



IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:

*,230.10.10.10) Processing Periodic Join-Prune timer
*,230.10.10.10) J/P processing

*.230.10.10.10) Periodic J/P scheduled in 50 secs
*,230.10.10.10) No RPF neighbor to send J/P

AN MM

BENZTNE, 774 T+ —)LIEPIM Join-PruneX Y £— ZRPIZEELE T,

<tfroot>

asa#

debug pi m group 230.10.10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

Pl M

(*,230.10.10.10) J/P scheduled in 0.0 secs

[0] (*,230.10.10.10/32) MRIB modify A NS

[0] (*,230.10.10.10/32) NULLIF-skip MRIB modify !A INS
[0] (*,230.10.10.10/32) OUTSIDE MRIB modify A NS
(*,230.10.10.10) Processing timers

(*,230.10.10.10) 1/P processing

(*,230.10.10.10) Periodic J/P scheduled in 50 secs

(*,230.10.10.10) J/P adding Join on OUTSI DE

COFTTF vk, PIMJoinX Y E—IJHF 19T & ICEEE N, PIM HelloA308 T & IC#EE n
BCEERLTVWET, PIMIZIP224.0.0.13%FAL £,

(R [{ip-sre==192.168.104.50 &8 Ip dst==224.0.0.13) &k (pien group == 230.10.10.10)

Ho.

Frame 7:
Ethernet
Internet

v Protocol
oele ....

Tima Delta Source Destination Protocel Identification Length | Group | Info
7 35.484328 9.000000 192.168.184.50 224.0.9.13 PIMv2 ex1946 (647@) 68/230.106.10.16,230.10.16.18 Join/Prune
19 95.411896 69.087568 192.168.104.50 224.0.9.13 PIMv2 ex4a00 (18944) 68(239.10.19.10,239.10.16.19 Join/Prune
31 155.419479 68.887583 192.168.104.58 224.08.9.13 PIMw2 ex4860 (18528) 68 239.10.19.10,230.10.16.12 Join/Prune

68 bytes on wire (544 bits), 68 bytes captured (544 bits)

II, Src: Cisco fe:1d:8e (@@:be:75:f6:1d:8e), Dst: IPvamcast _@d (01:09:52:00:00:0d)
Protocol Version 4, Src: 192.168.104.58, Dst: 224.8.8.13

Independent Multicast

= Version: 2

. 8911 = Type: Join/Prune (3)
Reserved byte(s): e@
Checksum: @xgSebb [correct]
[checksum Status: Good]

~ PIM _Options

L Ef‘ﬂllln e}
Group @: 238.10.10.16/32

Upstream-neighbor: 192.168.1e4.61 | |he upstream neighbor
Reserved byte(s): oe

Hum Groups: 1

Holdtime: 218

w

A PIM Join for group 230.10.10.10
insi 1

v IP addr‘ess:|‘198.5‘1.‘1BB.11’32 (5wR)| The RP address

Address Family: IPva (1)

Encoding Type: Native (@)

Flags: @xe7, sparse, WildCard, Rendezvous Point Tree
Mmasklen: 32

Source: 198.51.1@0.1

Num Prunes: @



p E>2 b : Wireshark®®RR7 4 JLZ : (ip.src==192.168.104.50 && ip.dst==224.0.0.13)
&&(pim.group == 230.10.10.10)
-192.168.104.50k HE A >V R—T T A AD T 7FAT I A—=)IPTT (TYTARNI—L
PIMRAN—=IZ@EADS ),
-224.0.0.13lF, PIMJoinB LV TIN—Z2 T HFEFBENBPIMNILFEFYARNTIIN—TTT

o

-230.10.10.10l&. PIM Join/PruneZiZE 25X ILFF Y ARNTIL—TTT,

RPIE(*, G)DmrouteZERX L ET, T—NHAEXEBZVLESD, BEAVEZ—TIAARIILTHS
CECEBLTLSEZL,

<#root>
Routerl#

show i p nmroute 230.10.10.10 | b \(

(*, 230.10.10.10), 00:00:27/00:03:02, RP 198.51.100.1, flags: S <-- The nroute for the nulticas

Incom ng interface: Null

, RPF nbr 0.0.0.0 <-- No incoming multicast stream

Qutgoing interface list:

G gabi t Et her net 0/ 0. 207
, Forward/Sparse-Dense, 00:00:27/00:03:02

<-- There was a PIM Join on this interface

ThZRITRLET,
o ASA (= 230 10.10.10)
(*, 230.10.10.10) e
PIM Join
6 - _ IGMP Report
— = —6—
: P01.205 Po1.206 - OUT;LI'JJ(? ¢ EL/2
: INSIDE
INSIDE OUTSIDE I BHERIE AT

server 192.168.1.100 Pol.207 E1/3 client 192.168.2.100
(multicast source for 02 .60 50 | (multicast receiver)

NET207 NET207

group 230.10.10.10)

—

1. ASATIGMPL R— M A"ZEEhE T,
2. (*, G) mroute M BIMENE T,
3. ASAAPIM Join X ¥ £ —< #RP(198.51.100. 1) IC 2 EL £ T



4. RPIFJoinX Y £—2%#ZEL. (*, G)mrouteZ EML £,

EiFIC, FIDTIIGMPLAR—RNEPIM JoinEZEE BN 28, mroutelFFELEB A

<{froot>

firepower#

show nroute 230.10.10.10

No mroute entries found.

B—NARILFFYARANI—LZIXETS & EDRKEL

FIDRHIASYIILFF ¥ ANARNI—LZEEBL., RPCPIMER7 O AZRKRLET., FTDAY

1 =% ¥ A NPIM RegisterX ¥ —2 #RPIZIA(E

LET, RPEPIMJIoinXYE—%T77—ABN

&Y 7 )L—R(FHR) ( CDHBERFTD ) KEEL T, ILFFTARNYU—CBMLET, R
. Register-StopX vy £— &2EELE T,

<{froot>

firepower#

debug pi m group 230. 10. 10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10
firepower#

IPv4
IPv4
IPv4

IPv4 PIM (192.168. 1. 100, 230. 10. 10. 10) RPF changed from 0.0.0.0/- to 192.168. 1. 100/ | NSI DE

PIM:
PIM:
PIM:

[0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=20,c=20)
[0] (192.168.1.100,230.10.10.10) Signal presenta on INSIDE
(192.168.1.100,230.10.10.10) Create entry

<-- The FTD receives a nmulticast streamon INSIDE interface for group 230.10.10. 10

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4d

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

Pl M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

(192.168

[0] (192.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.

(192. 168.

(192.168.
(192.168.
(192.168.
(192.168.
[0] (192.

(192.168

.1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

1. 100, 230. 10. 10. 10)

1.100,230.10.10.10)
1.100,230.10.10.10)
1.100,230.10.10.10)
1.100,230.10.10.10)
168.1.100,230.10.10.
.1.100,230.10.10.10)

Connected status changed from off to on
10/32) OUTSIDE MRIB modify NS

10/32) MRIB modify DC

10/32) OUTSIDE MRIB modify A NS

Set alive timer to 210 sec

10/32) OUTSIDE MRIB modify !NS

10/32) MRIB modify !DC

Start registering to 198.51.100.1

Tunnel0 J/P state changed from Null to Join
Tunnel0 FWD state change from Prune to Forward
Updating J/P status from Null to Join

J/P scheduled in 0.0 secs

10/32) INSIDE MRIB modify NS

Set SPT bit

<-- The FTI



IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

PI M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

(0]
(0]
(0]
(0]
(0]
(0]

(192.
(192.
(192.
(192.
(192.
(192.

J/P entry: Join root

168.1.100,230.10.10.10/32) MRIB modify NS
168.1.100,230.10.10.10/32) OUTSIDE MRIB modify !A
168.1.100,230.10.10.10/32) INSIDE MRIB modify A !INS
168.1.100,230.10.10.10/32) Tunnel0 MRIB modify F NS
168.1.100,230.10.10.10/32) INSIDE MRIB modify !SP
168.1.100,230.10.10.10/32) INSIDE MRIB update (f=2,c=20)
192.168. 1. 100 group: 230.10.10.10 flags: S

(192.168.1.100,230.10.10.10) OUTSIDE J/P state changed from Null to Join
(192.168.1.100,230.10.10.10) OUTSIDE FWD state change from Prune to Forward
[0] (192.168.1.100,230.10.10.10/32) OUTSIDE MRIB modify F NS

(192.168.

J/P entry: Join root:

168.
168.
168.
168.
168.
168.

(192.
(192.
(192.
(192.
(192.
(192.

J/P entry:

(192.168.
(192.168.
[0] (192.
(192.168.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.

1.100,230.10.10.10)

1.100,230.10.
1.100,230.10.
1.100,230.10.
1.100,230.10.
1.100,230.10.
1.100,230.10.
Join root:
1.100,230.10.10.10)
1.100,230.10.10.10)

10.10)
10.10)
10.10)
10.10)
10.10)
10.10)

168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

192.168.1.100

OUTSIDE Raise J/P expiration timer to 210 seconds

192.168.1.100 group: 230.10.10.10 flags: S

OUTSIDE Raise J/P expiration timer to 210 seconds
Processing timers

J/P processing

Suppress J/P to connected source

Suppress J/P to connected source

Tunnel0 Processing timers

group: 230.10.10.10 flags: S

J/P state changed from Null to Join

FWD state change from Prune to Forward
NET207 MRIB modify F NS

NET207 Raise J/P expiration timer to 210 seconds
10/32) NET207 MRIB update (f=29,c=20)

10) Signal presenta on NET207

Send [0/0] Assert on NET207

10/32) NET207 MRIB modify !SP

10/32) NET207 MRIB update (f=9,c=20)

NET207
NET207
10/32)

J/P entry: Prune root: 192.168.1.100 group: 230.10.10.10 flags: S

(192.168.
(192.168.
[0] (192.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.
(192.168.

(192. 168.

(192. 168.

(192.168.
(192.168.
[0] (192.
(192.168.
(192.168.
(192.168.
(192.168.
(192.168.
(192.168.
(192.168.
(192.168.
[0] (192.
[0] (192.
(192.168.
[0] (192.

1.100,230.10.10.10)
1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)

1.100, 230. 10. 10. 10)

1.100, 230. 10. 10. 10)

1.100,230.10.10.10)
1.100,230.10.10.10)

168.1.100,230.10.10.

10.
10.
10.
10.
10.
10.
10.
10.

.100,230.10.
.100,230.10.
.100,230.10.
.100,230.10.
.100,230.10.
.100,230.10.
.100,230.10.
.100,230.10.

10)
10)
10)
10)
10)
10)
10)
10)

PR RPRRRRRR

168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.

OUTSIDE J/P state changed from Join to Null
OUTSIDE FWD state change from Forward to Prune
10/32) OUTSIDE MRIB modify !F INS

10/32) NET207 MRIB update (f=29,c=20)

10) Signal presenta on NET207

Send [0/0] Assert on NET207

10/32) NET207 MRIB modify !SP

10/32) NET207 MRIB update (f=9,c=20)

OUTSIDE Processing timers

Recei ved Regi ster-Stop

Stop registering

Tunnel0 J/P state changed from Join to Null
Tunnel0 FWD state change from Forward to Prune
10/32) Tunnel0 MRIB modify !F INS

Received Register-Stop

Received Register-Stop

Received Register-Stop

Received Register-Stop

Received Register-Stop

Received Register-Stop

Received Register-Stop

Tunnel0 Processing timers

10/32) INSIDE MRIB update (f=22,c=20)

10) Signal presenta on INSIDE

Set alive timer to 210 sec

10/32) INSIDE MRIB modify !SP

<-- The FTI

<-- The RP ¢



IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=2,c=20)

PIM RegisterX ¥ £—> &, PIML 2 AR E#|E EEICUDPF— R ZEETBPIMA Y £—2TF

o

"W | pim.type in {1 2}

No. Time Delta Source Destination Protocol Identification Length  Group Info

| 23 15.820023 9.000015 192.168.1.100 230.10.10.10 PIMv2 9x9802 (38914).. 142 Register
24 15.829623 0.000080 192.168.1.188 230.18.10.18 PIMw2 2x9982 (39178). 1482 Register
25 15.829653 9.000038 192.168.1.180 230.18.10.18 PIMv2 @x9a@2 (39426).. 1482 Register
26 15.829653 8.008080 192.168.1.100 230.10.10.18 PIMv2 exabez (39682).. 1482 Register
27 15.833224 8.083571 198.51.190.1 192.168.103.5¢ PIMv2 ax1e7c (422@) 56 239.10.16.10,236.10.10. 18 Register-stop
28 15,823468 9.000244 198.51.100,1 192.168.103.50 PIMv2 ex1e7d (4221) 56 230.10.10.10,230,10.10.10 Register-stop
29 15.833681 9.006213 198.51.180.1 192.168.183.58 PIMw2 exleve (4222) 56 239.19.19.10,230.10.18.18 Register-stop
38 15.833918 8.988229 198.51.108.1 192.168.183.5 PIMvZ ox1e7f (4223) 56 230.10.10.10,236.18.18.18 Register-stop
31 15. 834189 8.908199 198.51.168.1 192.168.183.58 PIMv2 ex1e8e (4224) 56 230.16.10.10,236.10.18.18 Register-stop
32 15.836892 @.881983 198.51.1808.1 192.168.183.58 PIMv2 ax1esf (4239) 56 238.16.18.10,238.18.16.18 Register-stop
33 15.836386 9.006214 198.51.188.1 192.168.182.58 PIMv2 2x1899 (4248) 56 238.18.19.10,230.10.16.18 Register-stop
34 15.836535 8.008220 198.51.108.1 192.168.103.520 PIMv2 ex1e91 (4241) 56 230.10.10.10,236.10.18.18 Register-stop
PSPPI o mmssmn ame sa ase s ama aem ame me ees s PP e mma s s am mme an am an S

<
» Frame 26: 1402 bytes on wire (11216 bits), 1402 bytes captured (11216 bits)

» Ethernet II, Src: Cisco 33:44:5d (fa:db:e6:33:44:5d), Dst: Cisco fc:fc:dg (4ac:de:35:fc:fcids)
» 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 206

> Intern Pr rsion 4 rc: 192.168.103.50, Dst: 198.51.188.1

@018 .... = Version;

.. Gaoi. - Type] Register (1) |
Reserved byte(s): &0

[checksum Status: Bad]

» PIM Options

» Internet Protocol Version a. Src: 192.168.1.16@, Dst: 238.10.108.18

SR TRECE -
» User Datagram Protocol, Src Port: 64742 (64742), Dst Port: avt-profile-1 (5084) I
> Data (1328 bytes)

PIM Register-Stop X ¥ £—2 :

>

[Apmbpe itz |

No. Tiriiée Delts Souree Détination Pratocal Tentification Léngth  Group Fifa
23 15.829623 0.808815 192.168.1.188 230.18.18.18 PIMv2 8x9802 (38914).. 1402 Register
24 15.829623 a.000000 192.168.1.100  230.10.18.18 PIMvZ @x9982 (39170).. 1402 Register
25 15.829653 @.000030 192.168.1.1800  230.10.16.10 PIMvZ ax9a02 (39426). 1402 Register
26 15.829652 0.000000 192.168.1.100 230.19.108.18 PIMV2 exabe2 (39682).. 1482 Register
27 15.833224 9.2@3571 198.51.180.1 192.168.123.58 PIMv2 exlevc (4220) 56 230.10.10.10,230.10.10.18 Register-stop
28 15,833468 B.e00244 198.51.108.1 192.168.103.58 PIMv2 oxl1erd (4221) 56 239.10.10.10,230,10.18.18 Register-stop
29 15.833681 @.8088213 198.51.188.1 192.168.183.58 PIMv2 ax1e7e (4222) 56 238.18.10.1@,230.16.10.10 REgiS‘teI"-StOD
38 15.833918 @.00922% 198.51.100.1 192.168.183.50 PIMv2 ox1evf (4223) 56 23@.18.1@.10,230.10.18.18 Register-stop
3115.834109 9.009199 198.51.100.1 192.168.103.50 PIMv2 ox1ese (4224) 56 230.109.19.10,230.10.18. 10 Register-stop
32 15.836892 B.901983 198.51.188.1 192.168.183.58 PIMv2 ex1esf (4239) 56 238.109.19.1@,238.16.10.10 REgiS‘tEI"-StOp
33 15.836306 @.808214 198.51.188.1 192.168.183.58 PIMv2 9x1099 (4240) 56 230.10.190.10,230.18.18.18 Register-stop
34 15.836535 @.000229 198.51.100.1 192.168.103.58 PIMv2 @x1891 (4241) 56 238.10.18.10,230.10.18. 10 Register-stop

mo e amsme e e e e e me s e e mmm me e P T TR e mme A A s mme am as ae T — e

w

Frame 27: 56 bytes on wire (448 bits), 56 bytes captured (448 bits)
Ethernet II, Src: Cisco_fe:fc:dé (4c:de:35:fc:fc:d8), Dst: Cisco_33:44:5d (fa:db:e6:33:44:5d)
802.1Q Virtual LAN, PRI: ©, DEI: @, ID: 2086
Internet Protocol Version 4, Src: 198.51.100.1, Dst: 192.168.103.580
protocol Independent Multicast
@018 .... = Version: 2

vee. 8018 = Type: Register-stop (2)
Reserved byte(s):

Checksum: @x29be [correct]
[Checksum Status: Good]
» PIM Options

oW oW

€

.Q B> M:Wireshark CRIMERX Y £—2 EPIMEREFIEXY E—20HERRTDICE, X
~7 1) Zpimtypein {1 2} FERALE T,

T77AT 73— (FARKYTIL—R )&, 412X—T T4 AOUTSIDETYILFF ¥ ARNAK
)—LZHWBL, 41>2—7 I 4 ANET207\ MO Shortest Path Tree(SPT)A A ¥ FA—/N\—%
BLET,

<#froot>



asa#

debug pi m group 230. 10. 10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10

IPv4
IPv4
IPv4
IPv4

<-- A PIM Join nessage

IPv4 PIM:

| Pv4

PIM:
PIM:
PIM:
PIM:

PI M

(*,230.10.10.
(*,230.10.10.
(*,230.10.10.
(*,230.10.10.

[0] (192.

[0] (192.

10) J/P processi

168.1.100,230.10.10.

168. 1. 100, 230. 10. 10.

IPv4 PIM: (192.168.1.100,230.10.10.10)

IPv4 PIM:

[0] (192.

168.1.100,230.10.10.

IPv4 PIM (192.168. 1. 100, 230. 10. 10. 10)

<-- The SPT swi tchover starts fromthe

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

(192.168.
[0] (192.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.
(192.168.
(192.168.
[0] (192.
[0] (192.
[0] (192.
[0] (192.
[0] (192.
(192.168.

Set SPT bit

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

[0] (192.
[0] (192.
[0] (192.
(192.168.
(192.168.
(192.168.
(192.168.
[0] (192.
[0] (192.
(192.168.
(192.168.

(192. 168.

1.100,230.10.10.10)
168.1.100,230.10.10
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.

10) Processing Periodic Join-Prune timer

ng

10) Periodic J/P scheduled in 50 secs
10) J/P adding Join on OUTSIDE

is sent fromthe interface QUTSI DE

10/32) OUTSIDE MRIB update (f=20,c=20)

10) Signal presenta on OUTSI DE

Create entry
10/32) OUTSIDE MRIB modify NS

RPF changed from 0.0.0.0/- to 192.168. 105. 60/ NET207

interface QUTSIDE to the interface NET207

Source metric changed from [0/0] to [110/20]

.10/32) MRIB modify DC

10/32) OUTSIDE MRIB modify A NS
10/32) INSIDE MRIB modify F NS

Set alive timer to 210 sec

10/32) OUTSIDE MRIB modify INS

10/32) MRIB modify !DC

Updating J/P status from Null to Join
J/P scheduled in 0.0 secs

10/32) NET207 MRIB modify NS

10/32) OUTSIDE MRIB modify !SP

10/32) OUTSIDE MRIB update (f=2,c=20)
10/32) NET207 MRIB update (f=28,c=20)
10) Signal presenta on NET207

<-- The SPT bit is set

10/32) MRIB modify !SP
10/32) OUTSIDE MRIB modify !A
10/32) NET207 MRIB modify A INS

1.100,230.10.10.10)RPT Updating J/P status from Null to Prune
1.100,230.10.10.10)RPT Create entry
1.100,230.10.10.10)RPT J/P scheduled in 0.0 secs

1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.

Set alive timer to 210 sec
10/32) NET207 MRIB modify !SP
10/32) NET207 MRIB update (f=2,c=20)

1.100,230.10.10.10)RPT Processing timers
1.100,230.10.10.10)RPT 1/P processing

1.100, 230. 10. 10. 10) RPT J/ P addi ng Prune on QUTSI DE

<-- The r



<-- A PIMPrune nessage is sent fromthe interface OUTSIDE

IPv4
IPv4
IPv4
IPv4

| Pv4

PIM:
PIM:
PIM:
PIM:

PI M

(192.168.1.100,230.10.10.10)RPT Delete entry
(192.168.1.100,230.10.10.10) Processing timers
(192.168.1.100,230.10.10.10) 1/P processing
(192.168.1.100,230.10.10.10) Periodic J/P scheduled in 50 secs

(192.168. 1. 100, 230. 10. 10. 10) J/ P addi ng Joi n on NET207

<-- A PIMJoin nmessage is sent fromthe interface NET207

IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=22,c=20)
[0] (192.168.1.100,230.10.10.10) Signal presenta on NET207
(192.168.1.100,230.10.10.10) Set alive timer to 210 sec

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify !SP

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=2,c=20)

AAY FA—N—REFEOFTDTOPIMT/NY .

<tfroot>

IPv4 PIM: J/P entry: Join root: 192.168.1.100 group: 230.10.10.10 flags: S

IPv4 PIM (192.168.1.100, 230. 10.10.10) NET207 J/P state changed fromNull to Join

<-- A PIMJoin nmessage is sent fromthe interface NET207

IPv4 PIM (192.168.1.100, 230. 10.10.10) NET207 FWD state change from Prune to Forward

<-- The packets are sent fromthe interface NET207

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

PIM:
PIM:
PIM:

PIM:
PIM:
PIM:

Pl M

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify F NS
(192.168.1.100,230.10.10.10) NET207 Raise J/P expiration timer to 210 seconds
(192.168.1.100,230.10.10.10) TunnelO Processing timers

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=9,c=20)
J/P entry: Prune root: 192.168.1.100 group: 230.10.10.10 flags: S
(192.168.1.100,230.10.10.10) OUTSIDE J/P state changed from Join to Null

(192. 168. 1. 100, 230. 10. 10. 10) QUTSIDE FWD state change from Forward to Prune

<-- A PIMPrune nessage is sent fromthe interface OUTSI DE



SPTAA Y FA—/N\—FB%DOFTD mroute:

<#root>
firepower#

show nroute 230.10.10.10

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.1.100, 230.10.10.10), 00:00:06/00:03:23, flags: SF

T <-- SPT-bit is set when the sw tchover occurs

Incoming interface: INSIDE
RPF nbr: 192.168.1.100, Registering
Immediate Outgoing interface Tist:

NET207, Forward, 00:00:06/00:03: 23 <--

QUTSI DE, Forward, 00:00:06/00: 03: 23 <--

TunnelO, Forward, 00:00:06/never

Both interfaces are shown ir

Both interfaces are shown ir

SPTRAAY FA-—N—OKTRICIE, NET2074 > RX—T7 T4 RAEFAFTDOOILIZRENE T,

<#root>
firepower#

show nroute 230.10.10.10

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.1.100, 230.10.10.10), 00:00:28/00:03:01, flags: SFT
Incoming interface: INSIDE
RPF nbr: 192.168.1.100



Immediate Outgoing interface list:

NET207, Forward
, 00:00:28/00:03:01

<-- The interface NET207 forwards the nulticast streamafter the SPT switchover

ZARKYTI—2(ASA)TIE, SPTEY NEREETNET,

<tfroot>

asa#

show nroute 230.10.10. 10

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.10.10.10), 01:43:09/never, RP 198.51.100.1, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 192.168.104.61
Immediate Outgoing interface list:
INSIDE, Forward, 01:43:09/never

(192.168. 1. 100, 230. 10. 10. 10)
, 00:00:03/00:03:27, flags: SJ

T <-- SPT swi tchover for group 230.10.10.10

I ncom ng interface:

NET207 <-- The mul ticast packets arrive on interface NET207

RPF nbr: 192.168.105.60
Inherited Outgoing interface list:
INSIDE, Forward, 01:43:09/never

ASANET2074 VB —T7IAARA(ARAYTFA—N—ZRTLET7—ARNKYTIL—K ) H5D
ALY FA—=/IN\— PIMIoInXY =S HFYTARNI—LF/NA AFTD)ICEEETNET,



[ [{pim.group == 230.10.10.00) && pim.type == 3) && (ip.src == 152.168.105.50)

No. Time eRa Source Destination Provocel Identifscation Length  Group Info

| 282 61.891684 0.020080 192.168.195.58 224.8.8.13 PIMv2 exlc?l (7281) 68 230.19.16.16,230.10.10.182 Join/Prune
1873 120.893225 59.001541 192.168.105.568 224.8.8.13 PIMv2 ex6Bac (26796) 68 238.10.19.10,230.10.10.10 Join/Prune
1174 188.894766 62.201541 192.168.185.58 224.8.0.13 PIMv2 exedfs (3576) 68 230.19.18.16,238.10.10.182 Join/Prune
1276 248.896387 6@.081541 192.168.185.58 124.0.8.13 PIMv2 ox6858 (26712) 68 238.10.19.18,230.10.10.10 Join/Prune

£

» Frame 2@2: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
» Ethernet II, Src: Cisco fé:ld:ae (@d:be:75:f6:1d:ae), Dst: IPvdamcast_od (©1:00:5e:00:06:ad)
> Internet Protocel Versiom 4, Src: 192.168.105.58, Dst: 224.08.8.13
w Protocol Independent Multicast
@018 .... = Version: 2
L. aais - Typ: oinverane G
Reserved byte(s): @@
Checksum: @xfied [correct]
[Checksum Status: Good]
~ PIM Options
» Upstream-neighbﬂr‘:
rReserved byte(s): o9
Hum Groups: 1
Holdtime: 218
» Groun @
s|Group @: 238.10.10.10/32 |
~INum Joins: 1|
»|IP address: 192.168.1.100/32)(S)
Num Prunes: @

OUTSIDEA/ B —T7 I A AT, YIFFYARANI—LZEFLTDLHIC, PIMPrunexX v
- HFRPICEFEIET,

[I |(ip-sre == 192.168.104.50 &8 pirn.type == 3) && (pim.group == 230.10.10.10) && (pim. ns == 0}

Mo, Time Delta Source Destination Protecol Identification Length  Group Info
61+391653 0.900006 192.168.104.50 224.8.0.13 PIMV2 ©x3a56 (14934) 68 230.10.10.10,230.10.10.1¢ Join/Prune
2818 1137.915409 1076.023741 192.168.184.50 224.0.8.13 PIMv2  exlacf (6863) 68 239.19.10.10,230.10.10.10 Join/Prune
5124 1257.917183 122.801694 192.168,.184.58 224.9.0.13 PIMvZz @xebs52 (2898) 68 239.18.12.10,238.10.10.18¢ Join/Prune

Frame 282: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, Src: Cisco f6:1d:8e (@@:be:75:f6:1d:8e), Dst: IPvamcast_od (@1:00:5e:80:00:0d)
Internet Protocol Version 4, Src: 192.168.104.58, Dst: 224.0.0.13
Protocol Independent Multicast
0018 .... = Version: 2
. @811 = Type: Join/Prune (3)
Reserved byte{s): @@
Checksum: @xfse2 [correct]
[Checksum Status: Good]
v PIM _Options
>[Up5treamvneighbor: 192.163.19&.61'
Reserved byte(s): @@
Num Groups: 1
Holdtime: 210

£ v oW o

~ Group 8
}[Eﬂiup @: 239.19.10.18/32 |
Hum Joins: @
» Num Prunes: 1
> IP address: 192,168.1.108/32 (SR)

PIMNZ 7 14 Y U DREE :

<#root>
firepower#

show pimtraffic

PIM Traffic Counters
ETapsed time since counters cleared: 1lw2d



Received

Valid PIM Packets 53934
Hello 36905
Joi n- Prune 6495
Regi st er 0
Regi ster Stop 1501
Assert 289
Bidir DF Election 0
Errors:

Malformed Packets

Bad Checksums

Send Errors

Packet Sent on Loopback Errors

Packets Received on PIM-disabled Interface
Packets Received with Unknown PIM Version
Packets Received with Incorrect Addressing

Sent
63983
77023

494

2052

362

0
0
0
0
0
0
0

<-- PIM Joi n/ Prune nessages

<-- PIM Regi ster nessages

<-- PIM Regi ster Stop messages

BENAEFEENAEDY MO—IIRAY NTREBENEENT Y NOBRZETETDICE. XOF

JEZRTLET,

<#root>
firepower#

show asp cluster counter

Global dp-counters:

Context specific dp-counters:
MCAST_FP_FROM_PUNT
MCAST_FP_FORWARDED
MCAST_FP_TO_SP

MCAST_SP_TOTAL
MCAST_SP_FROM_PUNT
MCAST_SP_FROM_PUNT_FORWARD
MCAST_SP_PKTS
MCAST_SP_PKTS_TO_FP_FWD
MCAST_SP_PKTS_TO_CP
MCAST_FP_CHK_FAIL_NO_HANDLE
MCAST_FP_CHK_FAIL_NO_ACCEPT_IFC
MCAST_FP_CHK_FAIL_NO_SEQ_NO_MATCH
MCAST_FP_CHK_FAIL_NO_FP_FWD
MCAST_FP_UPD_FOR_UNMATCH_IFC

2712
94901
1105138
1107850
2712
2712
537562
109
166981
567576
223847
131
313584
91

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of

multicast packets punted from CP to FP
multicast packets forwarded in FP

multicast packets punted from FP to SP

total multicast packets processed in SP
multicast packets punted from CP to SP
multicast packets coming from CP that are for
multicast packets that require slow-path atte
multicast packets that skip over punt rule an
multicast packets punted to CP from SP
multicast packets failed with no flow mcast_h
multicast packets failed with no accept inter
multicast packets failed with no matched sequ
multicast packets that cannot be fast-path fo
times that multicast flow's ifc_out cannot b



BEZATYTIEICRTR

e 0 ¢+, 230.10.10.10)O ASA {'630.10.10.10)
H1 PIM Register+Data . H2
Multicast stream ;Dala] ; 7% i M IGMP iﬁEort :
P—— By F
: e INSIDE OUTSIDE E‘Eﬁ PIM Prune INSIDE _
2 3 RP QUTSIDE _
SN a 198.51.100.1
server 192.168.1.100 Data . client 192.168.2.100
(multicast source for NET207 @ - NET207  (multicast receiver)

group 230'10.10'10) P PIM Join (SPT Switc_hover}

1. IV RKRAMH)E, ILFF¥ANRARNY—14230.10.10.10(2811F % 7= ICIGMPL
—~EEFELET,

PIMDRT® %S5 A RKY 7 )L—R(ASA)E(*, 230.10.10.10) T R U EER L £,

.ASAN' T )L—7°230.10.10.10RPIZCPIM Join X Y £—2 & XELE T,

RPIZ& 2 T(*,230.10.10.10) T R U A ERE hE T,

H=NEILFEFYTANARNI—LTF—RZEEFELFET,

.FTDEPIMEEX Y E—JICILFFYARNNTY NE2ATEIELL, Thsx (IZF ¥
AN)RPICEELET, COBRT, RPEI7ITATRBRLI—N\DIHBDL&2BEL. 7
WFFYANNTY h2Dh7TE2ILERLT, LO—NICEFBLET,

.RPEE, YILFF+ ANV —IZSMTBDEHIZFTDIZPIM JonX Y £—2 2 EEFELE T,

. RPA* SFTDIZPIM Register-StopX ¥ E—I AR EE hE T,

9. FTIDRRPIZCHLTERAT A IIILFF ¥ ARNARN)—A (PIMAZTEIL{ILEL ) ZIEFEL
£,

10. SARKY 7 IL—R(ASA)E. EE5T(192.168.1.100)ICNET2074 > B—T7 T4 AH 5 D
PNBENADNHBD e Z2BEBL., AMIVYFFA—N—ZHABLET, PIMIonX Y t—2%T Y
TARN)—=LFINAAFTDIZEELET,

M. ZARKY FI—ZERPIZPIM PruneX Yy £—2 &2 EELE T,

12. FTIDIERNYILFF Y ANARNU—LZENET20741 2 —T7 I A AICEELET, ASANHEY
)— (RPY U —)ASEERYU—(SPTICBEHLE T,

o b WN

oo N

BAV2PIM7—KNARNT Y 7)) —2(BSR)DEE
BSR®M E A

« BSR(RFC 5059)l&. PIMZ’ ORI ZFEATS I MO—LTL—2RILFF Y AN
ALT, TNA ARGRPIEHRZEHWICEETEXT,
- BSREZ :
- {R#RP(C-RP):RPIZL =V\WF/INA A,
- {R#BSR(C-BSR):BSRIC%& V), DT /N1 AICRPEY RET RNZAAXTBTFTINA A

- BSR: ZHOC-BSROF A SBSRICEHE D T/NAM Ao REFGVBSRTZA4 AU T
1A BEHEIET,

- RP-set: $XTNDC-RPEZNELIBNMD AN,

- RPRRP7SAF VT A NFRZREBVTNA AN BEEIET,

- BSRPIMXY+£—= (2 ) BSROZBIRICEAE NBPIMAY £2—,

- BSRPIMX Y t£—2 (8% ) :224.0.0.13 IPICEFEENBPIMX Y £—2 T, RPEY K
EBSRIEHRABENTLVET,



BSR® 148 &
1. BSREBERXHZX L,

ZC-BSRlF, 7’SA4 AT 1 #ELPIMBSREND XY E— AR EELET, RESVWS S
TA(7F=INYINFRESVIP) ZEODFNA AN BHE h, BSRIZBEWET, &Y OFN
A AlE, ZEOBSRXYE—ZEELEBAS

C-BSR (p:100)
o CRP |:|::I'1|:|D]I p CBSRETO)

1 ‘ BSR election
C-RP (p:0)
I

C-BSR (p:200)
C-RP (p:100)

" m—

BH7OEATHEAENIBSRAY £—JICEF. C-BSROBEIBMLERLETHFEENET,




A [pim.type == 4

Mo Tima Oelta Source Destnation FProtocol
2 6.437481 B.008000 192.168.183.58 224.0.8.13 PIMv2
B 66.643725 68.286324 192,168.183.58 224.0.8.13 PIMv2
13 126.858814 68, 206289 192,168.183.58 224.08.8.13 PIMv2

» Frame 2: 52 bytes on wire (416 bits), 52 bytes captured (416 bit
» Ethernet II, Src: Cisco_33:44:5d (fd:db:e6:33:44:5d), Dst: IPwam
» 802.1Q virtual LAN, PRI: ©, DEI: @, ID: 286
» Internet Protocol Version 4, Src: 192.168.102.58, Dst: 224.0.8.1
~ Protocol Independent Multicast
2818 .... = versiom: 2
. 8188 = Type: Bootstrap (4)
Reserved byte(s): @@
Checksum: @xdaad [correct]
[Checksum Status: Good)
~ PIM Options
Fragment tag: @x687b
Hash mask len: @
BSR priority: e
» BSR: 192.168.183.50

Identficatian Length  Group
ax2748 (lﬂﬂdﬂj 52
8x1559 (5465) 52
exod3iz (3378) 52

5)
cast_©d (91:00:5e:90:80:0d)

3

Inifo

Bootstrap
Bootstrap
Bootstrap

Wireshark CBSRX Y £—2 ZRRTBICE, XROKRR7 1IN EZZFEALET, pim.type ==

2.C-RPlx, C-RP7SA AT 4 %ZELBSRICIZF Y ANBSRXYE—&FEELE T,

C-BSR (p:100)
C-RP (p:100)

3, =
——y—

C-RP

I am the BSR

C-BSR (p:200)
C-RP (p:100)

C-BSR (p:70)

C-RP

_

-.;l;--

E —
ﬁ -*--

el
—y—

C-RP (p:0)

REBRPX Y £—2




A [pimtype == 8

» Intermet Protocol Version 4, Src:
v Protocol Independent Multicast

192.8.2.1, Dst: 192.168.183.50

ee1e .... = version:
. 1008 = Type:%ndidate-RP—Aduerti;euent & |
Reserved byte(s):

Checksum: 8x3263 [correct)
[Checksum Status: Good]
~ PIM Options
Prefix-count: 1
Priority: @

Iv RP: 192.68.2.1 I

Address Family: IPva (1)

Encoding Type: Native (@)

Unicast: 192.8.2.1

Address Family: IPwa (1)

Encoding Type: Mative (@)
> Flags: oxge

Masklen: 4

Group: 224.9.8.8

Wireshark CBSRX Y t— &R RT3 (0

Ha. Tima [0 Source Destination Protocl Identification Length  Growp Infa

35 383.703125 0.000000 192.0.2.1 192.168.1083.50 PIMv2 exdcad (19624) 6@ 224.0... Candidate-RP-Advertisement |
£ 1
» Frame 35: 68 bytes on wire (488 bits), 6@ bytes captured (48@ bits) .
» Ethernet II, Src: Cisco_fo:fc:d® (dc:de:35:fc:fc:da), Dst: Cisco_33:44:5d (fd:db:es:33:44:5d)
» 8@2.1Q virtual LAN, PRI: @, DEI: @, ID: 206

. ROER7 A LREEALET, pim.type ==

3.BSRIERPEY R EEHEL. IXNTOPIMRAN—IZCT7 RNZRALAAXLET,

C-BSR (p:100)
C-RP (p:100)

C-BSR (p:200) |
C-RP (p:100)

h—ﬁ
RP-set
RP-set

—-‘:.':‘—

RP-set

C-BSR (p:70)

o
—_-:!;q—

C-RP (p:0)

o
—
= Sl

RP-set




| (ip.srec == 192.168.105.60) 85 (pim.type == 4) |

M, Time Dalta Source Dastination Fratocol Edartification Length  Group

| 152 747.188256 1.891297 192.168.105.60 224.8.8.13 PIMv2 exabec (2@52)
<

Inifiy
84 224.0.0.0,224.0.8.8  Bootstrap |

Frame 152: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
Ethernet II, Src: Cisco_33:44:5d (f4:db:e6:33:44:5d), Dst: IPvdmcast_ed (01:00:5e:00:00:ad)
802.1Q virtual LAN, PRI: &, DEI: @, ID: 207
Internet Protocol Version 4, Src: 192.168.185.68, Dst: 224.0.8.13
Protocel Independent Multicast
ee1e .... = version: 2
Reserved byte(s): @@
Checksum: @x264f [correct]
[checksum Status: Good]
~ PIM Options
Fragment tag: @x2412
Hash mask len: @
BSR priority: 188
» BSR: 192.8.2.2
v Group 8: 224.0.9.8/4
Address Family: IPva (1)
Encoding Type: Native (@)
» Flags: exee
Masklen: 4

[Ty | |

Priority: @

e

(1 ]
> RP 8: 192.8.2.

> RP 1: 192.0.2.2
Holdtime: 158

Reserved byte(s): @@

Reserved byte(s): @@

AN—RITF7ATIF—)LIERPEY hZ2EBL, REBWVWTSA AV T A ICETVTRPEER
LET,



C-BSR (p:100)
C-RP (p:100)

| use R6 as RP since
has priority 0

C-BSR (p:70)

| use R6 as RP since
has priority 0

T

RAVDEH

XD KNRODIZHE S TC-BSREC-RPERELE T,

—e— o ——
ﬁ

&) REhiE

192.168.2.4/24

C-BSR pricrity 100
C-RP priority 100
lo0 182.0.2.2

ASA 4

NET207 _5 192.168.104.x/24

OUTSIDE

192.168.105.x/24

NET207 go

&

INSIDE

.50

FTD Pl

.70

192.168.3.0/24

61 =+
e R

S —— OLTSIDE

C-BSR priority 0

192.168.103.x/24

lo0 192.0.2.1

C-BSR priority 0
C-RP priority O




CNDRATTIE, FIDIFBSR7'ZA4 AT 10NDOUTSIDEA X% —7 T4 ATC-BSRELTESD
HBEETFTIATEIHRENFHYET,

BRR T &

FTDOFMCERE :

Firewall Management Center = ) Y
P Overview Analysis Policies Devices Objects Integration
FTD4125-1
Cisco Firepower 4125 Threat Defense
Intarfaces Inline Sats DHCP
Enable Multicast Routing [Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)

Protacol Meighbor Filter Bidirectional Neighbor Filter Rendezvous Points Route Tree Request Filter Bootstrap Router

Configure this FTD as a Candidate Bootstrap Router (C-BSR)

Interlaca:®
OUTSIDE -

Hashmask Length

1]
Prigrity;
1]
Paolicy Based Routing
~ BGP Configure this FTD as Border Bootstrap Router (BSR) (optional)

IPvd

IPvE
Interface Enable BSR

* Multicast Routing

IGMP
PIM

BATNERERROELY T,

multicast-routing
I

pim bsr-candidate OUTSIDE 0 0

T INA ADKRE

R1

ip multicast-routing
ip pim bsr-candidate LoopbackO 0
ip pim rp-candidate Loopback0
!
interface Loopback0
ip address 192.0.2.1 255.255.255.255
ip pim sparse-mode
!
! PIM is also enabled on the transit interfaces (e.g. G0/0.203, G0/0.207, G0/0.205)



R2TIERILUTIH. C-BSREC-RPOTZAF VT AN EBYET

ip pim bsr-candidate LoopbackO 0 100
ip pim rp-candidate LoopbackO priority 100

ASATW., NILFF+ AR TO-—NILICEMCHE2>TVWBREFTT, ChiZkl), INXNTOA
VR —TIAATPIMAEIICHRYET,

multicast-routing

AL
RZEJZEBVWT ZAAUT 1 ZHF D1, BHENIZBSRTY,

<#root>
firepower#

show pi m bsr-router

PIMv2 BSR information

BSR Election Information

BSR Address: 192.0.2.2 <-- This is the IP of the BSR (Rl | 00)
Uptime: 00:03:35, BSR Priority: 100

Hash mask Tength: 0
RPF: 192.168.1.70,INSIDE

<-- The interface to the BSR

BS Timer: 00:01:34
This system is candidate BSR
Candidate BSR address: 192.168.103.50, priority: 0, hash mask Tength: 0

RIRZZAAVTAHNZEBVED, RPELTERENET,

<#root>
firepower#

show pi m gr oup- map



Group Range Proto
224.0.1.39/32* DM
224.0.1.40/32* DM
224.0.0.0/24%* L-Local
232.0.0.0/8* SSM
224.0.0.0/4

SM
BSR
0
192.0.2.1

Client

static
static
static
config

RPF: OUTSIDE,192.168.103.61

<-- The el ected BSR

224.0.0.0/4 SM
224.0.0.0/4 SM

BSR
static

Groups RP address Info

[N oo

o O O O
cooo
cooo
cooo

BSRXY E—JFRPFF I Y VDOXMRERZY)ET,

LET,

<#froot>

IPv4 BSR: Received BSR message from 192.168.105.50

IPv4 BSR:

BSR nessage

from 192.168.105.50/
NET207

for 192.0.2.2

RPF fail ed, dropped

.2 RPF: INSIDE,192.168.1.70

.2
.0 RPF: ,0.0.0.0

chZEfERTBICIE. debug pim bsrz BRI

for 192.0.2.2, BSR priority 100 hash mask length 0

<-- The RPF check for the recei ved BSR nessage fail ed

RPFA 2 RA—TIA RZEETIEHEEIE. RAZT 1Y IBEmrouteZRETEE T, < DHITIE,
T77ATJ0#—)LIEIP 192.168.105.50H1 5 MBSRA Y t—2 #Z It ANE T,



Danvice Routing Interiaces Irlire S5 DHCP

Sourca NMeterork RPF Address Source Interfnce

Add Multicast Route Configuration @

Souncl MNetwark:*
| bsr_192.0.2:2 r | 4+
nierface
- Address
RPF Ackdngss:"

| 192.168.105.50

B .
LHETance

<ffroot>

firepower#

show run nroute

mroute 192.0.2.2 255.255.255.255 192.168.105.50

<#root>
firepower#

show pi m bsr-router

PIMv2 BSR information

BSR Election Information
BSR Address: 192.0.2.2
Uptime: 01:21:38, BSR Priority: 100, Hash mask Tength: 0

RPF: 192.168. 105. 50, NET207

<-- The RPF check points to the static mroute
BS Timer: 00:01:37
This system is candidate BSR
Candidate BSR address: 192.168.103.50, priority: 0, hash mask length: 0

ZZT. NET2074 B —7 T4 ADBSRA Y t—J B FANShE A, INSIDETIE KOV



TENEY,

<{froot>

I Pv4 BSR Received BSR nessage from 192.168.1.70 for 192.0.2.2, BSR priority 100 hash nmask |length O

I Pv4 BSR BSR nessage from 192.168. 1. 70/ 1 NSIDE for 192.0.2.2 RPF failed, dropped

I Pv4 BSR Received BSR nessage from 192. 168. 105.50 for 192.0.2.2, BSR priority 100 hash mask length O

<-- RPF check is K

TJ77AT0A—=)LTRL—ALLRDF ¥ TFr+EZFMIL, BSRXY - OuBHEEHEL
x9,

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 276 bytes]
match pim any any

capture CAPO type raw-data trace interface OUTSIDE [Capturing - 176 bytes]
match pim any any

PIMEHRII 7 74T 03— )L TRIEEND O, NL—ATEALBERERTTBICE, Ry Y
ANDEZRZIVIVTITEIHEN HYET,

<#root>
firepower#

show conn all | i PIM

firepower# show conn all | include PIM

PIM OUTSIDE 192.168.103.61 NP Identity Ifc 224.0.0.13, 1idle 0:00:23, bytes 116802, flags
PIM NET207 192.168.104.50 NP Identity Ifc 224.0.0.13, idle 0:00:17, bytes 307296, flags
PIM NET207 192.168.104.61 NP Identity Ifc 224.0.0.13, idle 0:00:01, bytes 184544, flags
PIM NET207 192.168.105.50 NP Identity Ifc 224.0.0.13, idle 0:00:18, bytes 120248, flags
PIM INSIDE 192.168.1.70 NP Identity Ifc 224.0.0.13, idle 0:00:27, bytes 15334, flags

PIM OUTSIDE 224.0.0.13 NP Identity Ifc 192.168.103.50, idle 0:00:21, bytes 460834, flags
PIM INSIDE 224.0.0.13 NP Identity Ifc 192.168.1.50, idle 0:00:00, bytes 441106, flags
PIM NET207 224.0.0.13 NP Identity Ifc 192.168.105.60, idle 0:00:09, bytes 458462, flags

firepower#

clear conn all addr 224.0.0.13



8 connection(s) deleted.
firepower#

clear cap /al

<#root>
firepower#

show capture CAPI packet-nunber 2 trace

6 packets captured

2: 11:31:44.390421 802.1Q vlan#205 P6

192.168.1.70 > 224.0.0.13
ip-proto-103, length 38

<-- Ingress PIM packet

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 4880 ns
Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 4880 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Elapsed time: 9760 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 192.168.1.70 using egress ifc INSIDE(vrfid:0)

Phase: 4

Type: CLUSTER-DROP-ON-SLAVE
Subtype: cluster-drop-on-slave
Result: ALLOW

Elapsed time: 4392 ns

Config:

Additional Information:

Phase: 5
Type: ACCESS-LIST



Subtype:

Result: ALLOW

ETapsed time: 4392 ns
Config:

Implicit Rule
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 4392 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 4392 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

ETapsed time: 18056 ns
Config:

Additional Information:

Phase: 9

Type: MUILTI CAST <-- The multicast process

Subtype: pim

Result: ALLOW

ETapsed time: 976 ns
Config:

Additional Information:

Phase: 10

Type: MULTICAST
Subtype:

Result: ALLOW

ETapsed time: 488 ns
Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 20008 ns

Config:

Additional Information:

New flow created with id 25630, packet dispatched to next module

Result:



input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: INSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 76616 ns

RPFEZEANRRETPIM/NT Y NA"ROY FEhBEE,

<#root>
firepower#

show capture NET207 packet-nunber 4 trace

85 packets captured

4: 11:31:42.385951 802.1Q vlan#207 P6

192.168. 104. 61 > 224.0.0.13 i p-proto-103

, length 38

<-- Ingress PI M packet

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 5368 ns
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 5368 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Elapsed time: 11224 ns

Config:

Additional Information:

RL—ARICRRODESICRRENET,

Found next-hop 192.168.103.61 using egress ifc OUTSIDE(vrfid:0)



Phase: 4

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 3416 ns

Config:

Additional Information:

Found next-hop 192.168.103.61 using egress ifc OUTSIDE(vrfid:0)

Result:

input-interface: NET207(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: drop

Time Taken: 25376 ns

Drop-reason: (rpf-violated) Reverse-path verify failed, Drop-location: frane 0x0000558f240d6el5 fl ow (N

<-- the packet is dropped due to RPF check failure

ASPTF—7 IO ROYZEFYTFviF, RPEICKBULENTY RERLTVWET,

<#root>
firepower#

show asp drop

Frame drop:

Reverse-path verify failed (rpf-violated) 122
<-- Multicast RPF drops
Flow is denied by configured rule (acl-drop) 256
FP L2 rule drop (12_acl) 768

RPFEENRATRERENLENTY RN EF Y 7F vy 9210, ROOXY REZRITLET,

<#root>
firepower#

capture ASP type asp-drop rpf-violated

<ffroot>

firepower#



show capture ASP | include 224.0.0.13

2: 11:36:20.445960 802.1Q vlan#207 P6 192.168.104.50 > 224.0.0.13 ip-proto-103, Tength 38
10: 11:36:38.787846 802.1Q vlan#207 P6 192.168.104.61 > 224.0.0.13 ip-proto-103, Tength 38
15: 11:36:48.299743 802.1Q vlan#207 P6 192.168.104.50 > 224.0.0.13 ip-proto-103, Tength 46
16: 11:36:48.300063 802.1Q vlan#207 P6 192.168.104.61 > 224.0.0.13 ip-proto-103, Tength 46

NZTN1—FT 12V TF&E

T77AT704=NOKRZTINZ1—FT 142 TFKERE. ELILFEYANNROZSTOTIT7AT
VA—IDREICLD>TEBYET, R, TN 1—FT1 VT OHRFIEZRLET,

1. BEOHBEEROEMERRICTS, EEAEI NO—LTL—(IGMPPIMEEETF
—RX7TL—=2 (XILFFYARNANI)—L ) OBEICKVIAATIEE L,

2.7 F7ATIA=)LTIILFFYANOBABEZRNS TN 1 —FT 1202 EHDOAADER
FZHE, NILFFYARMNRODZPEICTDEICETT, PBLEE, XOEDERET
PRENBYET,

c ILFFYARNRNROSTOTI7AFTI4—)LO&E (FHR, LHR, RP. £z 0
o HmNKE ),

s T77AT I A=)TREENBDNILFFYAMNABIA O Z—TIA A,

. RP.

s BETXTOEERTIP7 RLA

s INFFY¥ANEK, PPRLAEBEAR—NZ2TIL—TILLET,

s IINWNFFEFYANANI—LDOL>—/INTT,

BINFFYARNIL—TFTAITIDERAT(RETEEFPIMIILFF Y ARNIL—FT 1 ) EHEL
£,

c AZTINFFYARNIL—TFTA42T A4 FIVIRANEBRERML, YILFFr AN
—TAVIRBBIILET, AZTINFEYANIL—FTATRICREENTVSHES,
ASARIGMPZ7'OF I —2J T RNELTEELET, ASAR, NIALFFYARNL—TFT1Y
JICE2ENICSMT2RDYIC, IGMPXY =T Y AN —ALAXILFF Y ANIL—
RIZEELET, ChZRY, NILFFYARNTF—ROBENIrEY NTYTEhET, AX
TE—RIL—FT 14200 %%ETSICIE, showigmpinterface IN¥ > RZEHAL T, IGMPE

EEREZERELET,
<#froot>

firepower#

show i gnp interface

inside is up, line protocol is up
Internet address is 192.168.2.2/24
ICGMP is disabled on interface

outside is up, Tine protocol 1is up
Internet address is 192.168.3.1/24
ICMP 1is enabled on interface



Current IGMP version is 2

ICGMP query interval is 125 seconds

IGMP querier timeout is 255 seconds

IGMP max query response time is 10 seconds

Last member query response interval is 1 seconds
Inbound IGMP access group is:

IGMP 1imit is 500, currently active joins: 0
Cumulative IGMP activity: 0 joins, O Teaves

QW forwarding on interface inside

ICGMP querying router is 192.168.3.1 (this system)

A2VEB—T7 IAATPIMFEMICBE 2> TVARH, RAN—2YTHFBRIEATOED,

<#root>
firepower#

show piminterface

Address Interface PIM Nbr HeTllo DR DR
Count Intvl Prior

192.168.2.2 inside on 0 30 1 this system
192.168.3.1 outside on 0 30 1 this system

firepower# show pim neighbor

No nei ghbors found.

PIM-SM/Bidir&EIGMP7 # ) —F 4« > JRERKICEYR—REhEL A,

RP7RLABEDAT LIV RBFRETEEE A

<{froot>

%rror: PIMSMBidir and 1 GW forwardi ng are not supported concurrently

s PMNYILFFYARNIL—FT AT PIMILFFYANL—TFTAITREFHRE—MBRWBZEATT
o 77AT =)Lk, PIM-SMERABPIMOEAEEZHR—KNLET, PIM-SMiE, Ef&
BARAIAZFYANIL—FT 14 TBEBR—AEFLERFENOIILFF ¥ ARSI —FT 1 T1F
BR—AZFEATBIINLFFYANL—TFT4207O0RIINTT, XIAFFYARNTIL—T
SEWIDOTUTFT—RANRP)EIL—NETHDEFTEAHEY ) —EBEL, 7> 3
VTRILTFFYARY—ARZEICRENAY ) —ZEKLET, COBAET—RTRE, RZ
T7E—REFELRY, I—HEFEE. RPFRLADEKREZTWV, 774774 —)LIZET
EDOPIMBEEBIRZRIILE T,



<ffroot>

firepower#

show run pim

pim rp-address 10.10.10.1

firepower#

show pi m gr oup- map

Group

224.0.
224.0.
224.0.
232.0.

224.0.

224.0.

Range
1.39/32%
1.40/32%*
0.0/24%*
0.0/8*

0. 0/ 4*

0.0/4

firepower#

show pi m nei ghbor

Neighbor Address

192.168.2.1
192.168.3.100

Proto
DM

DM
L-Local
SSM

SM

SM

Interface
inside
outside

Client
static
static
static
config

config

static

Groups

o R O

[EN

Uptime

RP address Info
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
10.10.10.1 RPF. inside, 192.168.2.1 <---
0.0.0.0 RPF: ,0.0.0.0
Expires DR pri Bidir

00:02:52 00:01:19 1
00:03:03 00:01:39 1 (DR)

4. RPOIP7 RLAAREETNTVT, FETRESIr SV ZRELET,

<#root>

firepower#

show run pim

pim rp-address 10.10.10.1

firepower#

show pi m gr oup- map

Group

224.
224.
224.
232.

224.

224.

0.
.1.40/32%*
.0.0/24*
.0.0/8%

o O O

Range
1.39/32*

. 0.0/ 4*

.0.0/4

Proto
DM

DM
L-Local
SSM

SM

SM

Client
static
static
static
config

config

static

Groups

o R~ O

BN

RP address Info

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

10. 10. 10.1 RPF: inside, 192.168.2.1 <---
0.0.0.0 RPF: ,0.0.0.0

RP address is 1(

RP is 10.10. 10. !



<#root>
firepower#

show pi m gr oup- map

Group Range Proto Client Groups RP address Info

224.0.1.39/32%* DM static O 0.0.0.0

224.0.1.40/32%* DM static O 0.0.0.0

224.0.0.0/24* L-Local static 1 0.0.0.0

232.0.0.0/8* SSM config O 0.0.0.0

224.0.0.0/ 4* SM config 1 192.168.2.2 RPF: Tunnel 0, 192. 168.2.2 (us) <--- *
224.0.0.0/4 SM static O 0.0.0.0 RPF: ,0.0.0.0

BE 7 T7AT7 VA ) ZRPEFHROMAICEARICRET D LR TERE A,

SRILFFYARNMROSTOI7ATIA—)LOREEBEOERICISU T, BINOHHZFE
mlLET,

FHR

c A= ITAATUNNelOD AT —RAZFIVILET, CDA2 =7 T4 AR,
PIMRA O— RADrawNILFFYARNRZ 74V T2 AT EILLL. PMLTAZEY K
FREENERPICIZF YARNNTY RZEETHEHICFEAETNET,

<#root>
firepower#

show interface detail | b Interface Tunnel 0

Interface TunnelO "", is up, line protocol is up

Hardware is  Available but not configured via nameif
MAC address 0000.0000.0000, MTU not set
IP address unassigned
Control Point Interface States:
Interface number is un-assigned
Interface config status is active
Interface state is active

firepower#

show pi m t unnel

Interface RP Address Source Address
TunnelO 10.10.10.1 192.168.2.2

us

”

near



 mroutesZFIYIULET,

<#root>
firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.2.1, 230.1.1.1), 00:00:07/00:03:22, flags: SFT
Incoming interface: inside

RPF nbr: 192.168.2.1, Registering <--- Registering state

Immediate Outgoing interface Tist:
outside, Forward, 00:00:07/00:03:26

Tunnel 0, Forward, 00:00:07/never <--- TunnelO is in AL, that indicates raw traffic is encapsul at ed

77 4T #—)LHRegister-Stopt’ Y NEEOPIMNT Y NE2Z{ETDE, OILA STunnel0A Hl
BRENET, TOR, J7ATIA-IINEATIMLZEFLEL, HHME—T T4 RAEAT
rawWNILFEYARNNT 71V 0 ZEBLET,

<#root>
firepower#

show nrout e

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.2.1, 230.1.1.1), 00:07:26/00:02:59, flags: SFT
Incoming interface: inside
RPF nbr: 192.168.2.1
Immediate Outgoing interface Tist:

out si de, Forward, 00:07:26/00:02:59



s PML2ARAZAD 2 &HRELET,

<#root>
firepower#

show pimtraffic

PIM Traffic Counters

ETlapsed time since counters cleared: 00:13:13

Received Sent
Valid PIM Packets 42 58
Hello 27 53
Join-Prune 9 0
Regi st er 0 8 <--- Sent to the RP
Regi ster Stop 6 0 <--- Received fromthe RP
Assert 0 0
Bidir DF Election 0 0
Errors:
MaTlformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version 0
Packets Received with Incorrect Addressing O

« J7AT I A—)LERPOBODI-F Y ARPIMNNT Y NF Y TF v 2R LET,

<tfroot>

firepower#

capture capo interface outside match pi many host

firepower#

show capture cap

4 packets captured

1: 09:53:28. 097559

2: 09:53:32.089167

192.168.3.1 > 10.10.10.1

192.168.3.1 > 10.10.10.1

10.10.10.1 <--- RPIP

i p-proto-103, l[ength 50

ip-proto-103, length 50

<o - -

Unicast to RP



3: 09:53:37.092890 192.168.3.1 > 10.10.10.1 dip-proto-103, length 50

4: 09:53:37.095850 10.10.10.1 > 192.168.3.1 ip-proto-103, length 18 <--- Unicast fromRP

s BMOHDZIRELET (xxXXEXILFFYARNTIL—T", yyyylERPIP), HOhZEHK
ERETED_EE2HEBHHLET,

<tfroot>

show conn all protocol udp address Xx.Xx.X.X

show | ocal - host x. Xx. x.x

show asp event dp-cp

show asp drop

show asp cluster counter

show asp table routing y.y.y.y

show route y.y.y.y

show nrout e

show piminterface

show pi m nei ghbor
show pimtraffic

show i gnp interface

show nfib count

s EOINFFYAMNEZ—TIAANTY REASPROY 7HF ¥ TFFrv 2 NELET,

<{froot>



capture capi interface

buf f er 32000000 mat ch udp host X host Z <--- (ingress capture for nulticast UDP traffic from host

capture capo interface

buf f er 32000000 mat ch udp host X host Z <--- (egress capture for multicast UDP traffic from host >

capture asp type asp-drop buffer 32000000 match udp host X host Z <--- (ASP drop capture for multicast |

« SyslogX ¥ t—2 : —figRy7%&IDIk. 302015, 302016, # KV710005TT,
RP

e AR =T IAATuNnNel0D AT —RAZFIVILET, COAEZ—TIT4AE,
PIMRAO—RADrawILFF Y AN 71 v 0% H7EIL{LL. PIM-stopt'y NA"E%
EENEIZFYANNTY NEFHRICEE TS LEOICFERAEhET,

<#root>
firepower#

show interface detail | b Interface Tunnel 0

Interface Tunnel O "", is up, line protocol is up

Hardware is  Available but not configured via nameif
MAC address 0000.0000.0000, MTU not set
IP address unassigned



Control Point Interface States:
Interface number is un-assigned
Interface config status is active
Interface state is active

firepower#

show pi m tunne

Interface RP Address Source Address
Tunnel O 192. 168. 2. 2 192.168. 2. 2
TunnelO 192.168.2.2 -

« mroutesZFIYIULET,

<#root>
firepower#

show nroute

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 01:04:30/00:02:50, RP 192.168.2.2, flags: S <--- *,Gentry

I nconming interface: Tunnel O

RPF nbr: 192.168.2.2
Immediate Outgoing interface Tist:

out si de

, Forward, 01:04:30/00:02:50

(192.168.1.100, 230.1.1.1), 00:00:04/00:03:28, flags: ST S <--- S, Gentry

Incoming interface:

i nsi de



RPF nbr: 192.168.2.1
Immediate Outgoing interface list:

out si de, Forward, 00:00:03/00:03: 25

* PIMAD> 2 %ZHELET,

<#root>
firepower #

show pimtraffic

PIM Traffic Counters
ETapsed time since counters cleared: 02:24:37

Received Sent

Valid Pl M Packets 948 755
Hell o 467 584
Joi n- Prune 125 32
Regi st er 344 16
Regi ster Stop 12 129
Assert 0 0
Bidir DF Election 0 0
Errors:

Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version O
Packets Received with Incorrect Addressing O

s BMOHDZRELFT (xXXXEXILFFYARNTIL—T", yyyylERPIP), HOhZEHK
EURETDEZ2HEBHLET,

<{froot>

show conn all protocol udp address x.x.X.X



show

show

show

show

show

show

show

show

show

show

show

show

conn all | i PIM

| ocal - host x. x.x.x

asp event dp-cp

asp drop

asp cluster counter

asp table routing y.y.y.y

route y.y.y.y

nrout e

piminterface

pi m nei ghbor

ignp interface

nfib count

s taWNILFFYARNAUEA—TIAANTY NEASPROY TF Y IF vy ZPRELE T,

<tfroot>

capture capi interface

buf fer 32000000 match udp host X host Z <---

(i ngress capture for

nmul ti cast

UDP traffic from host



capture capo interface

buf f er 32000000 mat ch udp host X host Z <--- (egress capture for multicast UDP traffic from host >

capture asp type asp-drop buffer 32000000 match udp host X host Z <--- (ASP drop capture for nulticast |

. Syslog : —#&HI%IDIE. 302015, 302016, #&U710005TF

LHR
RPERDEMFIYIDO LI IV THALEFIEZRFILET,

» Mroutes:

<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:23:30/never, RP 10.10.10.1, flags: SCJ <--- C flag means connected receiver

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Immediate Outgoing interface Tlist:



out si de

, Forward, 00:23:30/never

(192.168.1.100, 230.1.1.1), 00:00:36/00:03:04, flags:
Incoming interface:
i nsi de
RPF nbr: 192.168.2.1
Inherited Outgoing interface list:
out si de
, Forward, 00:23:30/never
(*, 230.1.1.2), 00:01:50/never, RP 10.10.10.1, flags:
Incoming interface:
i nsi de
RPF nbr: 192.168.2.1
Immediate Outgoing interface Tist:
out si de
, Forward, 00:01:50/never
(192.168.1.100, 230.1.1.2), 00:00:10/00:03:29, flags:
Incoming interface:
i nsi de
RPF nbr: 192.168.2.1
Inherited Outgoing interface Tist:
out si de
, Forward, 00:01:50/never
« IGMPYI)L—7":
<#root>
firepower#
show i gnp groups detail <--- The list of | GW groups

SJT <--- J flag indicates switchover to SPT, T flz¢

SCJ <---

SIT <---

C flag nmeans connected receiver

<--- J flag indicates switchover to SPT



Interface: outside

G oup: 230.1.1.1

Uptime: 00:21:42

Router mode: EXCLUDE (Expires: 00:03:17)
Host mode: INCLUDE

Last reporter: 192.168.3.100 <--- Host joined group 230.1.1.1

Source 1ist 1is empty

Interface: outside

G oup: 230.1.1.2

Uptime: 00:00:02

Router mode: EXCLUDE (Expires: 00:04:17)
Host mode: INCLUDE

Last reporter: 192.168.3.101 <--- Host joined group 230.1.1.2

Source 1ist 1is empty

s IGMPRNZ 7 14 Y V#ETER -

<#root>
firepower#

show ignp traffic

IGMP Traffic Counters
ETlapsed time since counters cleared: 1d04h

Received Sent
Valid IGMP Packets 2468 856
Queries 2448 856
Reports 20 0
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
Malformed Packets 0
Martian source 0
Bad Checksums 0

PMNZ7IIL>1—FT42TJAX R (F—H

-~

y—

~)



IR R

ST

show running-config multicast-
routingZ AL &£ 7,

RVFFYANN—TFTAVITNTTATIx—=)LTEMIC
BOTVWRHLESHZHETSICKE

show run mroute

TT7ATIA=)IZEEENLEAZT 4 Y Imroute’e R~
ITHICE

show running-config pim%z £17L £
E

77AT 74— )LOPIMBREZLRTTDICE

show pim interface IN¥ > R

EDTTATIA=NAVEZ—T TAATPIMIBMICE
2THY, PIMRAN—DBEETIHZHBLET,

show pim neighbor Y > R

PIMZRAN—Z2RTTBICE

show pim group-map ( PIM® & )L —
TIVTRERTR)

RPICXYETENLEIILFFYARNTIN—T2RTT
BICE

show mroute

TEBINLFFYARNN—TFTA2ITT—TINERTITBIC
(&

show mroute 230.10.10.10

BEOINLFFYARNITINL—=TOINFFYyANT—TI
ARITDICE

show pim tunnel (PIMk > XJILD &
)

TJ7AT7 04— )LERPORBIICPIMN Y XL EEE ATV
DHESHEHEETS

show conn all detail address
RP_IP_ADDRESS ( IXTOFMT
RL ADRP_IP_ADDRESS )

TJ77AT7#—)LERPOETHEM (PIMM X)L ) A
TENTVRHLESH ZHRZETD

show pim topology

TT7ATO#=)LPIMNROPH D ERRT DI

PIMOT/NY T

COTFNYITTR, 77A4TI7r—)LEDOETEREET
BZINTOPIMXY E—IHFRRENET




debug pim group 230.10.10.10

COTFNYITTR, REOIILFFYANTIL—TICET
B2V7T7ATI7A=))LEDBEDINTOPIMXY =T A&
RENKT

show pim traffic

EFEETNEPIMAY E—2ICBE T2 EHERRTS

show asp clusteri 7> &

BRENAEFENAED MO—ILRAY NTREE I
NTY NOBZEHERTS

show asp drop

T7ATOA=ILEOIXNTOYT7RDITLARIO RO
YT RRRTD

capture CAP interface INSIDE trace
match pim any any

T77AT A=) EDAAPIMINFEYARNNTY N&
FYTFYLTIRNL—RTBDIZD

cap interface INSIDEN L — A D F +
7°F ¥ : udp host 224.1.2.3 any

ABRILFFYARARNI—LZFYTFYLTRL—A
K

show pim bsr-router

BHENIEBSRIL—ZZH#FETS

show conn all77 RL A224.1.2.3

BINTFF Yy ANERERTTD

show local-host 224.1.2.3 ( O—AJL
RANDERR)

FIARTINFF Y ANERZERRTS

T7ATOA=)F+7F v OFEMIOVWTIE,

Firepower& B ¥ ¥ 7*F + & Packet

Tracerz A T% 1 Z5BL TS T,

BADOEE

Firepower¥ )LFF + A NDOHIFR :
- IPv6ZHR—KL&L

- PIMIGMPRLFF ¥ ARE, RS74 Y9I Y—2Y(EMCP)ANDA Y R—T7 T ATREHR

—hEhEXLA,

e J7A T J#—)LZRPEFHRICEKBICERETD _EFETEFEA,
« showconnallANX > RTlk, IDNILFF ¥+ ANEBHGE NI RTENET, A27/2HF
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https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
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https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

DINFFv¥ ANEHRERTTSICIE, show local-host <group IP> X REFHALET

o

PIMIEZVPC Nexus Tl HR— R~ iz )

Nexus VPCE 7 7 AT I A—)LOBICPIMT7 S v 22> —BEEZEREALELSETDE, RICRT
NexusD&IRA H V) £,

Nexus 72 Y R 72 —LICHFBRER—D FYRLZNLENL—T AT THR—REhD b
RO

NGFWOERA Sk, RO ROY7TZRNL—ALTF Y IF v 2B TEXT,

<#root>

Result:

input-interface: NET102
input-status: up
input-Tline-status: up
output-interface: NET102
output-status: up
output-line-status: up
Action: drop

Drop-reason: (no-ntast-intrf) FP no ntast output intrf <-- The ingress nulticast packet is dropped

TJ77ATIO#—)LIFRPERZETTTEXREA :

<#root>

firepower#

show nroute 224.1.2.3

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 224.1.2.3), 01:05:21/never, RP 10.1.0.209, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 10.1.104.10
Immediate Outgoing interface list:
Server_102, Forward, 01:05:21/never

(10.1.1.48, 224.1.2.3), 00:39:15/00:00:04, flags: SFIT
Incoming interface: NET102

RPF nbr: 10.1.1.48, Registering <-- The RP Registration is stuck

Immediate Outgoing interface list:
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TunnelO, Forward, 00:39:15/never

BRI —HAYR—REhTLEL

RIUVFFYANRNZ 74V 00 —HIT27I7LAOAY NO-LRUZ—=I)L—)LICE, FEEEFI
VT4V —22EETEREA,

P Firewall Management Center

Cendew Analysis Policies Devices Objects Imegration Oeply & @ % @ mzaferoladmine | sl SECURE
& | FTD_Access_Control_Policy Analyze Hit Counts

Enter Description

Inheritance Settings | Policy Assignments (0)
Prefilter Poliey: Detault Prefiter Palicy SSL Paliey: None Identity Paliey: None
Source Sowce Best

+ Add Rule
& Seurce Destina...
Name Dest Fones o

. . =
: Tomat e Nabecita VLAN Tags Users Applican.. ey Dost Posts unRLs Dymamic [ Aetion ReLcE=am o
Attriltes Antribates

Rules Security Intelligence HTTP Responses Logging Advanced

Misconfiguration! The Dest Zones must be empty!
Eilter by Davice ¥ Search Rules x Show Rule Conflicts @ -+ Add Can

| Mandatory - FTD_Access_Control_Pdicy {1-1)
1 sllow_multicast  INSIDE_ZONE || OUTSIDE_ZONE 224123

© AMiow oS
|« Detault - FTD_Access_Control_Pokcy () |

Add Rule or Add Category

chiE, FMCA—HHA RICERZRHEENATVERT,

5] Book Contents "4
Book Title Page A~ Internet multicast routing from address range 224.0.0/24 is not supported; IGMP group is not created when enabling
multicast routing for the reserved addressess.
> Getting Started with Device )
Configuration Clustering
> Device Operations In clustering, for IGMP and PIM, this feature is only supported on the primary unit.
> Interfaces and Device Settings Additional Guidelines
“ Routing = You must configure an access control or prefilter rule on the inbound security zone to allow traffic to the multicast host,

such as 224.1.2.3. However, you cannot specify a destination security zone for the rule, or it cannot be applied to
multicast connections during initial connection validation.

Static and Default Routes
Virtual Routers « You cannot disable an interface with PIM configured on it. If you have configured PIM on the interface (see Gonfigure

ECMP PIM Protocol), disabling the multicast routing and PIM does not remove the PIM configuration. You must remove (delete)
the PIM configuration to disable the interface.

OSPF

* PIM/IGMP Multicast routing is not supported on interfaces in a traffic zone.
BGP

+ Do not configure FTD to simultanecusly be a Rendezvous Point (RP) and a First Hop Router.
RIP

Configure IGMP Features

Multicast
Policy Based Routing IP hosts use IGMP to report their group memberships to directly-connected multicast routers. IGMP is used to dynamically

register individual hosts in a multicast group on a particular LAN. Hosts identify group memberships by sending IGMP

HSRPA'RAT 7 7A T DA — I LERICMNETDI—FZAOPIMX Y E— &%
FL&V



192.168.1.x/24

R1
HSRP IP .1
i inside :
Multicast client ~___ 172.16.1.1
route outside 0.0.0.0 0.0.0.0 192,168.1.1 T Multicast
_ﬂ source
3
R2

COBEE, T7ATI+—)ICE. KY NAZY N4 TEZORNIIL(HSRP)IP 192.168.1.18 &
CI—ZFRI1ER2EDPIMEZAN—2Y T2 BHATDT7IAILRNIL—R DB ET,

<#root>
firepower#

show run route

route outside 0.0.0.0 0.0.0.0 192.168.1.1 1

T77AT 3=k, RIER2ZONEA 2 Z—T7 T A AIPLYE A 2 Z—7 T 4 AIPOFICPIMBE
EEREZHMIILET,

<#root>
firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.1.1 outside 01:18:27 00:01:25 1
192.168.1.2 outside 01:18:03 00:01:29 1 (DR)

T77AT0F3—=NLVR@ETYTARNI—ALAZY NT—=DICPIMJoinX Y E£—2JZEFELEE AL PIM
debug 1~ > RMdebug pimid XOEHZERLET,

<#root>
firepower#

debug pim



IPv4 PIM: Sending J/P to an invalid neighbor: outside 192.168.1.1

RFC 2362 ol ")L—ZF., (S.G), (*G), BFLTF (**RP)OEFEITNYICEEN TS NEEREL
RPF ZA4/N—IZx L T, EHMIC Join/Prune XY £— #3FEET S, Join/Prune X v —2 &
. RPRFZAN—DPIMZBAN—THZDEEICOIKIEEETND ) EERENTVET,

COBBEZBRIZDLEHIC., I—TFREAZT 1Y Imroute LNV ZT7A T #4—)LIZEM
TEFET, -2, 220N —RA2BZ—T T4 AP RLAM1D, 192.168.1.2F Iz F
192.168.1.3 ( BEWGHSRPT7 VT 1 7 —2IP) ZRA ML TVBRENFHVYET,

LTICH 2R,

<#root>
firepower#

show run nroute

firepower#

nmoute 172.16.1.1 255. 255. 255. 255 192.168. 1.2

AZTFAY IBEmrouteDERENTTTDE, RPFILVYIOTYTDREHIC, 77A4T 04—
ASADIZF Y ARNN—TFT A9 T7—T I TR BELINFFYANN—FT1 97T I 2E%L
L. PIMXYtE—2%FA4/N—192.168 1 2IC BIEEELE T,

%E c AT 4 Y Jlxmrouteld, mroute A7 RLAFEBFRY NRNAVZEIWIDDRI A
RYTUAZHFANGZVES, HSRPARMOBERAMZBESENDTT, moute N RT
BEENEZTVANKY ZICEENr RELEY, BETREICE2LBE. 774T70x—)
FMDOIIL—RIZTA—=INYILEEA,

T7ATIA—=)LALANEY X NODRTHEWVWIES., LHRERGZEhia
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192.168.1.x/24
.2
inside
10
Muilticast client 172.16.1 1
e S Multicast
source
3
R1

F77ATI7A—=)ICE, LANEIXY NOPIMRAN—ELTRIAH Y ET. R1IEPIMDRTT

o

<#root>
firepower#

show pi m nei ghbor

Neighbor Address 1Interface Uptime Expires DR pri Bidir

192.168.1. 3 i nsi de 00:12: 50 00:01:38 1 (DR

DZAT 2 RASDIGMPEMERZZEFELLBSE., 774774 —)LELHRICBE W KL A,

mroutelEOILE U TEMDONullZRL, Pruned7 57 2F 2> TVWE T,

<#root>
firepower#

show nrout e

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:06:30/never, RP 0.0.0.0,



flags

Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface Tist:

inside, Null, 00:06:30/never <--- OL has inside and Nul

T7ALFIA—LELHRE T B S, AV B—TIAADDRTSAAUT A& LF B ENTE
%7,

<#root>
firepower#

interface G gabitEthernet0/0
firepower#

pimdr-priority 2

firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir

192.168.1.3 i nsi de 17:05:28 00:01:41 1

PIM debug1~ > K?Mdebug pimiEXOEHIERLET,

<#root>
firepower#
debug pim

firepower#

IPv4 PIM (*,230.1.1.1) inside Start being last hop <--- Firewall considers itself as the lasp hop

IPv4 PIM (*,230.1.1.1) Start being last hop



IPv4 PIM: (*,230.1.1.1) Start signaling sources

IPv4 PIM: [0] (*,230.1.1.1/32) NULLIF-skip MRIB modify NS

IPv4 PIM: (*,230.1.1.1) inside FWD state change from Prune to Forward
IPv4 PIM: [0] (*,230.1.1.1/32) 1inside MRIB modify F NS

IPv4 PIM: (*,230.1.1.1) Updating J/P status from Null to Join

IPv4 PIM: (*,230. .1) 3/P scheduled in 0.0 secs

IPv4 PIM: (*,230. .1) Processing timers

IPv4 PIM: (*,230. .1) J/P processing

IPv4 PIM: (*,230. .1) Periodic J/P scheduled in 50 secs

IPv4 PIM: (*,230. .1) No RPF interface to send J/P

N = = S
R R R R

Pruned 7 5% & Nullidmroute b S HIBRE NhE T,

<#root>
firepower#

show nroute

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 16:48:23/never, RP 0.0.0.0, flags:

SCJ

Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface Tist:

inside, Forward, 16:48:23/never

Reverse Path Forwarding(RPF)F I Y JDKRKICKV) 77 AT O3 —)LANILFF
YANNTY hZROY 7T



192.168.1.x/24 e 18022k

-_— [
Multicast client Multicast
source

route outside 192.168.2.0 255.255.255.128 192.168.1.100

COB/BE, T7AT I A=A A 2 R—T T4 AZEHT DY AV A'255.255.255.128D &
WEBBIL—R BB 18, IILFF ¥ ANUDPATY NGRPFEZEQLOICROY 7EhET

o

<{froot>

firepower#

capture capi type rawdata trace interface inside match udp any any

firepower#

show captureture capi packet-nunber 1 trace

106 packets captured
1: 08:57:18.867234 192.168.2.2.12345 > 230.1.1.1.12354: udp 500
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
ETapsed time: 2684 ns
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

ETapsed time: 2684 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW



ETapsed time: 13664 ns

Config:

Additional Information:

Found next-hop 192.168.1.100 using egress ifc outside

Phase: 4

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 8296 ns

Config:

Additional Information:

Found next-hop 192.168.1.100 using egress ifc outside

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: drop

Time Taken: 27328 ns

Drop-reason: (rpf-violated) Reverse-path verify failed, Drop-location: franme 0x0000556bcb1069dd fl ow

(NA) /NA

firepower#

show route static

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

S 192.168. 2. 0 255.255.255.128 [1/0] via 192.168.1.100, outside

ASPROY 7+ ¥ 7F ¥ (&, rpf-violated ROY 7 OEBHZERLET,

<#root>
firepower#

show capture asp

Target: OTHER

Hardware: ASAv

Cisco Adaptive Security Appliance Software Version 9.19(1)
ASLR enabled, text region 556bc9390000-556bcd0603dd



21 packets captured

1: 09: 00:53. 608290 192.168.2.2.12345 > 230.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) Rever
2: 09:00:53.708032 192.168.2.2.12345 > 230.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) R
3: 09:00:53.812152 192.168.2.2.12345 > 230.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) R
4: 09:00:53.908613 192.168.2.2.12345 > 230.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) R

MFIBE DDORPFABAT AN EMLE T,

<#root>
firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics

7 routes, 4 groups, 0.00 average sources per group

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)

Goup: 230.1.1.1

RP-tree:

Forwarding: 0/0/0/0, Other: 6788/6788/0

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics
7 routes, 4 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:

Forwardi ng: 0/0/0/0, Other: 6812/6812/0 <--- RPF failed counter increased

REF, RPFFIVINEBERXBETRDETT, 120FA7a>viF, AZF14vI)—h%
BB ETT,

RPFFI Y UDERBN AU EAWEE, NTY NEEEE ., MFIBH I OForwarding1J > &
FEMLULET,

<ffroot>



firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics
8 routes, 4 groups, 0.25 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:
Forwarding: 0/0/0/0, Other: 9342/9342/0

Source: 192.168.2. 2,

Forwar di ng: 1033/ 9/528/ 39

, Other: 0/0/0
Tot. shown: Source count: 1, pkt count: O

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics
8 routes, 4 groups, 0.25 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:
Forwarding: 0/0/0/0, Other: 9342/9342/0

Source: 192.168.2. 2,

Forwar di ng: 1044/ 10/ 528/ 41

, Other: 0/0/0

<--- Forward counter increased

Tot. shown: Source count: 1, pkt count: 0

V=AYV —=ADOPIMAA Y FA—=—N—BICTT7ATIF—=ILFPIMSINZELERL
a4 W



:
192.168.34.x/24 192.168.47 x/24 192.168.67 x/24 192.168.6.x/24
3 A g 4 7 Bl 7 I 6 g 6 100
. _ﬁ outside dmz UGB ﬁ -
Multicast client R4 Fw R6 Multicast
< 7 | inside 6 source
5 Tf:i 5
192.168,57 x/24 RP 192.168.56 x/24

CODBE, 77AT7 04 —=)Liddmz4 > Z—T7 I A AR4A>FW>R6Z N L TIILFF ¥ ARNEE
TANODNAZZBLETH., REAIPSITITATUMOBYIIONTT7 1Y )V AIER6>RP >
DW >R4TT9,

<#root>
firepower#

show route 192. 168. 6. 100

Routing entry for 192.168.6.0 255.255.255.0
Known via "ospf 1", distance 110, metric 11, type intra area

Last update from 192.168.67.6 on dne, 0:36:22 ago
Routing Descriptor Blocks:

* 192.168.67.6, from 192.168.67.6, 0:36:22 ago, via dne

Route metric 1is 11, traffic share count is 1

RAFSPTAA Y FA—/N\—%HBL., SPTAAYFA—-—N—DOLEWNMEICETDE, ZETEE
DOPIMjoinX Y —TBEELET, 77AT D F—ILTRSPTAA Y FA—N—ETHnT,
(S,G)mroutelCFT7 Z 7BV EE A,

<#root>
firepower#

show nrout e



Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:00:05/00:03:24, RP 10.5.5.5, flags: S
Incoming interface: inside
RPF nbr: 192.168.57.5
Immediate Outgoing interface list:
outside, Forward, 00:00:05/00:03:24

(192.168.6.100, 230.1.1.1), 00:00:05/00:03:24, flags: S

Incoming interface: dmz

RPF nbr: 192.168.67.6

Immediate Outgoing interface list:
outside, Forward, 00:00:05/00:03:2

PIM debug< > Rdebug pimi&k, EE7R4A 52D D ZEPIM JoInER(S, G)HB LTS, G)&ERL
T, J77A4TDA=MUNCGTYTARNI—AICKHTEPIMIONERZEEFELEL LA, XA
/N—192.168.67.6 BB 12, EETEBENDEREZEFTEELEATLL,

<#root>
firepower#

debug pim
IPv4 PIM Received J/P on outside from 192.168.47.4 target: 192.168.47.7 (to us) <--- 1st PIMjoin to tt

IPv4 PIM J/P entry: Join root: 10.5.5.5 group: 230.1.1.1 flags: RPT WC S <--- 1st PIMjoin with root

IPv4 PIM: (*,230.1.1.1) Create entry

IPv4 PIM: [0] (*,230.1.1.1/32) MRIB modify DC

IPv4 PIM: [0] (*,230.1.1.1/32) inside MRIB modify A

IPv4 PIM: (*,230.1.1.1) outside ]/P state changed from Null to Join
IPv4 PIM: (*,230.1.1.1) outside Raise J/P expiration timer to 210 seconds
IPv4 PIM: (*,230.1.1.1) outside FWD state change from Prune to Forward
IPv4 PIM: [0] (*,230.1.1.1/32) outside MRIB modify F NS

IPv4 PIM: (*,230.1.1.1) Updating J/P status from Null to Join

IPv4 PIM: (*,230.1.1.1) J/P scheduled in 0.0 secs

IPv4 PIM: (*,230.1.1.1) Processing timers

IPv4 PIM: (*,230.1.1.1) 1/P processing

IPv4 PIM: (*,230.1.1.1) Periodic J/P scheduled in 50 secs

IPv4 PIM: (*,230.1.1.1) 1/P adding Join on inside

IPv4 PIM Sending J/P message for neighbor 192.168.57.5 on inside for 1 groups <--- PIMJoin sent fror



IPv4 PIM Received J/P on outside from 192.168.47.4 target: 192.168.47.7 (to us)

IPv4 PIM J/P entry: Join root: 192.168.6.100 group: 230.1.1.1 fl ags:

IPv4 PIM: (192.168.6.100,230.1.1.1) Create entry
IPv4 PIM: Adding monitor for 192.168.6.100

IPv4 PIM: RPF lookup for root 192.168.6.100: nbr 192.168.67.6, dmz via the rib
IPv4 PIM: (192.168.6.100,230.1.1.1) RPF changed from 0.0.0.0/- to 192.168.67.6/dmz
IPv4 PIM: (192.168.6.100,230.1.1.1) Source metric changed from [0/0] to [110/11]

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) MRIB modify DC
IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) inside MRIB modify A
IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) outside MRIB modify F NS

IPv4 PIM: (192.168.6.100,230.1.1.1) outside J/P state changed from Null to Join

1st

1st

IPv4 PIM: (192.168.6.100,230.1.1.1) outside Imm FWD state change from Prune to Forward

IPv4 PIM: (192.168.6.100,230.1.1.1) Updating J/P status from Null to Join

IPv4 PIM: (192.168.6.100,230.1.1.1) J/P scheduled in 0.0 secs
IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) dmz MRIB modify NS

IPv4 PIM: (192.168.6.100,230.1.1.1) outside Raise J/P expiration timer to 210 seconds

IPv4 PIM: (192.168.6.100,230.1.1.1) Processing timers
IPv4 PIM: (192.168.6.100,230.1.1.1) 1/P processing

IPv4 PIM: (192.168.6.100,230.1.1.1) Periodic J/P scheduled in 50 secs

IPv4 PIM: (192.168.6.100,230.1.1.1) J/P adding Join on dmz

IPv4 PIM Sending J/P to an invalid neighbor: dnez 192.168. 67.6

<--- Invalid neighbor

show pim neigbourANX > ROHBDIZR6A BV EFE A,

<#root>
firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.47.4 outside 00:21:12 00:01:44 1
192.168.57.5 inside 02:43:43 00:01:15 1

TP7ATIOA=NA2E—T T4 AdmzTPIMABHICE>TWS,

<#root>
firepower#

show pi minterface

Address Interface PIM Nbr HeTllo DR DR
Count Intvl Prior

PIMjoin to tt

PIMjoin with



192.168.47.7 outside on 1 30
192. 168.67.7 dne on 0 30
192.168.57.7 inside on 1 30

R64>2—7 I A4 ATPIMAEMICE>TWD,

<{froot>
R6#

show ip interface brief

Interface IP-Address OK? Method
GigabitEthernet0/0 192.168.6.1 YES manual
GigabitEthernet0/1 192.168.56.6 YES manual
GigabitEthernet0/2 unassigned YES unset

G gabi t Et hernet 0/ 3 192. 168. 67. 6 YES manua

TunnelO 192.168.56.6 YES unset

R6#

show ip piminterface G gabitEthernet0/3 detail

GigabitEthernet0/3 is up, Tine protocol is up
Internet address 1is 192.168.67.6/24
Multicast switching: fast
MuTticast packets in/out: 0/123628
MuTticast TTL threshold: 0

PIM disabled <--- PIMis disabled

MuTticast Tagswitching: disabled

1 this system

1 this system

1 this system

Status Protocol
up up

up up
administratively down down

up up

up up

FRZEIE, R6MD A >R —7 I 4 AGigabitEthernet0/3TPIMZEBMICT D ZETT,

<#root>
R6(config-if)#

interface G gabitEthernet0/3

R6(config-if)#

ip pi msparse-node



R6(config-if)#
*Apr 21 13:17:14.575: %PIM-5-NBRCHG: neighbor 192.168.67.7 UP on interface GigabitEthernet0/3

*Apr 21 13:17:14.577: 9%l M5- DRCHG DR change from nei ghbor 0.0.0.0 to 192.168.67.7 on interface G gabit

T77AT 4=, SPTAAYFA-—N—%RITIZTZAVAN—ILET : ZAHLEXT

o

<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:26:30/00:02:50, RP 10.5.5.5, flags: S
Incoming interface: inside
RPF nbr: 192.168.57.5
Immediate Outgoing interface list:
outside, Forward, 00:26:30/00:02:50

(192.168.6.100, 230.1.1.1), 00:26:30/00:03:29, flags: ST

Incoming interface: dmz

RPF nbr: 192.168.67.6

Immediate Outgoing interface list:
outside, Forward, 00:26:30/00:02:39

NRL—RHIRIZKY T FATIA—)LFRAOBNTY NZROAYT TS

TT7ATIOA=)IDNFPTHLWIILFFYARNARNI)—LORIIONTY N2ZETHHE.
CPICKDEMUEBANMVEICKDIBEN HYET. CNHFE, FPIFEBMNEREREDEHIZSP(FP > SP
>CP)ZNLTNTY RZECPIC/NNRLET,

s AWMV BR—TIAREIDA B —T7 T4 ABDOFPTOHRFLHDIERK,

« RPFIREE. PIMAZ 2L (77A T2 —IAFHROBFBE )., OILF IV IBE, TOM
DOXLFFF¥ARNEBEOFIV Y,

« mrouteT—7NDBEBAVR—TIAAREREBEAVR—TIAAEFEHALES,GI MY
DER .

s BEAVR—TIAAREREAVEZ—T I A ABOFPTOF/IAR T EFEDER,

AV RO-LTL—2REO—FHELT, 77ATI7F—)LRECPICN RENBNTY ROL—



NZRAZIBTHIPRLET,
L—KEBZX2/N7T Y N, puntrate-imit ROY Z7OEBAHAT ROY e hE T,

<#root>
firepower#

show asp drop
Frame drop:

Punt rate limt exceeded (punt-rate-limt) 2062

SPASCPICNN RENENIILFFYARNNTY NOBEHEERT S IZ(E. show asp cluster
counter AN REFEALE T,

<#root>
firepower#

show asp cluster counter

Global dp-counters:

Context specific dp-counters:

MCAST_FP_FROM_PUNT 30 Number of multicast packets punted from CP to FP
MCAST_FP_TO_SP 2680 Number of multicast packets punted from FP to SP
MCAST_SP_TOTAL 2710 Number of total multicast packets processed in SP
MCAST_SP_FROM_PUNT 30 Nurmber of nulticast packets punted fromCP to SP <--- Number of
MCAST_SP_FROM_PUNT_FORWARD 30 Number of multicast packets coming from CP that are forwarded
MCAST_SP_PKTS 30 Number of multicast packets that require slow-path attention
MCAST_SP_PKTS_TO_CP 30 Number of multicast packets punted to CP from SP
MCAST_FP_CHK_FAIL_NO_HANDLE 2650 Number of multicast packets failed with no flow mcast_handle
MCAST_FP_CHK_FAIL_NO_FP_FWD 30 Number of multicast packets that cannot be fast-path forwarded

show asp event dp-cp puntAN > RZFERAL T, FP>CPF1—0ON\T Y "R E15¥WDOL —~%Z
WELET,

<#root>
firepower#

show asp event dp-cp punt | begi n EVENT- TYPE

EVENT-TYPE ALLOC ALLOC-FAIL ENQUEUED ENQ-FAIL RETIRED 15SEC-RATE



punt 24452 0 24452 0 10852 1402

nmul ti cast
23800 0
23800
0 10200
1402
pim 652 0 652 0 652 0

mroute FFREE N, FPTHRFERABUEI D E, NTY NEBTFOEGKO -3 L TFPICE
EEnET, COFE. FPENTY RECPICN RLEEA,

T77AT2A=ILRBFHFLVILFFYARNAN)I—LDBRIONTY RNEZEDRSICAEBLET
o

TPATIA—LEF—RNAROHL WILFF+ ARARNI—LAOBAD/NTY NESET
BE, TFATIA—LBROT I3V ERTLET,

1. 2F21VFTA4R)—TNTY MFFAEhTVILESHERRELET,
2. NAFPENLTNNTY RZCPIZ/NNLET S
BANAUVRA—TIAAREIDAVER—T IAAOBICHERZERLET,

<#root>
firepower#

show capture capi packet-nunber 1 trace

10 packets captured

1: 08:54:15.007003 192.168. 1. 100. 12345 > 230.1.1.1.12345: udp 400

Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list



Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.2.1 using egress ifc

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

Config:

Additional Information:

Phase: 8

Type: QOS

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: MILTI CAST

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: FLOW CREATI ON

Subtype:
ResuTlt: ALLOW

inside



Config:
Additional Information:

New flow created with id 19, packet dispatched to next nodule <--- New fl ow

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up

Action: allow

Syslog:

<tfroot>

firepower# Apr 24 2023 08:54:15: %ASA-7-609001: Built Tocal-host inside:192.168.1.100
Apr 24 2023 08:54:15: %FTD-7-609001: Built Tocal-host identity:230.1.1.1

Apr 24 2023 08:54:15: %TD 6-302015: Built inbound UDP connection 19 for inside:192.168. 1. 100/ 12345 (192

C DL, showconnall AN ROBHICKRRENET,

<#root>
firepower#

show conn all protocol udp
13 in use, 17 most used

UDP inside 192.168.1.100:12345 NP Identity Ifc 230.1.1.1:12345, idle 0:00:02, bytes 0, flags —

4.CPl&, RPF#&RFE, PIMAZ L (77 AT F—=)IHFFHRDFE ). OILF IV UKL,
EBNMOILFFYyANBEEOFIVIDOEHICIILFFYANTOELAZEEITLET,

5.CPlF. mroutell BEAVE—T7IAARERBAVER—TIAARAZHEDIS,G)I Y NI ZER
LET,

<#root>
firepower#

show nroute



Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:19:28/00:03:13, RP 192.168.192.168, flags: S
Incoming interface: inside
RPF nbr: 192.168.2.1
Immediate Outgoing interface list:
outside, Forward, 00:19:28/00:03:13

(192.168.1.100, 230.1.1.1), 00:08:50/00:03:09, flags: ST

Inconmng interface: inside

RPF nbr: 192.168.2.1
Immediate Outgoing interface list:

out si de, Forward, 00:00:32/00:02:57

6.CPIk, BEAVER—TIAMAREREAVE—TIAADBICFIARTELZERTEDELD
. CP>SP>FPNARBHTFPICETRLET,

C DEHIE. show local-host N ROBHICOIZIRRENET,

<#root>
firepower#

show | ocal - host

Interface outside: 5 active, 5 maximum active
local host: <224.0.0.13>,

Jocal host: <192.168.3.100>,

local host: <230.1.1.1>,

Conn:

UDP outside 230.1.1.1:12345 inside 192.168.1.100:12345, idle

0:00:04, bytes 4000, flags -

local host: <224.0.0.5>,

local host: <224.0.0.1>,

Interface inside: 4 active, 5 maximum active
local host: <192.168.1.100>,

Conn:



UDP outside 230.1.1.1:12345 inside 192.168.1.100:12345, idle

0:00:04, bytes 4000, flags -

local host: <224.0.0.13>,

Tocal host: <192.168.2.1>,

local host: <224.0.0.5>,

Interface nlp_int_tap: 0 active, 2 maximum active
Interface any: 0 active, 0 maximum active

Cisco Bug ID CSCwe21280DEENERE Y 7 NI I T N—23 >
NDBE. FIAR T DsyslogX ¥ £—T 3020156 ERENE T,

<#froot>
Apr 24 2023 08:54:15: %FTD-6-302015:

Bui It out bound UDP connection 20 for outside:230.1.1.1/12345 (230.1.1.1/12345) to inside:192.168. 1. 100/

BEFIAZTORMBEOEENBRIE D E, AONTY NEBIFOESKE —BL., FPTEEE L
£

<#root>
firepower#

show capture capi trace packet-nunber 2

10 packets captured
2: 08:54:15.020567 192.168.1.100.12345 > 230.1.1.1.12345: udp 400
Phase: 1
Type: CAPTURE
Subtype:
ResuTt: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW
Config:


https://tools.cisco.com/bugsearch/bug/CSCwe21280

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: FLOW LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 19, using existing flow <--- Existing flow

Result:
input-interface: inside
input-status: up
input-line-status: up
Action: allow

ICMPYILFEFYARNKNZ 74007 4IINER)YT

ACLZEALTICMPRYIILFFYARNKNT 74V 0% TAINRVITFTRERETEFEEA, OV
RO—IL7L—2RUD—(CMP)ZERATRIHENHIET,

Cisco Bug ID CSCsl26860 ASAN'NIILFF ¥ ANICMPNNT Y RZET7 4 J)LZD T LA

BEENOPIMYILFF ¥ ANFTES

BAEOFESICDOVWTIE, Bug Search Tool(https://bst.cloudapps.cisco.com/bugsearch)Z A T
2FT,.

REAEDASABE FUFTDAEERE., "CiscolESEEF1UTATTTAT 2 AASA)Y 7~
I7iB8BBOTICVARERTVERT,


https://tools.cisco.com/bugsearch/bug/CSCsl26860
https://bst.cloudapps.cisco.com/bugsearch
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