]

FirepowerY 7 NI F7/)X\—2 3> DR
A&

BME

BIERH

%

FRIZIR—F B

V78D ITN=23 2 OHER
FMCY 7 bhDIF)N=232

FMC Ul

FMC CLI

FMC REST-API

FMChZS NS a—F42T0774)L
FTDE /= l&Firepower®> 1 —)LDCLI
FTDZE = l&FirepowerE2 1 —=)LO RS TN a1 —F42 T 7740
FDMY 7 "I TF7ON—>3 >

FDM Ul

FDM REST API

FTD CLI

FTD SNMP
FIDNSINSa—F420774)L
FXOSVY 7RI TFN—=232

FCM Ul

FXOS CLI

FXOS REST-API

FXOS SNMP

FXOSZ ¥ —</show-tech7Z 7 4 )L
FIDVY7 DI TF7N—=23 2>

FTD CLI

FTD SNMP

FMC Ul

FMC REST API

FDM Ul

FDM REST-API
FIDNZIN2a—F420774)L
FCM Ul

FXOS CLI

FXOS REST-API

FXOSZ ¥ —</show-techZ 7 4 )L
ASAVIZRKOITFTON—>32

ASA CLI

ASA SNMP

ASA show-tech7 7 4 )L




FCM Ul

FXOS CLI

FXOS REST-API

FXOSZ ¥ —</show-tech7Z 7 4 )L

FirepowerE> 21— )Y 7 " DI TFN—=>3 >

FMC Ul

FMC REST-API

Firepower®> 1 —JLCLI

FirepowerE2 1 — )OS TNZ21—FT142TFT74)

ASA CLI

ASA show-tech7Z 7 1)L

Snort, VDB, & KT'SRUN—2 3 2 ORERR
TA—TNTYRNAARDG S AT D (Snort)/N—2 3>
FMC Ul

FMC REST-API

FDM Ul

FDM REST API

FTD & = & Firepower CLI

FTDF - (&FirepowerE 31— )LD KSTNZ 1 —F 12T T 74)

E5sHT—XX—A(VDB)YN—>2 3>

FMC Ul

FMC CLI

FMC REST-API

FMChS TN aAa—F142T9774)

FDM Ul

FDM REST API

FTDE /= (& Firepower®> 1 —)L OCLI

FTDZE i (&FirepowerE 1 =)D STV 1 —F 12T T774)

BANL=—INEFHFN—=—3 2

FMC Ul

FMC CLI

FMC REST-API

FMCRS TN 21—F42 9774

FDM Ul

FDM REST API

FTDZE = & Firepower€®> 1 —JLDCLI

FTDE k(& FirepowerE 1 — )LD KSTNZ 1 —F 12T T74)

BEA O R
BSE B,

B=

CcORFIXBNTR, FirepowerV 78N IFN—23 2 ORKRIEICOWVWT

B &R4F

BHALET,



B

EXRNzRmAFK. REST-API, SNMP,

EAITRAVR—F2 b

CORFIXVNORHRE, REDFARRELCHAZITNARACETVWTERENELZ, DR
FIAXRNTEATEZINTOTNARRG, A (F7FIIN ) REOREASBELTVET
o BEEPORY ND—IUTR., FEONVRIEL>TRIDAEMI HDEEZ +OEIEL T
ZEW,

CORFIXVNOBERIE, ROVITRNIITEN—RIITON—TI3IVICETVTVET,

- Firepower 11xx

- Firepower 21xx

- Firepower 31xx

- Firepower 41xx

- Firepower Management Center(FMC)/N—> 3 2/7.1.x

- Firepower eXtensible Operating System(FX0S)2.11.1.x
- Firepower Device Manager(FDM)7.1.x

- Firepower Threat Defense 7.1.x

- ASA 9.17.x

V7R8I FN—23a 0B

FMCY 7 hNDOXIFN—>3>
FMCY 7RI TIFPN—=Tavik, koATSavaEALTRETEET,

. FMC UI

. FMC CLI

. REST APIER

-FMCKRZ 7N a—F1420774)

- FTD&E 7z l&Firepowert> 1 —J)L OCLI

. FTIDE k= &FirepowerEZ 1 =IO KNS TN 2 —F1 2T T774)

FMC Ul
FMCUITFMCY 7 R DI FPN—2 32 ZHRBIBICE. ROFIEZERITLET,

1. [Help] > [About] ZiBIR L E£ T,



Ay, Firepower Management Center . .
EED wrdiner | Da = T Marmcement Overview Analysis Policies Devices Objects AMP Intelligance Deploy Q, @{:}1 admin v
—
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migration Tool
Name Documentation on Cisco.com Parner Ecosystem
What's New in This Release Ask a Question
Access Controlled Usor Statistics
Prow traifhc and intr vent stat Software Download TAC Support Cases
Secure Firewall YouTube About
Appiication Statistics 2 -
Appiication Statistics (7.1.0) admin No No masw
T e e admin No No ®osa
Detailed Dashboard adnin Mo Mo Pa sl
Deatailed Dashboard (7.0.0) i Mo No Fass
Flbs_l)ashboﬁr_d. admin No No "o sw
Security Intalligance Statistics aimn Mo Mo & Q ,. i’
:S_Lm.vnar\.r Dashboald Sk o admin No Yos e |
‘ FON—I 3V EMBL T &L
2YT7RNDTITON=232 TLEZLN.:
sl Firepower Management Center
clsco o { Absout Overview Analysis Policies Devices Objects AMP Intelligence Depiloy Q, @{} @ admin v

For technical/system questions, &-mail tac@cisco.com

Modsl Cleco Firmpower Manegemant Camar 4500 or call us at 1-800-553-2447 or 1-408-526-7209
Serial Number 001234
Copyright 2004-2021, Cisco and/for its affiliates. All ights resenved.
| Software Version 7.1.0 (build 90) |
035 Cisco Firepower Extensible Operating System (FX-05) 2.11.1 (build154)
Snort Version 2.9.19 (Build 92)
Snort3 Version 3.1.7.1 (Build 108)
Rule Update Version 2022-05-02-003-wrt
Rulepack Version 2703
Module Pack Version 3070
LSP Viarsion Isp-rel-20220502-1613
Goolocation Update Version  2022-04-25-002
DB Varsion build 354 ( 2022-04-27 19:39:56 )
Hostname FMC-4600-2

FMC CLI
FMC CLITFMCY 7 hJIT7N—2 32 ZHRBIBICE. ROFIEZERTLET,

1.SSHEZFEOAV Y —ILERTFMCIZT 9 EALEY, NFT—CVY TR ITN=23 2K
RENET,

Cisco Firepower Extensible Operating System (FX-OS) v2.11.0 (build 154)
Cisco Secure Firewal |l Managenent Center 4600 v7.1.0 (build 90)

2. CLITshow versionN > RZE1TLE T,

> show version
----------- [ FMC-4600-2.cisco.com]------------

Model : Cisco Firepower Managenent Center 4600 (66) Version 7.1.0 (Build 90)
uul D : alOed34e-d127-11e8- b440-728439d95305

Rul es update version : 2022-05-02-003-vrt

LSP version : |Isp-rel -20220502-1613

VDB versi on . 354



FMC REST-API

FMC REST-APIZERZHEALTFMCY 7 RN DI T7N=23 2 28FIICE. XROFIEZETL
x9. REST-APIVZA T h2FEALT, YI7RNIITN—232ZHELET., cOPITE
. culZEALTVWERY,

1.WAEN—D0 2 ZERLET,

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X-aut h-access-token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d

2. 20 I') TX-auth-access-tokenZfEHA L £ 7,

# curl -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-access-

token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d’ | python -m json.tool
{
"links": {
"self": "https://192.0.2.1/api/fnc_platform vl/info/serverversion?offset=0&imt=25"
I
"items": [
{

"serverVersion": "7.1.0 (build 90)",

"geoVersion": "2022-04-25-002",

"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )",
"sruVersion": "2022-05-04-001-vrt",

"l spVersion": "lsp-rel-20220504-1121",
"type": "Server Version"
}
1,
"pagi ng": {
"offset": O,
"limt": 25,
"count": 1,
"pages": 1
}

X : XY RXFF 0| python -m json.toolDF 7 k. JSSONEXTHIZEZT7F—NY RNTD
EHICEREh, 77232 TT,

FMCRS TN a—F42T97F74)

ROFIBCH>T, NFTN21—F AV ITT7AILNOFMCY 7R IITN—2 32 2BALE
ER

1. 8NSTN22a—F42T 774\ %28E, 7+ )X <filename>.tar/results-
<date>—xooox/dir-archives/etc/sf/ic BEIL £
2. 7714 )lims.confZB&, ¥+—SWVERSIONESWBUILDZED21TZ2RD2TET,

# pwd

/var/tnp/resul ts-05-06-2022--199172/dir-archives/etc/sf/
# cat ims.conf | grep -E "SWVERSION|SWBUILD"

SWERSI ON=7.1.0

SVBUI LD=90

FTD& /=& Firepowert> 1 — )L OCLI



FTD CLIE = l&FirepowerE2 1 —)LOCLITFMCY 7 R I TP N—2 3> 2RI B ICE. XD
FIEZETLET,

1.SSHE LAYV —=IILEHZNLTFTIDIC T 92 ALE T, FirepowertE> 1 —J)LDFEE
. SSHENLTED2—=)ICTOEATSH,. ASACLIN SsessionsfrAN> REFERAL T
ED1-NCTFOEALET,

2.expert AN RERITFLET,

> expert
adm n@ pr 2k- 1: ~$

3. less /ngfw/var/sf/detection_engines/<UUID>/ngfw.rules 1N > KZFTDTRIT IS . less
Ivar/sf/detection_engines/<UUID>/ngfw.rules 1< > K ZFirepower€< 1 —J)LTR{TL., 17DC
Version:

adm n@ pr 2k- 1: ~$ less /ngfw/var/sf/detection_engines/65455e3a-c879-1lec-869a-
900514578£f9f/ngfw.rules

#H### ngf W r Ul es ##AHHHHHH AT H T R R R R R #
# AC Nane : FTD- ACP- 1652807562 # Policy Exported : Tue May 17 17:29:43 2022 (UTC) # File Witten

© Tue May 17 17:31:10 2022 (UTC) # # DC Version : 7.1.0-90 0S: 90
# SRU : 2022- 05- 11- 001- vrt

# VDB : 354

#

HHHHHH R R R R R R R R R R R R R R R R R R R R
FTDE =& Firepower€2 1 =IO KNS TN 1—F 420774

FTDE f=l&Firepower€E2 1 —I)LO KNS TN 21 —FT 4T T F7AITFMCY 7RI I T ON—
IVEBRITDICE. KOFIEEERTLET,

1. 8NZTN221—F42TT774\NERE. 774N FIDTERE W ZFER, <filename>-
troubleshoot .tar/results-<date>—xoooxx/file-contents/ngfw/var/sf/detection-
engines/<UUID>/7 # LA ICBEIL £ 9, Firepower®> 1 —)L T, 7 # )L A <filename>-
troubleshoot .tar/results-<date>—xxxxxx/file-contents/var/sf/detection-engines/<UUID>/Z #
BLET

2.ngfw.rules7 7 1 JLZB&, 1TDC VersionZ#RL & ¥,

# pwd

/var/tnp/results-05-06-2022--163203/fil e-contents/ ngfw var/sf/detection_engi nes/5e9f a23a-5429-
1lec-891e-b19e407404d5

# cat ngfw.rules

#### ngf w. rul es

HURHR R R R R R R R R R R R R R R R R R R R R A

#

# AC Nane : FTD- ACP- 1652807562

# Policy Exported : Tue May 17 17:29:43 2022 (UTQO)
# File Witten : Tue May 17 17:31:10 2022 (UTQ)
#

# DC Version : 7.1.0-90 OS: 90

# SRU : 2022-05-11-001-vrt

# VDB : 354

#

BHUARHH B R R R R R R B R R A R B R A R R



FDMY 7 NI FO)N—>3>
FOMY 7 RIIT7ON—2 3k, AOATa a2 ERALTRATEET

- FDM UI

- FTD CLI

. FTD SNMPR—1 > ¥

-FIDRZ 7N a1—F420774)
- FDM REST API

- Firepower Chassis Manager(FCM)UI

- FXOS CLI

- FXOS REST API

- FXOSZ ¥ —< Mshow-tech7 7 1 )L

FDM UI

FDMUIDY 7RI T N—=2a3a %BRBITDICE, X4 R=2O "YTRNDIT, %#FzI
vOLET,

alaln enower Device Manager L = ] Y 3 admin
Cisco. TR mE R AERE Monitoring Policies Objects Device: KSEC-FPR2100-... — —r — - Administrator
Mode! Software VDB Intrusion Rule Update Cloud Services High Awvailabiity
Cisco Firepower 2120 Threat Defense 7.1.0-90 346.0 20211110-1348 Mot Registered | Register Not Configured
172
T Inside Netwerk &) o) (i) [oln] (o] [ol) )
IYEE®®
{11
Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrad, vianagement Access
Enabled 3 of 17 Security Intelligence Feeds
View All Imerfaces » View Configuration > View Configuration >
NS S

FDM REST API

FDM REST-APIERZ /N LTCFDMY 7RI I TF7ON—2 3 ZBREITHICE. ROFIEICHVE
9. REST-APIVZA 7 NEFERALT, YVI7IRNIJITN—23&2HRELET. COHITRE.
curl2fERALTVWET,

1.FREN—DU 2 ZBRLEY,

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }°'
'https://192.0.2.2/api/fdm/latest/fdm/token’

{

"access_token":



' eyThbGciOiJIUzI1NiJ9.eyJpYXQiOjE2NTIyNDk5SNTcsInN1YiI6 ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi0xMW
V3jLTk4ZWMtNDd1ZTQwODkwMDV] IiwibmImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJ1Znd1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1MjI1MjM1NzZQ1NywidG9rZW5UeXB1lIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVmM] gt Y2M3MC
0xXMWVJjLTk4ZWMtZjk4ODExXNjNjZWIwIiwidXN1clJvbGUiOiJSTOXFX0FETULOIiwib3JpZ21luljoicGFzc3dvemQiLCIlc2
VybmFtZSI6ImFkbWluInO.lJLmHAAJ2jaVRmpdXF6qg48qgdBcyRuit94DLobCJIJILI",

"expires_in": 1800

"refresh_expires_in": 2400

"refresh_t oken":

"eyJhbGci G JI Uzl 1Ni J9. eyJpYXQ G E2NTI zOTQxN ksl nNLYi | 61 nFkbW ul i wi anRpl j oi MGUONG xYzQ ZDl OM 0x MV
Vj LTk4ZWMt YTI | OTl KZGMAMN2YOI i wi bmdm j oxNj UyMzkOMTY5LCII eHAI G E2NTI zOTY1N ksl nFj Y2Vzc1Rva2VuRxhwaX
JI cOFOI j oxNj UyMzk1OTY5MDewWL Cly ZWZy ZXNo@91bnQ O 0xLCJ0b2t | bl R5cGUi O JKV1Rf UnWntnVzaCl sl nVzZXJVdW
I kl'joi YTU3ZGVMM gt Y2MBMOOXMAW] LTk4ZWht Zj k4ODEXN) Nj ZW wi i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3Jpz2
luljoi cGFzec3dvemQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO- i sDj @B527d3QNZCQb7AS4a9ea5w bYUn- A9aPw!

"t oken_type": "Bearer"

}
2COVTITR, TUVERAMN =V DEZERLET,

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJIpYXQiOjE2NTIYNDk5NTcsInN1YiI6 ImFkbWluIiwianRpIjoiNDk3MmRNjAtZDBmMi 0xXMWV
jLTk4ZWMtNDA1ZTQwODkwMDV3 I iwibmImIjoxNjUyMjQ50TU3LCI1eHALIOFE2NTIYNTE3NTcsInJ1ZnJI1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1M]jI1MiMINZQ1NywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVmMM] gt Y2M3MCO
XMWV LTk4ZWMtZjk4ODEXNjNjZWIwIiwidXN1lclJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luIljoicGFzc3dvemQiLCJd1lc2V
ybmFtZSI6ImFkbWluInoO.lJLmHAAJ2jaVRmpdXF6gg48gdBcyRuit94DLObCJILI "

'https://192.0.2.2/api/fdm/v6/operational/systeminfo/default’ | grep -i software
"sof twareVersion" : "7.1.0-90",

"sof twareVersion" : "7.1.0-90",

FTD CLI

O aAVOFEICRVET,

FTD SNMP

LU AVOFIECRVET,
FIDNS 7N 21—F42T0774)
LU AVOFIECRVET,

FCM UI

FCMI&. Firepower 41008 & UFirepower 93003 1) — X THERATEE T, Va0 FIEICH
WET,

FXOS CLI
EOAVOFIRICRVET,
FXOS REST-API
EOAVOFIRICRVET,
FXOSZ ¥ —</show-tech7 7 1)L

O VOFIRICEVKT,



FXOSY 7 NI TFN—>3>
FXOSYZ7RJITFTN—=23arvik, RoAFA72a>zERALTHERTEERT,

. FCM Ul ( Firepower 4100/9300 & )
- FXOS CLI

- FXOS REST API

. FXOS SNMPR—1) > &'

- FXOS> ¥+ —> Mshow-tech7 7 1 )L,

FCM UI

FCMUITFXOSY 7 R II 7 ON—2 3V #BET DI, XA R—TD[Version] &+ IZL
-3

TV Interfaces Logical Devices Security Modules  Platform Saettings
KSEC-FPRIK-3-A 10.62.148.239 _ )
Model:  Cisco Firepower 9300 Security Appliance AC | version: 2.11(1.154) | Operational State: Operable Chassis Uptme  37:00:21:03 () 4D [
Network Module 1 Natwork Modula 2 ) ) Metwork Module 3 : Empty
ConeorE  MGM ush 1 2 3 4 5 6 7 o
@ secuity Module 1 - Yp B | @ security Moduie 2 - yp =
@ Socuity Modul 3 - yp == | @ pover 1 - Running s @ rower 2 - Running

FXOS CLITFXOSY 7 R IF7N—2 32 2RI DI, XOFIEZETLET,

1.7 =A0OAY =) FIFSSHEEHRZREILILEF T,
2. AO—T72 AT ALY X, show firmware monitorAY > RZETLE T,

firepower # scope system
firepower /system# show firmware monitor
FPRM

Package-Vers: 2.11(1.154)

Upgr ade- St at us: Ready

Fabric Interconnect A
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Chassi s 1:
Server 1.
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready
Server 2:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready
Server 3:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready



Firepower 1000/2100/3100 ( FTD## )
FXOS CLITFXOSY 7 RN ITF7N—>23a #RB T, XOFIEZETLET,

1. 2% —3A0OOY = )LELGE - FFTDANNDSSHEG ZEILE T,
FTDANMDSSHiEZ#ENIZESE. FTD CLISHTconnect fxos Y REETLET,

> connect fxos

2QAOA—T7 AT ALICHIV)E X, show firmware detail A¥ > RERTLET,

firepower # scope system
firepower /system# show firmware detail
Version: 7.1.0-90
Startup-Vers: 7.1.0-90
MANAGER:
Boot Loader:
Fi r mnvar e- Vers: 1012. 0200. 0213
Ronmmon- Vers: 1.0.12
Fpga- Vers: 2.0.00
Fpga- Gol den- Vers:
Power - Sequencer-Vers: 2.13
Fi rmnvar e- St atus: OK
SSD- Fw Vers: 0147
System
Runni ng-Vers: 2.11(1.154)
Platform Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
NPU:
Running-Vers: 2.11(1.154)
Platform Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
Servi ce Manager:
Runni ng- Vers: 2.11(1.154)
Platform Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)

Firepower 1000/3100 ( ASA¥E¥ ) . Firepower 2100 (ASA#® ) (FP7/SAFAET—R)
FXOS CLITFXOSY 7 RV IFPN—2 30 2HBRTBICE,. AOFIEZETLETS,

1. %= ANOAY = I)LEGE - IFASAANDTelnet/SSHEG i # ML L E T,
ASAA D Telnet/SSHEH DB S 1E. ASA CLITconnect fxos AV RZEITLET,

asa# connect fxos

2. A= AT AICEIV)EZ T, show firmware detail AV R&EETLE T,

firepower # scope system
firepower /system# show firmware detail
Version: 9.17.1
Startup-Vers: 9.17.1
MANAGER:
Boot Loader:



Fi r mnvar e- Vers: 1012. 0200. 0213
Rommon- Vers: 1.0.12
Fpga- Vers: 2.0.00
Fpga- Gol den- Vers:
Power - Sequencer - Vers: 2.13
Fi rmvar e- St atus: OK
SSD- Fw Vers: 0147
System
Runni ng- Vers: 2.11(1.154)
Platform Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)
NPU:

Running-Vers: 2.11(1.154)
Platform Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

Servi ce Manager:
Runni ng- Vers: 2.11(1.154)
Platform Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

759 N7 #—AF— ROASAZHER L /=Firepower 2100
FXOSCLITFXOSY 7 NI IFN—2 3 zZHRITBICE. AOFIEEEFTLET,

1. ¥ —=AMSSHEREFO Y — LS. T IEASANDTelnet/SSHIEZER Z I L £,
ASAA D Telnet/SSHEH DB S 1E. ASA CLITconnect fxos AV RZEITLET,

asa# connect fxos

2. AO—7 AT AICEIV)EZX T, show firmware detail AV R&EETLE T,

firepower # scope system
firepower /system# show firmware detail
Version: 9.17.1
Startup-Vers: 9.17.1
MANAGER:
Boot Loader:
Fi rmnar e- Vers: 1012. 0200. 0213
Rommon- Vers: 1.0.12
Fpga- Vers: 2.0.00
Fpga- Gol den- Ver s:
Power - Sequencer-Vers: 2.13
Fi rmnare- Status: OK
SSD- Fw Vers: 0147
System
Runni ng- Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)
NPU:

Running-Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

Servi ce Manager:
Runni ng- Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 9.17.1



Startup-Vers: 2.11(1.154)
FXOS REST-API

FXOS REST-APIi&. Firepower 4100/93003 1) —XTHR—KR&EhTVWET,
Firepower 4100/9300

FXOS REST-APIERZ ML TFXOSY 7 R IT7N—23a 2 2RI DICE. XOFEEETL
£9, REST-APIVSA T RNE2FEALT, YV7RMNDITPN—23a2 28R LET, COHITE
eurlgaEALTVWET,

1.FREN—DU 2 ZEBRLET,

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://192.0.2.100/api/login’

{

"refreshPeriod": "0",
"t oken": "1206f6a3032e7bdbeac07cfdd9d5add5cdd948e4e5£4511535a959%9aed7ele2£5"

}
2OV ITVTh—U 2 ZERALET,

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
1206£6a3032e7bdbeac07cfdd9d5add5cdd948e4e5f4511535a959aed7ele2£5"
'https://192.0.2.100/api/sys/firmware/install-platform-fw' | grep -i platformBundle
"platformBundleName": "fxos-k9.2.11.1.154.SPA",
"platformBundleVersion": "2.11(1.154)",

FXOS SNMP

FXOSTOSNMPEREE., 7Y N7+ —LF— RDASAZFEH L =Firepower 21008 & T
Firepower 4100/9300 CHR— KR EnE T,

Firepower 4100/9300
SNMPZERALTFXOSY 7 R VITFN—2 a2 ZHRIDICE. ROFIEZEITLET,
1. FXOSTSNMPA' BREENTWVWR & ZMFELET., REFIBIC DOV TR, TFirepower
NGEFW7 7S5 AT ATHOSNMPREETE ; #S5RL T EEL,

2. 7R—1) 2,7 .1.3.6.1.4.1.9.826.1.30.47.1.6 F /= [ CISCO-FIREPOWER-FIRMWARE-
MIB:cfprFirmwareRunningPackageVersion:

# snmpwalk -On -v2¢ -¢ cisco 192.0.2.100 .1.3.6.1.4.1.9.9.826.1.30.47.1.6
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.20823 = STRING: "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.25326 = ""
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.25331 = STRING "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30266 = STRING "1.0.18"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30269 = STRI NG "1.0.18"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30779 = ""
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30780 = STRING "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30781 = STRING "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.32615 = STRING "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.48820 = STRING "0.0"

759 N7 #—AF— ROASAZ R L /=Firepower 2100


https://www.cisco.com/c/ja_jp/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/ja_jp/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5

SNMPZERALTFXOSY 7 R I ITFN—2 32 2HABITDICE,. ROFIEZRITLET,

1. FXOSTSNMPHARREThTVWBD &ML E T, ‘REFIEICOVWTIE, TFirepower
NGFW7 7’5A T ATHOSNMPNDERTE | ZSBL T EE L,
2. Poll .1.3.6.1.2.1.1.1.0%F /= I SNMPv2-MIB::sysDescr.0:

# snmpwalk -On -v2c -c cisco 192.0.2.101 SNMPv2-MIB::sysDescr.0
.1.3.6.1.2.1.1.1.0 = STRING Cisco FirePOMNER FPR-2140 Security Appliance, System Version
2.11(1.146)

# snmpwalk -On -v2c¢ -c cisco 192.0.2.101 .1.3.6.1.2.1.1.1.0
.1.3.6.1.2.1.1.1.0 = STRING Cisco FirePONER FPR-2140 Security Appliance, System Version
2.11(1.146)

FXOS3 ¥ —</show-tech7 7 A1)l

Firepower 4100/9300

FXOSZ ¥ —2 Mshow-tech7 Z A )L TFEXOSY 7 N DI T ON—2 3 BRI HICIE. ROF
JEZEITLET,

1. FXOSIN—2 3 22 7L BB DB E . <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar Tsam_techsupportinfo 7 7 1 JL & B
EFXT

HeioN—2 3> ni54a k. FPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tar® 7 7 A
JLsam_techsupportinfoZ AWV T < & L\,

2. Tshow firmware monitor; Y ROBHEREL =T,

# pwd
/var/tnp/20220313201802_F241-01- 11- FPR-2_BCl1_al | / FPRM_A TechSupport/
# cat sam_techsupportinfo

" show firmware monitor’

FPRM
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Fabric I nterconnect A
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Chassis 1:
Server 1:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready
Server 2:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready
Server 3:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Firepower 1000/2100/3100


https://www.cisco.com/c/ja_jp/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/ja_jp/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5

1. <name>_FPRM.tar.gz/<name>_FPRM.tar.gz/<name>_FPRM.tar® 7 7 /)L ZBRE & T
2. Tshow firmware detail; IX> KOWH O ZRBLET,

# pwd
/var/tmp/fp2k-1_FPRM/
# cat tech_support_brief

" show firmware detail’
Version: 7.1.0-90
Startup-Vers: 7.1.0-90
MANAGER:
Boot Loader:
Fi rmvar e- Vers: 1012. 0200. 0213
Romon- Vers: 1.0.12
Fpga-Vers: 2.0.00
Fpga- CGol den- Ver s:
Power - Sequencer - Vers: 2.13
Fi rmvare- St atus: K

SSD- Fw Vers: 0147
System
Runni ng-Vers: 2.11(1.154)

Pl at f orm Vers:

Package- Ver s:

Startup- Vers:
NPU:

Running-Vers:

Pl at f orm Vers:

Package- Ver s:

Startup- Vers:
Servi ce Manager:

Runni ng- Ver s:

Pl at f orm Vers:

Package- Ver s:
Startup- Vers:

2.11.1.154
7.1.0-90
2.11(1. 154)

2.11(1.154)
2.11.1.154
7.1.0-90

2.11(1. 154)

2.11(1. 154)
2.11.1.154
7.1.0-90

2.11(1. 154)

FTD‘J Z8NOTITFN—=23

FIDY7 RJITF7N=23 ik, XoA7>3a>zERALTERBTEET,

- FTD CLI

- FTD SNMPR—1U > T

.FIDNZ N2 —F14200774)

- FMC UI

- FMC REST API
- FDM UI

- FDM REST API
- FCM UI

- FXOS CLI

- FXOS REST API

. FXOSs ¥ —</show-tech7 7 € )L

FTD CLI

FTDCLITFTIDY 7 R DITN—2 3> z2#EITBICE

\

RDFIEZRTLERT,



1. 75YRNTH—LEBAFT—RICEP>TFIDCLIC T I9EATBICE., XROAT>a>zmE
ALZET,

- FIDADE#ESSH7 VA : IXTOTFY RN T4 —LA
. FXOS> Y —)LCLI(Firepower 1000/2100/3100)A* 5 1Y > Rconnect ftdZ ML TF7 VA
. O~ > R(Firepower 4100/9300)Z A L TFXOS CLIN S 7 VAL £ T,

connect module <x> [console|telnet], xi&d AOY NIDTT,

connect ftd [instance]lo € Y AR ARGRNILFA U AZ 2 ARBAICOKBEELET,

- AR¥EFTDMIBE. FIDADERESSH7 VA, FEENAN—NAFELEEIZTRUINS
(I DAEY W EIE S
2. CLITshow versionAY > RZE£TL £ 9,

> show version
------------------- [ firepower ]--------------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
Uul D : 1b324aaa- 670e- 11lec- ac2b- e000f Obd3cal

LSP version : Isp-rel -20220328- 1342

VDB ver si on : 353

FTD SNMP

SNMPZEALTFTIDY 7 RIJITFPN—2 32 ZHRBIBICE., ROFIEZRITLET,

1. SNMPA'SREEh, BB >TVWBR L 2HELET, FDMTEEENBFTDICD2V\W TR
. BERFIEIZDOWTIE, Firepower FDMTOSNMPRERE RTINS 1%#SRBLTLKEE
Wo FMCTEREBENBFTDOREFIEICDOWTIE, TFirepower NGFWFPZ 7’5 AT AT®D
SNMPQEEE ZZBL T XV,

2. Poll OID SNMPv2-MIB::sysDescr.0% 7= (& OID .1.3.6.1.2.1.1.1.0.:

# snmpwalk -v2c¢ -c¢ ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0
SNMPv2- M B: : sysDescr.0 = STRING Cisco Firepower Threat Defense, Version 7.1.0 (Build 90), ASA
Version 9.17(1)

# snmpwalk -v2c¢ -c¢ ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0 .1.3.6.1.2.1.1.1.0

SNMPv2- M B: : sysDescr.0 = STRING Cisco Firepower Threat Defense, Version 7.1.0 (Build 90), ASA
Version 9.17(1)

FMC UI
FMCUITFTDY 7 R DI FPN—2 32 ZHRBIBICE. ROFIEZRITLET,

1. [Devices] > [Device Management]Zi&IRLU £ 7,


https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/ja_jp/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

Firepower Management Center ™ rovee|
Ilclllslélc;l p o g Overview Analysis Policies | | Devices Objects AMP Intelligence Deploy [+} @ 4+ @ adminv
Overview | Dashboards /
Pl — s
Device Upgrade Site To Site File Download
Nl o dasticoard)
Summaw DaShboa d . e MNAT Remote Access Threat Defense CLI
Prenices a summany of activity on the appliance
QoS Dynamic Access Policy Packet Tracer
Network = Threats Intrusion Events Status Geolocation Oos Se Platform Settings Troubleshooting Packet Capture | * | 1l
—
FlexConfig Site o Site Monitoring
Centifcates Add Widgets
* Unique Applications over Time = i * Top Web Applicati e =X
" Application * Total Bytes (KB) Application » Total Bytes (KB)
12 [ vbuntu £48.77 () rir £,901,473.78
0 [ vbuntu Updats Manager 5.57 742
0.63
g | 1 0.24
1] 1
Jo I
2 ]
0=y T T T = T T
4 " 413 4T AR S 4D
» Traffic by Application Risk - X
Risk ¥ Total Bytes (KB)
Som 1,671,103,043.61
5,902, 307.84
" ~» ~
"JN—3 FIVILET
2. / \ ~3_] EIJ & Iy l/ o
Firepower Management Center
'é||l{é|‘-_;' P - g ) Overview Analysis Policies Devices Objects AMP Deploy Q ‘Gmﬁ- © adminv
—
Deployment Histor
View By: Domain v
A (14) & Error (2) ® Warning (0) Offline (12) ® Normal (0) Deployment Pending (7) ® Upgrade (0) ® Snort 3 (12) 1, Search Device m
—
G
Name Model Vrsion Chassis Licenses Access Control Group
Policy
A
LAB-FPRZK r
High Availability :
fprat-1(Primary, Activa) [SHOMHE Firapower 2110 With FTD  [7.1.0: NFA Base, Threat (2 mare..) ) LAB-FPRIK-ACL
192.0.2.140
fip2k-2{Secondary, Standby) [EREIE Eirepower 2110 with FTD  [7.1.0 NiA Base, Threat (2 mere..)  LAB-FPR2K-ACL

FMC REST API

FMC REST-APEHTFTDY 7 RN DI FN—2 a0 %#BRBITICEF. AOFIEEZETLET,
REST-APIVS AT NE2FRALT, Y7RNDIT7N—2a3a 28 RBLET, COHITIE., curl®
FRALTVET,

1.FREN—DU 2 ZBRLET,

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X-aut h- access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2TFNAARAZBEURAMEBELET, RESTAPIZVIY OKRKED T, domain/NT X—RF
MHEBETT, DY I)TX-auth-access-tokenZEAL T. RXLADVANEREBLET,

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool

"items": [



nane": "d obal ",
"type": "Domain",
"uui d": "e276abec-e0f 2-11e3-8169- 6d9ed49b625f "

H
{
"nane": "d obal /domai n1",
"type": "Domain",
"uuid": "ef0cf3e9-bb07-8£66-5c4e-000000000001"
H
{
"nane": "d obal / domai n2",
"type": "Domain",
"uuid": "341a8f03-f831-c364-b751- 000000000001
}
1,
"links": {
"self": "https://192.0.2.1/api/fnc_platforn vl/info/domai n?offset=0&1imt=25"
H
"pagi ng": {
"count": 3,
"limt": 25,
"of fset": O,
"pages": 1
}

ZBERLET. RXLUUDZEALT, FNAALO—RZRALET,

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool

"items": [

"id": "ad4752f 3c-86c¢cc-11e9-8c9a- a3c958bed664",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ a4752f 3c- 86¢cc- 11e9- 8c9a- a3¢c958bed664"
H
"nane": "fwl.lab.local",
"type": "Device"

"id": "05e9799c- 94f c- 11ea- ad33- a0032ddb0251",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 05e9799c- 94f c- 11ea- ad33- a0032ddb0251"
H
"nane": "fw2.lab.local",
"type": "Device"

"id": "c8bef462-49f7-11e8-b2f b-ad9838c6ed90",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ c8bef 462- 49f 7- 11e8- b2f b- ad9838c6ed90"
|
"nane": "fw3.lab.local",
"type": "Device"
|



"id": "3c41913a-b27b-1leb-b131-d2e2ce2a368d",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 3c41913a- b27b- 11eb- b131- d2e2ce2a368d"
|
"nane": "fw4.lab.local",
"type": "Device"

"id": "48f7f37c-8cf0-11e9-bf41-fb2d7b740db7",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 48f 7f 37c- 8cf 0- 11e9- bf 41- f b2d7b740db7"
|
"nane": "fwb.lab.local",
"type": "Device"

"id": "0bla9c94-8ba8-llec-b2fd-93263934908d4",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords/0bla9c94-8ba8-1lec-b2fd-932639349084"
Y,
"name": "fpr2k-1",
"type": "Device"
Y,

4. RXAZUUIDETFNAA/DAVTFUUIDZERL X,

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-
6d9ed49b625f/devices/devicerecords/0bla9c94-8ba8-1lec-b2£fd-
93263934908d/operational/commands?offset=0&limit=25&command=show%20version' -H 'X-auth-access-
token: £3233164-6ab8-4e33-90cc-2612¢c19571be' | python -m json.tool

{
"items": [
{
"commandl nput": "show version",
"commandQut put " M- ------aoa i [ fpr2k-1 J-------------"u---- \ nMbdel
Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)\nUUI D

0Obla9c94- 8ba8- 11ec- b2f d- 93263934908d\ nLSP ver si on : Isp-rel -20220502- 1613\ nvVDB
ver si on B AN § e e R R \'n\ nGi sco

Adaptive Security Appliance Software Version 9.17(1) \nSSP Operating System Version
2.11(1.154)\ n\nConpi | ed on Tue 30-Nov-21 19:37 GMI by buil ders\nSysteminmage file is

\"di skO:/ mt/boot/install abl es/switch/fxos-k8-fp2k-npu.2.11.1.154. SPAA"\nConfig file at boot was
\"startup-config\"\n\nfpr2k-1 up 10 days 4 hours\nfailover cluster up 57 days 17 hours\nStart-up
time 37 secs\n\nHardware: FPR-2110, 6588 MB RAM CPU M PS 1200 MHz, 1 CPU (6 cores)\n\n\n 1:

Int: Internal-Datal/1 : address is 000f.b748.4801, irgq O\n 3: Ext: Managenent1/1 :
address is 707d. b9e2.836d, irg O\n 4: Int: Internal-Datal/1l : address is 0000.0100.0001, irq
O\n 5: Int: Internal -Datal/?2 : address is 0000.0300.0001, irq O\n 6: Int: Internal-Control 1/1

address is 0000.0001.0001, irg O\n\nSerial Nunber: JAD213508B6\ nConfi guration |ast nodified by
enable_1 at 04:12:18.743 UTC Wd May 4 2022\ n",
"type": "command"
}
1
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ e276abec- e0f 2- 11e3-8169-
6d9ed49b625f / devi ces/ devi cer ecor ds/ 0bla9c94- 8ba8- 11lec- b2f d-
93263934908d/ oper at i onal / commands?of f set =0&l i m t =25&comrand=show ver si on"
I8
"paging”: {



"count": 1,

"limt": 25,
"of fset": O,
"pages": 1
}
FDM UI

O VOFIEICEVKT,

FDM REST-API

O VOFIEICEVKT,
FIDNZ 7N 1—F42T0774)

ROFIBIZEL2T, FIDNSZ TN 2—F AT T77A4INDOFIDY 7RI I FTN—2 3 %R
LET,

1. NZTIN>a2—K7 74L&, 7 % )LA<filename>-troubleshoot .tar/results-
<date>—xooooox/command-outputs/Ic BEIL £9 .
2. 7 7 4 JLusr-local-sf-bin-sfcli.pl show version.outputZBi &, Model:

# pwd
/var/tnp/resul ts-05-06-2022--199172/dir-archives/etc/sf/
# cat "usr-local-sf-bin-sfcli.pl show version.output"”

-------------------- [ fpr2k-1 ]--------------------- Model : Cisco Firepower 2110 Threat Defense
(77) Version 7.1.0 (Build 90)

uul D : 0Obla9c94- 8ba8- 1lec- b2f d- 93263934908d

LSP version : Isp-rel -20220510- 1044

VDB version . 354

FCM Ul

Firepower 4100/9300MFTDMF & k. FCMZEERAL . [WET/\V 1 A(Logical Devices)] 2 7 D[/\
—< 3> (Version)] 2R L T & L\,



System Tools HMelp admin

Security Module 1 (1 Native instance) A e
ASH
Application Version Resausce Profile Management 1P Gateway Stat
B e @ o [ 8]
Security Madule 2 (0 Instances) L00% (94 of 94] Cores Availsbie
Mo logical devices on this searity module,
5 ity Madule 3 (1 Container insta;
ecurity ule 3 nkainer i nce ) 0% (0ef 110) € Avallabie
FIG-MI-1 Sundalne :
Appliation Version Resausce Profile Managemcnt 1P Gatcway Management Por Status
o 0] 7.1.090 RP110 1062148, 242 10.62.148,12% Ethesmet1 1 @ o &N cia
Type Adtributes
5 onal 5
MGMT-IR

FXOS CLI

Firepower 4100/9300 T®MOFTD
FXOSCLITFTDY 7 NI IT7N—>2 3> aERIZDICE, XROFIEEZETLET,

1. 2% —=A0OVY— ) EBFSSHERZRILE T,
2. A 0—7’ssalctlV) &%, show app-instance V¥ RZEITLE T,

firepower# scope ssa

firepower /ssa # show app-instance

App Nare Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

asa ASA 1 Enabl ed Online 9.16.2.7 9.16.2.7
Native No Not Applicable None
ftd FTD-MI-1 3 Enabl ed Ol i ne 7.1.0.90 7.1.0.90
Cont ai ner No RP110 Not Applicable None

Firepower 1000/2100/3100MFTD
FXOSCLITFTDY 7 NIV IT7N—232 z2BRITBICE. ROFIEZETLET,

1. 9% —=AOAY =L EGELFFIDANDOSSHIEG I LET
FTDA MOSSHIE# DB S . FTD CLISHTconnect fxos AV > REEITLE T,

> connect fxos

2. A 0—7'ssalctly) B X, show app-instance N> RERTLE T,

firepower# scope ssa
firepower /ssa # show app-instance

Appl i cati on Nane Slot ID Adm n State Qperational State Runni ng Version Startup



Version Deploy Type Profile Name Cluster Oper State Cluster Role

ftd 1 Enabl ed Ol i ne 7.1.0.90 7.1.0.90
Native Not Applicable None

FXOS REST-API

FXOS REST-APIEHTFTIDY 7 hJIT7N—2 32 ZHFEIDICE. XROFIEICHVET,

1N —U 2 ZERLET,

# curl -s -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: cisco' 'https://192.0.2.100/api/login’

"refreshPeriod": "0",
"t oken": "28821660bc74e418£3fadc443619d£0387d69e7b150e035£688bed9d347b4838"

2CDIVIVTh—U2%ERL, FIDAAVAR=ILENAhTWAHAOY MIDZEEL XY,

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
28821660bc74e418£3fadc443619d£0387d69e7b150e035£688bed9d347b4838"
'https://192.0.2.100/api/slot/3/app-inst' | grep -Ei "identifier|version"

"identifier": "®FrD-MI-1",

"runni ngVersion": "7.1.0.90",

"hwCr ypt oVer si on": "2",
"startupVersion": "7.0.1.84",
"versi onl nconpati bl eErrorMgr™: ""

FXOS ¥ —</show-tech7 7 1)L

FXOSZ ¥ —2 Mshow-tech7 ZA ) TFTIDY 7 N DI T7ON—2 3> 2RI SICE,. ROFIE
BEITLET,

Firepower 4100/9300TDOFTD

1. FXOS/N—2 3 22 7L D BE &, <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tarTsam_techsupportinfo7 7 1 )L ZHE £
1—

BeinoN—2 3> 054k, FPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tar® 7 7 A
JLsam_techsupportinfoZ BEV\ T << & L\,

2. "show slot expand detaily " TOZEAOY NOEI> IV ERBLET.

# pwd
/var/tnp/20220313201802_F241-01- 11- FPR-2_BCl_al | / FPRM_A TechSupport/
# cat sam_techsupportinfo

“show slot expand detail’

Slot: Slot ID: 3 Log Level: Info Admin State: Ok Oper State: Online Disk Format State: Ok Disk
Format Status: 100% Cl ear Log Data: Available Error Msg: Application Instance: App Nane: ftd
Identifier: FTD-MI-1



Admin State: Enabled

Qper State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Cont ai ner

Firepower 1000/2100/3100MFTD

1. <name>_FPRM.tar.gz/<name>_FPRM.tar.gz/<name>_FPRM.tar® 7 7 A )L ZBE £ T
2. 293> Tscopessas & Fshowsloty EFIYOILET,

# pwd
/var/tnp/fp2k-1_FPRM
# cat tech_support_brief

“scope ssa’ “show slot’
Sl ot :

Slot ID Log Level Admin State Operational State

1 Info Ok Onli ne
show app
Appl i cati on:
Nanme Ver si on Descri ption Aut hor Depl oy Type CSP Type Is Default App
ftd 7.1.0.90 N A ci sco Native Application Yes

“show app-instance detail”

Application Narme: ftd
Slot ID: 1

Adm n State: Enabled
Operational State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90

ASA J7RITFON=232

ASAY 7 RDITN=232@, ROAT2a>#ERALTHIETEET,

- ASA CLI

. ASA SNMPR—U >4

- ASA show-tech7 7 1 JL

- FCM Ul

. FXOS CLI

- FXOS REST API

. FXOSZ ¥+ — Mshow-tech7 7 1 )L

ASA CLI

ASACLITASAY 7 R DIT7N—2 32 ZHRBIBICE., ROFIEZRITLET,

1. 759 R T H—LERBETE—RIZHE>TASACLIC T VAT BICIE., XOoAT7> 3> =&EH
LET,

- T 7 54T > AE— RDFirepower 1000/31008 & U Firepower 2100 L DASAN O E 2



telnet/SSH7 7 A
- TSV NT F—LF— RDFirepower 2100 EOFXOSO> Y —ICLIMN SO T VAR E,
connect asa_ 1< > RIC& DASANDEHREITS
. N > R(Firepower 4100/9300)IC K HFXOS CLI?» 5D T7 VX :
connect module <x> [console|telnet], xk: AA Y NIDT., asalc#EHRULEXT

- RZBASADIZE., ASANDEIESSH7 VA, FERENAN—NAYXEEFEIZTTRUIAS
OAV—=ILTotA
2. show version Y > RERFTL X,

ci scoasa# show version

Cisco Adaptive Security Appliance Software Version 9.17(1)

SSP Operating System Version 2.11(1.154)

Devi ce Manager Version 7.17(1)

Conpi l ed on Tue 30-Nov-21 19:37 GMI by buil ders

Systemimage file is "diskO:/mt/boot/installabl es/swi tch/fxos-k8-fp2k-npu.2.11.1. 154, SPA"
Config file at boot was "startup-config"

ci scoasa up 4 hours 40 mins
Start-up time 1 sec

ASA SNMP

SNMPEERALTASAY 7RI IT7N—23a 2R T3ICE,. XOFIEEETLET,

1.SNMPA'RREE N, BHICHE>TWVWBR I EZHERBLET,
2.SNMPOZA4 7> NZERL TOID SNMPv2-MIB::sysDescr.0& 7= 3 0ID .1.3.6.1.2.1.1.1.0:

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0
SNMPv2-M B: : sysDescr.0 = STRING Cisco Adaptive Security Appliance Version 9.17(1)

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0 .1.3.6.1.2.1.1.1.0
SNMPv2- M B: : sysDescr.0 = Cisco Adaptive Security Appliance Version 9.17(1)

ASA show-tech7 7 1)l

CiscolEb B tF 1 VT AT ITSAT AV INDITON—=2a > XEHNTHTERELE T,

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP QOperating System Version 2.11(1. 154)
Devi ce Manager Version 7.17(1)

FCM UI
I IAVOFIRICHEWVET.
FXOS CLI

O IVOFIRICREVET,



FXOS REST-API

O IAVOFIEICHRVET,

FXOSZ ¥ —</show-tech7 7 1)L

O IAVOFIRICRVET,

FirepowerE2 21— )LV 7 NI T N—23>

ASA®DFirepowertY 1 —)LIk, H L Sourcefire Y 1 —)LE L IESFROF L VWEEI T,
VIRDITN=232@, ROAT>a>=zFEALTHEIEBTEEXT,

- FMC UI
- FMC REST-API

. Firepower®= 1 —)LCLI
. FirepowerE2 1 —=)O KNS TN 21—F4 20774
- ASA CLI
. ASA show-tech7 7 1 )L
FMC UI
O AVOFIRICHEVET,
FMC REST-API
O AVOFIRICHEVET,

Firepower®€<> 1 —)LCLI

RDOFIEICH>T, £ 1—IJLCLITFirepowerEZ 1—J)LY 7 NI I TFON—2 3> zHRBLE
C

1. SSHIZH £ /= IEASA CLIN Ssession sfr X > RBHTED 21— I)LICEHELE T,

2. show version1Y¥ > RZEFTLET,

> show version

---------------- [ sfr1 J-----------------

Model . ASA5516 (72) Version 7.1.0 (Build 90)
uJl D : ¢c049dad8- c42e-11e9- 986d- bdef f 3ce399e
Rul es updat e version : 2022-05-10-001-vrt

VDB ver si on . 354

Firecpower€2 1 =IO NS TN 2 —F142TT774)



ROFIEICE>T, ED22—IKNZTIN>21—FT 129774 DOFirepowerE 1—I)LYT7 KD

I7ON—aVERBIELET,

1. NN a—RT7 74 %BE, 7 7 )L A <filename>-troubleshoot .tar/results-

<date>—xooooox/command-outputs/Ic BEIL £9 .

2. 7 7 4 JLusr-local-sf-bin-sfcli.pl show version.outputZBi &, Model:

# pwd

/var/tnp/resul ts-05-12-2022--199172/ command- out put s
# cat "usr-local-sf-bin-sfcli.pl show version.output"”

uul D
LSP version
VDB versi on

ASA CLI

ASA CLITshow module sfrdetails AV > RZEETL, Y7 RIJIT7ON—2a 2 2BRBLET,

Model
c049dad8- c42e- 11e9- 986d- bdef f 3ce399e
2022- 05- 10- 001-vrt

354

asa# show module sfr details

Getting details fromthe Service Mdul e,

Card Type:

Model :

Har dwar e ver si on:
Serial Nunber:

Fi r mvar e versi on:
Software version:

MAC Addr ess Range:

pl ease wait...

Fi r ePONER Servi ces Software Mdul e
ASA5516

N A

JAD222103XA

N A

7.1.0-90

7872. 5dce. b3b2 to 7872. 5dce. b3b2

App. nane: ASA Fi r ePONER
App. Status: Up

App. Status Desc: Nor mal Operation
App. version: 7.1.0-90

Data Pl ane Status: Up

Consol e session: Ready

St at us: Up

DC addr: No DC Confi gured
Mynt | P addr: 192. 168. 45. 45
Mymt Networ k mask: 255.255.255.0
Mynt Gat eway: 0.0.0.0

Mymt web ports: 443

Mymt TLS enabl ed: true

ASA show-tech7 7 1 )L

show module sfr detail X Z5| 2 FEA L TITEBRLE T,

Card Type:

Model :

Har dwar e ver si on:
Serial Nunber:

show module sfr detail ---------—---c------
Getting details fromthe Servi ce Mdul e,

pl ease wait...

Fi r ePONER Servi ces Software Mdul e
ASA5516

N A

JAD222103XA

ASA5516 (72) Version 7.1.0 (Build 90)



Fi rmnvar e versi on: N A

Software version: 7.1.0-90

MAC Address Range: 7872.5dce.b3b2 to 7872. 5dce. b3b2
App. nane: ASA Fi r ePONER
App. Status: Up

App. Status Desc: Nor mal Operation
App. version: 7.1.0-90

Data Pl ane Status: Up

Consol e session: Ready

St at us: Up

DC addr: No DC Confi gured
Mynt | P addr: 192. 168. 45. 45
Myt Networ k mask: 255.255.255.0
Mynt Gat eway: 0.0.0.0

Mymt web ports: 443

Myt TLS enabl ed: true

Snort, VDB, 8 &T'SRU/S—> 3> OFERR
FA=TNTY NAVARDSAVI VP (Snort)/S—2 3>
Snort/N\—> a2k, ROFTa>aEAL THERTERT,

. FMC U

. FMC REST-API

. FDM Ul

. FDM REST AP

- FTD&E 7z l&Firepowert> 1 — )L OCLI

. FTIDE k= &FirepowerEZ 1 =IO KNS TN 1 —F1 297 74)
FMC UI
FMC UITFTD Snont/N\—> 3> 2RI 2Lk, AOFIEERTLET,

1. [Devices] > [Device Management] Z3&RL £ 3,

i Firepower Management Center al—
'Ell"';lo" p . g Overview Analysis Policies Devices Objects AMP Intelligence Deploy [+} @ 4+ @ adminv
Device Management | VPN Troubleshoot Reporting
S D hb d Device Upgrade Site To Site File Download
Q) (e casttoard)
ummaw as 0a MNAT Remote Access Threat Defense CLI
Prenicos 8 summary of sciivity on the appliance
QoS Dynamic Access Policy Packet Tracer
Network Threats Intrusion Events Status Geolocation QoS St Platform Settings Troubleshooting Packet Capture * | 1l
—
FlexConfig Site to Site Monitoring
Add Widgets
Certificates Add Widget
¥ Unique Applications over Time - ¥ Top Web Appli e -X
" Application v Total Bytes (KB) Application « Total Bytes (KE)

12 (i 540.97 £,901,473.78
0.63

O veuntu o Manages 5.57 [ advanced Pack 7.42
]
4 ] boartd . 0.24

1000

B
o | f
3 | L
2 |
8- T T T T T
45 49 413 AT 4Z1 4 A
* Traffic by Application Risk — X
Risk * Total Bytes (KB)

1,671,103,043.61
5,902, 307.84

|




2.SnontZ X)L =ZBBLET .

Firepower Management Center
'EII'{éI‘__;' P o g Overview Analysis Policics Devices Objects AMP Deploy Q ﬁa 4+ @ adminv
——
Deployment History
View By: Demain
Al (14) ® Error (2) ® Warning (0) Offline (12) Normal (0) Deployment Pending (7) ® Upgrade (0) ® Snort 3 (12) Q) Search Device m
——
e . Access Contral
- Palic
-
LAB-FPR2K rr
High Availability :
Toraie-1(Primary, Activa) | SIS Firepower 2110 With FTD 7,10 NIA Base, Threat (2 more..) @ LA
-H;\'J_k J[!Ir-f‘conr!'nry,S(;,"dl""': Snort3 | Firepower 2110 with FTD~ 7.1.0 NA Base, Threat (2 more...)

FMC REST-API

FMC REST-APIZH TFTD Snort/N\—2 3> Z#FE I3 ICE. ROFIEZRTLET. REST-
APIOZATNEERALT, Y7 RDITN—23228FBLET, COPITR, curlzERAL
TVETY,

1.RBAR—T2Z2ERLET,

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token
<X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2FNAAZEECRAA BB ELET, RESTAPIVI U O KEPD Tk, domain/NT X—2E
MHEBETT, DI TX-auth-access-tokenZEAL T, RXLADVANEREBLET,

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{

"items": [

"nane": "d obal ",
"type": "Domain",
"uui d": "e276abec-e0f 2-11e3-8169- 6d9ed49b625f "

8
{
"name": "Global/domainl",
"type": "Domain",
"yuid": "ef0cf3e9-bb07-8£66-5c4e-000000000001"
8
{
"nane": "d obal / domai n2",
"type": "Domain",
"uui d": "341a8f03-f831-c364-b751- 000000000001"
}
1,
"links": {
"self": "https://192.0.2.1/api/frc_platform vl/info/domain?of fset=0& i mt=25"
8
"pagi ng": {

"count": 3,
"limt": 25,



"of fset": O,
"pages": 1

B.RXA2UUDZFERAL T, FNAALOI-RZRBELET,

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool

"items": [

"id": "ad4752f 3c-86c¢cc-11e9-8c9a- a3c958bed664",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecords/ a4752f 3c- 86¢cc- 11e9- 8c9a- a3¢c958bed664"
H
"nane": "fwl.lab.local",
"type": "Device"

"id": "05e9799c- 94f c- 11ea- ad33- a0032ddb0251",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 05e9799c- 94f c- 11ea- ad33- a0032ddb0251"
H
"nane": "fw2.lab.local",
"type": "Device"

"id": "c8bef462-49f7-11e8-b2fb-ad9838c6ed90",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ c8bef 462- 49f 7- 11e8- b2f b- ad9838c6ed90"
H
"nane": "fw3.lab.local",
"type": "Device"

"id": "3c41913a-b27b-11eb-bl31-d2e2ce2a368d",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecords/ 3c41913a- b27b- 11eb- b131- d2e2ce2a368d"
H
"nane": "fw4.lab.local",
"type": "Device"

"id": "48f7f37c-8cf0-11e9-bf41-fb2d7b740db7",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07- 8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 48f 7f 37c- 8cf 0- 11e9- bf 41- f b2d7b740db7"
|
"nane": "fwb.lab.local",
"type": "Device"
|
{
"id": "0bla9c94-8ba8-llec-b2fd-932639349084",
"links": {



"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ Obla9c94- 8ba8- 11ec- b2f d- 93263934908d"
1,

"name": "fpr2k-1",
"type": "Device"
1,

4AZDERTE, RXAZUUIDEFNA A/ TFUUIDZEFERALET,

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5c4e-
000000000001 /devices/devicerecords/0bla9¢c94-8ba8-1lec-b2£fd-93263934908d4' -H 'X-auth-access-
token: 5d817ef7-fl2f-4dae-b0c0-cd742d3bd2eb ' | python -m json.tool | grep -i snort

"snortVersion": "3.1.7.1-108",
"snortEngine": "SNORT3",

FDM UI
FDM UITFTD Snort/N\—2 3> Z#EEI2ICIE. ROFIBEICRWVET,

1. [EFIR—JICBBL T,

alaln Firepower De NAE AT i3 o = == @ @ @ f adriin
F L= WET LAY VA NaCe | .
CIsCo = Monitaring Policies Objects Device: KSEG-FPR2100-... N Administrator
Model Software VDE Intrusion Rule Update Cloud Senices High Awvaiability
Cisco Firepower 2120 Threat Defense 7.1.0-90 346.0 20211110-1348 & Mot Registered | Register Not Gonfigured
m & Intemet
Cisco Fispower 2120 Threat Defense @

ot EeeeE® ... e
HEMMEE o000

Interfaces Routing Updates System Settings

onnecte are t ies e Geolocation, Rule, VDB, System Upgrade, Management Access

Enabled 3 of 17 Security Intelligence Feeds Legging Settings
IHCP Server | Relay

View All Interfaces ? View Configuration > View Configuration > . arver | Relay
DDNS Service

DS Sarver

2.8norntA AR AVIVOVEFIVY:



il
cisco. Hirepower Device Manage

Device Summiary
Updates

Geolocation

Latest Update on 05 May 2022

Configure
Set recurring updates

UPDATE FROM CLOUD bt

System Upgrade

Current version 7.1.0-90

Monitoring Policies Objects

VDB

Latest Update on 05 May 2022

Configure
Set recurring updates

UPDATE FROM CLOUD | ol

e: KSEC-FPR2100~...

Security Intelligence Feeds

Configure
Set recurring updates

UPDATE FROM CLOUD

Intrusion Rule
Latest Update on 05 May 2022

Configure
St recuring updates

UPDATE FROM CLOUD hd

admin
Administrator

Snort

Inspection Engine: 3.1.7.1-108|Downgrade to 2.0

Snort is the main inspection engine in Firepo
Defense. It is usad for intrus file policy an:
S5L decryption, and layer 7 inspection. See mare w

=N

FDM REST API

FDM REST-APIERZ/ L CSnort/N\—> 3> 2RI 2 ICE. XOFIEICHRWVET, REST-
APIVSA T NEFERALT, Y7 RNIIT7N—23a > #@RBLET, COFITIE. culzfEAL
TVWET,

1.REN—D 2 ZERLKT,

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }°'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

"access_token":

" eyThbGciOiJIUZI1INiJ9.eyJpYXQiOjE2NTIyNDkSNTcsInN1YiI6ImFkbWluIliwianRpIjoiNDk3MmRjNjAtZDBmMi 0xMW
V3§ LTk4ZWMtNDA1ZTQwODkwMDV] I iwibmImIjoxNjUyMjQ50TU3LCI1eHAIOFE2NTIYNTE3NTcsInJ1ZnJI1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1Mj I1MiMINzQ1NywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTU3ZGVMM] gt Y2M3MC
0xMWV5jLTk4ZWMtZjk40ODExXNjNj ZWIwIiwidXN1lclJIvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJ1lc2
VybmFtZSI6ImFkbWluInO.lJLmHAdAJ2jaVRmpdXF6qg48gdBcyRuit94DLobCJI9LI" ,

"expires_in": 1800
"refresh_expires_in":
"refresh_token":
"eyJhbGeci O JI Uzl 1N J9. eyJpYXQ G E2NTI zOTQXN ksl nNLYi | 61 nFkbW ul i wi anRpl j oi MBUONG xYzQ ZDl OM Ox MV
Vj LTk4ZWvt YTI | OTI kZGMMN2YO! i wi bmdm j oxNj UyMekOMTY5LCII eHAI G E2NTI zOTY1N ksl nFj Y2Vzc1Rva2VuRXhwaX
JI cOFO0I j oxNj UyMzk1OTY5MDewWLCly ZW2y ZXNoQ91bnQ O 0xLCJ0b2t | bl R5cGUi O JKV1Rf UnWntnVzadCl sl nVzZXJVdw
I kl'j oi YTU3ZGVnmM gt Y2MBMCOX MAWj LTk4ZWMt Zj KAODEXN] Nj ZW W i wi dXNI ¢l JvbGUi O JSTOXFXOFETU O i wi b3JpZ2
luljoi cGzc3dvenQ LCI1c2VybnFt ZSI 61 nFkbW ul n0. Avga0-i sDj QB527d3QNZQb7AS4a%9ea5w bYUn- A9aPw',
"token_type": "Bearer"

}
2.CM%YI') Taccess_tokenfBEZFEHAL £,

2400,

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJIpYXQiOjE2NTIONDU30DksInN1YiI6ImFkbWluIliwianRpIjoiM2U1INFg0YjYtZDIiYSOXMWV
FLTK4ZWMtZGI2YjRiYTMIMTU2IiwibmJImIjoxNjUyNDQINzg5LCJ1leHALiOFE2NTIONDc10DksInJdlZnJ1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMYNSwidGIrZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVmMMjgtY2M3MCO
XMWV LTk4ZWMt Zjk4ODExXNjNF ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2V
ybmFtZSI6IMFkbWluInO.kXtsUu3_ WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default' | grep -i snort



"snort Version" : { "snortVersion" "3.1.7.1-108",

"snort Package" : "/ngfw var/sf/snort-3.1.7.1-108/snort-75-3.1.7.1-108-dagl4.tar.bz2",
"type" : "snortversion

FTD& = (& Firepower CLI

FTD CLIT. showsnort3 status 1Y > RZZETLE T,

> show snort3 status
Currently running Snort 3

Firepower®> 1 —)LIESnort 20k ZHR—KNLE T,
FTDE i Firepower€E> 1 —=)ILONZ 7N 1—=F1 2T T774)

FIDRZ 7N 2—F 42T 77 4)L0OSnont/N\—>2 3> zHRAITHICE. XROFIEEZRITLET

o

1.8NZTN22a—FT12T0 774 ERE. 7 +#)lLA<filename>-troubleshoot .tar/results-
<date>—xoooxx/command-outputsiC BB L X ¥
2. usr-local-sf-bin-sfcli.pl show snort3.output”7 7 1 )L ZFAE £ 9,

# pwd

/var/tnp/resul ts-05-06-2022--163203/ conmand- out put s

# cat "usr-local-sf-bin-sfcli.pl show snort3.output"
Qut put of /ngfw usr/local/sf/bin/sfcli.pl show snort3:
Currently running Snort 3

Firepower®> 1 —)LIESnort 20 & ZHR—KNLE T,

RBY¥TF—2R—A(VDB)/N\—> 3>
VDBON—T 3k, ROATS a2 ERLTHRATEET,

. FMC UI

. FMC REST-API

-FMCKZ 7N 2a—F1420774)

. FDM UI

. FDM REST API

. FTD CLI

. FTIDE k= &FirepowerEZ 1 =IO KNS TN 1 —F1 2T T774)

FMC UI

FMC UITVDBON— 32 ZHEETDICE. ROFIEZRITLET,

1. [Help] > [About] ZiBIR L E£ T,
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For technical/system questions, &-mail tac 0.c0m

Madel Cisco Firepower Management Cantar 4600 or call us at 1-B00-553-2447 or 1-408-5 09
Serial Number 001234
Copyright 2004-2021, Cisco and/for its affiliates. All ights resenved.
Software Version 7.1.0 {build 30)
035 Cisco Firepower Extensible Operating System (FX-05) 2.11.1 (build154)
Snort Version 2.8.19 (Build 92)
Snort3 Version 3.1.7.1 (Build 108)
Rule Update Version 2022-05-02-003-wrt
Rulepack Version 2703
Module Pack Version 3070
LSP Version Isp-rel-20220502-1613
Goolocation Update Version  2022-04-25-002
[VDB Varsion build 354|( 2022-04-27 19:39:56 )
Hostname FMC-4600-2

FMC CLI
FMC CLITVDBON—2 3> BT BICIE. ROFIEZRITLET,

1.SSHEAFO Y —IILEEHZTFMCIC 7 2E2ALET,
2.show version 1Y > RERFTLET,

> show version
----------- [ FMC-4600-2.cisco.com]------------

Model : Cisco Firepower Managenent Center 4600 (66) Version 7.1.0 (Build 90)
uul D : alOed34e-d127-11e8- b440-728439d95305

Rul es update version : 2022-05-02- 003-vrt

LSP version : Isp-rel -20220502- 1613

VDB version : 354

FMC REST-API

FMC REST-APIZ B L TVDBO/N—2 3> 2RI DI, XOFIEEETLET, REST-
APIVSA T REFERALT, Y7RNDIT7N—>2a %2 8BLET, COBITE., culzFERAL



TWET,

1.REN—D0 2 ZERL KT,

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X- aut h- access-t oken: 7acdb34c-ea85-47bf-83fe-d77b63£012da

2TFNAARAEBECRAAMEBELE T, RESTAPIZVI Y DKL Tk, domain/NT X—& &
MHEBETT, <D I TX-auth-access-tokenZfERAL T, RXLADIVANEREBLET,

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-
access-token: 7acdb34c-ea85-47bf-83fe-d77b63£f012da’ | python -m json.tool
{
"itenms": [
{

"geoVersion": "2022-05-09-001",

"l spVersion": "lsp-rel-20220510-1044",

"serverVersion": "7.1.0 (build 90)",

"sruVersion": "2022-05-10-001-vrt"

"type": "ServerVersion",

"vydbVersion": "build 354 ( 2022-04-27 19:39:56 )"

}

1,

"links": {
"self": "https://10.62.184.21/api/fnc_platform vl/infolserverversi on?of fset=08& i mt=25"

},

"pagi ng": {
"count": 1,
"limt": 25,
"of fset": O,
"pages": 1

}

FMCRS 7N 1—F42T0774)

FMCRZ TN 21—F42 07 74)OVDBN—2 32 2HRBITHICE. ROFIEZRTLET

o

1. 8NZTN2a—FT42T 774 %28&, 7 %)L A <filename>-troubleshoot .tar/results-
<date>—xoooox/dir-archives/etc/sf/.versiondbic BB L £ 9
2.vdb.conf7 7A )N %ZBZE. ¥F—CURRENT BUILDZ# 21728 L X7,

# pwd
/var/tnp/results-05-06-2022--199172/dir-archives/etc/sf/.versiondb
# cat vdb.conf

CURRENT_VERSI ON=4. 5. 0

CURRENT BUILD=344

CURRENT_APPI D _VER=82

CURRENT_NAVL_VER=106

FDM Ul

XAUR=IJTVDBZFIYILET,



aia]ne _ _ e ) B ]
Cisco e ’ i Manitaring Policies Objects Jevice: KSEC-FPR2100-...

Mode Softy

Miode VDB Intrusion Rule Update Cloud wices High Avadability
Cisco Firepower 2120 Threat Defense .1

oud Services
346.0 | 20211110-1348 Not Registered | Registe Not Configured

Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrade, M Access

Enabled 3 of 17 Security Intelligence Feeds

View All Interfaces > View Configuration > View Configuration b

FDM REST-APIZERZ7/t L TVDBON—2 32 ZHEIT S ICE. ROFIEICHVE T, REST-
APIOZA T NEEALT, V7RI ITN—2322%FLET, COPITR, curlzERAL
TVEY,

1.REN—D 2 ZERLKT,

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Admin#l1324" }'
'https://192.0.2.2/api/fdm/latest/fdm/token’

{

"access_token":

" eyThbGciOiJIUZI1INiJ9.eyJpYXQiOjE2NTIyNDkSNTcsInN1YiI6ImFkbWluIliwianRpIjoiNDk3MmRjNjAtZDBmMi 0xMW
V3§ LTk4ZWMtNDA1ZTQwODkwMDV] I iwibmImIjoxNjUyMjQ50TU3LCI1eHAIOFE2NTIYNTE3NTcsInJ1ZnJI1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1M7jI1MjMINZQ1NywidG9rZW5UeXB1lIjoiS1dUX0FjY2VzeyIsInVzZXJIVAWlkIjoiYTU3ZGVmMM] gt Y2M3MC
0xMWV5jLTk4ZWMtZjk40ODExXNjNj ZWIwIiwidXN1lclJIvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJ1lc2
VybmFtZSI6ImFkbWluInO.lJLmHAdAJ2jaVRmpdXF6qg48gdBcyRuit94DLobCJI9LI" ,

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_token":

"eyJhbGeci O JI Uzl 1N J9. eyJpYXQ G E2NTI zOTQXN ksl nNLYi | 61 nFkbW ul i wi anRpl j oi MBUONG xYzQ ZDl OM Ox MV
Vj LTk4ZWvt YTI | OTI kZGMMN2YO! i wi bmdm j oxNj UyMekOMTY5LCII eHAI G E2NTI zOTY1N ksl nFj Y2Vzc1Rva2VuRXhwaX
JI cOFO0I j oxNj UyMzk1OTY5MDewWLCly ZW2y ZXNoQ91bnQ O 0xLCJ0b2t | bl R5cGUi O JKV1Rf UnWntnVzadCl sl nVzZXJVdw
I kl'j oi YTU3ZGVnmM gt Y2MBMCOX MAWj LTk4ZWMt Zj KAODEXN] Nj ZW W i wi dXNI ¢l JvbGUi O JSTOXFXOFETU O i wi b3JpZ2
luljoi cGzc3dvenQ LCI1c2VybnFt ZSI 61 nFkbW ul n0. Avga0-i sDj QB527d3QNZQb7AS4a%9ea5w bYUn- A9aPw',
"token_type": "Bearer"

}
2.CM%YI') Taccess_tokenfBEZFEHAL £,

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJIpYXQiOjE2NTIONDU30DksInN1YiI6ImFkbWluIliwianRpIjoiM2U1INFg0YjYtZDIiYSOXMWV
FLTk4ZWMtZGI2YFRiYTMIMTU2IiwibmImIjoxNjUyNDQINzg5LCJ1leHALiOjE2NTIONDc10DksInJ1lZnJ1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMYNSwidGIrZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVmMMjgtY2M3MCO
XMWV LTk4ZWMt Zjk4ODExXNjNF ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2V
ybmFtZSI6IMFkbWluInO.kXtsUu3_ WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4'
'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default' | grep -i vdb

"vdbVersion" : {



"] ast SuccessVDBDat e" : "2022-05-05 12:44: 092"
"vydbCurrentVersion" : "346",

"vdbCurrentBuil d" : "0",
"vdbRel easeDate" : "2021-08-24 21:48: 15",
"type" : "vdbversion"

FTD& /=& Firepowert®> 1 — )L OCLI

FTD CLIZE = (& Firepowert2 1 —J)L(SFR)CLITVDBO/NN—2 3 2R IS ICIE. KXOFIEEZR
TLEY,

1.SSHEZF AV Y —ILELHEZNLTFIDIC T VAL ET, FirepowerE> 1 —)LDFEE
. SSHENLTEZ 21 —=)IICTF OV 12ARTBH,. ASACLIN SsessionsfrAN > REFEAL T
TEIO1-NECTFOERALET,

2. CLITshow versionAN > RZEETLET,

> show version

-------------------- [ fpr2k-1 J---------------------

Model : Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)
uul D : 0bla9c94- 8ba8- 11lec- b2f d- 93263934908d
LSP version : Isp-rel -20220510- 1044

VDB version : 354

> show version

---------------- [ sfr1 J-----------------

Model : ASA5516 (72) Version 7.1.0 (Build 90)
Uul D : ¢c049dad8- c42e- 11e9- 986d- bdef f 3ce399e
Rul es updat e version : 2022-05-10-001-vrt

VDB version . 354

FTDE =& Firepower€2 12— ORNZ TN 1 —F 420774

ROFIEICHE> T, FTIDE L EFirepowerE 1 =IO KNS TN 1 —F 12577 4L OVDB/N
—2aveEBELET,

1. 8NZTN2a—F142 0774 2HE, 7 =# LA <filename>-troubleshoot.tar/results-
<date>—xoooxx/command-outputs/ICBE L £ 9

2. 7 7 A )L usr-local-sf-bin-sfcli.pl show version.outputZBiZ, VDBD/S—> 3> 2T TE2#HR
LET,

# pwd
/var/tnp/resul ts-05-06-2022--163203/ conmand- out put s/
# cat "usr-local-sf-bin-sfcli.pl show version.output"

-------------------- [ fpr2k-1 J--------mmmmmmmiaao -

Model : Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)
uul D : Obla9c94- 8ba8- 1lec- b2f d- 93263934908d

LSP version : Isp-rel-20220510- 1044

VDB version : 354

# pwd

/var/tnp/resul ts-05-12-2022--199172/ conmand- out put s
# cat "usr-local-sf-bin-sfcli.pl show version.output”



---------------- [ sfr1]----------------- Model : ASA5516 (72) Version 7.1.0 (Build 90) UUID :
c049dad8- c42e- 11e9- 986d- bdef f 3ce399e Rul es update version : 2022-05-10-001-vrt VDB version : 354

BRAL=-LEHFN—232

BAL—ILOEFHFIICKY, FILLWRAIL—IILEZTVZ7OYHDIL—I, AVAR=lEenil
— I DEEZFHIRE, BLEBEEENETF7FIILNOEARY D —FENREELET,

Secure Rule Updates(SRU)(,ztSnort/\—/ 3210 EAE N, Lightweight Security
Package(LSP)7 ¥ 7’F— N &Snort/N\—>2 3 V3ICEAEhE T,

SRULSPY 7 RIITFN—=232ik, ROFT>a>vZEALTHEETEET,

. FMC UI

. FMC REST-API

-FMCRZ 7N 21 —F1420774)

. FDM UI

. FDM REST API

- FTDE Iz l&Firepowert> 1 —)L MO CLI

- FTIDE £ WFirepowerE2 1 =IO KNS TN 2a—FT4 2007 74)

FMC UI

FMC UITSRULLSPN—> 32 ZHRBITHICE. ROFIEZERITLET,

1. [Help] > [About] ZiRIR L £ 7,

Firepower Management Center
i F g — nliche: " nbellicance: e admin
i b = ) Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q Q@ +] @) admin ¥
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migration Tool
Name Decumentation on Cisco.com Partner Ecosystem
What's New in This Release Ask a Question
Access Controlled Usor Statistics
Software Download TAC Support Cases
Secure Firewall YouTube About
Application Statistics 1
Application Statistics (7.1.0) ST No No ™o
f WS O
Connaction Summary . admin No No LA
Detailed Dashboard admin No Mo "a A9
A
Datailed Dashboard (7.0.0) admnin No Mo ™oL w
Files Dashboard admin No No [*Q 7w
Security Intelligance Statistics admin No Mo [ Q i
Summary Dashboard e Mo Yas AW

2IL—INEFHN—232ELSPN—2 3> 2H#FELTSEZ L



é'lsélc', Fire powgr Ma nagement Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, P 4+ @ adminw
Model Cisco Firepower Management Center 4600 :':: l:'l'lc:1mT;’I.Irqgal;'r::.llm;‘;l:;:"ﬂ n:IInI:; 526 ?an >0
Senal Number o234
Copyright 2004-2021, Cisce and/or its affliates. All rights reserved.
Soliware Viersion 7.1.0 {build 30)
05 Cisco Firepower Extensible Operating System (FX-05) 2.11.17 (build154)
Snon Version 2.8.19 (Build 92)
Snort3 Version 3.1.7.1 (Build 108)
| Rule Update Version 2022-05-02-003-wrt
Rulepack Version 2703
Module Pack Version 3070
| LSP Version lsp-rel- 20220502-1613 |
Goeclocilion Update Verson  2022-04-25-002
VDB Varsion build 354 { 2022-04-27 19:39:56 )
Hostname FMC-4600-2

FMC CLI

FMC CLITSRUILSPON—2 3> ZH#FEISICE,. XOFIEZETLET.

1.SSHEEEFEIY —IILEHTFMCICT 9 EALET,
2. CLITshow versiondAN > RZETLET,

> show version
----------- [ FMC-4600-2.cisco.com]------------

Model : Cisco Firepower Management Center 4600 (66) Version 7.1.0 (Build 90)
uuJl D : alOed34e-d127-11e8- b440-728439d95305

Rules update version : 2022-05-02-003-vrt

LSP version : lsp-rel-20220502-1613

VDB version . 354

FMC REST-API

RDOFIEIZHE> T, REST-APIERICE>TY TR IVITN—-23 2 2#FELE T, REST-APIY
ZATRNEEALT, YI7RNIITN-232ZHRBLET, COFITE., cudzfEAL TV
x7.

1.FREN—DU 2 ZERLKT,

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token

< X-auth-access-token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d

2.2 M%) TX-auth-access-tokenZfEAL £7,

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-
access-token: 7acdb34c-ea85-47bf-83fe-d77b63£012da’ | python -m json.tool
{
"items": [
{
"geoVersion": "2022-05-09-001",
"lspVersion": "lsp-rel-20220510-1044",
"serverVersion": "7.1.0 (build 90)",
"sruVersion": "2022-05-10-001-vrt",



"type": "ServerVersion",
"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )"

}

1

"links": {
"self": "https://10.62.184.21/api/fnc_platform vl/info/serverversion?of fset=08& i mt=25"

I8

"pagi ng": {
"count": 1,
"limt": 25,
"of fset": O,
"pages": 1

}

FMCRS7WN>a—F42T0774)

FMCRZ 7N 21—F 42T 774 OSRUN—2 32 2RI BICE}. AOFIEZERTLET

o

1. 8NZTN22a—=F1200 774N %8E,. 77 )L A <filename>.tar/results-
<date>—oooocd/dir-archives/etc/sf/iC BB L £ 3
2. 7 7 4 )Lsru_versions.confZB§Z . F —Intrusion_Rules_UpdateZ & D17 2L E Y,

# pwd

/var/tnp/resul ts-05-06-2022--199172/dir-archives/etc/sf/
# cat sru_versions.conf
Intrusion_Rules_Update=2022-04-25-003-vrt

Rul e_Pack=2699

Sour cef i re_Decoder _Rul e_Pack=2088

Sour cefire_Policy_Pack=2763

Modul e_Pack=3066

snort=2.9.16-4022

FMCRZ 7N 21—F 4T T77AIOLSPN—2 3 2R ITBICEF. AOFEZRTLET

o

1. 8NZTN>a2—FT1 207740 &2lE,. 7+ )X <filename>.tar/results-
<date>—xoooxx/command-outputsiC BB L £ ¥
2. 7 7 4 )Lfind var-sf-Isp -maxdepth 2 -Is.outputZ B & . /var/sf/lsp/active-lspD T2 BFREL FT

# pwd
/var/tnp/resul ts-05-06-2022--199172/ conmand- out put s
# cat "find var-sf-lsp -maxdepth 2 -ls.output"

Qutput of find /var/sf/lsp -maxdepth 2 -1s:

19138123 4 dr wxr wxr - X 3 ww r oot 4096 May 11 04:01 /var/sf/lsp

19142268 0 | rwxrwxrwx 1 root r oot 33 May 11 04:00 /var/sf/lsp/installed-
Isp -> /var/sf/lsp/lsp-rel-20220510-1044

19138299 4 dr wxr wxr - X 5 ww r oot 4096 May 11 04:01 /var/sf/lsp/lsp-rel-
20220510- 1044

19142266 600 - rwxrwxr - x 1 ww r oot 614400 May 10 14:55 /var/sf/lsp/lsp-rel-
20220510- 1044/ 1 sp. i cdb. RELEASE. t ar

19142234 4 dr wxr wxr - X 5 ww r oot 4096 May 11 04:00 /var/sf/lsp/lsp-rel-

20220510- 1044/ nt d_net adat a
19268898 4 dr wxr wxr - X 2 ww r oot 4096 May 10 14:55 /var/sf/lsp/lsp-rel-



20220510- 1044/ i cdb

19138303 4 dr wxr wxr - X 6 ww r oot 4096 May 10 14:51 /var/sf/lsp/lsp-rel-
20220510- 1044/ t al os_cont ent

19142269 46640 -rwr--r-- 1 root r oot 47759360 May 11 04:01 /var/sf/lsp/lsp-rel-
20220510- 1044/ 1 sp-rel -20220510- 1044. tar. xz. REL. t ar

19142267 4 -1 WXTWXT - X 1 ww r oot 238 May 11 04:00 /var/sf/lsp/lsp-rel-
20220510- 1044/ . snort-ver si ons

19142265 4 -1 WXTWXT - X 1 ww r oot 26 May 10 14:51 /var/sf/lsp/lsp-rel-
20220510- 1044/ 1 spd_ver. properties

19139198 260 -rwr--r-- 1 root r oot 264403 Feb 12 03:32 /var/sf/lsp/pigtail -
al | -1644636642. | og

19142270 0 lrwxXrwxrwx 1l root root 33 May 11 04:01 /var/sf/lsp/active-lsp
-> /var/sf/lsp/lsp-rel-20220510-1044

FDM UI

XA 2 R—2 T, [Intrusion Rule Update:

vl O Y I s ] admin
cisco e ’ R Monitaring Policias Objects device: KSEC-FPR2100-... Administrator
Mode Software VDB Intrusion Rule Update Cloud Services High Avaiability
Cisco Firepower 2120 Threat Defense  7.1.0-00  346.0  (20211110-1348 Not Registered | Registar Net Configured
52
Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrade, i 82
Enabled 3 of 17 Security Intelligence Feads
View All Interfaces > View Configuration > View Configuration >

FDM REST API

FDM REST-APIZERZ7/T L TVDBON—2 3> ZHEITSICE. ROFIBEICHVET, REST-
APIOZAT NEERLT, Y7 RDITN-232 2B LET, COPITR, culzEAL
TLET,

AEN—U2ZERLET,

—
oyl
152

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’'
-4 '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

access_token":

' eyThbGciOiJIUzI1NiJ9.eyJpYXQiOjE2NTIyNDk5SNTcsInN1YiI6ImFkbWluIliwianRpIjoiNDk3MmRjNjAtZDBmMi 0xMW
V3jLTk4ZWMtNDA1ZTQwODkwMDV] IiwibmImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJ1ZnJ1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1MjI1MjM1NzQ1NywidG9rZW5UeXB1lIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVmMM]gt Y2M3MC
0xXMWVJjLTk4ZWMtZjk4ODExXNjNjZWIwIiwidXN1clIvbGUiOiJSTOXFX0FETULOIiwib3JpZ21luljoicGFzc3dvemQiLCIlc2
VybmFtZSI6ImFkbWluInO.lJLmHAdAJ2jaVRmpdXF6qg48qdBcyRuit94DLobCJIJILI",

"expires_in": 1800

"refresh_expires_in": 2400

"refresh_t oken":



"eyJhbGci G JI Uzl 1Ni J9. eyJpYXQ G E2NTI zOTQxN ksl nNLYi | 61 nFkbW ul i wi anRpl j oi MGUONG xYzQ ZDl OM 0x MV
Vj LTk4ZWMt YTI | OTl KZGMMN2YOI i wi bmdm j oxNj UyMzkOMTY5LCII eHAI G E2NTI zOTY1N ksl nFj Y2Vzc1Rva2VuRxhwaX
JI cOFOI j oxNj UyMzk1OTY5MDewL Cly ZWZy ZXNo@@91bnQ O 0xLCJI0b2t | bl R5cGUi O JKV1Rf UnWntcnVzaCl sl nVzZXIVdW
I kl'joi YTU3ZGVMM gt Y2MBMOOXMAW] LTk4ZWht Zj k4ODEXN) Nj ZW wi i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3Jpz2
luljoi cGFzc3dvemQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO0- i sDj QB527d3QNZCQb7AS4a9ea5w bYUn- AQaPw!',

"t oken_type": "Bearer"

}
2.CMYI') Taccess_tokenfBEZFEHAL £,

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJpYXQiOjE2NTIONDU3ODksINN1YiI6ImFkbWluIiwianRpIjoiM2UINjg0YjYtZDJiYSOxXMWV
FLTk4ZWMt ZGI2YFRiYTMIMTU2IiwibmImIjoxNjUyNDQINzg5LCJI1eHALIOFE2NTIONDc10DksInJ1ZnJ1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMyNSwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTU3ZGVMMjgtY2M3MCO
XMWV LTk4ZWMtZjk4ODEXNjNjZWIwIiwidXN1lclJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luIljoicGFzc3dvemQiLCJd1lc2V
ybmFtZSI6IMFkbWluInoO.kXtsUu3_WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4 "'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default' | grep -Ei "sru|lsp"
"sruVersion" : {
"sruVersion" : "20211110-1348",
"l ast SuccessSRUDat e" : "2022-05-12 18:29:00z",
"lspVersions"™ : [ "20211110-1348" ],
"type" : "sruversion"

FTDE =k Firepower€> 1 —J)LMOCLI

FTD CLIE /=& FirepowerE> 1 —)LOCLITSRU/LSPON—2 3 0 ZHRETSICEFE. ROFIEZ
EITLET,

1.SSHE LR AV Y —IILELHZNLUTFIDICT VAL E T, FirepowertE> 1—)LDFE
. SSHENLTEZ 2 —=)IICFT IR TBH,. ASACLIN SsessionsfrAN > REFEAL T
ED1-INECTFTOEALET,

2. CLITshow versiondN > RZETLET,

> show version
------------ [ FI REPOAERL. ci sco.com]------------
: CGisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
uuJl D : 1cbe9952- cc6f - 1lec- b63a- ae4636e42209
LSP version lsp-rel-20211110-1348
VDB version ;346

or
> show version
------------ [ FI REPOAERL. ci sco.com]------------
: CGisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
uuJl D : 1cbe9952- cc6f - 1lec- b63a- ae4636e42209
Rules update version 2022-05-11-001-vrt
VDB version ;. 346

---------------- [ sfri1 ]--------cmemnnn--

Model : ASA5516 (72) Version 7.1.0 (Build 90)
uul D : c049dad8- c42e- 11e9- 986d- bdef f 3ce399e
Rul es update version : 2022-05-10-001-vrt

VDB ver si on . 354



X : Tshowversions N> Ri&, Snort 2N ERAE N TVWBEBEEDOSRUEF/N—2a %
®RLET, Snort3LSPO/N—> 3> & RLET,

FTDE k= Firepower€E> 1 —=)LONZ 7N 1—=F1 2T T774)

FTDE 7= kFirepowerE2 1 —I)LOKNZ TN 21 —FT 42T 77 AL TSRUILSPON—2 3 2 %
EEWL\H-%LH- \ /A@?]“,E’d-: ‘?Tl/ia-o

1. 8NZTN>a—FT1 20774 &ME, 7 # LA <filename>-troubleshoot.tar/results-
<date>—xooox/command-outputs/ICBEIL £F .

2. 7 7 A )L usr-local-sf-bin-sfcli.pl show version.outputZBiZ, SRU/LSPO/N\— 3> 2 ET1T
ZBRLET,

# pwd
/var/tnp/resul ts-05-06-2022--163203/ command- out put s/
# cat "usr-local-sf-bin-sfcli.pl show version.output"

------------ [ FI REPOAERL. ci sco.com]------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
uuJl D . 1cbe9952-cc6f-1lec- b63a- ae4636e42209

LSP version : lsp-rel-20211110-1348

VDB versi on . 346

or

# pwd

/var/tnp/resul ts-05-06-2022--163203/ conmand- out put s/
# cat "usr-local-sf-bin-sfcli.pl show version.output"
------------ [ FI REPOVERL. ci sco.com]------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
uJl D : 70727d06-8ba7-1lec- bf cc-999f 61f 27102

Rules update version : 2022-05-11-001-vrt

VDB versi on . 346

# pwd

/var/tnp/resul ts-05-12-2022--199172/ conmand- out put s

# cat "usr-local-sf-bin-sfcli.pl show version.output"”

---------------- [ sfr1]----------------- Model : ASA5516 (72) Version 7.1.0 (Build 90) UU D :
c049dad8- c42e- 11e9- 986d- bdef f 3ce399e Rul es update version : 2022-05-10-001-vrt

VDB ver si on . 354

BE A o R

Cisco Bug ID CSCwb34098 ENH: "show managersy 1~ > R ®Show FMC version

Cisco Bug ID CSCve13470 ENH:FirePOWER 6. xT®DOY 7 k™ T 7 EEOIDOER1L

Cisco Bug ID CSCwb85969 ENH: Mshow version; FMC CLISHONY > ROt AE NS T IS 21—
FAVTTTAINICEDD



https://tools.cisco.com/bugsearch/bug/CSCwb34098
https://tools.cisco.com/bugsearch/bug/CSCve13470
https://tools.cisco.com/bugsearch/bug/CSCwb85969

Cisco Bug ID CSCvu15709 ENH:Firepower7Z ¥ N7 # —ATSRU/VDB/GEOO T —> 3 /N
—23a2%R=U>2TJFBHSNMP OIDDHR—hK

BOE1E ]

. Secure Firewall Management Center REST APIOA Y JAZ—RHA R, N—2327.1

- Firepower NGFW7 7’5 4 7 >~ A TNHOSNMP D & E

. Cisco Firepower Threat Defense REST API 4 R

. Cisco FXOSRESTAPIU 7 7L A

. Cisco ASAQ B #atf

- Firepower 1000/21008 &V tF* 17 77 AT I #—)L3100 ASAB L UFXOS/N> RILN—=2
=

SNV RILAVER—F B

. Firepower NS 7NV 1 —=F 4 I T7 7 AN ERFIE



https://tools.cisco.com/bugsearch/bug/CSCvu15709
/content/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/ja_jp/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
/content/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
https://www.cisco.com/c/ja_jp/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/ja_jp/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/ja_jp/td/docs/security/asa/compatibility/asamatrx.html#id_65802
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_67425
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
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