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FTD Mgmt Interface

Firepower mgmt LINA mgmt

CLISH CLI (diagnostic)
Snort Engine (multiple instances)
LINA Datapath (multiple instances)
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FTD Data Interface FTD Data Interface
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FTD Deployment and Interface Modes

Deployment Modes: — Interface Modes:
NIt 4R09ted ~ from classic ASA
Transparent — Switched (BVI)

l I / — Passive -

from classic ASA — Passive (ERSPAN) | ¢ (locsic

— Inline Pair Firepower IPS

— [nline Pair with tap -

RDORE, FIDFA 2V R—TIARAE—RICETVWTINTY N ETF—RTL -2 TEHEIT2 5%
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FTD Deployment FTD Interface mode Forwarding Mechanism
mode

Packet forwarding based on the following order:
1. Connection lookup
Routed Routed 2. Nat lookup (xlate)
3. Policy Based Routing (PBR)
4. Global routing table lookup

1. NAT lookup
2. Destination MAC Address L2 Lookup*

The packet will be forwarded based on the pair
configuration.

Routed or Transparent  Switched (BVI)

Routed or Transparent  Inline Pair
The original packet will be forwarded based on

Routed or Transparent  Inline Pair with Tap the pair configuration. The copy of the packet will
be dropped internally

Routed or Transparent  Passive The packet is dropped internally

Routed Passive (ERSPAN) The packet is dropped internally

*RIVART LY R E—ROFTDEE, ROLSBRATIL—RNILY IT Y TE2RTLET,



MAC Address vs. Route Lookups

For traffic within a bridge group, the outgoing interface of a packet is determined by performing a destination MAC address
lookup instead of a route lookup.

Route lookups, however, are necessary for the following situations:

« Traffic originating on the Firepower Threat Defense device—Add a default/static route on the Firepower Threat Defense
device for traffic destined for a remote network where a syslog server, for example, is located.

= Voice over IP (VolP) and TFTP traffic, and the endpoint is at least one hop away—Add a static route on the Firepower
Threat Defense device for traffic destined for the remote endpoint so that secondary connections are successful. The
Firepower Threat Defense device creates a temporary " pinhole”™ in the access control policy to allow the secondary
connection; and because the connection might use a different set of IP addresses than the primary connection, the
Firepower Threat Defense device needs to perform a route lookup to install the pinhole on the correct interface.

Affected applications include:
« H323

« RTSP

= SIP

« Skinny (SCCP)

« SOL*Net

+ SunRPC

+ TFTP

« Traffic at least one hop away for which the Firepower Threat Defense device performs NAT-Configure a static route on the
Firepower Threat Defense device for traffic destined for the remote network. You also need a static route on the up
raouter for traffic destined for the mapped addresses to be sent to the Firepower Threat Defense device.

FMICOVWTE, TEMCHA Ry ZZRBLTSEEL,

6.2x/\—> 3> » 5. FTDIFIntegrated Routing and Bridging(IRB)ZHR—K L TVE T,

FTD Integrated Routing and Bridging (IRB)

* Available as from 6.2.x

« Allows an FTD in Routed mode to have multiple interfaces
(up to 64) to be part of the same VLAN and perform L2
switching between them

- BVI-to-Routed or BVI-to-BVI Routing is allowed

Switched i Switched
Gojo~ """ GO gw'“he{j G0
G0/1 BVI1 BVI2

Insi inside
fzmsndel utside inside2
co G0/3
Switche Routed GDﬂSwitched Switched !

BVI¥EEIN > R :


/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/device-ops-tfw.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/device-ops-tfw.html

Verification commands

firepower# show bridge-group

firepower# show ip

Interface Harme IP address Subnet mask Method
GigabitEthernet0/0 VLAN1ST6 G0-0 203.0.113.1 255.255.255.0 manual
GigabitEthernet0/1 VLAN1577_GO0-1 192.168.1.15 255.255.255.0 manual
GigabitEthernet0/2 VLAN1ZT6_G0-2 203.0.113.1 255.255.255.0 manual
GigabitEthernet0/4.100 SUB1 203.0.113.1 255.255.255.0 manual
BVI1 LAN 203.0.113.1 255.255.255.0 manual
BVIZ2 LANZ 192.168.1.15 255.255.255.0 manual

« BVI nameif is used in L3 Routing configuration

firepowerf show run route
route LAM 1.1.1.0 255.255.255.0 203.0.113.5 1

« BVI member nameif is used in policies like NAT configuration

firepowerf# show run nat
nat (VLAN1576 GO-0, K VLAN1577 G0-1) source dynamic any interface
nat (VLAWN1576 GO0-2,VLAN1577 GO0-1) source dynamic any interface
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firepower# show run router

router ospf 1

network 192.168.0.0 255.255.255.0 area 0
Tog-adj-changes

|

router bgp 65000

bgp log-neighbor-changes

bgp router-id vrf auto-assign
address-family ipv4 unicast

neighbor 203.0.113.99 remote-as 65001
neighbor 203.0.113.99 ebgp-multihop 255
neighbor 203.0.113.99 transport path-mtu-discovery disable
neighbor 203.0.113.99 activate

no auto-summary

no synchronization

exit-address-family

|

router eigrp 1

no default-information in

no default-information out

no eigrp log-neighbor-warnings



no eigrp log-neighbor-changes

network 192.0.2.0 255.255.255.0

!

firepower# show run route

route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1

FTDIL—FT 4 > JEHAR—A(RIB) : A ~hO—=IL7L—>

firepower# show route | begin Gate
Gateway of Tast resort is not set

C 192.0.2.0 255.255.255.0 is directly connected, OUTSIDE2

L 192.0.2.1 255.255.255.255 is directly connected, OUTSIDE2

C 192.168.0.0 255.255.255.0 is directly connected, INSIDE

L 192.168.0.1 255.255.255.255 is directly connected, INSIDE

0 192.168.1.1 255.255.255.255

[110/11] via 192.168.0.99, 01:11:25, INSIDE

0 192.168.2.1 255.255.255.255

[110/11] via 192.168.0.99, 01:11:15, INSIDE

S 198.51.100.0 255.255.255.248 [1/0] via 192.0.2.99, OUTSIDE2

D 198.51.100.8 255.255.255.248

[90/130816] via 192.0.2.99, 01:08:11, OUTSIDE2

D 198.51.100.16 255.255.255.248

[90/130816] via 192.0.2.99, 01:08:04, OUTSIDE2

B 198.51.100.24 255.255.255.248 [20/0] via 203.0.113.99, 00:28:29
B 198.51.100.32 255.255.255.248 [20/0] via 203.0.113.99, 00:28:16
C 203.0.113.0 255.255.255.0 is directly connected, OUTSIDE1l

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDE1l

%} 159 BFTD Accelerated Security Path(ASP)IL—F 1« > F—7 )L :

firepower# show asp table routing

route table timestamp: 91

in 169.254.1.1 255.255.255.255 identity

in 192.168.0.1 255.255.255.255 identity

in 192.0.2.1 255.255.255.255 identity

in 192.168.1.1 255.255.255.255 via 192.168.0.99, INSIDE
in 192.168.2.1 255.255.255.255 via 192.168.0.99, INSIDE
in 203.0.113.1 255.255.255.255 identity

in 169.254.1.0 255.255.255.248 nlp_int_tap

in 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
in 198.51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2
in 198.51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2

!

—87L—

in 198.51.100.24 255.255.255.248 via 203.0.113.99 (unresolved, timestamp: 89)
in 198.51.100.32 255.255.255.248 via 203.0.113.99 (unresolved, timestamp: 90)

in 192.168.0.0 255.255.255.0 INSIDE

in 192.0.2.0 255.255.255.0 OUTSIDE2

in 203.0.113.0 255.255.255.0 OUTSIDEL

in £f02::1 FFFF:FFFFFFFEFFFFFAFFFEFFFFFFIFFFF identity

in £f02::1:FF0L:3 FEFF:FFEF:FFEFFFFFFFFEFEFFFFFFIFFFF identity
in £f02::1:FF00:1 FFFF:FFEF:FFEF:FFFF:FFFEFAFFFFFFIFFFF identity

in fe80::200:ff:fe0l:3 ffff:ffff:ffff:ffff:fEff:FFff:FEFf:FIff identity

in £d00:0:0:1::1 ffff:ffff:ffff:ffff:frff:FFff:fEff:fFff identity



in fd00:

out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out

255.
203.
203.
224.
255.
192.
198.
198.
198.
192.
224.
255.
192.
192.
192.
192.
224.
255
224
255.
224.
255.
224.
255.
169.
169.
224.

0:0:1:: ffff:ffff:ffff:FFFf:: nlp_int_tap
255.255.255 255.255.255.255 OUTSIDE1

0.113.1 255.255.255.255 OUTSIDEL

0.113.0 255.255.255.0 OUTSIDEL

0.0.0 240.0.0.0 OUTSIDEl

255.255.255 255.255.255.255 OUTSIDE?2

0.2.1 255.255.255.255 OUTSIDE2

51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2
51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2
0.2.0 255.255.255.0 OUTSIDE2

0.0.0 240.0.0.0 OUTSIDE2

255.255.255 255.255.255.255 INSIDE

168.0.1 255.255.255.255 INSIDE

168.1.1 255.255.255.255 via 192.168.0.99, INSIDE
168.2.1 255.255.255.255 via 192.168.0.99, INSIDE
168.0.0 255.255.255.0 INSIDE

0.0.0 240.0.0.0 INSIDE

.255.255.255 255.255.255.255 cmi_mgmt_int_tap
.0.0.0 240.0.0.0 cmi_mgmt_int_tap

255.255.255 255.255.255.255 ha_ctl_nTp_int_tap
0.0.0 240.0.0.0 ha_ctl_nlp_int_tap

255.255.255 255.255.255.255 ccl_ha_nTp_int_tap
0.0.0 240.0.0.0 ccl_ha_nlp_int_tap

255.255.255 255.255.255.255 nlp_int_tap
254.1.1 255.255.255.255 nlp_int_tap

254.1.0 255.255.255.248 nlp_int_tap

0.0.0 240.0.0.0 nlp_int_tap

£d00:0:0:1::1 ffff:ffff:.ffff.FFfFf:FEFfFFrffifrff:ffff nlp_int_tap
£d00:0:0:1:: ffff:ffff:fFff:FFFf:: nlp_int_tap

fe80:: ffcO:: nlp_int_tap

ff00:: ff00:: nlp_int_tap

0.0.

out ::

ER

0.0 0.0.0.0 via 0.0.0.0, identity
: via 0.0.0.0, 1identity

FID@EIBEEFIVFTFATTZAT U AASALRENDFET)IE, &RMICNTY o0 (KD
YAV R—TIAARBRELET (ASPIL—FT 420 T7—7IL®O Tiny ITNJESBLET
o RIZ, REENEAVE—TIARAICHLT, RTARNKYTORRZERAEFT (XITAK
RYFICOWTE, ASPL—FT 420 F7—7I)L® Touty TNV ERSBLET ), i :

firepower# show asp table routing | include in.*198.51.100.0
in 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
firepower#

firepower# show asp table routing | include out.*QUTSIDE2

out
out
out
out
out
out
out

255.
192.
198.
198.
198.
192.
224.

255.255.255 255.255.255.255 OUTSIDE2

0.2.1 255.255.255.255 OUTSIDE2

51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2
51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2
0.2.0 255.255.255.0 OUTSIDE2

0.0.0 240.0.0.0 OUTSIDEZ2
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FIDNTY RRL—HY—=)LICK 2T ZO7OERZHIELET,

firepower# packet-tracer input INSIDE icmp 192.168.1.1 8 0 198.51.100.1

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 7582 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 8474 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 3

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Elapsed time: 5017 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434433

access-1ist CSM_FW_ACL_ remark rule-id 268434433: ACCESS POLICY: mzafeiro_empty - Default
access-1ist CSM_FW_ACL_ remark rule-id 268434433: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 4

Type: CONN-SETTINGS

Subtype:

Result: ALLOW

Elapsed time: 5017 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 5017 ns
Config:



Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5017 ns
Config:

Additional Information:

Phase: 7

Type: INSPECT

Subtype: np-inspect

ResuTlt: ALLOW

ETapsed time: 57534 ns

Config:

class-map inspection_default
match default-inspection-traffic
policy-map global_policy

class 1inspection_default

inspect icmp

service-policy global_policy global
Additional Information:

Phase: 8

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

ETapsed time: 3122 ns
Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 29882 ns
Config:

Additional Information:

Phase: 10

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 446 ns
Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 20962 ns

Config:

Additional Information:

New flow created with id 178, packet dispatched to next module

Phase: 12

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 20070 ns



Config:
Additional Information:
AppTlication: 'SNORT Inspect'’

Phase: 13

Type: SNORT

Subtype:

ResuTlt: ALLOW

ETapsed time: 870592 ns

Config:

Additional Information:

Snort Trace:

Packet: ICMP

Session: new snort session

Snort id 1, NAP id 1, IPS 1id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Phase: 14

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 6244 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 15

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1784 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 5 reference 1

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 1046760 ns

O MO=IL7L—2ICRRENBFTIDARPT—7 L :

firepower# show arp
OUTSIDE1 203.0.113.99 4c4e.35fc.fcd8 3051
OUTSIDE2 192.0.2.99 4c4e.35fc.fcd8 5171

ARPERZBHEI T2 ICEF. XKOINY RZERITLET,



firepower# ping 192.168.0.99

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.99, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
firepower# show arp

INSIDE 192.168.0.99 4c4e.35fc.fcd8 45

OUTSIDE1 203.0.113.99 4c4e.35fc.fcd8 32

OUTSIDE2 192.0.2.99 4c4e.35fc.fcd8 1

F—RTL—VIZRRENBFID ARPTF—7 )L :

firepower# show asp table arp

Context: single_vf, Interface: OUTSIDE1l
203.0.113.99 Active 4cde.35fc.fcd8 hits 2 reference 1

Context: single_vf, Interface: OUTSIDE2
192.0.2.99 Active 4c4e.35fc.fcd8 hits 5 reference 0

Context: single_vf, Interface: INSIDE
192.168.0.99 Active 4cde.35fc.fcd8 hits 5 reference 0

Context: single_vf, Interface: identity
:: Active 0000.0000.0000 hits 0 reference 0
0.0.0.0 Active 0000.0000.0000 hits 848 reference 0

Last clearing of hits counters: Never

FTD M 432 |IE 7

RORG, BEDIEFE, AHMBHASPL—TFT AV TFIVINRITENDERERLTVET,

ASP Routing input
table check Snort

Instance

*Mdlwaru * o

DROP  Policy bROF  Snort Verdict DROP OROP

| Fast Path ASP Routing output

table check

Defrag Policy VPN Decrypt DROP
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BGP 65001
203.0.113.99/24 §

VR F-zoy —

FPR41xx -
OU'IJ:SIDEl

198.51.100.24/29
¢ 198.51.100.32/29

192.168.1.0/24
192.168.2.0/24 OSPF area 0

192.168.0.0/24
VRF-101

BGP 65000

= 1

INSIDE OUTSIDE2

EIGRP 1
ISP2

\ 198.51.100.8/29
192.0.2.99/24 198.51.100.16/29
VRF-202

198.51.100.0/29

FTTILRNEELSIZ, FIDLINAL> D OELZDAVAR—F 2 MNETF—ZNAT7OLATY (TN
AAAT7ORIZETVWTEROA ARV A ), &5IZ, Datapath ( Accelerated Security Path -
ASPEEIEND ) Ik, RD2DOD/NATHRRENET,

1T ARRNA=FL WERioBy 28BS (HE/NAICAD ).
2. 77 ANNA=MBUEShEEICEIZDNTY h2REBLET,

Fast Path Slow Path Control Plane
ingress m I AL
PWV yes | checks
]
no
Create
Xlate o Audit info
¥ _|(Syslog/Netflow/SNMP)
Create :
y Conn o Fail
Folicy o over |
checks | d TCP L= App
| norm inspect
Apply
NAT
1 Dyn
egress L2713 | routing
. lookup | I RP
resolve
Fast Path + Slow Path = Data Path (AKA Data Plane/Accellerated Security Path)

« show routeX®show arpBENIX >V Rk, I O=ILTL—20OARABTERTLET,
« —7% . show asp table routingX*show asp table arpZ &N IY > Rik, EERICERAz ATV
%ASP(Datapathy AR Z XKL E T,

FTDINSIDEA/ > Z—7 I A ATKRL—RICKBDF Y TFrZ2HMILET,



firepower# capture CAPI trace detail interface INSIDE match ip host 192.168.1.1 host 198.51.100.1

FTDZ/ L CTelnettyvy > a>zRlEET,

Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface 1ol
Trying 198.51.100.1 ... Open

FIDF¥F ¥ 7F v ik, BHEORAISONT Y RERLET (TCP3TIA/NIRIIAINFY
TFrvEhET ),

firepower# show capture CAPI
26 packets captured

: 10:50:38.407190 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: S 1306692135:1306692135(0) w
: 10:50:38.408929 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: S 1412677784:1412677784(0) a
10:50:38.409265 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: . ack 1412677785 win 4128
10:50:38.409433 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: P 1306692136:1306692154(18)
: 10:50:38.409845 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: . ack 1412677785 win 4128

: 10:50:38.410135 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: . ack 1306692154 win 4110

: 10:50:38.411355 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: P 1412677785:1412677797(12)
10:50:38.413049 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: 1306692154:1306692157(3) a
10:50:38.413140 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: P 1306692157:1306692166(9) a
10 10:50:38.414071 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: . 1412677797:1412678322(525

@OO\IO\U‘I-&UJNI—‘
el

BHO/NTY NTCPSYN)ZRL—ALET, cO/NT Y NEFTD LINAMRENAZEBL, D
BRRIO—NIWIN—TFTA2TINYOTFTY THERTENET,

firepower# show capture CAPI packet-number 1 trace
26 packets captured

1: 10:50:38.407190 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: S 1306692135:1306692135(0
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Elapsed time: 4683 ns
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in 1d=0x1505f1d17940, priority=13, domain=capture, deny=false
hits=1783, user_data=0x1505f2096910, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000



dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETapsed time: 4683 ns

Config:

Implicit Rule

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x1502a7ba4d40, priority=1, domain=permit, deny=false
hits=28, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 5798 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

ETapsed time: 3010 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434433

access-1list CSM_FW_ACL_ remark rule-id 268434433: ACCESS POLICY: mzafeiro_empty - Default
access-1list CSM_FW_ACL_ remark rule-id 268434433: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached
Forward Flow based Tookup yields rule:

in id=0x1505f1e2e980, priority=12, domain=permit, deny=false

hits=4, user_data=0x15024a56b940, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any,, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 5

Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

ETapsed time: 3010 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x1505f1f18bc0, priority=7, domain=conn-set, deny=false
hits=4, user_data=0x1505f1f13f70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0



src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=INSIDE(vrfid:0), output_ifc=any

Phase: 6

Type: NAT

Subtype: per-session

ResuTlt: ALLOW

ETapsed time: 3010 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x15052e96b150, priority=0, domain=nat-per-session, deny=false
hits=125, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 7

Type: IP-OPTIONS

Subtype:

ResuTlt: ALLOW

ETapsed time: 3010 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x1502a7bacde0, priority=0, domain=inspect-ip-options, deny=true
hits=19, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=INSIDE(vrfid:0), output_ifc=any

Phase: 8

Type: NAT

Subtype: per-session

ResuTlt: ALLOW

ETapsed time: 52182 ns

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in id=0x15052e96b150, priority=0, domain=nat-per-session, deny=false
hits=127, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 9

Type: IP-OPTIONS

Subtype:

ResuTlt: ALLOW

ETapsed time: 892 ns

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in id=0x1502a7f9b460, priority=0, domain=inspect-ip-options, deny=true
hits=38, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=0OUTSIDE2 (vrfid:0), output_ifc=any

Phase: 10
Type: FLOW-CREATION



Subtype:

Result: ALLOW

ETapsed time: 25422 ns

Config:

Additional Information:

New flow created with id 244, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_tcp_proxy

snp_fp_snort

snp_fp_tcp_proxy

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer
snp_fp_translate
snp_fp_tcp_proxy
snp_fp_snort
snp_fp_tcp_proxy
snp_fp_tcp_normalizer
snp_fp_adjacency
snp_fp_fragment
snp_ifc_stat

Phase: 11

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 36126 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 12

Type: SNORT

Subtype:

ResuTlt: ALLOW

ETapsed time: 564636 ns

Config:

Additional Information:

Snort Trace:

Packet: TCP, SYN, seq 182318660

Session: new snort session

AppID: service unknown (0), application unknown (0)
Snort id 28, NAP 1id 1, IPS 1id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 7136 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)



Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 2230 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 10 reference 1

Phase: 15

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

ETapsed time: 5352 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

out 1d=0x150521389870, priority=13, domain=capture, deny=false
hits=1788, user_data=0x1505f1d2b630, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=0UTSIDE2, output_ifc=any

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 721180 ns

1 packet shown
firepower#

RLU7O0-A"SBODAANTY NERL—ALET, 7IOT A7/ BERE-BTDNTY M.

firepower# show capture CAPI packet-number 3 trace
33 packets captured

3: 10:50:38.409265 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: . ack 1412677785 win 4128
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 2676 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

in 1d=0x1505f1d17940, priority=13, domain=capture, deny=false
hits=105083, user_data=0x1505f2096910, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000



dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETapsed time: 2676 ns

Config:

Implicit Rule

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x1502a7ba4d40, priority=1, domain=permit, deny=false
hits=45, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

ETapsed time: 1338 ns

Config:

Additional Information:

Found flow with id 2552, using existing flow
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_snort

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_translate

snp_fp_snort

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 4

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 16502 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 5

Type: SNORT

Subtype:

Result: ALLOW

ETapsed time: 12934 ns
Config:

Additional Information:



Snort Trace:

Packet: TCP, ACK, seq 1306692136, ack 1412677785
AppID: service unknown (0), application unknown (0)
Snort id 19, NAP id 1, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

Time Taken: 36126 ns

1 packet shown
firepower#

J0—FTA2VTRALT IR
[E1E

—BRBIIL—NOFRZERENRET, FIDENLUERKEO (IL 77> N E—R® ) UDP#EL
, BERERGEBBFIDAVE—TIAARAZN L THIEThD Al HYVET,

BRIRR

CNZMEIET B ICIE, timeout floating-connZF 7 # )L NAA DB EICEREL £ T,



Flrewall Mana_gemept@enter Overview Analysis Policies Devices Objects Integration
|
FTD4100-1
Enter Description
ARP Insp Console Timeout* V] D
Banner
Translation Slot(xlate) Default v
DNS
External Authentication Connection{Conn) Default M
Half-Closed Default i
uDP Default v 0:02:00
ICMP Access
ICMP Default v
SSH Ac
SMTP Server RPC/Sun RPC Default ¥
SNMP H.225% Default hé
H.323 Default v
sie Default .
Tirne Synchronization SIP Media Default i
Time Zone SIP Disconnect Default b
UCAPL/CC Compiiance SIP Invite | Default v
SIP Provisional Media Default v 0:02:00
S
I Floating Connection Default hé [ I
Xlate-PAT Default i

FANRUTFLURA

floating-conn  When multiple routes exist to a network with different metrics, the ASA uses the one with the best metric
at the time of connection creation. If a better route becomes available, then this timeout lets connections
be closed so a connection can be reestablished to use the better route. The default is 0 (the connection
never times out). To make it possible to use better routes, set the timeout to a value between 0:0:30 and
1193:0:0.

FHHICOWTE, "7—ARXXRTF 1 : CiscoLive BRKSEC-3020t v >3 A5 )O—RED
UDP#E#t D K :



Floating Connection Timeout

« The “bad” connectionnever times out since the UDP trafficis constantly flowing
— TCP is stateful, so the connection would terminate and re-establish on its own
— ASA needs to tear the original connection down when the corresponding route changes
— ASA 8.4(2)+ introduces timeout floating-conn to accomplish this goal

asa# show run timeout
timeout xlate 9:00:00
timeout pat-xlate 0:00:30
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 9:00:00 absolute uauth 0:01:00 inactivity
timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00
asa#

asa# configure terminal
asa(config)# timeout | floating-conn 0:01:00

Schedule the conn entry for termination
in 1 minute if a matching packet yields a
different egress interface on route lookup

Conn-holddownZ A4 LATF I N

Ll
L—RBEET>Y (HIBR) LETH., RZT1YvIRBBIEThERE—BLET,
F#R R

XA LT ) hconn-holddowni#$BEA"ASA 9.6.2TIBMNENEL . COMEEEFET 7 2 I NTERIC
BOTWETH, BET.1.X)EFMC UIE L EFlexConfigTHR—RENTVWELA, BETIH
BE#5R : ENH:timeout conn-holddownldFMCO R EICFFEATEE LA

ASACLIHA RA S

conn- How long the system should maintain a connection when the route used by the connection no longer

holddown exists or is inactive. If the route does not become active within this holddown period, the connection is
freed. The purpose of the connection holddown timer is to reduce the effect of route flapping, where
routes might come up and go down quickly. You can reduce the holddown timer to make route
convergence happen more quickly. The default is 15 seconds, the range is 00:00:00 to 00:00:15.

firepower# show run all timeout

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

timeout conn-holddown 0:00:15

timeout igp stale-route 0:01:10
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T—AR2NATILY 7y ZICE D<A
Requirement
IRONATIL—LEBRELET,

« BAT  ARZTAYVY

« EETXA>Z—T I AR :INSIDE
« BBHAR—T I AA: OUTSIDE1
« TOZEETT : 192.168.1.1

. TOIESE : 198.51.100.1

« BIERIT : 192.168.1.1

« THEBEDIEE : 198.51.100.1

IR TT %

NAT_FTD4100-1 =

........

FTD CLIC BB E NIENATIL—IL -

firepower# show run nat

nat (INSIDE,OUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
firepower# show nat

Manual NAT Policies (Section 1)

1 (INSIDE) to (OUTSIDEl) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51
translate_hits = 0, untranslate_hits = 0

RD3D2DFYTFrE2RELET,

firepower# capture CAPI trace detail interface INSIDE match ip host 192.168.1.1 host 198.51.100.1
firepower# capture CAPOl interface OUTSIDE1l match ip host 192.168.1.1 any

firepower# capture CAPO2 interface OUTSIDE2 match ip host 192.168.1.1 any

firepower# show capture

capture CAPI type raw-data trace detail interface INSIDE [Capturing - 0 bytes]

match ip host 192.168.1.1 host 198.51.100.1

capture CAPO1l type raw-data interface OUTSIDE1l [Capturing - 0 bytes]

match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 0 bytes]



match ip host 192.168.1.1 any

192.168.1.1H5198.51.100.1\ Dtelnettzv > 3 > ZFHKL £ T,

Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface 1ol
Trying 198.51.100.1 ...
% Connection timed out; remote host not responding

NTY MEFTDIZEIE L E£94H. OUTSIDE1&E/zIFOUTSIDE2A > X —T7 I 4 AN SHRETSE
DREAEHY) T A

firepower# show capture

capture CAPI type raw-data trace detail interface INSIDE [Capturing - 156 bytes]
match ip host 192.168.1.1 host 198.51.100.1

capture CAPO1l type raw-data interface OUTSIDE1l [Capturing - 0 bytes]

match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 0 bytes]

match ip host 192.168.1.1 any

TCPSYN/AT Y RERL—ALETF, 7T —X3UN-NAT)iE. NAT ( B4 ICIFUN-NAT ) A%
GARNKYTINY OF Y TDEHIC/NTY NEOUTSIDETA V& —7 T4 AERLECE &R
LTLWERT,

firepower# show capture CAPI

2 packets captured

1: 11:22:59.179678 802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S 1174675193:1174675193(0) w
2: 11:23:01.179632 802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S 1174675193:1174675193(0) w
2 packets shown

firepower#

firepower# show capture CAPI packet-number 1 trace detail

2 packets captured

1: 11:22:59.179678 4cde.35fc.fcd8 00be.75f6.1dae 0x8100 Length: 62

802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S [tcp sum ok] 1174675193:1174675193(0) win 412

Phase: 3
Type: UN-NAT
Subtype: static



Result: ALLOW

ETapsed time: 6244 ns

Config:

nat (INSIDE,OUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
Additional Information:

NAT divert to egress interface OUTSIDE1l(vrfid:0)

Untranslate 198.51.100.1/23 to 198.51.100.1/23

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 25422 ns

Config:

Additional Information:

New flow created with id 2614, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_tcp_proxy

snp_fp_snort

snp_fp_tcp_proxy

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 8028 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 16

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 446 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDE1

Result:

input-interface: INSIDE(vrfid:0)

input-status: up

input-line-status: up

output-interface: OUTSIDE1(vrfid:0)

output-status: up

output-line-status: up

Action: drop

Time Taken: 777375 ns

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame 0x00005577204a7287 flow (NA)/NA

1 packet shown



Z MHE. SUBOPTIMAL-LOOKUPIE, NATZOEARICK 2 TREENEHIA >V E—TIA A
(OUTSIDEN)#A, ASPANT—7IILTHEREENLEHEIA DV EZR—TIARERFERD L EEKRL
79,

firepower# show asp table routing | include 198.51.100.0
in 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
out 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2

AJREAEE L, OUTSIDE1A VR —T7 IAAIC7O—FT AV ITARETA4YI)—KNZEMT S
CETT,

firepower# show run route
route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1
route OUTSIDE1 198.51.100.0 255.255.255.248 203.0.113.99 200

N BEOXNUYSERAUARNYY SRR ORRFAY I — REBMLES ETBE,
ROTS—HERENET,

Error - Device Configuration

Virtual router [Global] - Invalid IPvd Route Configured.

The interfaces OUTSIDE2,0UTSIDE have ECMP eligible routes configured with
network address 198.51.100.0/29 and metric 1.

Routes with same network and metric on different interfaces and gateway are
considered as ECMP eligible routes.

Please Configure ECMP with above interfaces.

N 25ENTF ARV AXNY Y I ERBSTO—F 42T =R, L—F AV TF—T )L
CAYAR—LEhELA,

FIDZENLTREEENENTY MFHBD & ZTelnetTHEFELET,

Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface 1ol
Trying 198.51.100.1 ...
% Connection timed out; remote host not responding



firepower# show capture

capture CAPI type raw-data trace detail interface INSIDE [Capturing - 156 bytes]
match ip host 192.168.1.1 host 198.51.100.1

capture CAPOl type raw-data interface OUTSIDE1l [Capturing - 312 bytes]

match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 386 bytes]

match ip host 192.168.1.1 any

INTY RRL—ARE. NATLY OF Y 72L&V, NTY RAISP2TIE 7% <ISP1(OUTSIDE1) A >
B—TIAAIEEENDEZRLTVET,

BGP 65001 ISP1
203.0.113.99/24 (P 198.51.100.24/29

A —

192.168.1.0/24 ) o war-.zm/ 198.51.100.32/29

192,168.2.0/24 OSPF area0 9

—hnuxx -~
192.168.0.0/24 =4
e VRF-101 DU[S'DEI
I -, - e BGP 65000
_. 2L, B - ..-.- | ‘1
INSIDE
L | OUTSIDE2 EIGRP 1

198.51.100.0/29
ISP2

—_—— 198.51.100.8/29
192.0.2.99/24 [ gt~ 198.51.100.16/29
VRF-202

firepower# show capture CAPI packet-number 1 trace
2 packets captured

1: 09:03:02.773962 802.1Q vlan#101 PO 192.168.1.1.16774 > 198.51.100.1.23: S 2910053251:2910053251(0) w

Phase: 3

Type: UN-NAT

Subtype: static

Result: ALLOW

ETapsed time: 4460 ns

Config:

nat (INSIDE,OUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
Additional Information:

NAT divert to egress interface OUTSIDE1(vrfid:0)

Untranslate 198.51.100.1/23 to 198.51.100.1/23

Phase: 12

Type: FLOW-CREATION
Subtype:

Result: ALLOW

ETapsed time: 29436 ns
Config:

Additional Information:



New flow created with id 2658, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options

snp_fp_tcp_normalizer

snp_fp_snort

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 5798 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 16

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 446 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDEl

Phase: 17

Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Lookup Nexthop on interface

Result: ALLOW

ETapsed time: 1784 ns

Config:

Additional Information:

Found next-hop 203.0.113.99 using egress ifc OUTSIDEl(vrfid:0)

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1338 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 203.0.113.99 on interface OUTSIDE1l
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 106 reference 2

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE1(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 723409 ns

1 packet shown



firepower#

HKEWNC &I, ZDIBEE.

ARRENEKT,

firepower# show capture CAPI

2 packets captured

1: 09:03:02.773962 802.1Q vlan#101
2: 09:03:05.176565 802.1Q vlan#101

2 packets shown

firepower# show capture CAPO1l

4 packets captured

N WN R

4 packets shown

: 09:03:02.774358 802.1Q vlan#203
: 09:03:02.774557 802.1Q vlan#203
: 09:03:05.176702 802.1Q vlan#203
: 09:03:05.176870 802.1Q vlan#203

firepower# show capture CAPO2

5 packets captured

: 09:03:02.774679
: 09:03:02.775457
: 09:03:05.176931
: 09:03:05.177282
: 09:03:05.180517

vl A W N

802

802

.1Q vlan#202
802.
802.

1Q vlan#202
1Q vlan#202

.1Q vlan#202
802.

1Q vlan#202

PO
PO

PO
PO
PO
PO

PO
PO
PO
PO
PO

192.
192.

192.
192.
192.
192.

192.
198.
192.
198.
198.

168.
168.

168.
168.
168.
168.

=
=

e
N

.32134
.32134

.32134
.32134
.32134
.32134

168.1.1.32134
51.100.1.23 >
168.1.1.32134
51.100.1.23 >
51.100.1.23 >

> 198.
> 198.

51.
51.

100.1.
100.1.

198.
198.
198.
198.

51.
51.
51.
51.

100.
100.
100.
100.

el

V V V V

> 198.51.100.1.23:
192.168.1.1.32134:
> 198.51.100.1.23:
192.168.1.1.32134:
192.168.1.1.32134:

23:
23:

.23:
.23:
.23:
.23:

n unuvunm wn

wn

INSIDEA VR —T7 IAARAETBEOEINAR—TITAAICNTY K

3031010184:
3031010184

3031010184 (0)
:3031010184(0) w

=

3249840142:3249840142(0)
3249840142:3249840142(0)
3249840142:3249840142(0)
3249840142:3249840142(0)

194652172:194652172(0) win
4075003210:4075003210(0) a
194652172:194652172(0) win
ack 194652173 win 4128

4075003210:4075003210(0) a

INTY NOFMICIEMACT RL AE|AEE N, OUTSIDE1H KVOUTSIDE2A > Z—T7 T4 A
EONRTYRDORL—RALZK2TNTY NONAABSAICE) KT,

firepower# show capture CAPOl detail

4 packets captured

1: 09:03:02.774358
802.1Q vlan#203 PO
2: 09:03:02.774557
802.1Q vlan#203 PO
3: 09:03:05.176702
802.1Q vlan#203 PO
4: 09:03:05.176870
802.1Q vlan#203 PO
4 packets shown

00be.75f6.
192.168.1.
4cde.35fc.
192.168.1.
00be.75f6.
192.168.1.
4cde.35fc.
192.168.1.

ldae 4c4e.

1.32134 >

fcd8 00be.

1.32134 >

ldae 4c4e.

1.32134 >

fcd8 00be.

1.32134 >

198.51.100.1.23: S [tcp
198.51.100.1.23: S [tcp
198.51.100.1.23: S [tcp

198.51.100.1.23: S [tcp

35fc.fcd8 0x8100 Length:
75f6.1dae 0x8100 Length:
35fc.fcd8 0x8100 Length:

75f6.1dae 0x8100 Length:

62
sum
62
sum
62
sum
62
sum

ok] 3249840142:3249840142(0)
ok] 3249840142:3249840142(0)
ok] 3249840142:3249840142(0)

ok] 3249840142:3249840142(0)

win 412

win 412

win 412

win 412



BGP 65001 ISP1

. > 203.0.113.99/24 198.51.100.24/29
192.168.1.0/24 o unr-zny 198.51.100.32/29
192.168.2.0/24 OSPFarea e/

a

192.168.0.0/24

e T F e VRF-101
I —

ouTs
1

BGP 65000

1

INSIDE OUTSIDE2 ]

ISP2
- 198,51,100.8/29
192.0.2.99/24 B am 198.51.100.16/29
VRF-202

RANTY hORL—RE, JO0-NWIL—TFT 12T F7—T ) O¥KZRIZKLBOUTSIDE21 > & —
TIAANOVEAL 232 RLTVET,

198.51.100.0,/29

BGP 65001 ISP1
203.0.113.99/24 198.51.100.24/29
192.168.1.0/24 o e mF.zny 198.51.100.32/29
192.168.2.0/24 OSPF area 0 //
OUTSIRE e
. 1 BGP 65000
. 1

UTSIDE2 EIGRP 1
198.51.100.0/29
ISP2
. 198.51.100.8/29

P
192.0.2.99/24 et < 198.51.100.16/29
VRF-202

192.168.0.0/24

- VRF-101
I -

INSIDE

N

firepower# show capture CAPOl packet-number 2 trace
4 packets captured

2: 09:03:02.774557 802.1Q vlan#203 PO 192.168.1.1.32134 > 198.51.100.1.23: S 3249840142:3249840142(0) w

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 7136 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 10

Type: FLOW-CREATION
Subtype:

Result: ALLOW



ETapsed time: 12488 ns

Config:

Additional Information:

New flow created with id 13156, packet dispatched to next module

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 3568 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1338 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 0 reference 1

Result:

input-interface: OUTSIDE1(vrfid:0)
input-status: up

input-line-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 111946 ns

1 packet shown
firepower#

ISP2IL— R IEIEZ(SYN/ACK)ZEELETAH, CONT Y NIBUEThEEBRE—HTDLD,
ISPIUCUA ALY RENET, ASPHAOT—7ILICL2BEZBEEREA ZWESD, NT Y NEFTDIC &
2T RAOYFTENET,



The main problem BGP 65001 ISP1

- « is the redirection to I15P1 203.0.113.99/24
192,168.1.0/24 due to destination NAT (UN-NAT) VRF-203

162.168.2.0/24 O5FF area
FPR41xx > i

-
OUTSIDEL
.1

198.51.100.24,/29
198.51.100.32/29

192.168.0.0/24

-l VRF-101
I —

BGP 65000

INSIDE

198.51.100.0/29

198.51.100.8/29
198.51.100.16/29

VRF-202

firepower# show capture CAPO2 packet-number 2 trace
5 packets captured

2: 09:03:02.775457 802.1Q vlan#202 PO 198.51.100.1.23 > 192.168.1.1.32134: S 4075003210:4075003210(0) a

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

ETapsed time: 2230 ns

Config:

Additional Information:

Found flow with id 13156, using existing flow

Phase: 7

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 0 ns

Config:

Additional Information:

Input route lookup returned ifc INSIDE is not same as existing ifc OUTSIDE1l

Result:

input-interface: OUTSIDE2(vrfid:0)

input-status: up

input-line-status: up

output-interface: INSIDE(vrfid:0)

output-status: up

output-line-status: up

Action: drop

Time Taken: 52628 ns

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame 0x00005577204a7287 flow (NA)/NA



JT—AR3: RV —R=ZA)N—F 1 > (PBRICE DL EX

BHE7O—0OILYOTYTERBENATOILY VT Y T0DHE, BHAEZ—T7 I 4 AOREICEE
EEZ5AEMEN HBDXNDEEHIEPBRTY, PBRICDOWTIW., TRUS—AXR—ZIL—TFT1427
(PBR)

FMCTOPBREE T, ROBA RZAVICEETIENEETT,

FlexConfiglk, 71X EBDO/N—2 32 OFTDICK LU TFMCTPBRZRET S HICHFERAETNE
L %o FlexConfigZ AL T, IXNTH/N— 3 TPBRERETEE T, EEL, AHAMUR
—7 I A AT, FlexConfigE, FMCOR) S —R—=ZA)—FT 1 IR—20OmAEEFERAL T
PBRZRETD LRI TEEEA,

CDT—AAZT 4 Tlk, FIDICIKISP2ZRA > N F5198.51.100.024\DIL— A BV ET,

firepower# show route | begin Gate
Gateway of Tast resort is not set

192.168.2.1 255.255.255.255 [110/11] via 192.168.0.99, 5d01h, INSIDE
198.51.100.0 255.255.255.248 [1/0] via 192.0.2.99, OUTSIDE2

D 198.51.100.8 255.255.255.248

[90/130816] via 192.0.2.99, 5d0lh, OUTSIDE2

D 198.51.100.16 255.255.255.248

[90/130816] via 192.0.2.99, 5d0lh, OUTSIDE2

B 198.51.100.24 255.255.255.248 [20/0] via 203.0.113.99, 5d00Oh

B 198.51.100.32 255.255.255.248 [20/0] via 203.0.113.99, 5d00Oh

C 203.0.113.0 255.255.255.0 1is directly connected, OUTSIDE1l

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDELl

C 192.0.2.0 255.255.255.0 is directly connected, OUTSIDE2

L 192.0.2.1 255.255.255.255 is directly connected, OUTSIDE2

C 192.168.0.0 255.255.255.0 1is directly connected, INSIDE

L 192.168.0.1 255.255.255.255 is directly connected, INSIDE

0 192.168.1.1 255.255.255.255 [110/11] via 192.168.0.99, 5d01h, INSIDE
0

S

Requirement
XD ZEFOPBRRVS —ZRELE T,

- IP 192.168.2.0/247 5198.51.100.558CHD KT 7 4 v 7 ISP1 ( XY ARKY 7
203.0.113.99 ) [CREEENBDHEHF HY), tOREETIFOUTSIDE2M > R—7 T4 A% EA
FTREIMBENHVYET,


/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html

BGP 65001 ISP1

198.51.100.24/29
203.0.113.99/24 R——

592.158.1.0)' 24 vnr-zuy 198.51.100.32/29
192.168.2.0/24 OSPF area 0 PBER path v

FPR41xx

198.51.100.5/32

192.168.0.0/24
VRF-101

OUTSIDE1
1 BGP 65000

INSIDE 1 Primary route

. \ 198.,51.100.0,/29
ISP2
~ 198.51.100.8/29
192.0.2.99/24 =g 198.51.100.16/29
VRF-202 .
fRIR T &

7TAKYWEF D) —ATPBRZRETDICIE. KOFIEZEITLET,

1IRERNST4v D (mezE, PBRACL) IC—Z T BILERACLEERL £,

2ATY 1 THER LU EACLE—ET2IL—KNI YT &2ERL, BRHORIVARNKY T7ZBRELE
ES

BATYT2THERLENL—KNI YT %ZEALT, ADAEZ—T IAATPBRZEMICTS
FlexConfigZA 72 T U NZERL E T,

TARYVEROV ) —ATR, 7TAKYEFOHEZEZEAL TPBREZRETEER T, £/, Device
> Routingtz 22 3> T#H L LPolicy Based RoutingA 7’ 3> #EHA T2 EETEEXT,
1IKRNTT74v 9 (TExE, PBRACL) IC—BTBILRACLEZERLFT,
2.PBRARUZ—ZEML, REEELET,

a—RITBNTTA14YD

bARAZE—TITARA

CRIVANKYT

PBROERE (#LWVEE)

FIE1: —BIBIRZTAVIDTIEAVARNEEERLET,

Edit Extended Access List Object

Name
| Ace_per |

Entries (1)

© Allow  192.168.2.0/24 198.51.100.5 P

FIE2:PBRAR Y > — D&M

Devices > Device Management® JEICBE L. FTD7/N1 AZ#m%EL £, Routing > Policy



Based Routing® JEIZiEIR L . Policy Based RoutingR—> TAddZEBIRL £7,

Device Routing Interfaces Inline Sets DHCP \TEP

Manage Virtual Routers Policy Based Routing 2

it Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interface: adico
ol =
~ Configure Interface Priarity I Add

Virtual Router Properties

Ingress Interfaces Match criteria and forward action

There are no PBR policies defined yet. Start by defining the first one.

sed Routing

ABAVE—TIARAEEELXT,

Add Policy Based Route @

A policy based route consists of imgress mlerface list and a sl of match criteria associated to egress interfaces

Ingress Interface*

INSIDE % 1 o

Match Criteria and Egress Interface
Specify forward actien for chosen match cnteria m

There are no fomward-actions defined yet. Start by defining the first one

Cancel

BXT7O023aVEEELEY,



Add Forwarding Actions

Match ACL:* I ACL_PER I 1 v | 1

Send To:* I IP Address I 2 w

IPv4 Addresses 203.0.113.99 3

IPvG Addresses Eg: 2001:db8::, 2001:db8::1234:5678
RELTREALE T,

N EROENI U E—TIAREBETHEAE. SendToy 71 —JLKT TEgress
Interfacesy #7232 (N—=2327.0+L\BTHEATRE ) ZRETIHLENHYET,
MICOVTR, "TRUSAR=—ZRN—"TFTATDOEEH, Z5RBLTLEEV,

PBROERE ( HERDITIE )

FIE1: —BIBDRZTAVIDTIEAVARNEERLET,

Edit Extended Access List Object

Name
| Ace_per |

Entries (1)

Sequence Action Sauree Souree Port 3 Destination Destination Port Application

© Allow  192.168.2.0/24 198.51.100.5 rd i

FIE2:ACLIZ—HT2IL—K IV TE2ERZL, XTVANKY TEZRELET,
E#IC. MatchAlZE&ZL £,


/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b

New Route Map Object

Mame
PER_RMAP

» Entries (0}

Sequance ko & Rediiribation

No records to display

Sillow Chidsineiies

Add Route Map Entry )

Sequence No:
'1
Redistribution;
© Allow -

2

Security Zones Address (2) Next Hop (0) Route Source (0)
i Select addresses 1o match as access st or prefix hst addresses of route.
IPv6 # Access List
BGP Prefix List
Others Available Access Lists
"1 Extended -
Available Extended Access List & Selected Extended Access List
a, Search ACL_PER §

| o —

SetAlZE&EL KT,



Edit Route Map Entry
Sequence No:
1

Redistribution:
& Allow v

Match Clauses Set Clauses

Metric Values AS Path Community List Others

BGP Clauses

2

Local Preference .

Range: 1-4294867205
Set Weight :

Ranga: 0-65535
Origin:

Local IGP

Incomplete

IPvd settings:
Bext Hoo-

Specific IP -
Specific IP
203.0.113.99
58 CONMIMA 10 SEparate mutpie vaiues
Prefix List:

IPv6 settings:
EMLTRELET,
F)iE3:FlexConfig PBRA7 T UV NERELF T,

¥Y. BFOPBRA7D O hz2JE— (BHR) LET,

Overview Analysis Policies Devices Objects Integration

Firewall Management Center

AS Path -
e FlexConfig Object
Cipher Suite List
» Community List
» Distinguished Name

DNS Server Group

Narme Domain
» External Attributes
File List Policy_Based_Routing Global
~ FlexCanhg Policy_Based_Routing_Clear Global

FlexConfig Object

Text Object

Geolocation

Deploy Q f’ £ @ mzafeiro | mzafeiro v

‘Wies’ SECURE

=12

X]

FlexConfig Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig polices.

Description 3

The template is an ax...

Clear configuration of . Ba




FT7PTORNBEZEEL, EBEFHOII—KNIYTFTDZTINEHIBRLET,

Add FlexConfig Object

MName: 1 .
“rroaio0 een | Specify a new name

Description;

The template is an example -
of PBR policy configuration. It -

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert » | Deployment: | Once b | Type:

A
2 Specify the correct ingress interface
interfacalPorc-channell.l10] .
palisy-rouzss route-maplsr-map-ckhijast 3 Remnve thls rnute-map

FLWIL—KNIY YT ZEELET,

Add FlexConfig Object

MName:

FTD4100_FPER

Description:

The template is an example -
of PBR policy configuration_ It -

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

| | Deployment: | Once » Type: | Append

) Insert Policy Object Text Object

Inzert Systern Variable »  Nebtwork

Insert Secret Key Security Zones
Standard ACL Object

Extended ACL Object

! -




Insert Route Map Variable (7]

Variable Name:
PER_RMAP |

Description:

Available Objects C Selected Object
a, Search 2 | “PBR_RMAP

RENBHERFRORSICE KT,

Add FlexConfig Object

Mame:
[ FTD4100_PBR

Description:

The template is an example -
of PBR policy configuration. It

& Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert » | 3 Deployment: | Opce v | Type: | Append

interface Port-channell.idl
policy=-route route-map $FPER_RMAP

F)IE4:FTD FlexConfig’lR') > —ICPBRA 7 TV M &BML £ 3,




FTD4100_FlexConfig

Enter Description

“& Selected Prepend FlexConfigs

Available FlexConfig c FlexConfig Object " iame
X]

~ User Defined 1 4
— 2

"3 no_ICMP

~ System Defined
"a Default_DNS_Configure
28 Default_Inspection_Protocol_Disable =2 Selected Append FlexConfigs
" Default_Inspection_Protocol_Enable " Name
"8 DHCPv6_Prefix_Delegation_Configure
1 FTD4100_PER

=2 DHCPvE_Prefix_Delegation_UnConfigur

vices | Flexconfig Policy Editor Overview Analysis Policies Devices Objects Integration Deploy Q) W £+ @ mzafeiro | mzafeiro v

‘tuth SECURE

Preview Config

Policy Assignments (1)

Description

Description

The template is an example of PER policy configuration. i can notbe use.. Qg

%17 L TPreview ConfigZi@RL £ ¥,

Preview FlexConfig

Select Device:
mzafeiro_FTD4100-1 v

route-map PBR_RMAP permit 1
match ip address ACL_PER
set ip next-hop 203.0.113.99
vpn-addr-assign local

INTERFACE_START
no logging FMC MANAGER_VPN_EVENT_LIST

INTERFACE_END

HHHCEX-CONNO ADDended H H

interface F'ﬂrt—channell-11
policy-route route-map PBER_RMAP

REIC, RUS—ZREALET,

~ 7 : FlexConfigE FMC UIZRIUA DA > R —T7 T4 AIZERA LU TPBRZFRETH LR T

EXEA.



PBRSLASREICDOWTIE, XORFIX RN ZHERLTLKEEVW, FMCIcE>TEEBEhD

FIDOF 1 FJ)LISPIcX T 3IP SLA%Z{FEAL =PBRDEEE

PBRM#&EE

ARA 2 BR—=T T A4 ADREE :

firepower# show run interface Pol.101
|

interface Port-channell.101

vlan 101

nameif INSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.0.1 255.255.255.0
policy-route route-map FMC_GENERATED_PBR_1649228271478
ospf authentication null

IL— KXY 7T OREE :

firepower# show run route-map

!

route-map FMC_GENERATED_PBR_1649228271478 permit 5
match ip address ACL_PBR

set ip next-hop 203.0.113.99

firepower# show route-map

route-map FMC_GENERATED_PBR_1649228271478, permit, sequence 5
Match clauses:

ip address (access-1ists): ACL_PBR

Set clauses:
adaptive-interface cost OUTSIDE1l (0)

R —)L— b OREEL :

firepower# show policy-route
Interface Route map
Port-channell.101 FMC_GENERATED_PBR_1649228271478

ZE R4 O Packet-Tracer:


https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11

PBR% L

PBR%Z &£/

firepower# packet-tracer input INSIDE tcp 192.168.2.100 1111 198.51.100.5 23

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 11596 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

Elapsed time: 6244 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Elapsed time: 2230 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 0 reference 1

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-line-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 272058 ns

firepower# packet-tracer i

Phase: 3

Type: SUBOPTIMAL-LOOKUP
Subtype: suboptimal next-t
Result: ALLOW

Elapsed time: 39694 ns
Config:

Additional Information:
Input route Tookup returne

Phase: 4

Type: ECMP Toad balancing
Subtype:

Result: ALLOW

ETapsed time: 2230 ns
Config:

Additional Information:
ECMP load balancing

Found next-hop 203.0.113.¢

Phase: 5

Type: PBR-LOOKUP

Subtype: policy-route
Result: ALLOW

ETapsed time: 446 ns
Config:

route-map FMC_GENERATED_PE
match ip address ACL_PBR
set adaptive-interface cos
Additional Information:
Matched route-map FMC_GENE
Found next-hop 203.0.113.¢

Phase: 15

Type: ADJACENCY-LOOKUP
Subtype: Resolve Nexthop 1
Result: ALLOW

Elapsed time: 5352 ns
Config:

Additional Information:
Found adjacency entry for
Adjacency :Active

MAC address 4c4e.35fc.fcdé

Result:

input-interface: INSIDE(vr
input-status: up
input-Tline-status: up
output-interface: OUTSIDE]
output-status: up
output-line-status: up
Action: allow

Time Taken: 825100 ns




EEORNZT714v O EFRALETAN
NL—AREFERALTNTY NF+TFr+ERELET,

firepower# capture CAPI trace interface INSIDE match ip host 192.168.2.1 host 198.51.100.5
firepower# capture CAPOl trace interface OUTSIDE1l match ip host 192.168.2.1 host 198.51.100.5
firepower# capture CAPO2 trace interface OUTSIDE2 match ip host 192.168.2.1 host 198.51.100.5

Routerl# telnet 198.51.100.5 /vrf VRF-101 /source-interface 102
Trying 198.51.100.5 ... Open

FYTFYRROLSICRTRENET,

firepower# show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 4389 bytes]
match ip host 192.168.2.1 host 198.51.100.5

capture CAPO1l type raw-data trace interface OUTSIDE1l [Capturing - 4389 bytes]
match ip host 192.168.2.1 host 198.51.100.5

capture CAPO2 type raw-data trace interface OUTSIDE2 [Capturing - 0 bytes]
match ip host 192.168.2.1 host 198.51.100.5

TCPSYNNTY R RDKL—A:

firepower# show capture CAPI packet-number 1 trace
44 packets captured

1: 13:26:38.485585 802.1Q vlan#101 PO 192.168.2.1.49032 > 198.51.100.5.23: S 571152066:571152066(0) win

Phase: 3

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 13826 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDEl

Phase: 4

Type: ECMP Tload balancing
Subtype:

Result: ALLOW

ETapsed time: 1784 ns
Config:

Additional Information:
ECMP load balancing



Found next-hop 203.0.113.99 using egress ifc OUTSIDEl(vrfid:0)

Phase: 5

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

ETapsed time: 446 ns

Config:

route-map FMC_GENERATED_PBR_1649228271478 permit 5
match ip address ACL_PBR

set adaptive-interface cost OUTSIDE1l

Additional Information:

Matched route-map FMC_GENERATED_PBR_1649228271478, sequence 5, permit
Found next-hop 203.0.113.99 using egress ifc OUTSIDE1L

Phase: 15

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 4906 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 203.0.113.99 on interface OUTSIDE1l
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 348 reference 2

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE1(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 222106 ns

ASP PBRTF—7IIICRIS—EY NADTRHFRRENET,

firepower# show asp table classify domain pbr

Input Table

in 1d=0x1505f26d3420, priority=2147483642, domain=pbr, deny=false

hits=7, user_data=0x1505f26e7590, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168.2.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=198.51.100.5, mask=255.255.255.255, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=INSIDE(vrfid:0), output_ifc=any

Output Table:

L2 - Output Table:

L2 - Input Table:

Last clearing of hits counters: Never



N ATYRRL—HEEY RAYYRLENEEET,
PBRF/Nv &

A s EBEEETE. FAYITLLITE<OXAY E—UFERE NDTESSFBY ET

o

ROTINY TEBMILET,

firepower# debug policy-route
debug policy-route enabled at Tevel 1

EBEORNZ T 1Y TDIEE -

Routerl# telnet 198.51.100.5 /vrf VRF-101 /source-interface 102
Trying 198.51.100.5 ... Open

TFNYTICRRDESICRRENET,

firepower#
pbr: policy based route lookup called for 192.168.2.1/37256 to 198.51.100.5/23 proto 6 sub_proto O rece
pbr: First matching rule from ACL(2)

pbr: route map FMC_GENERATED_PBR_1649228271478, sequence 5, permit; proceed with policy routing
pbr: policy based routing applied; egress_ifc = OUTSIDE1l : next_hop = 203.0.113.99

~ 5 : Packet-TracerTETFNY T HINERENET,

cO70—Fv—KiE,. PBRONS TN 2a—TFT4 T IERATEEXT,



FTD PER does not
wiork

v

Enable capture on the
ingress interface

Check the routing on
the downstream
device(s)

» Checkthe PER ACL
« Confirm tha the PBR ACL is
applied on the route-map

Check the PEBR route-map 'set

BOress statements
interface?

» Check the FTD ARP table
» Check the upstream device(s)
interface

Mext-hop is
reachable?

Check connectivity from
nexi-hop to Intermet

PBRIOY . RMOER



show asp drop

T—=R4:J0-NIWN—TFT12TINy OFY FIZED<EgiA

BHILYOTYT . NATILY OFT YT, BRUPBROE, HHAVE—TIAAZRETD D
CRELCFIVIETNDEBRG, JO0-NNWIN—FT12T7=7ILTY,

W=FT142TT7—=T I OWHR

FIDL—F 14> 9 57—7 OB hEFAXNET,

Dest. Mask .
_ Metric

Dest. Network

Next Hop

Administrative o
Distance °

M—F AV I TOLAOEBANE, ZTIARNKY TEROEBIETT. L—FNOBRBKXO
IEFICEYET,

1. BRER—HIC LD BF
2. &EEBVWAD (EBBIIN—T42J70RNLY—AR)
B.EBNMARNIY Y (L—RNIFRUEERS SEFBEIILEE-IL—T42J7083))
W=—FAVIT=TIANOTF—EZDOANT*
-IGP(R. D, EX, O, IA, N1, N2, E1, E2, i, su, L1, L2, ia, 0)
- BGP(B)
- BGP InterVRF(BI)
- AZT AV J(S)
- AR T 14 Y JlInterVRF(SI)

— BEHUE M (C)



-O—7AJLIP(L)

- VPN(V)

-Bfcfh

“F7 A

WN—FA2IF7—TIOENZRRTHICEF,. KOOIXV RZFEALET,

<#root>
firepower#

show rout e summary

IP routing table maximum-paths is 8
Route Source Networks Subnets Replicates Overhead Memory (bytes)

connected 0 8 0 704 2368
static 0 1 0 88 296
ospf 1 0 2 0 176 600

Intra-area: 2 Inter-area: 0 External-1: O External-2: 0
NSSA External-1: O NSSA External-2: O

bgp 65000 0 2 0 176 592
External: 2 Internal: 0 Local: O

eigrp 1 0 2 0 216 592
internal 7 3112
Tot al 7 15 0 1360 7560

ROOAI Y RZEFERALT, L—F1 77— I OEHZEHTEET,

<#root>
firepower#

debug ip routing

I P routing debugging is on

e ZE, OSPFIL—B192.168.1.0/24 9 O— NN —F 1 0 F—TILH SHIBRE EBED
FNYITORRERICRLET,

<#root>
firepower#

RT: ip_route_delete 192.168.1.0 255.255.255.0 via 192.0.2.99, |NSIDE



ha_cTuster_synced 0 routetype 0

RT: del 192.168.1.0 via 192.0.2.99, ospf metric [110/11]NP-route: Delete-Output 192.168.1.0/24 hop_coun
RT: delete network route to 192.168.1.0 255.255.255.0NP-route: Delete-Output 192.168.1.0/24 hop_count:1
NP-route: Delete-Input 192.168.1.0/24 hop_count:1 Distance:110 Flags:0X0 , via 0.0.0.0, INSIDE

BUEBMEhD L, ROKXSICHYET,

<#root>
firepower#

RT: NP-route: Add-Qutput 192.168.1.0/24 hop_count:1 , via 192.0.2.99, |NSIDE

NP-route: Add-Input 192.168.1.0/24 hop_count:1 Distance:110 Flags:0X0 , via 192.0.2.99, INSIDE

Nullo4f > X —7 T4 K

Nullof > 2 —7 T4 Ak, FEBRNZ74v0ZROVIIDLEHICERATEERS, COFEFEG
 ZOEADANO=IRID—ACLIIL—=IICEBDRNT TV IODOERELENTF—IX A
NDEEN DT,

Requirement
198.51.100.4/327R A N DNullO)L— K~ ZFEEL E T,
FRR T

FTD4100-1
Gisco Firepower 4140 Threat Defense Add Static Route Configuration (7]
Device Routing Interfaces Inline Sets DHCP VTEP Type + IPvd PV
Interface*  J
Manage Virtual 2rs [ Nullo v
Global L4 Network a Interface (Interface starting with this icon [@signifies it is available for route leak)
Vi — v IPvd Routes Avazilable Metwork C + _ Selected Network
Q, host_198.51.100.4 x host_198.51.100.4 ]
net_198.51_100.0_29bits OUTSIDET I [ I
host 198511004 | [N
net_198.51.100.0_20bits OUTSIDE2 -— )
» IPv6 Routes
Metric

FEFELTRBALET,



<#root>
firepower#

show run route

route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1
route OUTSIDE1l 198.51.100.0 255.255.255.248 203.0.113.99 200

route Nul | 0 198.51.100.4 255.255.255.255 1

<#root>
firepower#

show route | include 198.51.100.4

S 198.51.100.4 255.255.255.255 [1/0] is directly connected, NullO

VDE—RKRAMNDT IV EAZREZAET,

<tfroot>
Routerl#

ping vrf VRF- 101 198.51.100.4
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 198.51.100.4, timeout is 2 seconds:

Success rate is 0 percent (0/5)

FIDOOJRROEHVTT,

<#root>
firepower#

show Il og | include 198.51.100.4

Apr 12 2022 12:35:28:

%-TD- 6- 110002: Failed to locate egress interface for ICVP from I NSIDE: 192. 168.0.99/0 to 198.51.100.4/0



ASPROY 7DORTR :

<#root>
firepower#

show asp drop

Frame drop:

No route to host (no-route) 1920

Z2 KT ILF/SA(ECMP)
NSTa4vOY—2

« ECMPRZ 74y 0V —22EATRE, - YRBAER—TIAREZJIN—THTEET
(ECMPY—2ERIEENET ),

« ChiZKY, ECMPIL—TFT 120, BBOAR—T7IAABTORNZ 74 vy OOO—R
NZUDVTHABICEYERT,

s AVER—=TIALANECMPRZ 74 v O V—VICHERTSNATWAEE, I—-HREA12X
—T7IAA2UTEFIARNART AV IIN—NEERTERT, FAAMNART 1Y I)—
NE. BURERY RTD—OADEUXKNUY VEZEFEDIL—KTT,

IN—2 3271k V) BIDFirepower Threat Defense Tld, FlexConfigriR ) > —Z A L ZECMPJL
—TAVINYR—RENTVWELE, T1VU—ADNS, /1B —TIARZERNZ T4V IV~
2T =1L, Firepower Management Center CECMPIL—F 14 T %#BRETED LD ICK
VEL .

EMCPlE, ECMPTXE{tEhTVE T,

COBITRE, EXAHIL—TFTA2ITHNHY, VE—RZT74Yv B ROYTENRET,

<#root>
firepower#

show | og

Apr 13 2022 07:20:48: %FTD-6-302013:
B

uilt inbound TCP connection 4046 for | NSIDE: 192.168. 1. 1/23943 (192.168.1.1/23943) to OUTSI DE1: 198. 51. 10(

Apr 13 2022 07:20:48: %FTD-6-106015:


/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-ecmp.html#Cisco_Concept.dita_805163a2-8567-48d2-b406-c327381b7888

Deny TCP (no connection) from 198.51.100.100/23 to 192.168.1.1/23943 flags SYN ACK on interface OUTSI DE

ISP1
203.0.113.99/24
192.168.1.0/24
OUTSIDE1
VRF-101 192.168.0.0/24  FPRALxxx

Poi-zna 198.51.100.100

Po1.101
X = = l' Po1.202
INSIDE 1

OUTSIDE2

ISP2

192.0.2.99/24 @

FMC UIA SECMPZEEL £ T,

| Device Routing Interfaces Inline Sets DHCP VTEP

T L T Equal-Cost Multipath Routing (ECMP)

Virtual Router Properties
ECMP
OSPF

OSPFv3

EIGRP

RIP
Policy Based Routing 3

 BGP
There are no ECMP zone records] Add
IPvd

ECMPU =120 AR —T7 I A4 A%ZEBMLET,



Add ECMP

Mame

| ECMP_OUTSIDE

Available Interfaces

INSIDE

BRE, XoesY T,

Selected Interfaces

OUTSIDET

OUTSIDEZ

Device Routing

Manage Virtual Routers

Virtual Router Properties

ECMP
OSPF

REFELTRALET,

ECMPY —> MR :

Interfaces

Inline Sets DHCP WTEP

Equal-Cost Multipath Routing (ECMP)

Name Interfaces

ECMP_OUTSIDE OUTSIDEZ, OUTSIDEN




<#root>
firepower#

show run zone

zone ECMP_QUTSI DE ecnp

firepower#

show zone

Zone: ECMP_QUTSI DE ecnp

Security-level: 0O

Zone nenber(s): 2

QUTSI DE1 Port-channel 1. 203

QUTSI DE2 Port-channel 1. 202

12 3—7 I 4 ADKEL:

<#root>
firepower#

show run int pol. 202

interface Port-channell.202

vlan 202

nameif OUTSIDE2

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

zone- nenber ECMP_QUTSI DE

ip address 192.0.2.1 255.255.255.0

firepower#

show run int pol. 203



interface Port-channell.203

vlan 203

nameif OUTSIDE1l

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

zone- nenber ECMP_QUTSI DE

ip address 203.0.113.1 255.255.255.0

ST, UE—Y RS T4y UFFAE N, EBHEFUPICEY ELLE,

<#root>
Routerl#

tel net 198.51.100.100 /vrf VRF-101 /source-interface |ol

Trying 198.51.100.100 ... Open

ISP1I/RA—T IAADF Y 7F v, BOARZTT1YOZRLTVET,

<#root>
firepower#

show capture CAP1

5 packets captured

10:03:52.620115 802.1Q vlan#203 PO 192.168.1.1.56199 > 198.51.100.100.23: S 1782458734:1782458734(0)

10:03:52.621992 802.1Q vlan#203 PO 192.168.1.1.56199 > 198.51.100.100.23: . ack 2000807246 win 4128
: 10:03:52.622114 802.1Q vlan#203 PO 192.168.1.1.56199 > 198.51.100.100.23: . ack 2000807246 win 4128
: 10:03:52.622465 802.1Q vlan#203 PO 192.168.1.1.56199 > 198.51.100.100.23: P 1782458735:1782458753(18
: 10:03:52.622556 802.1Q vlan#203 PO 192.168.1.1.56199 > 198.51.100.100.23: . ack 2000807246 win 4128

Ui A WN R

ISP24 2V B—T I ADF YT F v, VE—2KF T4V I0ZRLTVET,

<#root>
firepower#

show capture CAP2



6 packets captured
1: 10:03:52.621305 802.1Q vlan#202 PO 198.51.100.100.23 > 192.168.1.1.56199:
S

2000807245:2000807245 (0)

ack

1782458735 win 64240 <mss 1460>
3: 10:03:52.623808 802.1Q vlan#202 PO 198.51.100.100.23 > 192.168.1.1.56199: . ack 1782458753 win 64222

FIDE®E ' L—
FIDICWE2DODEBEEB L —2HFHVYET,

« ManagementO4f > &2 —7 I A A : Firepower 7 AT LNDT VA ZERBHLET,
« LINABHiA > Z—7 T4 R FIDLINAY T AT LNDT V2 AZRHELET,

Management01 > Z—7 I A AZREH LR T DI, TN ¥ hconfigure networkAY > R
&Eshow network AN RZFEALE T,

—7%. LINAC > Z—T7 T4 AKLINABBEADT VA ZRMHELET, FIDRIBOFTDA X —7
IAARAI NI, O—ANLIL—RELTRRTEEXT,

<#root>
firepower#

show route | include L

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

L 192.0.2.1 255.255.255.255 is directly connected, OUTSIDE2

L 192.168.0.1 255.255.255.255 is directly connected, INSIDE

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDE1

BERIC. ChSEASPL—TFT AV TT—TITIDIVRVELTRRENDHBENHYET,

<#root>
firepower#

show asp table routing | include identity

in 169.254.1.1 255.255.255.255 identity
in

192.0.2.1 255.255. 255. 255 identity



in

203.0.113.1 255. 255. 255. 255 identity

in

192.168. 0.1 255. 255. 255. 255 identity

in £f02::1 ffff:ffff:ffff:ffff:FHrf:Frfeffrff:fff identity

in £f02::1:ff01:3 ffff:ffff:ffff:FHff:Frfrf:fFrfeffrff:ff identity

in £f02::1:ff00:1 ffff:ffff:ffff:FHff:Frfrf:fFrfeffrff:fff identity

in fe80::200:ff:fe01:3 ffff:ffff:ffff:ffff:ffff:frff:fFff:ffff identity
in £d00:0:0:1::1 ffff:ffff.ffff.fFFfFf:FEFfFFEFFFEFffff identity

out 0.0.0.0 0.0.0.0 via 0.0.0.0, +identity

out :: :: via 0.0.0.0, 1identity

FERA2 b

INTY RAFTDICEIZB L., BEIPATAFUTATAIPO1ID2E—FTBDE, FIDEINNT Y K& 3H
ETH2NENHDEEZRBLET,

FTDLINARMRA > R —T T A AIN—FT 127

FTD (9.5 N — RZERTITHASARLE )k, EBERAELTRETENATWVWERAE—T 14
AL T, VRRICBLEL—TFT AT =TI E#fEBELET, COEDIBA U RX—T I A4 ADH
ELT, BMIA 2 B—T T4 AN BYUET,

FMCTW (ECMPZERAETIC )BAUXRNUY VEHI2DNDEBZI AV E—TIAARIC2DDTF
77I)LI\)L Ra2RETEXREBAN, FIDF—RA2EZ—TIAACI1D2DTT7 #I)LNIL— K&K
L. A2 2—T T4 ACHDTT7AIRNIL—RNERETEXRT,

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers

Global - MNetwork & nterface Leaked from Virtual Router Gateway Tunnebed Metric

Virtual Router Properties ¥ IPvd Routes

ECMP
OSPF

any-ipvd diagnostic Global Gw_10.62.148.1

OSPFV3 any-ipva CUTSIDE] Global 203.0.113.99

—R27L—=RZ74v0RTO-NLT—TNLF72ILKNT—RNDT(ZFEAL, EBTL
IRZTAVORBMTTANNT NI I A ZFERALET,

<#root>
firepower#

show rout e managenent - only



Routing Table: ngnt-only

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.62.148.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.62.148.1, diagnostic

IJO-—NIN—TF A2 TT7—=TLTF—rDI 1 :
<#root>

firepower#

show route | include S\ *| Gat enay

Gateway of last resort is 203.0.113.99 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 203.0.113.99, OUTSIDE1

FIDAS KRS 74V IREETD (RYIANSKNT T4V IV REETD )HE. HOHM4X—

T7IAARRRICESVTEIRENET,

1. 90-NWIWN—F1>T0F7=T)
2. BBHAN—TFT1IT—T)

HAOA 2 E—TIA AZFHTHEETDE, HNMRZ—T I A ANDEREZLEETEXRT,

A R—TIA AT — R DI A NDpingZRITLET, EETAVRX—T I/ ARAEEELL
WA, FIDREH-IO—NILIL—FT 1420057 —TINaERATE 1, pinglk kBLET,
NHBE., FIDICRETF7FILRNIL—KMFEEATVET, JO-NILT—=TILIZIL—MHFBEVEE
. FIDRBEBERIN—FT 19T —7ILTI—RNILYITYTHRTLET,

<#root>
firepower#

ping 10.62.148.1



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.62.148.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
firepower#

show capture CAP1 | include 10.62.148.1

1: 10:31:22.970607 802.1Q vlan#203 PO

203.0.113.1 > 10.62.148.1 icnp: echo request

2: 10:31:22.971431 802.1Q vlan#203 PO

10.1.1.2 > 203.0.113.1 icnp: host 10.62.148.1 unreachable

<#root>
firepower#

pi ng di agnostic 10.62.148.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.62.148.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

copydANY RZFEALTLINACLIN? S 7 74 2OAE—TFBFZEEREALUTT,
RFAMmET #T—F 1> Tt H(BFD)

BFDOHR— KN EREFEDASA/N—2 32 96TEMEN, BGPZ7ORILICRL TOHEMENE
Ll REET720—F A IBHN—-FT 12T

FTD :

- BGP IPV48B K UBGP IPVv6 7O R LAY R—REATVET (VYT RIIT64),
« OSPFv2, OSPFv3, B&LTEIGRPZORIJNEEHR—RENTVEEA,
« AZT A4V I)N—MNDOBFDIEYR—KREThTLVERA,

R*8 )L — X (VRF)

VRF'U‘T" NE6.6U—ATEMENELE, FHEICODVTR, CORFIXMDO T{REIL—
EQE1§IJJ E*Hﬁbf<ﬁ_é L\
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