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https://api-sse.cisco.com
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/integrations/CTR/Firepower_and_Cisco_Threat_Response_Integration_Guide/about_integrating_firepower_and_cisco_threat_response.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr46845
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[Cisco Cloud Configuration-Failure] 7 2 — N 2 I 9 % (C ik, [System] > [Health] > [Policy] >
[Edit policy] > [Threat Data Updates on Devices] > [Choose Enabled (Off)] > [Save Policy and Exit]
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curl -v -k https://api-sse.cisco.com <-- To verify connection with the external site
nslookup api-sse.cisco.com <-- To dicard any DNS error

/ngfw/etc/sf/connector.properties <-- To verify is configure properly the FQDN settings
lsof -i | grep conn <-- To verify the outbound connection to the cloud on port 8989/tcp is
ESTABLI SHED
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> show net wor k
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> configure network dns servers dns_i p_addresses
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https://api-sse.cisco.com/
/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/fpmc-config-guide-v601_chapter_01110010.pdf
https://api-sse.cisco.com

FTDO1: / hore/ | dap/ abbac# curl -v -k https://api-sse.cisco.com
* Rebuilt URL to: https://api-sse.cisco.com

* getaddrinfo(3) failed for api-sse.cisco.com 443

* Couldn't resolve host 'api-sse.cisco.coni

* Closing connection 0

curl: (6) Couldn't resolve host 'api-sse.cisco.com'
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root @p:/ honme/admi n# curl -v -k https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.conl

* Trying 10.6.187.110...

* Connected to api-sse.cisco.com (10.6.187.110) port 443 (#0)

* ALPN, offering http/1.1

* Cipher selection: ALL:!EXPORT: ! EXPORT40: ! EXPORT56: ! aNULL: ! LOWN ! RC4: @STRENGTH
* successfully set certificate verify |ocations:

* CAfile: none

CApath: /etc/ssl/certs

* TLSv1l.2 (QUT), TLS header, Certificate Status (22):

* TLSv1l.2 (QUJT), TLS handshake, dient hello (1):

* TLSv1.2 (IN), TLS handshake, Server hello (2):

* TLSv1.2 (IN), TLS handshake, Certificate (11):

* TLSv1.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1.2 (IN), TLS handshake, Server finished (14):

* TLSv1l.2 (QUJT), TLS handshake, dient key exchange (16):
* TLSv1l.2 (QUJT), TLS change cipher, Cient hello (1):

* TLSv1l.2 (QUJT), TLS handshake, Finished (20):

* TLSv1.2 (IN), TLS change cipher, Cient hello (1):

* TLSv1.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSvl.2 / ECDHE- RSA- AES128- GCM SHA256

* ALPN, server accepted to use http/1.1

* Server certificate:

* subject: C=US; ST=California; L=San Jose; O=Ci sco Systens, Inc.; CN=api-sse.cisco.com
* start date: 2019-12-03 20:57:56 GMI

* expire date: 2021-12-03 21:07: 00 GJr

* jssuer: C=US; O=Hydrant!|D (Aval anche C oud Corporation); CN=HydrantID SSL | CA &
* SSL certificate verify result: self signed certificate in certificate chain (19), continuing
anyway.

>CET / HITP/ 1.1

>Host: api-sse. ci sco.com

>User-Agent: curl/7.44.0

>Accept: */*

>

<HTTP/ 1.1 403 For bi dden

<Date: Wed, 30 Dec 2020 21:41:15 GMI

<Content-Type: text/plain; charset=utf-8

<Content-Length: 9

<Connection: keep-alive

<Keep-Alive: timeout=5

<ETag: "5fb40950-9"

<Cache-Control: no-store

<Pragma: no-cache

<Content-Security-Policy: default-src https:

<X- Cont ent - Type- Opti ons: nosni ff

<X- XSS-Protection: 1; node=bl ock

<X- Frane- Opti ons: SAMEORI G N


https://api-sse.cisco.com
https://api-sse.cisco.com/
https://api-sse.cisco.com
https://api-sse.cisco.com/

<Strict-Transport-Security: max-age=31536000; i ncludeSubDorai ns
<

* Connection #0 to host api-sse.cisco.com left intact
For bi dden

B—NDRARBRTH—ILET,

# curl -v -k https://cloud-sa.anp. ci sco.com
*  Trying 10.21.117.50...
* TCP_NODELAY set
* Connected to cloud-sa.anp.cisco.com (10.21.117.50) port 443 (#0)
* ALPN, offering http/1.1
* Cipher selection: ALL:!EXPORT: ! EXPORT40: ! EXPORT56: ! aNULL: ! LOWN ! RC4: @STRENGTH
* successfully set certificate verify |ocations:
* CAfile: /etc/ssl/certs/ca-certificates.crt
CApat h: none
* TLSv1.2 (QUT), TLS header, Certificate Status (22):
* TLSv1l.2 (QUJT), TLS handshake, dient hello (1):
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nslookupZ B —/NXORARNBIZEALET,

nsl ookup cl oud-sa. anp. sourcefire.com
nsl ookup cl oud-sa. anp. ci sco. com
nsl ookup api . anp. sourcefire.com
nsl ookup panacea.threatgrid.com
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root @ p: / hone/ adm n# nslookup api-sse.cisco.com
Server: 10.25.0.1
Address: 10.25.0. 1#53

Non- aut horitative answer:

api - sse. ci sco. com canoni cal nanme = api -sse. ci sco. com akadns. net .
Name: api - sse. ci sco. com akadns. net

Address: 10.6.187.110

Name: api - sse. ci sco. com akadns. net

Address: 10.234. 20. 16
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nsl ookup api . anp. sourcefire.com
Telnet

root @ p:/ hone/ adni n# telnet api-sse.cisco.com 8989
root @ p:/ hone/ adm n# telnet api-sse.cisco.com 443
root @ p:/ hone/ adni n# telnet cloud-sa.amp.cisco.com 443

ping

root @ p:/ hone/ adm n# ping api-sse.cisco.com


https://cloud-sa.amp.cisco.com
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Ingfw/etc/sf/connector.properties TRV 2O 7’ O/NT 1 2R LET, ELVIARIRKR—K
(8989) & connector_fqdnlZIEL WURLA'RREE NIZXOH AN RTRENET,

r oot @i r epower - nodul el: sf# cat /ngfw/etc/sf/connector.properties

regi stration_interval =180

connector_ port=8989

regi on_di scovery_endpoi nt=https://api-sse.cisco.conf providers/sse/api/vl/reqgions
connector_fqgdn=api-sse.cisco.com
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https://api-sse.cisco.com/providers/sse/api/v1/regions
/content/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/security__internet_access__and_communication_ports.html#ID-2202-000000dc
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs05084 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp56922
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu02123
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr46845
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