eStreamerOE@EE ATFHEDONFT TN 1—F
127
A&

BE

BE

eStreameriE 5 O 7

EBRE

estreamer.conf7 7 4 )L DA%

K7 a1—h

Cisco Technical Assistance Center(TAC)ICE#& T B HIICIREINEZIFH
— % Y 75 S R

TCPAR—K8302Ic#EHmETE RV

SFEAECNA D E—RKRAME—FHL AV

eStreamer2 54 7>~ N DFMC DNSERATEL <% L

SSLEIFAE T 5 —I- & B eStreamerBE D BEE

ASA SFREZ 1 — LA DeStreamerlc 22 EIP7 RLAANBREE TV DS
ArcSight Common Event Format(CEF)

eStreamerV SA TV McIXTOOTHNRRE hix
LL<BFELShDERB (FAQ)

BRFN ) [ 78

B E B R

B=

—® RF¥ 1 X NTIE, Cisco Event Streamer ( eStreamer& £/ E N3 ) Ncore CLIVZ AT~
NCOWTHBALET, B4, BMEZHBAL. NS 1—FT1 0 JEREEHELET
o F 7. Cisco Technical Assistance Center(TAC)CTE S % — BB L FAQIZ DWW TEFHHA
LET,

E#E . Cisco TACI>> 7. David Torres Rivas. Mikis Zafeirodis

B=

Ncoreld. eStreamertr—/N(FMC)ICAIBER T X TDA AR NZERL, N4+ VATV =
WL, OtEF 1V TF A BEREXFAARNEEY —IISIEMEHR—RNTDEHICETEETER
EXTARNZENDTBIRAAITATRTY,



eStreamer client (eNcore)
E — FMC
Linux (eStreamer
= server)
SSL tunnel (TCP 8302)
JSON
or
Splunk
or
CEF (for Arcsight)
managed
— devices
=l SIEM server
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1: 11:34:02.901091 192.168.27.100.46538 > 10.48.26.49.8302: S 1607291631:1607291631(0) win 29200
<mss 1460, sackOK, timestamp 2350959 0,nop,wscale 10>

2: 11:34:02.902220 10.48.26.49.8302 > 192.168.27.100.46538: 8 2529774236:2529774236(0) ack
1607291632 win 28960 <mss 1380, sackOK, timestamp 940036669 2350959,nop,wscale 7>

3: 11:34:02.902739 192.168.27.100.46538 > 10.48.26.49.8302: . ack 2529774237 win 29

<nop, nop, timestamp 2350959 940036669>

FMCIIEHEZZ AN, MUK —RTSSL\Y RIS 9ERFL, 95472 hNOLES
(CN)ERRBL £,

Mar 2 11:45:06 FMC SF-IMS[22601]: [22601] Event Streamer:ConnectionHandler [INFO] Accepted IPv4
connection from 10.48.26.47:46538/tcp

Mar 2 11:45:06 FMC SF-IMS[22601]: [22601] Event Streamer:ConnectionHandler [INFO] Added
10.48.26.47 to host table

Mar 2 11:45:06 FMC SF-IMS[22601]: [22601] Event Streamer:ConnectionHandler [INFO] Added
10.48.26.47(23935) to host table

Mar 2 11:45:06 FMC SF-IMS[23935]: [23935] EventStreamer child(10.48.26.47) :ConnectionHandler
[INFO] Resolved CN 10.48.26.47 to 10.48.26.47

Mar 2 11:45:06 FMC SF-IMS[23935]: [23935] EventStreamer child(10.48.26.47) :ConnectionHandler
[INFO] Matched Certificate CN:10.48.26.47 to 10.48.26.47 (IPv4)

Mar 2 11:45:06 FMC SF-IMS[23935]: [23935] EventStreamer child(10.48.26.47) :sfestreamer [INFO]
Got EVENT_STREAM REQUEST length 8

Mar 2 11:45:06 FMC SF-IMS[23935]: [23935] EventStreamer child(10.48.26.47) :sfestreamer [INFO]
Publishing service INFO total data size 48

Mar 2 11:45:06 FMC SF-IMS[23935]: [23935] EventStreamer child(10.48.26.47) :sfestreamer [INFO]
Publishing service id:5001 - length size 8

Mar 2 11:45:06 FMC SF-IMS[23935]: [23935] EventStreamer child(10.48.26.47) :sfestreamer [INFO]
Publishing service id:5000 - length size 8

Mar 2 11:45:06 FMC SF-IMS[23935]: [23935] EventStreamer child(10.48.26.47) :sfestreamer [INFO]
Publishing service id:6667 - length size 8
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2020-03-02 07:18:11,500 Connection INFO Connecting to 10.48.26.49:8302

2020-03-02 07:18:11,500 Connection INFO Using TLS v1.2

2020-03-02 07:18:11,500 Monitor INFO Starting Monitor.

2020-03-02 07:18:11,500 Monitor INFO Starting. 0 handled; average rate 0 ev/sec;
2020-03-02 07:18:11,501 Writer INFO Starting process.

2020-03-02 07:18:11,506 Transformer INFO Starting process.

2020-03-02 07:18:11,985 Bookmark INFO Bookmark file /root/eStreamer-eNcore/10.48.26.49-
8302_bookmark.dat does not exist.

2020-03-02 07:18:11,986 Settings INFO Timestamp: Start = 2 (Bookmark = 0)

2020-03-02 07:18:11,986 Receiver INFO EventStreamRequestMessage:
00010002000000080000000048900061

2020-03-02 07:18:11,986 SubscriberParser INFO Starting process.

2020-03-02 07:18:11,996 Bookmark INFO Bookmark file /root/eStreamer-eNcore/10.48.26.49-
8302_bookmark.dat does not exist.

2020-03-02 07:18:11,996 Settings INFO Timestamp: Start = 2 (Bookmark = 0)

2020-03-02 07:18:11,997 Receiver INFO StreamingRequestMessage:

000108010000003800001a0L0000003848900061000000000009000c000400150009001£0000003d000e00470004005b
000700650006006£0002008300000000

EventStreamRequestlid FMCICBSE [} (1D Z ENFTE X T,

Mar 2 12:29:16 FMC SF-IMS[6671]: [6671] EventStreamer child(10.48.26.47) :sfestreamer [INFO]
EventStream Request (0x48900061): Since 0 w/ NS Events w/ NS 6.0 Events

w/ Packets w/ Extra IDS Event data w/ Metadata v4 w/ RUA 5.2 Events w/ Impact Alerts w/ 5.3

Impact Alerts w/ Impact Flags w/ RNA 5.3 Events w/ RNA 6.0 Flow w/ Policy 5.4 Events

w/ FireAMP 6.0 Events w/ Filelog 6.0 Events w/ Send archive timestamp w/ Send Detail Request

EventStreamRequestld, BR 7SV ICREBRENEERT ST Z16HERTRLEEDT, 954
TR BEBTF—RZBERLVLIEAESHEERITD LD, NAFTVICERTIUENHBVET
o RICHIZRLET,

Hex value Binary value

48900061 0100 1000 1001 0000 0000 0000 01100001

31302928 27262524 232212120 19181716 15141312 111098 7654 3210
‘ L Requests the transmission of packet data associated with intrusion events
Impact event alerts [related to bits 6 and 30)

Same as bit 2 (Requests the transmission of intrusion events)

Requests the transmission of version 4 metadata associated with intrusion,
discovery, user activity, correlation, and connection events.

Requests extended event headers

Requests event extra data associated with an intrusion event

Indicates an extended request to eStreamer
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root@kali:~/eStreamer-eNcore# ./encore.sh foreground

2020-06-03 20:50:53,365 Monitor INFO Running. 100 handled; average rate 0.42 ev/sec;
2020-06-03 20:52:53,488 Monitor INFO Running. 100 handled; average rate 0.28 ev/sec;
2020-06-03 20:54:53,601 Monitor INFO Running. 100 handled; average rate 0.21 ev/sec;
2020-06-03 20:56:53,725 Monitor INFO Running. 100 handled; average rate 0.17 ev/sec;
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eStreamer client

FMC
TCP 3-way handshake (eStreamer
Initiated by the client server)

=

SSL tunnel is established
eStreamer Request for data

FMC constantly sends data through the tunnel

SSL connection
over TCP 8302

COFITIE, IP10.62.148.41h eStreamer”y Z 4 7 > k(eNcore) T, IP 10.62.148. 75/ FMC T
o
||1q15traameq6
Mo Time Source Destination Protocol Llength  Info TCP 3-way handshake initiated
_ = s : by the eStreamer client
89 9.000121 5 o - 66 36448 - 8302 [ACK] Seq=1483219733 682959
90 ©.00P097 10.62.148.41 10.62.148.75 TLSw.. 304 Client Hello TLS Handshake with client
91 ©0.000006 10.62.148.75 10.62.148.41 TCP 66 8302 » 36448 [ACK] Seq=42209 (Mutual) Authentication 665080
920.477442 10.62.148.75 10.62.148.41 TLSv.. 2199 Server Hello, Certificate r
93 0.000362 10.62.148.41 10.62.148.75 TCP 66 36448 - 8382 [A Ack=4220992191 Win=33536 Len=8 TSval=3682959
94 0.005108 10.62.148.41 10.62.148.75 TLSv.. 1654 Certificate]” Client Key Exchange, Certificate Verify, Change Cipher Spec, Encr:
95 ©.000013 10.62.148.75 10.62.148.41 TCP 66 8382 —» 36448 [ACK] Seq=4220992191 Ack=1483221559 Win=3328@ Len=@ TSval=2266500'
96 ©.602954 10.62.148.75 18.62.148.41 TLSwv.. 1284 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
97 ©.001526 10.62.148.41 10.62.148.75 TLSw.. 111 Application Data
98 ©.008848 10.62.148.75 10.62.148.41 TLSV... 151 Application Data
99 ©,000559 10.62.148.41 10.62.148.75 TLSv.. 159 Application Data
1.. ©.8408767 10.62.148.75 10.62.148.41 TCP 66 8392 » 36448 [ACK] Seq=4220993494 Ack=1483221697 Win=3328@ Len=0 TSval=2266588"
1.. ©.000241 10.62.148.41 10.62.148.75 TLSwv.. 163 Applicatj
1. ©.600010 10.62.148.75 10.62.148.41 TCP 66 8302 » 3¢ FMC sends the 93494 Ack=1483221734 Win=3328@ Len=@ TSval=2266580@
1. ©.088154 10.62.148.75 10.62.148.41 TLSv.. 1535 App
1. ©.ee8214 10.62.148.75 10.62.148.41 TCP 7386 8362 -+ 364u8 8994963 Ack=1483221734 Win=3328@ Len=724@ TSval=2266
1. ©.000013 10.62.148.41 10.62.148.75 TCP 66 36448 + 8382 [ACK] S5eq=1483221734 Ack=4220994963 Win=39424 Len=0 TSval=3682959
1. ©.000009 10.62.148.75 10.62.148.41 TLSv.. 1321 Application Data
1.. ©.000136 10.62.148.41 10.62.148.75 TCP 66 36448 - 8302 [ACK] Seq=1483221734 Ack=42208999387 Win=480668 Len=0 TSval=3682959
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/content/en/us/td/docs/security/firepower/630/api/eStreamer_enCore/eStreamereNcoreCLIOperationsGuide_354.html#_Toc529871543
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estreamer.conf7 7 1 JLDRE
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EEBETRIHLENHDARICOVWTHBALE T, estreamer.conf7 7 A JLIE, path/eStreamer-
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root@kali:~/eStreamer-eNcore# cat estreamer.conf
{

"connectTimeout": 10,

"enabled": true,

"handler": {

"output@comment": "If you disable all outputters it behaves as a sink",
"outputters": [
{
"adapter": "json",
"enabled": true,
"stream": {
"options": {

"maxLogs": 10000,
"rotate": true

Y,
"uri": "relfile:///data/json/encore.{0}.json"
}
}
1,
"records": {
"connections": true,
"core": true,
"excl@comment": [
"These records will be excluded regardless of above (overrides 'include')",
"e.g. to exclude flow and IPS events use [ 71, 400 ]"
1,
"exclude": [],
"inc@comment": "These records will be included regardless of above",
"include": [1],

"intrusion": true,
"metadata": true,
"packets": true,
"rna": true,
"rua": true

}
Y,
"logging": {
"filepath": "estreamer.log",
"format": "% (asctime)s % (name)-12s % (levelname)-8s % (message)s",
"lev@comment": "Levels include FATAL, ERROR, WARNING, INFO, DEBUG, VERBOSE and TRACE",
"level": "INFO",
"stdOut": true
Y,
"monitor": {

"bookmark": false,
"handled": true,
"period": 120,
"subscribed": true,
"velocity": false


/content/en/us/td/docs/security/firepower/630/api/eStreamer_enCore/eStreamereNcoreCLIOperationsGuide_354.html#_Toc529871543
/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/ConfiguringEstreamer.html 
/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/ConfiguringEstreamer.html 
/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/ConfiguringEstreamer.html 

Y

"responseTimeout": 2,
"star@comment": "0 for genesis, 1 for now, 2 for bookmark",
"start": 2,
"subscription": {
"records": {
"@comment": [
"Just because we subscribe doesn't mean the server is sending. Nor does it
mean",
"we are writing the records either. See handler.records[]"
1,
"archiveTimestamps": true,
"eventExtraData": true,
"extended": true,
"impactEventAlerts": true,
"intrusion": true,
"metadata": true,
"packetData": true
Y,
"servers": [
{
"host": "10.62.148.75",
"pkcsl2Filepath": "client.pkcsl2",
"port": 8302,
"tls@comment": "Valid values are 1.0 and 1.2",
"tlsVersion": 1.2
}
1
Y,
"workerProcesses": 4

it i) s A

H—/X(FMC)\ MEvent Streamer RequestZ Z 8 9 % [CIlk, eStreamer.conf subscriptionstz 2 2
AVETEELET, ez, HERERZfalsellFRET S &, FMCOEventStream Requesth'Z
EEThErd,

"subscription": {
"records": {
"@comment": [
n 3 1 3 2 2
Just because we subscribe doesn't mean the server is sending. Nor does it
mean",

"we are writing the records either. See handler.records[]"

1.

"archiveTimestamps": true,

"connection":

true,

"eventExtraData":

"extended" :

false,

true,

"impactEventAlerts":

"intrusion":

"metadata":

"packetData":
I

HERESR DIFE = false:

Jun 3 13:48:24 firepower SF-IMS[16084]:

[INFO]
EventStream Request

true,

true,

true

(0x08900061) :

true,

[16084]

Since

EventStreamer child(10.48.26.47) :sfestreamer

4294967295 w/ NS Events w/ Packets w/ Extra IDS Event



data w/
Metadata v4 w/ Impact Alerts w/ Impact Flags w/ Send archive timestamp

YLERE R = true:

Jun 3 13:50:52 firepower SF-IMS[17167]: [17167] EventStreamer child(10.48.26.47) :sfestreamer
[INFO]

EventStream Request (0x48900061): Since 1590497346 w/ NS Events w/ NS 6.0 Events w/ Packets w/
Extra IDS Event data w/ Metadata

v4d w/ RUA 5.2 Events w/ Impact Alerts w/ 5.3 Impact Alerts w/ Impact Flags w/ RNA 5.3 Events w/
RNA 6.0 Flow w/ Policy 5.4 Events

v w/ FireAMP 6.0 Events w/ Filelog 6.0 Events w/ Send archive timestamp w/ Send Detail Request

ax>J«o>a>

Ncore CLITTF/NY I & BRIZT B IZIE. estreamer.conf7 7 AN EFEL ., OJLARILEZEEL
x99,

"logging": {

"filepath": "estreamer.log",

"format": "% (asctime)s %$(name)-12s % (levelname)-8s % (message)s",

"lev@comment": "Levels include FATAL, ERROR, WARNING, INFO, DEBUG, VERBOSE and TRACE",
"level": "DEBUG",

"stdOut": true
I

T2t 0>3>

MBENEARNBBLOREOT Y OI—TOH%ERRTSICIE. estreamer.conf®
monitorz V> 3> ZiwRELE T,

"monitor": {
"bookmark": true, #If true, adds date/timestamp (see above)
"handled": true, #Number of records processed
"period": 120, #How often (in seconds) monitor writes to the log
"subscribed": true, #Number of records received
"velocity": false #A measure of whether eNcore is keeping up (>=1 is good)

I

BEIZZOMONY TLARILOF—:

"connectTimeout": 10, <- The number of seconds to wait for a response when establishing a
connection to the FMC.

"workerProcesses": 4, <- The number of processes that eNcore spawns.

COER2 ~ 120EEATHRETEEXRT, N7+ NABLZENELETORANEBAETTHN
B7ORACREA=N—AY ROODAARNFAAVET, TOHKBR., "7O0LA%L ERART
SUDREBERANZENICHEAEDERZ LT, BEBNT7 A —NVAZERATERY., £ATE
PEREBHARZAVERODESTT,
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root@kali:~/eStreamer-eNcore# ./encore.sh foreground

2020-06-04 11:48:00,048 Controller INFO eNcore version: 3.5.4

2020-06-04 11:48:00,049 Controller INFO Python version: 2.7.13 (default, Jan 19 2017,
14:48:08) \n[GCC 6.3.0 20170118]

2020-06-04 11:48:00,051 Controller INFO Platform version: Linux-4.13.0-kalil-amd64-x86_64-
with-Kali-kali-rolling-kali-rolling

2020-06-04 11:48:00,052 Controller INFO Starting client (pid=12374).

2020-06-04 11:48:00,052 Controller INFO Sha256:
77ac7Te72d0b96e0adb9clcdf9albc2de0b2b5ccf2929dd2857cf£94ed96b295e3

2020-06-04 11:48:00,052 Controller INFO Processes: 4

2020-06-04 11:48:00,053 Controller INFO Settings:

2020-06-04 11:48:00,053 Diagnostics INFO Check certificate

2020-06-04 11:48:00,054 Diagnostics INFO Creating connection

2020-06-04 11:48:00,054 Connection INFO Connecting to 10.62.148.75:8302

2020-06-04 11:48:00,054 Connection INFO Using TLS v1.2

2020-06-04 11:48:00,136 Diagnostics INFO Creating request message

2020-06-04 11:48:00,137 Diagnostics INFO Request message=0001000200000008ffffffff48900061
2020-06-04 11:48:00,137 Diagnostics INFO Sending request message

2020-06-04 11:48:00,137 Diagnostics INFO Receiving response message

2020-06-04 11:48:00,229 Diagnostics INFO Response

message=KGRwMAPTJI2x1bmd0aCcKcDEKSTQACNNTI3Z1cnNpb24nCnAyCkkxCnNTJ2RhdGENCnAzC1MnXHgwMFx4MDBceDEz
XHg40Vx4MDBceDAWXHgwWMEFx4MDhceDAWXHgwMFx4MDBceDAWXHgwMFx4MDBceDAWXHgwWMEFx4MDBceDAwXHgxM1x40DhceDAwW
XHgwMFx4MDBceDA4XHgwMFx4MDBceDAwWXHgwMFx4MDBceDAWXHgwMFx4MDBceDAWXHgwMFx4MWEF ceDB1i XHgwMFx4MDBceDAwW
XHgwOFx4MDBceDAWXHgWMFx4MDBceDAWXHgwMFx4MDBceDAWIwWpwNAPzUydt ZXNzYWA1VH1wZScKcDUKSTIWNTEKcy4=

2020-06-04 11:48:00,229 Diagnostics INFO Streaming info response

2020-06-04 11:48:00,230 Diagnostics INFO Connection successful

2020-06-04 11:48:00,230 Monitor INFO Starting Monitor.

2020-06-04 11:48:00,236 Decorator INFO Starting process.

2020-06-04 11:48:00,236 Transformer INFO Starting process.

2020-06-04 11:48:00,237 Connection INFO Connecting to 10.62.148.75:8302

2020-06-04 11:48:00,237 Connection INFO Using TLS v1.2

2020-06-04 11:48:00,238 Writer INFO Starting process.

2020-06-04 11:48:00,639 Bookmark INFO Opening bookmark file /root/eStreamer-
eNcore/10.62.148.75-8302_bookmark.dat.

2020-06-04 11:48:00,640 Settings INFO Timestamp: Start = 2 (Bookmark = 1591210934)
2020-06-04 11:48:00,640 Receiver INFO EventStreamRequestMessage:
00010002000000085ed7£3b648900061

2020-06-04 11:48:00,640 SubscriberParser INFO Starting process.

2020-06-04 11:48:00,640 Bookmark INFO Opening bookmark file /root/eStreamer-
eNcore/10.62.148.75-8302_bookmark.dat.

2020-06-04 11:48:00,646 Bookmark INFO Opening bookmark file /root/eStreamer-
eNcore/10.62.148.75-8302_bookmark.dat.

2020-06-04 11:48:00,646 Settings INFO Timestamp: Start = 2 (Bookmark = 1591210934)
2020-06-04 11:48:00,647 Receiver INFO StreamingRequestMessage:

000108010000003800001a0b00000038489000615ed7£f3b60009000c000400150009001£000b003d000e00470004005b
000700650006006£0002008300000000
2020-06-04 11:48:00,653 Monitor INFO Running. 0 handled; average rate 1.2 ev/sec;

BEEFIC. FMCTIE, eNcore streamer7 5 A 7 M EHREBILEEEIC, KOLSBEOTH
RERENET, FMCNYIOI REALY—2VIFEICUTCTHD CEICEFELTLSEZTL,

root@FMC2000-2:~# tail -f /var/log/messages


https://www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center/118071-troubleshoot-firesight-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center/118071-troubleshoot-firesight-00.html

Jun 4 09:48:00 FMC2000-2 SF-IMS[4135]: [4135] Event Streamer:ConnectionHandler [INFO] Accepted
IPv4 connection from 10.62.148.41:36528/tcp

Jun 4 09:48:00 FMC2000-2 SF-IMS[4135]: [4135] Event Streamer:ConnectionHandler [INFO] Added
10.62.148.41(8512) to host table

4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) : SFUtil [INFO] Found IPv4 address 10.62.148.41 for ksec-sfvm-win7-3.cisco.com

4 09:48:00 FMC2000-2 SF-IMS[8512]:
3.cisco.com) :ConnectionHandler [INFO] Resolved CN ksec-sfvm-win7-3.cisco.com to 10.62.148.41
4 09:48:00 FMC2000-2 SF-IMS[8512]:
3.cisco.com) [INFO] Matched Certificate CN:ksec-sfvm-win7-3.cisco.com to
10.62.148.41
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :sfestreamer [INFO] Got EVENT_STREAM REQUEST length 8

4 09:48:00 FMC2000-2 SF-IMS[8512]:
3.cisco.com) :sfestreamer [INFO] Publishing service INFO total data size 48
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer
3.cisco.com) :sfestreamer [INFO] Publishing service id:5001 -
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer
3.cisco.com) :sfestreamer [INFO] Publishing service id:5000 -
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer
3.cisco.com) :sfestreamer [INFO] Publishing service id:6667 -
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :sfestreamer [INFO] Got UEC_STREAM_REQUEST length 56

4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :ConnectionHandler [INFO] requested service [6667] [1591210934]
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :ConnectionHandler [INFO] Got Event type 12,
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :ConnectionHandler [INFO] Got Event type 21,
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :ConnectionHandler [INFO] Got Event type 31,
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :ConnectionHandler [INFO] Got Event type 61,
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :ConnectionHandler [INFO] Got Event type 71,
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :ConnectionHandler [INFO] Got Event type 91,
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :ConnectionHandler [INFO] Got Event type 101,
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :ConnectionHandler [INFO] Got Event type 111,
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :ConnectionHandler [INFO] Got Event type 131,
4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-

3.cisco.com) :sfestreamer [INFO] EventStream Request (0x48900061): Since 1591210934 w/ NS Events
w/ NS 6.0 Events w/ Packets w/ Extra IDS Event data w/ Metadata v4 w/ RUA 5.2 Events w/ Impact
Alerts w/ 5.3 Impact Alerts w/ Impact Flags w/ RNA 5.3 Events w/ RNA 6.0

Flow w/ Policy 5.4 Events w/ FireAMP 6.0 Events w/ Filelog 6.0 Events w/ Send archive timestamp
w/ Send Detail Request

4 09:48:00 FMC2000-2 SF-IMS[8512]:
[INFO]

Jun

Jun [8512] EventStreamer child(ksec-sfvm-win7-

Jun [8512] EventStreamer child(ksec-sfvm-win7-
:ConnectionHandler
(IPv4)

Jun

Jun [8512] EventStreamer child(ksec-sfvm-win7-

Jun child (ksec-sfvm-win7-
length size 8
Jun child (ksec-sfvm-win7-
length size 8
Jun child (ksec-sfvm-win7-
length size 8

Jun

Jun
timestamp
Jun
version 9
Jun
version 4
Jun
version 9
Jun
version 11
Jun
version 14
Jun
version 4
Jun
version 7
Jun
version 6
Jun
version 2
Jun

[8512] EventStreamer child(ksec-sfvm-win7-
[6667] prefix [unified2.]

Jun
3.cisco.com) :ConnectionHandler creating iterator for service
timestamp [1591210934]

Jun 4 09:48:00 FMC2000-2 SF-IMS[8512]: [8512] EventStreamer child(ksec-sfvm-win7-
3.cisco.com) :Unified2Iterator [INFO] Opened /var/sf/archive/netmap_2/unified2.1591210800

Jun 4 09:48:02 FMC2000-2 SF-IMS[4135]: [4135] Event Streamer:ConnectionHandler [INFO] Child
with pid 8510 exited with status 5120

4 09:48:02 FMC2000-2 SF-IMS[4135]:
host entry for pid: 8510

4 09:48:04 FMC2000-2 SF-IMS[22296]: [25092] CloudAgent:url_license

Jun [4135] Event Streamer:ConnectionHandler [INFO] Removed

Jun [INFO] Peer with active

URLFiltering:

Jun 4 09:48

URLFiltering:

Jun 4 09:48

URLFiltering:

310f4c00-a415-11lea-bf5b-a2d6028849fe
:04 FMC2000-2 SF-IMS[22296]: [25092] CloudAgent:url_license
d637b6f0-ad4ld-11lea-ad97-ccl7bbeadc03
:04 FMC2000-2 SF-IMS[22296]: [25092] CloudAgent:url_license
873709b8-78b6-1lea-ae87-b82£93835447

[INFO] Peer with active

[INFO] Peer with active



Jun 4 09:48:04 FMC2000-2 SF-IMS[22296]: [25092] CloudAgent:url_license [INFO] Peer with active
URLFiltering: c¢7c0217c-78b6-1lea-a719-b7£f0a277eb86

Cisco Technical Assistance Center(TAC)\CE#& T 2 &l lC XM F X EIHH
Cisco TACIZEAZE TR HIIC, ANEEZRETD e Z@<#HELET,

. eStreamer eNcore® /N\—> 3>
- PythonO/N\—> 3 >
. IRARNOSON—2 3>
-FMCOARY NERZETH. AR+ FMC eStreamersfR EN AV -3y haHE
ER)
- Ncore CLITTFNY & BIZLET ( "loggings £V 3a>THEENTVET ),
FMCASOKRZ TN 1—FT 14T TT7AILDER
- Ncore?SIKDT77AIE2RBHLET,
estreamer.conf
estreamer.log

— Ry 7z R
TCPAR— N8302IC M TE 5 )

eStreamer7 54 7> N D SFMCAR— R8302(CTelnet CIEGA M TN TWVWA CE#HELET

o

TSI, NecoreTARNAZT > a>z#ERALTERETANTEET,

root@kali:~/eStreamer-eNcore# ./encore.sh test

2020-05-28T16:02:56.931919 Diagnostics INFO Checking that configFilepath (estreamer.conf)
exists

2020-05-28 16:02:56,935 Diagnostics INFO Check certificate

2020-05-28 16:02:56,936 Diagnostics INFO Creating connection

2020-05-28 16:02:56,936 Connection INFO Connecting to 10.62.148.75:8302

2020-05-28 16:02:56,936 Connection INFO Using TLS v1.2

2020-05-28 16:02:56,946 Diagnostics INFO Creating request message

2020-05-28 16:02:56,946 Diagnostics INFO Request message=0001000200000008ffffffff48900061
2020-05-28 16:02:56,946 Diagnostics INFO Sending request message

2020-05-28 16:02:56,946 Diagnostics INFO Receiving response message

2020-05-28 16:02:56,957 Diagnostics INFO Response

message=KGRwMAPTJ2x1bmd0aCcKcDEKSTQA4CNNTI3Z1lcnNpb24nCnAyCkkxCnNTJ2RhdGENCnAzC1MnXHgwMFx4MDBceDEz
XHg40Vx4MDBceDAWXHgwMEx4MDhceDAWXHgwMFx4MDBceDAWXHgwMEFx4MDBceDAwWXHgWMEFx4AMDBceDAwXHgxM1x40DhceDAwW
XHgwMFx4MDBceDA4XHgwMFx4MDBceDAWXHgwMFx4MDBceDAWXHgwWMFx4AMDBceDAWXHgwMFx4AMWEF ceDBi XHgwMFx4MDBceDAW
XHgwOFx4MDBceDAWXHgwWMEx4AMDBceDAWXHgwMEFx4MDBceDAWJWPWNAPzUydt ZXNzYWA1VHI1wZScKcDUKSTIWNTEKCcy4=
2020-05-28 16:02:56,957 Diagnostics INFO Streaming info response

2020-05-28 16:02:56,957 Diagnostics INFO Connection successful

child, Wireshark THERTE 2 EE X ELH D A T9(10.62.148.414 'Ncore IPT,
10.62.148.75A°'FMC T 9 ),



Mo Time Source Destination Protocol Length TCP Segment Len  Info

r 1 @.eeeee2 10.62.148.41 10.62.148.75 TCP 74 © 35738 > 8382 [SYN] Seq=3@58376975 Win=2920@ Len=@ MSS5=146@ SACK_PERM=

| 2 9.000187 19.62.148.75 10.62.148.41 TCP 74 © 8302 » 35738 [SYN, ACK] Seq=1666135546 Ack=3858376976 Win=28960 Len=0
3 0.868825 18.62.148.41 18.62.148.75 TCP 66 8 35738 - 8382 [ACK] 5eq=3850376976 Ack=1666135547 Win=29312 Len=8 TSval
4 @.000870 19.62.148.41 18.62.148.75 TLSv.. 3e4 238 Client Hello
58.808123 10.62.148.75 18.62.148.41 TCP 66 © 8302 - 35738 [ACK] Seq=1666135547 Ack=3058377214 Win=30680 Len=P TSval
6 8.801397 18.62.148.75 18.62.148.41 TLSwv.. 1514 1448 Server Hello
7 ©.000007 10.62.148.41 16.62.148.75 TCP €6 © 35738 > 8302 [ACK] Seq=3058377214 Ack=1666136995 Win=32128 Len=e TSval
8 ©.000014 10.62.148.75 16.62.148.41 TLSv.. 751 685 Certificate, Certificate Request, Server Hello Done
9 ©.000005 10.62.148.41 16.62.148.75 TCP 66 © 35738 > 8302 [ACK] Seq=3058377214 Ack=1666137688 Win=35872 Len=e TSval
10 @.9082480 10.62.148.41 10.62.148.75 TLSv.. 1625 1558 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Sp
11 @.000158 10.62.148.75 16.62.148.41 TCP 66 © 8302 » 35738 [ACK] Seq=1666137680 Ack=3050378773 Win=33152 Len=0 TSval
12 @.002977 10.62.148.75 10.62.148.41 TLSv.. 1252 1186 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
13 ©.060497 10.62.148.41 16.62.148.75 TLSv.. 111 45 Application Data
14 @.818285 18.62.148.75 18.62.148.41 TLSv.. 151 85 Application Data

]| 15 ©.000494 19.62.148.41 10.62.148.75 TCP 66 © 35738 - 8302 [FIN, ACK] Seq=3050378818 Ack=1666138951 Win=37888 Ler|=9|
16 @.888257 10.62.148.75 18.62.148.41 TLSwv... 97 31 Encrypted Alert

17 8.0608625 <62, . .62. . © 35738 » 8382 [RST] Seq=3050378819 Win=0 Len=0
© 8302 » 35738 [FIN, ACK] Seq=1666138982 Ack=3050378819 Win=33152 Len=0

15 ©.0608609 .62. . .62. . © 35738 -» 8382 [RST] Seq=3050378819 Win=0 Len=0

FEEAMCNA U E—PFFRAME—FHL &V

eStreamer7 A4 7> RHINATOERICHDBHE, (IBHEFETYTARNI—LADIP7 RLATHE
RENBDBENFHYVET, TOITHWVLE, /A@&D’&I7—7§“§7Béﬂ§3’o

Mar 2 11:30:01 FMC SF-IMS[16921]: [16921] Event Streamer:ConnectionHandler [INFO] Accepted IPv4
connection from 10.48.26.47:46529/tcp

Mar 2 11:30:01 FMC SF-IMS[16921]: [16921] Event Streamer:ConnectionHandler [INFO] Added
10.48.26.47 to host table

Mar 2 11:30:01 FMC SF-IMS[16921]: [16921] Event Streamer:ConnectionHandler [INFO] Added
10.48.26.47(17659) to host table

Mar 2 11:30:01 FMC SF-IMS[17659]: [17659] EventStreamer child(192.168.27.100) :ConnectionHandler
[INFO] Resolved CN 192.168.27.100 to 192.168.27.100

Mar 2 11:30:01 FMC SF-IMS[17659]: [17659] EventStreamer child(192.168.27.100) :ConnectionHandler
[ERROR] Certificate Common Name 192.168.27.100 does not match remote host: 10.48.26.47. It was
issued to a different client.

Mar 2 11:30:02 FMC SF-IMS[16921]: [16921] Event Streamer:ConnectionHandler [INFO] Child with
pid 17659 exited with status 0

Mar 2 11:30:02 FMC SF-IMS[16921]: [16921] Event Streamer:ConnectionHandler [INFO] Removed host
entry for pid: 17659

eStreamer? 54 7> NOFMC DNSERHFIEL < &)

FMCIlZeStreamer7 54 7> ND#E ’JT‘DNSI/I\UI)‘“ZF) BE. ARYNEIZSATNCE
ELEBA, CNHNBETHEIHE BHERTAICIE., FMCTHF Y 7F v 2T0VET, COfl
Tld, FMCAARND—=XROZA4T > I\/‘J<7\ N ksec-sfvm-win7-3.cisco.com”A* STCP SYN/\ ¥ ~
ZZELET,

root@FMC2000-2:/var/sf/archive/netmap_2# tcpdump -i eth0 port 8302

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth0, link-type EN1OMB (Ethernet), capture size 262144 bytes

18:32:45.453401 IP ksec-sfvm-win7-3.cisco.com.36428 > FMC2000-2.8302: Flags [S], seq 2427598184,
win 29200, options [mss 1460,sackOK,TS val 3681355935 ecr 0,nop,wscale 7], length 0
18:32:45.453425 IP FMC2000-2.8302 > ksec-sfvm-win7-3.cisco.com.36428: Flags [S.], seq
1996800475, ack 2427598185, win 28960, options [mss 1460,sackOK,TS val 2264897265 ecr
3681355935, nop,wscale 7], length 0O

18:32:45.453539 IP ksec-sfvm-win7-3.cisco.com.36428 > FMC2000-2.8302: Flags [.], ack 1, win 229,
options [nop,nop,TS val 3681355935 ecr 2264897265], length 0

N7 S0 RFEALT, BRENEIPERETEET,



root@FMC2000-2: /var/sf/archive/netmap_2# tcpdump -i eth0 port 8302 -n

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth0, link-type EN10OMB (Ethernet), capture size 262144 bytes

18:34:58.015971 IP 10.62.148.41.36434 > 10.62.148.75.8302: Flags [S], seq 713101140, win 29200,
options [mss 1460,sackOK,TS val 3681488496 ecr 0,nop,wscale 7], length 0

£, FMC CLIA Snslookupd XYY RY —J)LZFERATEET,

root@FMC2000-2: /var/sf/archive/netmap_2# nslookup ksec-sfvm-win7-3.cisco.com
Server: 1.2.3.4
Address: 1.2.3.4#53

Name: ksec-sfvm-win7-3.cisco.com Address: 10.62.148.41

SSLEIFAE T S5 —IC & DeStreameri@{E O BE

eStreamerV 54 7 > RA IEELWFMC SSLEIFAEZFERA L TWA & ZHBLET, FMC
Ivar/logimessage 7 7 A LDFEABHNEL LK BWVWHEE, ROARY NFRRENET,

Jun 11 14:15:33 FMC SF-IMS[14211]: [14211] Event Streamer:ConnectionHandler [INFO]
estreamer.c:2149:AcceptConnections () : Accepted IPv4 connection from 192.0.2.100:42143/tcp
Jun 11 14:15:33 FMC SF-IMS[14211]: [14211] Event Streamer:ConnectionHandler [INFO]
estreamer.c:389:allowConnection(): Added 192.0.2.100 to host table

Jun 11 14:15:33 FMC SF-IMS[14211]: [14211] Event Streamer:ConnectionHandler [INFO]
estreamer.c:334:rememberPid(): Added 192.0.2.100(13687) to host table

Jun 11 14:15:33 FMC SF-IMS[14211]: [14211] Event Streamer:ConnectionHandler [DEBUG]
estreamer.c:1347:AcceptConnection(): Created new estreamer child with src 192.0.2.100 : pid
13615

Jun 11 14:15:34 FMC SF-IMS[13687]: [13615] Event Streamer:ConnectionHandler [ERROR]
estreamer.c:1116:AcceptConnection(): SSL_accept failed, SSL_get_error reports SSL_ERROR_SYSCALL

FMCLE®eStreamerV 54 7> R ZHIBRL., BERETEEF T, el k'), SSLAEHEN BERK
TeEhEd, FILVWEERAE ZeStreamer7 A7 MZA 2 R—KNLET,

ASA SFREY 21— )L#fi4 NDeStreamerlcER2 1= IP7 RLANRBREET TV

eStreamer7 ATV > NTlk, SFREZ1—I)IDIPEFERAITILEN HVYET, ASATIAT R
show sfr module details2£4TL T, T2 1—J)LIPERRLET,

ArcSight Common Event Format(CEF)

Arcsight Common Event Format Standardld, eNcore CLIN SEET2HREN HBDF—EEDONR
TEEELEFT, Arcisght TEEENETF—RICFENFN BBDHEE. ROKSICHEY KT, 74
—IILRAFTRELTVD, EFNFELLAZV, FLEE—ZBOF—X2HNFArcsight 75414 F > KNTIEL
<BEENBVHEEE., REICK > TOTT77AMINICEEACLSICRELZLETDHEENTT
o CHIZKY, BMEOAEZBETEET,

"handler": {
"output@comment": "If you disable all outputters it behaves as a sink",
"outputters": [


https://community.microfocus.com/t5/ArcSight-Connectors/ArcSight-Common-Event-Format-CEF-Implementation-Standard/ta-p/1645557
https://community.microfocus.com/t5/ArcSight-Connectors/ArcSight-Common-Event-Format-CEF-Implementation-Standard/ta-p/1645557

"adapter": "cef",
"enabled": true,
"stream": {
"uri": "relfile:///data/data.{0}.cef"

}
1,

RAW CEFAXRY NE, B7 A —ILRANAT T, TREYYPShi-TTRRBRENET,

<13>May 26 09:31:39 kali2 CEF:0|Cisco|Firepower|6.0|RNA:1003:1|CONNECTION STATISTICS|3|act=Allow
app=STUN bytesOut=820 csl=test cslLabel=fwPolicy

cs2=Default Action cs2Label=fwRule cs3=INSIDE cs3Label=ingressZone cs4=0UTSIDE
csd4Label=egressZone csbLabel=secIntelCategory deviceExternallId=1

deviceInboundInterface=inside deviceOutboundInterface=outside dpt=9000 dst=216.151.129.103
dvchost=10.48.26.45 dvcpid=2 end=1590497212000 externalId=50850

proto=17 reason=N/A requestClientApplicatio

eStreamer7 A F > MCEXRTOOATFRFEEhEV

i, eStreamerV SA T RODA—=N—BTRV)TF7> 3> (FMCIC& > TEFEND AKX
YAAETER ) FRRTRETDICEN K< HYET, eStreamerV T4 72 MMITZNDIX
VRZERETL, Recv-QAT U ENFBVWHESHZHERLET., chld, CcOVYTY NIEHREZ
E1—Y700FALICK >TOAE—NBA 2 1ENA NTT, COBITIEE, 954F7 > MNIT
14314314 R REBHPTT,

root@kali:~# netstat -an | egrep "8302|Recv-Q"
Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 143143 0 10.62.148.41:36732 10.62.148.75:8302 ESTABLISHED

eStreamer7 S AT M ZELEIRB YV DOAR N EEIELET, kY, 1B&H 1k
VOARY NN RTRENET,

root@kali:~/eStreamer-eNcore# cat estreamer.log | grep "ev/sec"

eStreamer7 S A TV "D SEREhBDTF—RE, FLEREFMCHASEEFEEND2ZANRINDERAT
EHSLTHRTLEET VY, £, eStreamer7 547> MIICEI) HTEND )Y —ANE®
BXLTHATLSEETL,

FL<FEShDHHEMB (FAQ)

Ncore-cli/NY o —S D AF %

-FMCY 7 R T70OA2>0O—RAR—2, Firepower System Tools and APIs - eCore for
CEFZHRELEY.
. =&, https://github.com/CiscoSecurity/fp-05-firepower-cef-connector-
arcsight/tree/master/assets ' S &# DNcore 7 7 A )L ZIETEET

FMCORE/XY OF Y T KFEFTHDFS. eStreamerb IR N E2ERLEEA. ChIFEER
RETTH,


https://github.com/CiscoSecurity/fp-05-firepower-cef-connector-arcsight/tree/master/assets

FW, ChFFHEALEEBETT, FMCBEAA RPSNYITYTIRRAZ2T .

SRTANNY OF Y 7F—REREL TV Bk, T—XDEEMTIC — I8 % —BFE LS F
EIDHAEMYBI)ET (FMCD& ) o /NYOT Y TI_BEEIEIRENDEEEHILTEXT,

eStreamer? 54 F > b (Qradar’x & ) EOFMCHEICHEBKBRES A ARHY T D,

No

eStreamerf R MDEEBERTBFEEZTITH,

FMCE&MIZIE, FMCREEBNRT/NA AFTD)AS AR NZHEL., eNcore, ArcSight,
Splunk, QRadar, LogRismZx & MeStreamer7 54 F7 > MIEELE T,

Splunk&ENcore DM ICEREI NI VAR B Y £F D,
BEMHEOBMICOVTIE, SplunkD RFIX R ZZRBLTLKEETVY, £EEAERF, £DSplunk/Y

—> 3> NeNcore/N\— 336 8L HRMMN H R A ZHERT S I,
https://splunkbase.splunk.com/app/3662/Z2F T Y O LET

Products: 5
Splunk Versions: /
Platform: Platform Independent

CIM Versions: 4 x

eStreamer eNcoreld B DFMCH S DF—REEMTEXTH.

CORFIXNOHERATIRK, WOWR, FIVIUILRBEEDERCSCvq14351

FMCNATFRATSEUT1HAEY N7 Y THICeStreamer2BRET D LONDHERFT S>3k
mTITh,

eStreamerD 7 I T4 7BFMCIAZY RETZRETH 2 HEBLET, eStreamerlZ@A D


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/backup_and_restore.html
https://splunkbase.splunk.com/app/3662/
https://tools.cisco.com/bugsearch/bug/CSCvq14351

FMCIAZY NERETDE., AZ/NAFMCHeStreamerEXRIZISE TS 8. SIEMEEEANX
hNEZELET, BETDEENRESR | CSCvios944

FMCOTFY 7S L—RTE., L VeStreamerfIIABEFBTCERITIXEFHY)ETH,

No

EXIVFAAITFIDIVARAARY MEeStreamer9 54 F > MCEBEhETH, 2F2 1)
FAAYFUSIIAARY MEBONTIVELTERL, eStreamer? T4 P> NCEET
BERETEXRTH,

EFIAVTFAAVTUIIVAS)ARY N, BERAXRNOATIVICEEN, EROAT
JVELTEENFTBA, DY, ANU—NIZEFENDHOSIIRYNEHYERA, B
9 % HEEHLRER : CSCva39052

eStreamer4 X N FeStreamerV 54 F > NCEFBE D Y —/BEWRT /N4 A%ZFMCT
BETEETH,

RE. FMCRXA A DETOBE, ChIETAETY,. BEETHILRERCSCvt31270, £z
&, FMCT2DONEBDIRAANVZRELET, HZRIDO RXA TRk, eStreamerV 54T > MO
eStreamerzZBMICL, RETEIIXNTOEERRKRT/NA RAZEMLET, 2EBORXA TR
. BYDOFNAAZEML, eStreamerZF/EL FH A,

Firepower®eStreamer®/S\—= 3 XA T T Ao SIEMOERTE ( LogRismZ & ) IC &k C OEHRA &%
ETY

FMC Ul SFirepower (FMC)D/N— 3 > #8BET 32k, [ANL7 (Help)(BELE)> [N—> 3>
BH>VIZIMNIITFON=23aVCBBELET

FMCH RXA > TREENTWSHBSES. FMC eStreamerT™— R IC RX A ERERRTDHE%E
BATLSEZTY,

eStreamerff &AM RT, EXRETFLHL A—REATOAYRXEDS 32 NO[Record Type]D##(C

» BNetmap IDES ZHERL TS EE L, Netmap IDEF (X, Netmap Domain Metadata(Record

Type 350)& & U*Managed Device Record Metadata(Record Type 123)Z AL T, ThEN KX
AVELERTFINARBICERTEE T,

DZAT > RNT TV —23> ik, FeStreamer Integration Guides IZEREHE TV EIRICHE


https://tools.cisco.com/bugsearch/bug/CSCvi95944
https://tools.cisco.com/bugsearch/bug/CSCva39052
https://tools.cisco.com/bugsearch/bug/CSCvt31270
/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/IS-DCRecords.html#10998

DT NAFVF—REXZTF—REZBRIDLENH KT,

BEA o R

NTBRRY =) ZHE, ARJ—IXencoreNDEEERRELET,

Tools & Resources

Bug Search Tool

H Save Search | Load Saved Search = 3 Clear Search |

| Email Current Search

(7
Examples: CSCid10124, router crash, elc
Product Series/Model w Select from st
Releases Affecting or Fixed in these Releas «

Tools & Resources

Bug Search Tool

B save Search Load Saved Search »  Clear Search |

Examples: CSCId10124, router crash, elc

Email Current Searnch

@

Praduct Senes/Model vl Select from fist

Releases Affecting or Fixed in these Releas: v‘

I
ANT

BEEE ]

. eStreamerb—/N\AKU—3>4



https://bst.cloudapps.cisco.com/bugsearch/
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/analyze_events_using_external_tools.html#ID-2219-00000439
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