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Deploy System Help v admin »
Edit or create a

Network Analysis Policy

Import/Export Intrusion Rules Access Contrcl Network Analysis Policy I

Policy Information !
Name My Custom NAP
Description

Inline Mode

Inline * Source IP Destination * Source Port / * Destination Port / * Message *
Result 1P ICMP Type ICMP Code

gﬂ 172.16.111.226 Eﬂ 50.19.123.95 51177 /tcp 443 (https) / tc STREAMS NO TIMESTAMP (129:14:2)
Iqb | Bj| 172.16.111.226 @ 50.19.123.95 51174/ tcp 443 (https) / tc STREAMS5 NO TIMESTAMP (129:14:2)

Inline Mode disabled = No Inline Result

Inline Mode enabled = “Dropped” Inline Result

EFORICTRTRSIC, NAPICE T4V TA2F— R, BENEEFATVET, Chik. BARY
=0 "AUTAVEICRAOY T L AT AVICHEELET. NAPIZKB RNZ 74y o0 ROY
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AARY NG, A1 2FAVE—RIBYERET[A O TAVBRIZT CAERRENTLE A

NAPERTE D &k R
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Edit Policy: My Custom NAP

Policy Information Settings < Back
View preprocessors s e

Back Orifice Detection DCE/RPC Configuration @ Enabled Disabled & Edit
DEERRC coocs DNS Configuration & Enabled Disabled & Edit
DNS Configuration
FTP and Teinet Configurati FTP and Telnet Configuration » Enabled Disabled « Edit
GTP Command Channel Cc HTTP Cenfiguration w Enabled Disabled & Edit
HTTP Configuration

Sun RPC Configuration @ Enabled Disabled & Edit
Inline Normalization

SIP Configuration = Enabled Digabled & Edit

1P Defragmentation
Currently Enabled =S Packet Decasing TP Command Channel Configurstion. @ Enabled () Disabled 7

SIP Configuration

IMAP Configuration Enabled @ Disabled
SMTP Configuration
S5H Configuration POP Configuration Enabled & Disabled
S5L Configuration SMTP Configuration # Enabled Disabled & Edit
Sun RPC Configuration
$SH Configuration  Enabled Disabled & Edit
TCP Stream Configuration
UDP Stream C: SSLC: i © Enabled Disabled & Edit
= Policy Layers SCADA Preprocessors
& My Changes Modbus Configuration Enabled @ Disabled
Enabled with non-default settings tnine Normalizaton _
DNP3 Configuration Enabled s Disabled
TCP Stream Configurat
) Security Over Connectivity Transport/Network Layer Preprocessors
H H rifi Checksum Verification Enabled Disabled
Enabled with default settings ock s peection ’
T Inline Nor ® Enabled Disabled & Edit
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RL—RAEO>2 3> THEALESITE. L—ITCPARNU—LBRIL—IL129:140°RZT7 149 D
ZROYZLTVET, chiF, ATLAYR—MNINL—AOHNER/RBDELLI2TREY)
FBY, LEL, ZEITRL-IUFZRTRORARI —ATENICE > TLWEWESE, FMCIC
FRAAMNRY NFEBFEhEHA,

COBENRETDERIE, Block Unresolvable TCP Header Anomaly& i EN2 1 >S54 IER
{7070ty HAOBREFRETY. cOF7> a2, EXMIC, FEOGID 129)L—)L A
TCPANU—LDEEZBRIELEEEIL, SnotA'" 7OV I T I3V ERTTEDRDICLET

o

Block Unresolvable TCP Header Anloatures ¥ B3 B 5. XORICHE> TGID 129)L—I)L & F
TR EBEBMOLET,

Filter: [GID:"129" Intrusion Policy
12 selected rules of 19
S A ) v 0 v
Rule State Event Filtering Dynamic State Alerting Comments
Generate Events hge
i i Inline Normalization
E Drop and Generate Events [*M5—_SYN_ON_EST Palicy faformetion
IAM5_DATA_ON_SYN =) Settings Normalize IPv4
Disable = - : -
AMS5_DATA_ON_CLOSED Back Orifice Detection Normalize Don't Fragment Bit
129 4 STREAMS5_BAD_TIMESTAMP DCE/RPC Configuration Normalize Reserved Bit
129 5 STREAMS5_BAD_SEGMENT DNS Configuration Normalize TOS Bit
129 6 STREAMS5_WINDOW_TOO_LARGE FTP and Telnet Configuration Normalize Excess Payload
129 7 STREAMS5_EXCESSIVE_TCP_OVERLAPS GTP Command Channel Configuration  normaiize 1Pve
ic 129 8 STREAMS5_DATA_AFTER_RESET HTTP Configuration S T T
or 129 9 STREAMS5_SESSION_HIJACKED_CLIENT Inline Normalization Normalioe ICMPVS
1P Defragmentation
129 10 STREAM5_SESSION_HIJACKED_SERVER Normalize/Clear Reserved Bits
129 11 STREAMS5_DATA_WITHOUT_FLAGS Packet Decoding _
_ Normalize/Clear Option Padding Bytes
129 12 STREAMS_SMALL_SEGMENT SIF Configuration
Clear Urgent Pointer if URG=0
129 13 STREAMS_4WAY_HANDSHAKE SMTP Configuration
120 14 STREAMS_NO_TIMESTAMP SSH Configuration Clear Urgent Pointer/URG on Empty Payload
129 15 STREAMS BAD RST SSL Configuration Clear URG if Urgent Pointer Is Not Set
129 16 STREAMS BAD FIN Sun RPC Configuration Normalize Urgent Pointer
129 17 STREAMS_BAD_ACK TCP Stream Configuration Normalize TCP Payload
129 18 STREAMS_DATA_AFTER_RST RCVD UDP Stream Configuration Remove Data on SYN
129 19 STREAMS_WINDOW_SLAM & Policy Layers Remove Data on RST
. Trim Data to Window
Network Analysis . .. uss
P OI | cy Bleck Unresclvable TCP Header Anomalies
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Still drops after mesn | BT N Twe . lMpcese L e

setting to - v W172.16.111.226 WH50.19.023.95 S1174/tep 443 (hitps) / tep TREAM TIMESTAMP :14:
W B 172.16.111.226 @ 50.19.123.95 51174 /tcp 443 (hitps) / tcp STREAMS NO TIMESTAMP {129:14:2
generate

Check configuration guide for relative protocols/preprocessors:

Block Unresolvable TCP Header Anomalies

When you enable this option, the system blocks anomalous TCP packets that, if normalized, would be invalid and likely would be blocked by the
receiving host. For example, the system blocks any SYN packet transmitted subsequent to an established session.

The system also drops any packet that matches any of the following TCP stream preprocessor rules, regardless of whether the rules are enabled:

e 129:1
* 129:3
* 129:4
* 129:6
e 129:8
* 129:11
¢ 129:14 through 129:19

The Total Blocked Packets performance graph tracks the number of packets blocked in inline deployments and, in passive deployments and inline
deployments in tap mode, the number that would have been blocked in an inline deployment.
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Hover over option to Trim Data to MSS
see baCkend Snort Block Unresolvable TCP Header Anomalies
configuration keyword

Explicit Congestion Notification block Disable Packet () Stream

Clear Existing TCP.

w These TCP Options

Snort config
keyword is “block”

This configuration is contained in the layer: My Changes



/content/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/transport___network_layer_preprocessors.html#ID-2169-00000166
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ion_engines/0d82120c-e188-11e6-8606-a4827d53da68/network_analysis/

c01d56 snort.conf.b50f27b0-e31a-11e

req_urp,

“block” option is enabled in normalize.conf
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Intrusion Policy used before Access Control rule is determined My Intrusion Policy
Intrusion Policy Variable Set Default-Set
Default Network Analysis Policy

Security Over Connectivity

Network Analysis and Intrusion Policies

ore Access Control My Intrusion Palicy

Defaul

Click to expand NA Rules m——

Add Rule
# Source Zo...  Dest Zones Source Networ.., Dest Networks VLANT... Network Analysis ...

| My Custom NAP I y

Network Analysis Policy List

Add rule(s) to target
traffic with certain NAP

Security Over Connectivity

O Cancel




R D T
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7070y HIIL—ILARNCHL THEREZRITIDICE, TCPARNU—LARNOREZRT
EOICR2BEYAVFITFYABETT,

ROBITIE, IL—IL129:14(C% L Tlalse positive B A HFRITEhTVET, chik, LEOHIT
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Full session pcap

» Internet Protocol Version 4, Src: 172.16.111.226, Dst: 50.19.123.95

« Transmission Control Protocol, Src Port: 51174, Dst Port: 443, Seq: 3849839666, Len: @
Source Port: 51174
Destination Port: 443
[Stream index: 2]

[TCP Segment Len: @] N
Sequence nunber: 3849839666 SYN packet has TCP Timestamps
Acknowledgment number: @

Header LEngth 4a bytes

Hlndow size value: 8192
[Calculated window size:
o

[Checksum Status:
[ta‘lculated Che

p
v Dnlinns 20 bytes) Maximum segment size, No-Operation (NOP), Window scale, SACK permitted, |Timestamps
awimom segment size: 1388 bytes

Packet that triggered event

» No-Operation (NOF) » Internet Protocol Version 4, Src: 172.16.111.226, Dst: 50.19.123.95

» Window scale: 8 (multiply by 256) v Transmission Control Protocol, Src Port: 51174, Dst Port: 443, Seq: 3849839667, Ack: 1666843207, Len: @
» TCP SACK Permitted Option: True Source Port: 51174

» Timestamps: TSwal 2054852, TSecr 8 Destination Port: 443

[Stream index: @]

[TCP Segment Len: 8]

Sequence number: 3849839667
Acknowledgment number: 1666843207

Header Length: 2@ bytes H
- Flags: beei0 (00 No TCP Timestamps
Window size value: 57 H
[Calculated window size: 57) In_event paCket
[Window size scaling factor: -1 {unknown)] (Vlolates RFC)
Checksum: 8xedd? [correct]

[Checksum Status: Good]
[Calculated Checksum: Bxed47]
Urgent pointer: @
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Network Analysis and Intrusion Policies

Intrusion Policy wiad befors Access Control | No Rukes Active
e is desermined

Intrusion Policy Variabie Set Default-Set
Netwark Analysis Rules o Gustom Ruies
Defaut Network Analyss Pobcy Baianced Security and Connectivity

Revert o Oefauits

CHARBLL—LIFERENTVSBEE. NAPELROVTNADT 7 4L NMIBELTL
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CFUERIAYRO—LL—LTTI 7 ALK —HEREATVBBARE, 77 ALKUS
—TFMCIZRMENBWNY VIV ROTUTOEY HREEZBFNICTESD 2, —KHIC
MBI BREN B ET,

Remove file policy
from all rules

LIS Security Intelligence  HTTP Responses  Advanced

w Mandatory - test_rest (1-2)

 Default - test_rest (-)

There are no rules in this section. Add Rule or Add Category

Default Action Network Discovery Only
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http://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
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