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Download Software ¥ Download Cart (0 i

Firepower 4140 Security Appliance
Select a Software Type:
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Table 2 Logical Device Compatibility

FXOS ASA OS Firepower Threat Defense
1.1(1.147) 9.4(1) not supported

1.1(1.160) | 9.4(1)

9.6(1) 6.0.1.x
9.6(2)
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UTRNIE N Interfaces Logical Devices Security Engine  Platform Settings

KSEC-FPR4100-1 10.62.148.37

Model: Cisco Frrepower 4140 Securnty Apphance Version: 2.0(1.37) |

FX 2. FICRTKSIC, FCM®DSystem > UpdateR—T ICBEILE 9,
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<#root>
FPR4100#

show fabric-interconnect firmiare

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.01.35)
Running-Sys-Vers: 5.0(3)N2(4.01.35)

Package-Vers: 2.0(1.37)

Startup-Kern-Vers: 5.0(3)N2(4.01.35)
Startup-Sys-Vers: 5.0(3)N2(4.01.35)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:
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Upload Image ?lix

Select File :
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Upload Cancel
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<#root>

FPR4100#

connect | ocal - ngnt
FPR4100(Tocal-mgmt) #
pi ng 10.229.24. 22

PING 10.229.24.22 (10.229.24.22) from 10.62.148.88 eth0O: 56(84) bytes of data.
64 bytes from 10.229.24.22: icmp_seq=1 tt1=124 time=0.385 ms
64 bytes from 10.229.24.22: +icmp_seq=2 tt1=124 time=0.577 ms
64 bytes from 10.229.24.22: icmp_seq=3 tt1=124 time=0.347 ms

FIDAX—2% A2 O—RTBICE. RKOAD—7IZ#E L. download image 1~ > RZ £
LET,



<#root>

FPR4100#

scope ssa

FPR4100 /ssa #

scope app-software

FPR4100 /ssa/app-software #

downl oad i mage ftp://ftp_usernane@0. 229. 24. 22/ ci sco-ftd. 6. 1. 0. 330. SPA. csp

Password:

AAXA=COT7Y7T7O—ROEBRREEZR2TRICE. XOONY REFEALET,

<#root>
FPR4100 /ssa/app-software #

show downl oad-t ask det ai

Downloads for Application Software:

File Nane: cisco-ftd.6.1.0.330. SPA csp

Protocol: Ftp

Server: 10.229.24.22

Port: 0O

Userid: ftp

Path:

DownTloaded Image Size (KB): 95040
Time stamp: 2016-12-11T20:27:47.856

St ate: Downl oadi ng

Transfer Rate (KB/s): 47520.000000

Current Task: downloading image cisco-ftd.6.1.0.330.SPA.csp from 10.229.24.22(FSM-STAGE:sam:dme:App

AI9VO—RARPLIECEZ2HEIAICE. AOIANY RZFEALET,

<tfroot>

FPR4100 /ssa/app-software #

show downl oad-t ask

Downloads for Application Software:



File Name Protocol Server Port

Userid

State

cisco-ftd.6.1.0.330.SPA.csp Ftp 10.229.24.22

Downl oaded

AT R

<tfroot>

KSEC-FPR4100 /ssa/app-software #

show downl oad-task fsm status expand

File Nane: cisco-ftd.6.1.0.330.SPA csp

FSM Status:

Affected Object: sys/app-catalogue/dnld-cisco-ftd.6.1.0.330.SPA.csp/fsm

Current FSM Downl oad

St at us: Success

Completion Time: 2016-12-11T20:28:12.889
Progress (%): 100

FSM Stage:

Order Stage Name Status

1 DownloadLocal

Success

1
2 DownTloadUnpackLocal

Success

1
File Name: Cisco_FTD_SSP_Upgrade-6.1.0-330.sh

Y= URINVICAX=DHFRRENETT,

\ll

<{froot>

KSEC-FPR4100 /ssa/app-software # exit
KSEC-FPR4100 /ssa #

show app



AppTication:

Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.6.2.3 N/A cisco Native Application No
ftd 6.1.0.330
N/A cisco Native Application No
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RIZRT LD, Add Port Channel’lRR > #iZIRL £,

Overview [BUNRS RIS Logical Devices Security Engine  Platform Settings System Tools Help admin

Network Module 1 Network Module 2
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LU R LI Rl Hardware Bypass

- Add Port Channel

ATYT 1 R=RNFYRILTF—BA2R—T I RAZEHELET,
RICRTRSIE, HILWR—RNFYRILAE—T T/ AZERLET,

Port Channel ID 10

Type Data

[Enable] Yes

Member ID Ethernet1/1, Ethernet 1/2

Port Channel IDIZ Ik, 1 ~ 47TDEZREELE T,



~ X :PortChannel 48l V9 S AR ICHEHET NE T,

Add Port Channe| T x|
Paort Channed 10: § 10 ¥ Enabie
Admen Spead: 10gbps v
dvalable Interface Mesnber 1D
Search
— 2 1] Ethernetl/1 5
Ethesmet 1)1 =i ] Etharmetl/2 8

Ethemetl/2

] Ethernet /6

1 Ethemeti,7 3
[T Ethemet /s
[ Ethemet2/1 Irterface
1] Ethemet2)2

BRIGRIZCRTLSICTDODIET,

iGN ETCCl [ ogical Devices Security Engine  Platform Settings

Network Medule 1 Network Module 2

@ L;J;JL;JL;J Netv;erkﬂodznle? D
= .| o0 |

|\

console  MEMT

YNGR Hardware Bypass

MGMT Management tnatied @)

m
4 W Port-channel10 data 10gbps 10gbps up Tratied ()
Ethernetl/1 up
Ethernetl1/2 up

ATYVT2: BBAVE—TIAAZERLET,

Interfaces®2 7 T, A2 —7 I A4 A%ZIRL., EditZBIRL T, RICRTELDICEBA2—7
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Edit Interface - Ethernetl/3 L
olp e
Type:

ACITIN 5P

oK Canced

AV 53U VWRET/INA ADER ERE
RRAYUDEHF

AR R7OVHET/INAAELTFTDZERL., BALET,
fRRTTE

ATY 71 REBETFNAAZEBMLET,

RICRT & SIZ, Logical Devices® 7 IZBEI L, Add Device’RR > Z#IRL TH L VRET/NA
AZERLET,

Overview Interfaces QKls[l=1WsIVTJL-T-0 Security Engine Platform Settings System Tools Help admin

e

Mo logical devices available. Click on Add Device to add a new logical device.

RORICRT RS, FIDFNA AZHRELE T,

Device Name FTD

Template Cisco Firepower Threat




Defense
Image Version 6.1.0.330
Add Device LAlE.
Device Name: FTD
Template: Cisco Firepower Threat Defense v
Image Version: 65.1.0.330 pai
Device Mode;
OK Cancel

ATYT2: HMEBFNAADT—RNARNT YT,

WIET/INA AZERT D &, Provisioning - device_ name™J 1 > RUNFRRENET, RICRT &
S, FNAATAAV 2 BIRUTEREZHBRLET,



Overview Interfaces IGI:[L=1MaIVTS-T0 Security Engine Platform Settings System Tools Help admin|

Provisioning - FTD S Ca0ce)
Standalone | Cisco Firepower Threat Defense | 6.1.0.330
Data Ports -

Ethemet1/4

Ethemetl/5 CIiCk here

Ethemetl/6
Ethemetl/7
Ethemet1/8
Ethemet2/1

Ethemnet2/2

Ethemnet2/3 %

Ethemnet2/4 T
Ethemet2/5 Click to configure

Ethemet2/6
Ethemet2/7
Ethemet2/8
Ethemet3/1
Ethemet3/2
Ethemet3/3
Ethemet3/4

Port-channel10

Application Version Management IP Gateway Management Port Status

d fFD 6.1.0,320

ICRT&KDIC. FTDDGeneral Information® 7 #5&ELE T,

Management Interface Ethernet1/3
Address Type IPv4 only
Management IP 10.62.148.84
XY NIT—=OXRD 255.255.255.128
Network Gateway 10.62.148.1




Cisco Firepower Threat Defense - Configuration

General Information

Inkterface Informaton

Management

Address Type:

IPv4

Management IP:

Metwork Mask:

Metwork Gateway':

Settings Agreement

Management Interface: Ethermetl/ 3 b

IPv4 only v

10.62.148.84

255.255.255.128

10.62.148.1

RICRFTKSIC, FTDDSettingsX 7 2R EL X T,

ZH;¥— cisco

Password Pa$$wOrd
Ei;i’;’r""gl'\;'a”ageme”t 10.62.148.50
Search domains cisco.com

Firewall Mode Routed

DNS Servers 192.168.0.1

Fully Qualified Hostname FTD4100.cisco.com




Eventing Interface

Cisco Firepower Threat Defense - Configuration

General Infurmatlun Agreement

Reqgistration Key. T

Paﬁﬁllwlld - IITYIT T

Firepower Management 10.62.148.50

Center IP:

Search domains: CISCO.COm

Firewall Mode: Routed w
DNS Servers: 192.168.0.1

Fully Qualified Hostname: | FTD4100.cisco.com

Eventing Interface: v

ZWICABL 2Bl OKZEBRLET,
ATYVT 3 TF—BAVR—T I AZEI)HTET,

Data PortsfEiZl Z BB L, FIDIZEIW HTBEA UV R—TIA RAZEBRLET, cOZFUFT
. RIZRTELSIC, 12042 Z—7 I 4 A(Port-channel10)A" &V XTS5 TWVWET,



Overview Interfaces QEI[l=1RoIS\TLTW Security Engine Platform Settings System Tools Help admin

Provisioning - FTD Save Cancel

Standalone | Cisco Firepower Threat Defense | 6.1.0.330

Data Ports -

Ethermnetl/4
Ethemet1/5
Ethemetl/6
Ethemet1/7
Ethemnet1/s
Ethermnet2/1
Ethernet2/2

Ethernet2/3 %

Ethermnet2/4 Port-
channell0 FTD - 6.1.0.330

Ethemnet2/5 Ethernetl/2
Click to configure

Ethermet2/6
Ethemnet2/7
Ethernet2/8
Ethermnet3/1
Ethernet3/2
Ethernet3/3

Ethernet3/4

Application Version Management IP  Gateway Management Port Status
3 FmD 6.1.0.330 10.62.148.84 10.62.148.1 Ethernetl/3

Ports:

Data Interfaces: Port-channel 10

SaveZBRL T, REZKRTLEXT,
ATYVT 4 AVAN=ILT7TOERAZERLEXT,

RORICRT RS, FCMUIA SERENIZBZEDFTDOA 2 AN =L OETRAZERLKT,

Overview Interfaces QLTINS Security Engine  Platform Settings System Tools Help admin

¢ Refresh

-~ FTD Standalone Status: ok & o

Application Version Management IP Gateway Management Port Status
4 e 6.1.0.330 10.62.148.84 10.62.148.1 Ethernetl/3 I ¢ installing I D
Ports:

Data Interfaces: Port-channel 10




Overview Interfaces QKTl=1RNTSEEN Security Engine  Platform Settings System Tools Help admin

¢ Refresh
~| FTD Standalone Status: ok ¥, |
Application Version M g tIP G y M g it Port  Status
. FTD 5.1.0.330 10.62.148.84 10.62.148.1 Ethernetl/3 trabied @
Ports:
Data Interfaces: Port-channel10
Overview Interfaces QETs[l=|Qs=INIL-T Security Engine Platform Settings System Tools Help admin
¢ Refresh
~| FTD Standalone Status: ok ¥, g &
Application Version Management IP Gateway Management Port  Status
= . M Enabled
FTD 6.1.0.330 10.62,148.84 10.62.148.1 Ethernetl/3 57 starting | .
Ports:
Data Interfaces: Port-channel10
Overview Interfaces QGLITEIRVEWTE-N Security Engine  Platform Settings System Tools Help admin
¢ Refresh
~ FTD Standalone Status: ok ¥ & &
Application Version Management IP  Gateway Management Port  Status
3 o 6.1.0.330 10.62.148.84 10.62.148.1  Ethernet1/3 [ R Eraticd @
Ports:
Data Interfaces: Port-channel10

firepowerCLIN? S 4 AR —IL7ORAZER/RLET,

<tfroot>

FPR4100#

connect nodule 1 console

A} A}

Telnet escape character is '~
Trying 127.5.1.1...
Connected to 127.5.1.1.

Escape character is '~

CISCO Serial Over LAN:
Close Network Connection to Exit

Cisco FTD: CMD=-start, CSP-ID=cisco-ftd.6.1.0.330__ftd_001_JAD19500F7YHCNL7715, FLAG="'
Cisco FTD starting ...

Registering to process manager
VNICs requested: 9,22

Cisco FTD started successfully.
Cisco FTD initializing
Firepower-modulel>Setting up VNICs



Found Firepower management vnic 18.

No Firepower eventing vnic configured.
Updating /ngfw/etc/sf/arc.conf ...
Deleting previous CGroup Configuration ...

Initializing Threat Defense ... [ K ]

Starting system log daemon... [ OK ]
Stopping mysql...

Dec 12 17:12:17 Firepower-modulel SF-IMS[14629]: [14629] pmtool:pmtool [ERROR] Unable to connect to UNIL
Starting mysql...

Dec 12 17:12:17 Firepower-modulel SF-IMS[14641]: [14641] pmtool:pmtool [ERROR] Unable to connect to UNIL
Flushing a1l current IPv4 rules and user defined chains: ...success

Clearing all current IPv4 rules and user defined chains: ...success

Applying iptables firewall rules:

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Applying rules successed

Flushing a1l current IPv6 rules and user defined chains: ...success

Clearing all current IPv6 rules and user defined chains: ...success

Applying ip6tables firewall rules:

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Applying rules successed

Starting nscd...

mkdir: created directory '/var/run/nscd’ [ OK ]
Starting , please wait...... complete.

Firstboot detected, executing scripts

Executing SOlvirtual-machine-reconfigure [ oK 1]
Executing S02aws-pull-cfg [ oK 1]
Executing S02configure_onbox [ oK 1]
Executing S04fix-httpd.sh [ oK 1]
Executing SO6addusers [ OK 1]
Executing SO7uuid-init [ oK 1]
Executing SO08configure_mysql [ oK 1]
Fedededededededdddh Attent-lon Fedededededddd

Initializing the configuration database. Depending on available

system resources (CPU, memory, and disk), this may take 30 minutes

or more to complete.
e v v d ThThNd Attent-lon Fedededededddd
Executing S09database-init [ oK 1]
Executing Slldatabase-populate [ oK 1]
Executing S12install_infodb [ oK 1]
Executing S15set-Tocale.sh [ oK 1]
Executing Sl6update-sensor.pl [ OK ]
Executing S19cert-tun-init [ oK 1]
Executing S20cert-init [ oK 1]



Executing S21ldisable_estreamer [ OK ]
Executing S25create_default_des.pl [ OK ]
Executing S30init_lights_out_mgmt.p] [ OK ]
Executing S40install_default_filters.pl [ OK ]
Executing S42install_default_dashboards.pl [ OK ]
Executing S43install_default_report_templates.pl [ OK ]
Executing S44install_default_app_filters.pl [ OK ]
Executing S45install_default_realms.pl [ OK ]
Executing S47install_default_sandbox_EO.p] [ OK ]
Executing S50install-remediation-modules [ OK ]
Executing S5linstall_health_policy.pl [ OK ]
Executing S52install_system_policy.pl [ OK ]
Executing S53change_reconciliation_baseline.pl [ OK ]
Executing S70remove_casuser.pl [ OK ]
Executing S70update_sensor_objects.sh [ OK ]
Executing S85patch_history-init [ OK ]
Executing S90banner-init [ oK 1]
Executing S96grow_var.sh [ OK ]
Executing S96install_vmware_tools.pl [ OK ]
Fedededededededdh Attent-lon Fedededededdeddh

Initializing the system's localization settings. Depending on available

system resources (CPU, memory, and disk), this may take 10 minutes

or more to complete.
Fedededededededdh Attent-lon Fedededededdeddh
Executing S96localize-templates [ OK ]
Executing S96ovf-data.pl [ OK ]
Executing S97compress-client-resources [ OK ]
Executing S97create_platinum_forms.pl [ OK ]
Executing S97install_cas [ OK ]
Executing S97install_cloud_support.pl [ OK ]
Executing S97install_geolocation.pl [ OK ]
Executing S97install_ss1_inspection.pl [ OK ]
Executing S97update_modprobe.pl [ OK ]
Executing S98check-db-integrity.sh [ OK ]
Executing S98htaccess-init [ OK ]
Executing S98is-sru-finished.sh [ OK ]
Executing S99correct_ipmi.pl [ OK ]
Executing S99start-system [ OK ]
Executing S99z_db_restore [ OK ]
Executing S99_z_cc-integrity.sh [ oK 1]

Firstboot scripts finished.

Configuring NTP... [ OK ]

insmod: ERROR: could not insert module /Tib/modules/kernel/drivers/uio/igb_uio.ko: File exists

rw console=ttyS0,38400 Toglevel=2 auto kstack=128 reboot=force panic=1 ide_generic.probe_mask=0x1 idel=
Fru Size : 512 bytes

Done

VNIC command successful

VNIC command successful

fatattr: FAT_IOCTL_GET_ATTRIBUTES: Inappropriate ioct]l for device
fatattr: can't open '/mnt/diskO0/.private2': No such file or directory
fatattr: can't open '/mnt/disk0/.ngfw': No such file or directory
Model reconfigure detected, executing scripts

Pinging mysql

Found mysql 1is running

Executing 45update-sensor.pl

Executing 55recalculate_arc.pl

Mon Dec 12 17:16:15 UTC 2016

Starting MySQL...

Pinging mysql

m

oK 1]
oK 1]

m



Pinging mysql, try 1
Found mysql 1is running
Detecting expanded storage...
Running initializeObjects...
Stopping MySQL...
Killing mysqld with pid 32651
Wait for mysqld to exit\c
done
Mon Dec 12 17:16:21 UTC 2016
Starting sfifd... [ OK ]
Starting Cisco Firepower 4140 Threat Defense, please wait...No PM running!
...started.

Cisco FTD initialization finished successfully.
output omitted ...

Reading from flash...
|

Cryptochecksum (changed): blabfa7e 63faeel4 affdddb0 9bc9d8cd

INFO: Power-0On Self-Test in process.

INFO: Power-0On Self-Test complete.

INFO: Starting HW-DRBG health test (DRBG 0)...
INFO: HW-DRBG health test (DRBG 0) passed.
INFO: Starting HW-DRBG health test (DRBG 1)...
INFO: HW-DRBG health test (DRBG 1) passed.

INFO: Starting SW-DRBG health test...
INFO: SW-DRBG health test passed.

Firepower-modulel>
Firepower-modulel>

show servi ces status

Services currently running:
Feature | Instance ID | State | Up Since

ftd
| 001_JAD19500F7YHCNL7715 |
RUNNI NG

| :00:08:07

XA Y 6.firepower Management Center(FMC)\ O FTD M & #
RAUDEH

FMCIZFTDZE&UL T,

JRR T3 %



ATY 7 1: FIDEFMCORBEOEARN X B ZHEIELET,

FTDZFMCIZC X8 3381, FIDEFMCOROEARNAIEGEEZREIELE T,

<#root>
Firepower-modulel>

connect ftd

Connecting to ftd console... enter exit to return to bootCLI

>

pi ng system 10. 62. 148. 50

PING 10.62.148.50 (10.62.148.50) 56(84) bytes of data.

64 bytes from 10.62.148.50: icmp_seq=1 tt1=64 time=0.133 ms
64 bytes from 10.62.148.50: icmp_seq=2 tt1=64 time=0.132 ms
64 bytes from 10.62.148.50: icmp_seq=3 tt1=64 time=0.123 ms

T—RARSYTOHREICKY), FIDICREIYZ—YFMCA T TICRESHTVET,

<#root>
>
show nanagers

Host : 10.62.148.50
Registration Key R TIY
Registration

pendi ng

RPC Status

ATY7 2:FMCICFTDZEML £7,

KIZRF &SIZ, FMCTDevices> Device ManagementXZ 7 ([CBE L, Add... > Add Device® &
ZEBRLET,

Overview Analysis Policies QeS8 Objects AMP Deploy @ System Helpv adminv¥

Device Management NAT VPN QoS Platform Settings

By Group v | Add... -
‘ Name Group Model License Type Access Control Policy ) Add Device
4 | Ungrouped (6) &) Add High Availability

RICRFTRSIC, FIDFNA AZHRELE T,



Add Device ? X

Host: 10.62.148.84
Display Name: FTDS100
Registration Key: CiSCo
Group: MNone ¥
Access Control Policy: | FTD4 100 v
smart Licénsing
Malware: .l'
Threat: o
URL Filtering: v
» Advanced

i3 On version 5.4 devices or earier, the licensing options will need to be

specified from licensing page.
Register Cancel

Register’R X > ZBIRL £,

FMCT, 2AY#RRL TEROBTRREERELET. FMCTR, BRICMI TROLEEST
WET,

* FIDFNARAZBRELET (BEDAVE—T I/ AREZISF) .
- BRIV —ZRBREALET,

BEAERICETIDE, RORDKSICHYET,

Overview Analysis Policies JsEli{<=l Objects @ AMP System Help v admin ¥

Device Management NAT VPN QoS Platform Settings

By Group v || £ Add...
Name [Gmuplllodel License Type  Access Control Policy
4 | Ungrouped (7)

© FTD4100 ) ) . )
v T M .
10.62.148.84 - Cisco Firepower 4140 Threat Defense - v56.1.0 - routed Cisco Fir Base, Threat, Ma FTD4100 [ a

%E :N—=23261TR. FURY VRAEBEZRMT S -8 (ZFirepower Device



N Manager(FOM)F A= hE U7, firepowerP 7S 4 P A4 ¥ A h—)L& h=FTDI.
FDMTIEEEBTZEEE A,
RADTFIDOTF7Y7IL—R
RAY DBEH
FTD#%6.1.0.330/*56.1.01ICc 7Y 749 L—RLZET,
BRI
ATV 1 B ZERLET,
=Y NOFTDN—2 3 ANFXOSY 7 NJITEEBRMNIHBH EZHIEITSHICIE. FXOSD
J—R/—REBBELTLEEV, BEICHUT, £FFXOSY T RITITETFTY 7S L—RL
=7,
ATYT 2. FIDET7Y7IJL—RLET,

FIDY7 RJITF7E, FCMTRBELFMCIC& > TEEBENET, FIDEZ21—-I)L&2T7Y7IL—
REBICE. RICRTRSIC, FMCIZ## L. System > Updatespagel#E) L T, Upload
UpdateZi#IRL £7,

Overview Analysis Policies Devices Objects AMP System

Configuration Users Domains Integration Updates Licenses ¥ Health » Ma

Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.1.0

Updates

Upload software updates and patches here.

Package Choose File | Cisco_FTD_55...1.0.1-53.5h

Upload Cancel

RORICRTESIC, FIDEZ 2—)ILICT7YTF—RNEAAN=I)ILZET,

Overview Analysis Policies Devices Objects @ AMP System

Configuration Users Domains Integration Updates Licenses Health » Mg
Rule Updates Geolocation Updates

Currently running software version: 6.1.0

&d Upload Update

Updates
Ivpe Version Date Release Notes Reboot
Sourcefire Vulnerability And Fingerprint Database Updates 275 Wed Nov 16 16:50:43 UTC 2016 No _‘J\

Cisco FTD SSP Patch 6.1.0.1-53 Fri Dec 2 17:37:52 UTC 2016 Yes

BBEICHUT, EiRROBRZRBETEXRT,



Product Updates Rule Updates Geolocation Updates

Selected Update

Currently running software version: 6.1.0

Type Cisco FTD SSP Patch
Version 6.1.0.1-53
Date Fri Dec 2 17:37:52 UTC 2016
Release Notes
Reboot Yes
[ By Group v
Health Policy
FTD4100 = :
Lo
10.62.148.84 - Cisco Firepower 4140 Threat Defense v6.1.0 Initial_Health Policy 2016-11-21 @ @

12:21:09

Cancel

RORIC, EERRAOEENEEICITOhECEZRLET,

Readiness Check Status
Cusrent Verskon: 6,1
Lipdate Version; 6,1,0.1-53

Readiness Chesk Complete

Tl 1 el Sibinghend

FTDE100 T L
10,62, 146 84 - Choo Frepower 4140 Threat Defensevd, 1,0

Sobus. LogeReadiness Check To 10.62. 14884 Suctess

TY7TL—RTOEAZRAETRICE, RICRIKRSIC, Install2VJUY ILET,




Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.1.0

Selected Update

Type Cisco FTD SSP Patch
Version 6.1.0.1-53

Date Fri Dec 2 17:37:52 UTC 2016
Release Notes

Reboot Yes

iBy Group v

Health Policy )
Initial Health Policy 2016-11-21 @ @
12:21:09

[ Launch Readiness Check Cancel

BRORIZRTRDIC, PYTIL—RIZEFIDOU T — KA BETT,

FTD4100
10.62.148.84 - Cisco Firepower 4140 Threat Defense v6.1.0

10.62.148.50 says:

Update installation will reboot the system{s), Are you sure you want to continue?

OK Cancel

FIDO AV ARN=I)LERKIC. FTIDOT7 Y7 JL—R7OLAGFMCOUI ( ZAY ) M SERT
BET, P7Y7IL—ROETRRIE, FTDCLI (CLISHE—R ) A SEBHTEET,

TYT7TIL—RFETLES, RICRIELSIC, RUS—ZFTDICERELET,

m Help » admin »

Tasks & 7

(20+ total} 0w 0 0 204+ success O

e

[ s Haibbla [adtall Li 35% XN
Apply to 10.62.148.84,
Please reapply policies to your managed devices.

AL

RICRTESIC, FMCOUIA S RDIBEEEZETLET,




Overview Analysis Policies goSf[«0 Objects AMP

Device Management VPN Qos Platform Settings

4 | Ungrouped (7)

-ﬁ} FTD41040
10.62.148.84 - Cisco Firepower 4140 Threat Defense route

RICRTESIC, FCMOUIA S RDIBEEZEITLET,

Overview Interfaces ERST1RsIaUTLEN Security Engine Platform Settings

& FTD Standdaloneg Status: ol

¥ —=20OCLIAS :

<#root>
FPR4100#

Scope ssa

FPR4100 /ssa #

show app-i nstance

AppTlication Name Slot ID Admin State Operational State Running Version Startup Version Cl
ftd 1 Enabled Online
6.1.0.1.53
6.1.0.330 Not Applicable
FTD CLI :

<tfroot>



FPR4100#

connect nodule 1 console

Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

>
show versi on

——————————————— [ FTD4100.cisco.com J-----=-=---——----
Model : Cisco Firepower 4140 Threat Defense (76)

Version 6.1.0.1 (Build 53)

uuiD : 22¢66994-c08e-11e6-a210-931f3cbbbbea
Rules update version : 2016-03-28-001-vrt

VDB version : 275

>

Firepower 2100

firepower2100MFTDIE, FXOSEFTDOEAE DA X—C B ET1ODONY RILZFERALET, L
HF2T, AVARN=ILETYTIL—ROFIEIFFP4100/FPI300& F BV ET,

FP2100NDFTDO A 2 A K—)L

RODIBEOFIEANHY) ., ThTNANFENXFNIERENET,

T—A1: BREZHEL, BUFTDAX—J T ATLZBEBLET,
T—R2:#HLWFPTVT—232YTRNIITFN=230TIARATLADAAXA—DEEELRT,
T—AR3: PATLADAA=—D2THEFRFOT 7 F I MREICRLEXT,

T—R4: DATLADAX=D2THHAROTF 7 A REEICRLET (admin/\AD— RO[E
B).

BT—ALZTOFEICEETZFHMAMCOVTE., ROBEZEIEL TEE L,
BAX—JFIE

T—R2BFTDOA VAR=LT—ADABRICEAENETH, T—A3(7F—X VY K&
ROMMONAS D7 —N ) FBEDT —A ( P AT AN FREZERBZERX T —NL—T0H84% L
) CERATEET,


https://www.cisco.com/c/ja_jp/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.pdf
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.pdf
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.pdf

FP2100COFTDF Y 7Y L—R

BRI OFXOS/N> RILAFEWz®%, FP2100CTFTDZ 7Y 7JL—RIBICEK., XOFIEZETL
x9,

ATV 71 B ERELE I,

FTIDAFMC ( A7 RY VAERE ) TEBETEATWRHEERK, YVIZNIJIT7E—5Y NFTDU ) —
A/—hO TEHM, €023 ERRELET,

ATYVT2: BREBBEEF., EITFMCET Y TIL—RLET, ElZ, FIDA—4YRNYT R
IF7EREFEFEFTNALEON—232OFMCY 7 NI T72ETLTLEETL,

ATY 7 3:FIDEF7Y7JL—RLET,

FP4100/9300 CX &t NTVB FIELREUFIEZFERALET, FIDOT Y 7JL—REICHRD
NEEELZRFIXN:

« FIDUU—RA/—K (1EXE. N—2326302L7Y 79 L—RIBBEAK, T
6.3.020)—A/—bhas ZZRBLT, PYTIL—RNABRTINTOEET S FMZHE
LT EEY)

D)—=A /—=hb

« FMCT7 Y 79 L—R#4 R(E : Firepower Threat Defense® 7Y 7J L —R : TODOT
N1 R)

CiscoFirepowerN XX N R—T Vv 7L —RAAR, N—2326.0-7.0

RE. CORECFEATEIHIAFIEEHY)EL A,
NS 11—k
BEQECD, COBREICHIBDBENRNT /LN 1—FT14VIRRESY FEA
B 1E 15 ¥
- EXOS Bt A R

« Cisco Firepower NGFW @O RF 1 X2 b
s TUOZ_AHI HR—KRERFIXTD -Cisco Systems



https://www.cisco.com/c/ja_jp/support/security/defense-center/products-release-notes-list.html
/content/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/upgrade_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/upgrade_firepower_threat_defense.html
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#pgfId-136544
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#pgfId-136544
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#pgfId-136544
https://www.cisco.com/c/ja_jp/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/ja_jp/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/ja_jp/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
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