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ip local pool AC_Pool 10.0.50.1-10.0.50.100 mask 255.255.255.0

interface GigabitEthernet0/0

nameif Outside_Int

security-level 0

ip address 192.168.0.100 255.255.255.0

aaa-server ISE_Server protocol radius
aaa-server ISE_Server host 172.16.0.8
key ****xx

authentication-port 1812
accounting-port 1813

crypto ca trustpoint RAVPN_Self-Signed_Cert
enrollment self

fgdn none

subject-name CN=192.168.0.100

keypair <Default-RSA-Key>

crl configure

ssl trust-point RAVPN_Self-Signed_Cert

webvpn

enable Outside_Int
http-headers

hsts-server

enable

max-age 31536000
include-sub-domains

no preload

hsts-client

enable
x-content-type-options
X-Xss-protection
content-security-policy
anyconnect image disk0:/csm/anyconnect-win-4.10.02086-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable
tunnel-group-1list enable
cache

no disable
error-recovery disable

group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol ikev2 ssl-client
user-authentication-idle-timeout none
webvpn

anyconnect keep-installer none
anyconnect modules value none
anyconnect ask none default anyconnect
http-comp none

activex-relay disable

file-entry disable

file-browsing disable

url-entry disable

deny-message none

tunnel-group RA_VPN type remote-access
tunnel-group RA_VPN general-attributes
address-pool AC_Pool
authentication-server-group ISE_Server
password-management

tunnel-group RA_VPN webvpn-attributes



group-alias RA_VPN enable

MS-CHAPV2%ZERSEZ7O RN ELTHR—N T2 EHDISENERE
KO EZBIRBELTVET,

1.FTDRISEQOZRY RT—IOFNAARELTITICEMENTWVS /8%, FTDA SRADIUST

DEABRZVNEBTEERT,
2. ISENAnyConnect7? A TV N aRIAMT D EHICERATED I —HHIDELLEEIABYE
ED

AT Y 7°2:[Policy] > [Policy Sets]IC#& L. AnyConnect I—HAFRAE iR —tY NCE
B 5 T B[Allowed Protocols] R > —%Z B2 3 EF, cOFITIE, 120RUZ—EY K
DHINBFEETDEH. HROKR > —&Default Network Access T 7

Total Endpoints @ Active Endpoin :_:’-.-: “. Ancmalous Behavior O Aughenticated Guests O BYOD Endpoints © Compliance O

T 28, oB oB, o o o8

TICATIONS & 2 OX i METWORK DEVICES @ 80X i ENDPOINTS @ (=B 4

H dlatn incadkbiliy

# BYOD ENDPOINTS © O X i ALARMS O 5 O X i SYSTEM SUMMARY © (=N 4
e e Seersy  Neme  Oees LewOcesed 1 bt M- 24HR-
@ @ oy 027

4 e bt

s il * ’ 3 i

AT ¥ 7°3:[Policy] > [Policy Elements] > [Results]ic# B L £ 3. [Authentication] > [Allowed
Protocols] ¢, [Default Network Access]ZiEiR L TIREL E T,




[Allow MS-CHAPV2]F T Y VRY VAKX A B O>TVWAH L 2HABL T EE V., TICAZ0O
—)LUTRFILET,

Pasise Frrm—r—
—HlmeE Sstancaren Drpe
2 Paocem Hou Look

TR

Cisco AnyConnecttF¥ 1 7EEVT A VTZAT N AVAR=ILENTVWEIZAT RIS
JICBBLET, FIDAY RIV R ( ZOHITEWiIndowsYZ > 2R ) ICEHEL, 1L
T YILEANLET,

{ﬁi' Cisco AnyConnect Secure Mobility Client H >

Connected to 192.168.0.100.
il

192.168.0.100 Disconnect

00:00: 33 IPw4
.ﬂ. @ -||Il|ll||-
CISCo

ISEORADIUSS A 7O ICIRADEDSICRRENET,




[r——

[—

et Pt

Aumanns o Puty

Aushariiasn Poisiy

Soarce Temarimg

Pt Tty

Poticy Barear

[
e -t
e -
[— rrep.

Calling Seation it

Eraipnt Prosis. w

Rt i ity She

e S

Aust Bennion 1

A Port e

[Eer—

EvasstasPan
L Eainn
RAPan

Tl Cherb Ensipaant

WS CHAP Chasisags

MECHAPT Baapanne

NPT TAFIT s R
posnt

ThraP el o

VPRI AL

e Yrpm

Acr Bevrienis s 1583

Belsciedtutarnstonidentty By iureal i

L vt

ettt ety Bt
At s Vab

i Py b b Bl s

Aushon Lot oM ke

ity i Al St wte

LR buppt

MR

e 2o

Lsasbon

v Tpe

wasc

P fasniantt)

Catied S0 e

CincetPr

I [rrr—

Saenietrs ot Lima Giod

X test aaa-server authentication ¥ > Ri&. EI_PAPZ{FERL TR

AL E 3R 2 RADIUS Y —



NCEFBLET, COOANVRZFEALTTIT7AT O F—)LICMS-CHAPV2ZEREHE S F
EEHYWEE A,

firepower# test aaa-server authentication ISE_Server host 172.16.0.8 username user1
password XXXXXX

INFO:IP7 RL A(172.16.0.8)\NDFRIALT AN ZHATVWET(ZRA LTI : 12 %)
INFO:Authentication Successful
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tunnel-group RA_VPN ppp-attributes
no authentication pap

FSRECHAP

authentication ms-chap-v1

no authentication ms-chap-v2

no authentication eap-proxy
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- debug radius all
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