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Edit Physical Interface

Made; MNone ot
Mame: insade I Enabled [ Management Only
Descrnption :

I P4 1P6 Advenced  Hardware Configuration

MTU: 1500 (64 - 9198)

Interface ID:

ATV 2 BREROKISIZBEWET,

Devices  Routing m Inline Sets  DHCP

=

L 4 | A Interfaces
Interface Logical Mame ~ Type Interface Objects  Mac Address(Active/Standby) 1P Address

GigabitEthemet1/1 nside Physical nside_zone 192.168.7 5.6/ 24( Static) &
GigabitEthemerl/2 dmz Phiysscal dmz_zone 192.168.76.6/ 24(Static)
GagabitEthemeanl /3 Gutsde Phiysacal outside_rana 192168, 77.6/24(Stauc)
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FIE6 : NATIL—ILZRU>—IZEML, AddRuleZ2ZUY L&,
RICRTELSIC, RAVEHICHR > TS ZEELET.

Add NAT Rule
Twpe: ¥ | Enable
Descmpticn:
[ lntertace objects LT PR Y
fiwailable Interface Objects & Souwrce Interface Objects (1)

L Search by name sy inmde_zone a8

i3 Citsale Fone

i4a dmz_rane Add e
; Source

ok mmde_rFone

ina Grougl

ii3 Group2

Add MAT Rule L
AT Rue: Manusl HAT Rube o Inzeit: In Categary w  MAT Pubes Belore | %
Type: SEatac ¥ | F Enstis
e ygn Leon |

ttertace Objects [l PAT Pooi  Advanced

Drigemal Packet Tramslkated Facket
il Sauscs=™ Hot-A ¥ | i Tiarklabed Souiee: BAdrega -
Hose-8 il - ]
Ovigenal Chesstination = Address =
LAl Tianslabed Dhrilmates: LAl +
Ovgnal Sauece Port: | 5 Trmnsls ted Sounme Poat: - 5
COvigenad Diesstimaton Port: w | g Trarslyted Destnation Poit: w i

RABNA=192.168.75.14

RA KRB =192.168.76.100

<#root>
firepower#

show run obj ect

object network Host-A
host 192.168.75.14

object network Host-B
host 192.168.76.100



BE AZTAYVINATERELT, /1 VE3—TJIA AZEBEHREETELTEEL£E
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¥l Pobey Assignments (1)

) Fiter by Device | | AddRue

& Stal 5 inside_zone % dmz_zone g Host-A B Host-B i Ons:false | 7§

AT Y7 8:Host-BASHoSttANDT VA, BLTZOFEOT IV LARAEFATRHZTIOEAIY
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[LUIC  Security Intelligence  HTTP Responses  Advanced

#8 Fiter by Device | D AddCategory &) Add Rule  Search Rules

w Mandatory - FIDS506-1 (1-2)

1 Host-Ato Ho: v | 2 192.168.75.14 o 192.168.76.14

2 Host-8 to Ho: F192.168.76.14 B 192.168.75.14 o Mow atbfe &0

w Default - FTDS506-1 {-)

There are no rnwles in this section. Add Ruwle or Add Category

Diefault Action Arcess Control: Block All Traffic w u

Lina CLIA S

<#root>
firepower#

show run nat
nat (inside,dnz) source static Host-A Host-B

NATIL—=I)LiE, BiFESYICEIZaMCBAEThELL,




<#root>

firepower#

show nat

Manual NAT PoTlicies

(Section 1)

1 (inside) to (dne) source static Host-A Host-B

translate_hits = 0, untranslate_hits = 0

N NV IS YY RTERE N 329 DOxlate.

<#root>
firepower#
show x| ate

2 in use, 4 most used
Flags: D - DNS, e - extended,

I - identity

, 1 - dynamic, r - portmap,

s - static, T - twice

, N - net-to-net

NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 0:41:49 timeout 0:00:00

NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:41:49 timeout 0:00:00

ASP NATF—7)L :

<#root>

firepower#

show asp table classify donmain nat
Input Table

in id=

0x7f f 6036a9f 50

, priority=6, domain=nat, deny=false

hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0

src ip/id=192.168.75.14



, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

in did=

0x7f f 603696860

, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=192.168.76.100

, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Output Table:

L2 - Output Table:

L2 - Input Table:

Last clearing of hits counters: Never

<#root>
firepower#

show asp table classify domain nat-reverse

Input Table

Output Table:
out id=

0x7ff 603685350

, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=192.168.75.14
, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside
out id=
0x7f f 603638470
, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168.75. 14
, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input_ifc=inside, output_ifc=dmz

L2 - Output Table:



L2 - Input Table:
Last clearing of hits counters: Never

HIZRTELSIC, FIDOMNL—ADFHEFEALTF Y 7 FrZ2EBMICL. RARBASKEARN
AlCpingLE T,

<#root>

firepower#

capture DVZ interface dne trace detail match ip host 192.168.76.14 host 192.168. 76. 100
firepower#

capture INSIDE interface inside trace detail match ip host 192.168.76.14 host 192.168.75. 14

Civlzersseiscolrping 192.168.76.1680

Pinging 192.168.76.188 with 32 bytes of data:

Reply from 172.168.76.188: bhytez=32 time=3ms TIL=1Z8
Heply ftrom 1¥2.168. V6. 108 bytes=3g time~lns 11L=1Z8
Reply from 192.168.76.188: bytes=32 time=1ms TTL=128
Heply from 1%2.168.V6.108: hytez=3dd time=lmz TI1L=1.ZH

Fing statistics for 192.168.76.188:

Fackets: Sent <. 1 M 4. Lost H {H: lossy,
Approximate round trip times in milli-—seconds:

Min Lmumn imz,. Maximum Imnz. Average ims

'-.__ IJ-. * Lr"l,'l-. 1

EY MOV NEASPT—7IILICRERTVET,

<#root>
firepower#

show asp table classify donmain nat

Input Table

in  1d=0x7ff6036a9f50, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

in id=

0x7f f 603696860

, priority=6, domain=nat, deny=false

hits=4



, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

<#root>
firepower#

show asp table classify domai n nat-reverse

Input Table

Output Table:
out id=

0x7ff 603685350

, priority=6, domain=nat-reverse, deny=false

hits=4

, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside
out id=0x7ff603638470, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

NTYRFYTFYICRRORSICRRENET,

<#root>
firepower#
show capture DVZ

8 packets captured

1: 17:38:26.324812 192.168.76.14 > 192.168.76.100: 1icmp: echo request
2: 17:38:26.326505 192.168.76.100 > 192.168.76.14: icmp: echo reply
3: 17:38:27.317991 192.168.76.14 > 192.168.76.100: 1icmp: echo request
4: 17:38:27.319456 192.168.76.100 > 192.168.76.14: icmp: echo reply
5: 17:38:28.316344 192.168.76.14 > 192.168.76.100: 1icmp: echo request
6: 17:38:28.317824 192.168.76.100 > 192.168.76.14: icmp: echo reply
7: 17:38:29.330518 192.168.76.14 > 192.168.76.100: 1icmp: echo request
8: 17:38:29.331983 192.168.76.100 > 192.168.76.14: icmp: echo reply

8 packets shown

NTYRDRNL—A (EEBRAD MEBRARREATVET ),



~ SENATIL—IILOIDEASPT—T7ILE DBEEMNITTT,

<tfroot>

firepower#

show capture DMZ packet-nunber 3 trace detail

8 packets captured

3: 17:38:27.317991 000c. 2998. 3f ec d8bl. 90b7. 32e0 0x0800 Length: 74
192.168. 76. 14 > 192. 168. 76. 100: icnp: echo request (ttl 128, id 9975)

Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in  id=0x7ff602c72be0, priority=13, domain=capture, deny=false
hits=55, user_data=0x7ff602b74a50, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=dmz, output_ifc=any

Phase: 2
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
Forward Flow based Tookup yields rule:
in  1d=0x7ff603612200, priority=1, domain=permit, deny=false
hits=1, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=dmz, output_ifc=any

Phase: 3

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config:

nat (inside,dnz) source static Host-A Host-B
Addi tional |nfornation:

NAT divert to egress interface inside

Untransl ate 192. 168. 76. 100/0 to 192.168.75.14/0

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip host 192.168.76.14 host 192.168.75.14 rule-id 268434440



access-1list CSM_FW_ACL_ remark rule-id 268434440: ACCESS POLICY: FTD5506-1 - Mandatory/2
access-1list CSM_FW_ACL_ remark rule-id 268434440: L4 RULE: Host-B to Host-A
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached
Forward Flow based Tookup yields rule:
in id=0x7ff602b72610, priority=12, domain=permit, deny=false
hits=1, user_data=0x7ff5fa9d0180, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/i1d=192.168.76.14, mask=255.255.255.255, port=0, tag=any, ifc=any

dst ip/id=192.168. 75. 14

, mask=255.255.255.255, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 5
Type: CONN-SETTINGS
Subtype:
ResuTlt: ALLOW
Config:
class-map class-default
match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7ff60367cf80, priority=7, domain=conn-set, deny=false
hits=1, user_data=0x7ff603677080, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 6

Type: NAT

Subtype:

ResuTlt: ALLOW

Config:

nat (inside,dmz) source static Host-A Host-B

Additional Information:

Static translate 192.168.76.14/1 to 192.168.76.14/1
Forward Flow based Tookup yields rule:
in

i d=0x7ff 603696860

, priority=6, domain=nat, deny=false

hits=1

, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Phase: 7
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:



in id=0x7ff602220020, priority=0, domain=nat-per-session, deny=true
hits=2, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 8
Type: IP-OPTIONS
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7ff6035c0af0, priority=0, domain=inspect-ip-options, deny=true
hits=1, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 9
Type: INSPECT
Subtype: np-inspect
ResuTlt: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect icmp
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in  id=0x7ff602b5f020, priority=70, domain=inspect-icmp, deny=false
hits=2, user_data=0x7ff602be7460, cs_id=0x0, use_real_addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 10
Type: INSPECT
Subtype: np-inspect
Result: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in  1d=0x7ff602b3a6d0, priority=70, domain=inspect-icmp-error, deny=false
hits=2, user_data=0x7ff603672ec0, cs_id=0x0, use_real_addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 11
Type: NAT
Subtype: rpf-check
ResuTlt: ALLOW
Config:
nat (inside,dmz) source static Host-A Host-B
Additional Information:
Forward Flow based Tookup yields rule:
out

i d=0x7f f 603685350



, priority=6, domain=nat-reverse, deny=false

hits=2

, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Phase: 12
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in id=0x7ff602220020, priority=0, domain=nat-per-session, deny=true
hits=4, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 13
Type: IP-OPTIONS
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in id=0x7ff602c56d10, priority=0, domain=inspect-ip-options, deny=true
hits=2, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 5084, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options

snp_fp_snort

snp_fp_inspect_icmp

snp_fp_translate

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_translate

snp_fp_inspect_icmp

snp_fp_snort

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 15
Type: EXTERNAL-INSPECT
Subtype:



Result: ALLOW

Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 16

Type: SNORT

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Snort Verdict: (pass-packet) allow this packet

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW

Config:

Additional Information:

found next-hop 192.168.75. 14 using egress ifc inside

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

ResuTlt: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address 000c.2930.2b78 hits 140694538708414

Phase: 19
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
out 1d=0x7ff6036a94e0, priority=13, domain=capture, deny=false
hits=14, user_data=0x7ff6024aff90, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=inside, output_ifc=any

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow

1 packet shown
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Add NAT Rule

MAT Rube: Manual NAT Rule
Type: Dynamic
Description:

¥ MNAT Rules Before |+

Available Interface Objects &

% Search by name

sew Outside_zone
.

ian dMZ_zone

s=n inside_zone

ian Groupl

iuw Group2

Translation  PAT Pool  Advanced
Source Interface Objects (1) Destination Interface Objects (1)
.
Add to
Source |
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PATORRER EZZRLET,

Add NAT Rule

MAT Rube: Manual NAT Rule et
Type: Dynamic v |
Descnption:

Insert: In Category

[ Enable

Interface Objects m PAT Pool  Advanced

¥ NAT Rules Before v

Ornginal Packet
Omiginal Source: *

Original Destination:

Address

Orniginal Source Port:

Omiginal Destination Port:

Net_192.168.75.0_24bits -

Translated Packet

5] Translated Source:
-
~ & Translated Destination:
v @ Translated Source Port:
¥ & Translated Destination Port:

Destination Interface 1P bt
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<#root>
firepower#
show nat

Manual NAT Policies (Section 1)
1 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

2 (inside) to (outside) source dynam c Net_192.168.75.0_24bits interface
translate_hits = 0, untranslate_hits = 0

LINACLIAS, #iLWIKNUICEFBLEY,

<#root>
firepower#
show x| ate

3 in use, 19 most used
Flags: D - DNS, e - extended, I - identity, i - dynamic, r - portmap,
s - static, T - twice, N - net-to-net
NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 1:15:14 timeout 0:00:00
NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 1:15:14 timeout 0:00:00

NAT from outside:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:04:02 tineout 0:00:00

NEBELTARA 2 Z—T I ATHFYTFY2BHILET, ABFYTFYTRL—RZEH
MZLERT,

<#root>
firepower#

capture CAPlI trace interface inside match ip host 192.168.75.14 host 192.168.77.1

firepower#

capture CAPO interface outside match ip any host 192.168.77.1

RICART LS, RANA(92.168.75.14) 4 SIP 192.168.77.1(ZpingL £ »



sWindowsssystend2 dping 192.168.77.1

Finging 1%2.168.77.1 with 32 bytes of data:
xply from 192.168.77.1 hytes=32 ime =1 ms
ply From 192.168.77.12 hytes=32 time=1ms
Reply From 192.168.77.1: hytes=32 time=1lnms TTL

Reply from 192.16B.77.1: bytes=32 time=1ms TTL=255

Ping statistics for 192.168.77.1:

Fackets: Sent = 4, Received 4. Lost H (< loss2»,
pproximate round trip times in milli-seconds:

Hinimuwm 1lmz . Haximum lmz . Average lms

LINAF ¥ 7'F + T, PATERZHEIRTEXT,

<#root>
firepower#

show cap CAPI

8 packets captured
1: 18:54:43.658001

192.168.75.14 > 192.168.77.1

: icmp: echo request

2: 18:54:43.659099 192.168.77.1 > 192.168.75.14: icmp: echo reply
3: 18:54:44.668544 192.168.75.14 > 192.168.77.1: icmp: echo request
4: 18:54:44.669505 192.168.77.1 > 192.168.75.14: icmp: echo reply
5: 18:54:45.682368 192.168.75.14 > 192.168.77.1: icmp: echo request
6: 18:54:45.683421 192.168.77.1 > 192.168.75.14: icmp: echo reply
7: 18:54:46.696436 192.168.75.14 > 192.168.77.1: icmp: echo request
8: 18:54:46.697412 192.168.77.1 > 192.168.75.14: icmp: echo reply
<#root>

firepower#
show cap CAPO

8 packets captured
1: 18:54:43.658672

192.168.77.6 > 192.168.77.1

: icmp: echo request

2: 18:54:43.658962 192.168.77.1 > 192.168.77.6: 1icmp: echo reply
3: 18:54:44.669109 192.168.77.6 > 192.168.77.1: 1icmp: echo request
4: 18:54:44.669337 192.168.77.1 > 192.168.77.6: 1icmp: echo reply
5: 18:54:45.682932 192.168.77.6 > 192.168.77.1: 1icmp: echo request
6: 18:54:45.683207 192.168.77.1 > 192.168.77.6: 1icmp: echo reply
7: 18:54:46.697031 192.168.77.6 > 192.168.77.1: 1icmp: echo request
8: 18:54:46.697275 192.168.77.1 > 192.168.77.6: 1icmp: echo reply



BEEREIaVNEARTENENTY NORNL—A

<#root>
firepower#

show cap CAPI packet-nunmber 1 trace

8 packets captured

1: 18:54:43. 658001 192.168.75. 14 > 192.168.77.1: icnp: echo request

Phase: 1

Type: CAPTURE

Subtype:

ResuTt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTt: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 4
Type: ACCESS-LIST
Subtype: Tlog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1ist CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5

Type: CONN-SETTINGS
Subtype:

Result: ALLOW

Config:

class-map class-default
match any

policy-map global_policy
class class-default



set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source dynam c Net 192.168.75.0_24bits interface
Addi tional |nfornation:

Dynamic translate 192.168.75.14/1 to 192.168.77.6/1

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9
Type: INSPECT
Subtype: np-inspect
ResuTlt: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect icmp
service-policy global_policy global
Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: NAT

Subtype: rpf-check

ResuTlt: ALLOW

Config:

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface
Additional Information:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13



Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 6981, packet dispatched to next module

Phase: 15

Type: EXTERNAL-INSPECT
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 16

Type: SNORT

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Snort Verdict: (pass-packet) allow this packet

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

ResuTlt: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address c84c.758d.4980 hits 140694538709114

Phase: 19

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up



Action: allow
1 packet shown

dynamic xlate M"MERENE L = (ri7 FTICFEELTLKEETV ),

<#root>
firepower#

show x| ate

4 in use, 19 most used
Flags: D - DNS, e - extended, I - identity,

i - dynamic, r - portmap,

s - static, T - twice, N - net-to-net
NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 1:16:47 timeout 0:00:00
NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 1:16:47 timeout 0:00:00
NAT from outside:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:05:35 timeout 0:00:00

idle 0:00:30 tineout 0:00:30

| CVMP PAT frominside: 192.168. 75.14/1 to outside: 192.168.77.6/1 flags ri

LINAOZIZIE, KOKDSICRTENET,

<#root>
firepower#

show | og

May
May

May
May
May
May

May

31

31

31
31
31
31

31

2016

2016

2016
2016
2016
2016

2016

18:

18:

18:
18:
18:
18:

18:

54:

54:

54:
54:
54:
54:

55:

NATEO> 32

<{froot>

firepower#

show nat

43:

43:

43:
43:
43:
43:

17:

%ASA-7-609001:
Y%ASA- 6- 305011:

%ASA-7-609001:
%ASA-6-302020:
%ASA-6-302021:
%ASA-7-609002:

Y%ASA- 6- 305012

Built Tocal-host inside:192.168.75.14

Built dynamic ICWP translation frominside:192.168.75.14/1 to outs

Built Tocal-host outside:192.168.77.1

Built inbound ICMP connection for faddr 192.168.75.14/1 gaddr 192.
Teardown ICMP connection for faddr 192.168.75.14/1 gaddr 192.168.7
Teardown local-host outside:192.168.77.1 duration 0:00:00

Teardown dynanmic | CVP translation frominside: 192, 168.75.14/1 to ol



Manual NAT Policies (Section 1)
1 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

2 (inside) to (outside) source dynamic Net 192.168.75.0_24bits interface
translate_hits = 94, untranslate_hits = 138

ASPT—T7 I OERTR :

<#root>
firepower#

show asp tabl e classify domain nat

Input Table

in id=0x7ff6036a9f50, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

in id=0x7ff603696860, priority=6, domain=nat, deny=false
hits=4, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

in  id=0x7ff602c75f00, priority=6, domain=nat, deny=false
hits=94, user_data=0x7ff6036609a0, cs_id=0x0, flags=0x0, protocol=0
src ip/id=192.168.75.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=outside

in  id=0x7ff603681fb0, priority=6, domain=nat, deny=false
hits=276, user_data=0x7ff60249f370, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.77.6, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

<#root>
firepower#

show asp table classify domai n nat-reverse

Input Table

Output Table:

out id=0x7ff603685350, priority=6, domain=nat-reverse, deny=false
hits=4, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

out id=0x7ff603638470, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0



input_ifc=inside, output_ifc=dmz

out 1d=0x7ff60361bda0, priority=6, domain=nat-reverse, deny=false
hits=138, user_data=0x7ff6036609a0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

out 1d=0x7ff60361c180, priority=6, domain=nat-reverse, deny=false
hits=94, user_data=0x7ff60249f370, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/i1d=192.168.75.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=outside

XA 3. FTDTCOHONATRBRDERE
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<#root>

firepower#

show run nat

nat (inside, outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static ne

nat (inside,dmz) source static Host-A Host-B
nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface

<#root>
firepower#

show nat

Manual NAT Policies (Section 1)

1 (inside) to (outside) source static Net_192.168.75.0_24bits Net _192.168.75.0_24bits destination stat
translate_hits = 0, untranslate_hits = 0

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 96, untranslate_hits = 138

NERY RD—IASREENLIIEVPNRZ T AV VIERUTINTY RNL—HZETLET,
PATIL—)LEEEEB Y ICEAZTIET,

<#root>
firepower#

packet-tracer input inside tcp 192.168.75.14 1111 192.168.77.1 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3



Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source dynam c Net 192.168.75.0_24bits interface
Addi tional Infornation:

Dynamic translate 192.168.75.14/1111 to 192.168.77.6/1111
Phase: 7

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: rpf-check

ResuTlt: ALLOW

Config:

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface



Additional Information:

Phase: 10

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 7227, packet dispatched to next module

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

VPNR XL ZBBIDBEN HDRNT T4V IICRULTINTY NNL—HZRTLET (&Y
DHTTVPNR DRI ZBEL THS2EEITLET ).

N ENATRBIL—LEBRTBBEN BV ET,

SNONTY MNL—H DT :

<#root>
firepower#

packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2
Type: ACCESS-LIST



Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config:

nat (inside, outside) source static Net 192.168.75.0 24bits Net_192.168.75.0 24bits destination static ne
Addi tional |nfornation:

NAT divert to egress interface outside

Untranslate 10.1.1.1/80 to 10.1.1.1/80

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW
Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source static Net 192.168.75.0 24bits Net_192.168.75.0 24bits destination static ne
Addi tional |nfornation:

Static translate 192.168.75.14/1111 to 192. 168. 75. 14/ 1111

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8



Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: VPN

Subt ype: encrypt
Resul t: DROP

Config:

Addi tional Infornmation:

Result:

input-interface: inside

input-status: up

input-line-status: up

output-interface: outside

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow 1is denied by configured rule

2EIBONTY NNL—YOETT:

<#root>
firepower#

packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

nat (inside,outside) source static Net_192.168.75.0_24bits Net _192.168.75.0_24bits destination static ne
Addi tional Information:

NAT divert to egress interface outside



Untranslate 10.1.1.1/80 to 10.1.1.1/80

Phase: 4
Type: ACCESS-LIST
Subtype: Tlog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1ist CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

Result: ALLOW
Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

nat (inside,outside) source static Net_192.168.75.0_24bits Net 192.168.75.0_24bits destination static ne
Addi tional Information:

Static translate 192.168.75.14/1111 to 192. 168. 75. 14/ 1111

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: VPN

Subtype: encrypt
Result: ALLOW
Config:

Additional Information:
Phase: 10

Type: NAT

Subtype: rpf-check
Result: ALLOW
Config:



nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n
Additional Information:

Phase: 11

Type: VPN

Subt ype: ipsec-tunnel -fl ow
Resul t: ALLOW

Config:

Addi tional Infornmation:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 7226, packet dispatched to next module

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

NATEY RHT2 ND&
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<#root>
firepower#
show nat

Manual NAT Policies (Section 1)
1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination stat

translate_hits = 9, untranslate_hits =9

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138
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NATL—JL HENATIL—IL
NATR A 7 Static

BA ty2 a2
RETAVE—TIAR PR
BWHRAVE—TIAA dmz*

ZVFILI—A

192.168.75.99

TERY—A

192.168.76.99

CORBNZ—HTHDNSHEZZEMRT S

Enabled
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Add NAT Rule
MNAT Rule: Auto NAT Rule bl
Type: Static b

G ELC T o Translation  PAT Pool  Advanced

Available Interface Objects &

as outside_zone

Add to
Source

a% dmz_zone
oa mside_zone

aw Groupl

aw Group2

Source Interface Objects (1)

aw Nside_zone

Destination Interface Objects (1)

) ww dMz_zZone




Add NAT Rule X

MNAT Rule: Auto NAT Rule -
Type: Static | | E Enab
Onginal Packet Translated Packet
Original Source:™ obj-192.168.75.99 v 3 Translated Source: Address -
| obj-192, 168.76.99 ¥ 2
Original Port: TCP w

Translated Port:

Add NAT Rule

MAT Rule: Auta NAT Rule w

I_ Fallthrough to Intedace PAT{Destnatan Interface)

™ pve
[ Net to Net Mapping
™ Do not proxy ARP on Destination Interface

r Performn Route Lookup for Destination Interface

ATV 2 BRERORSICRTRENET,

1 ' St o5 nsde_zone N outside_zone BB Net_192.168.75.0_24bts - net_1001.1.0_24bas B Net_152.168.75.0_24b g net_10.1.1.0_2dbas
2 " Sta.. & nsde_zone I dmz_zone ’ Host-A ’ Hast-B
3 - Dy.. 5 osde_zone I, outside_zone - Met_192 168.75.0_2dbes ‘ Irteiface

# I ‘. Sta.. 5 nsde_zone I, dmz_zone jm-!izlb&ﬂ.ﬁ "om-mz.iw.m.w I




<#root>
firepower#

show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n
nat (inside,dmz) source static Host-A Host-B

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface
!

obj ect network obj-192.168.75.99
nat (inside,dnz) static obj-192.168.76.99 dns

<#root>
firepower#

show nat

Manual NAT Policies (Section 1)

1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination stat
translate_hits = 9, untranslate_hits = 9

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
transTlate_hits = 98, untranslate_hits = 138

Aut o NAT Policies (Section 2)
1 (inside) to (dnz) source static obj-192.168.75.99 obj-192.168.76.99 dns
translate_hits = 0, untranslate_hits = 0

INTY NNL—YZERAL oHREL -

<#root>
firepower#

packet-tracer input inside tcp 192.168.75.99 1111 192.168. 76. 100 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist



Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.76.100 using egress ifc dmz

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW
Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6
Type: NAT
Subt ype:
Resul t: ALLOW
Config:
obj ect network obj-192.168.75.99
nat (inside,dnez) static obj-192.168.76.99 dns
Addi tional Infornmation:
Static translate 192.168.75.99/1111 to 192.168.76.99/ 1111

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: per-session
ResuTlt: ALLOW



Config:
Additional Information:

Phase: 10

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 7245, packet dispatched to next module

Result:
input-interface: inside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow
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BA o233
EERAVE—TI(4A P &R*
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HEE2KkZERATH(1 ~ 65535) Enabled

*NATIL=IICEF21VFTFaV—2%2FEATS
yi)i—>3Z

ATYT1:RICRTEDIC, ZRARIVCEDIL—INEHFZRELET,

Add NAT Rule
Type: Dynamic
Descrption:
Translation  PAT Pool  Advanced
Avallable Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)

=

L Search by name inyinside_zone 5 B i dmz_zone &

ian DULside_zone

sab dmz_zone Add to
. Source

iwn insSide_zone

isw Groupl

asan Group2

Add NAT Rule T X

NAT Rule: Manual HAT Rule » Insert: In Category »  NAT Rules After b
Type: Dynamic ¥ | | ¥ Enable

Description:

Interface Objects PAT Pool  Advanced

Original Packet Translated Packet

Original Source:* Net_192.168.75.0_24bits adll+ Translated Source: Address =

Original Destination: Address b

| 2 Translated Destination: b

Original Source Port: > 2 Translated Source Port: b

€ © © ©

Original Destination Port: Rl * Translated Destination Port: hd

ATFY T 2: KICRTEDIC, Include Reserver Ports X RT75 Y NAR—KNEBEZBRICL
T, EIEZK(1 ~ 65535)ZFATESRKLSICLET,



Add NAT Rule T X

NAT Rule: Manual MAT Rule e Insert: Ini Category ¥ | NAT Rules After b
Type: Dynamic ¥ | ¥ Enable
Degcrption:

Interface Objects  Trenslation WUGYRETE N Advanced
IF Enable PAT Pool I

PAT: Address vl ige-192.168.76.20-22 v 2

I use Round Robin Alacation

™ Extended PAT Table

P Fiat port Range

F Incude Reserve Ports

ATY 7 3 BREEDOELSICKRTRENET,

i P by Csn | 1O Ak R

F Bt nsde_zone 5 outside_one [ Met 192168, TR0 2t g net_10.1,1.0_24bas B Nt ABE LR, TRO_Pbas g met_10.0,1,0_24b ) Dos:fala B
R Sty neda_rone L dme_moee g Heata o HeatB ) Orn:fahe 8
1 - Dy . nsde_zone 5 outside_gone g Met_ 192168, T5.0_24ity ol Irserface ) Ds:faba F8

LR SL. g msde_zone b, dmz_zone g obi-192.168.75.99 B b 192 168.76.99 ) Dositrue el
¥ ORAT Rukes Alver
4 - Dy oy masde_pore (L dE_pofe g Mot 102 168, TS0 _Rdbas B rasge- 1902 168.76.20.22 ) Covs fabie L

o flat

) metde reseree

<#root>
firepower#
show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n
nat (inside,dmz) source static Host-A Host-B

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface

!

object network obj-192.168.75.99

nat (inside,dmz) static obj-192.168.76.99 dns
|

nat (inside,dne) after-auto source dynam c Net_192. 168. 75. 0_24bits pat-pool range-192.168.76.20-22 fl at

CORAE, £U>323CHYET,

<#root>



firepower#

show nat

Manual NAT Policies (Section 1)

1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits

translate_hits = 9, untranslate_hits = 9

2 (inside) to (dmz) source static Host-A Host-B

transTlate_hits = 26, untranslate_hits = 26
3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface

transTlate_hits = 98, untranslate_hits = 138

Auto NAT Policies (Section 2)

1 (inside) to (dmz) source static obj-192.168.75.99 0bj-192.168.76.99 dns

translate_hits = 1, untranslate_hits = 0

Manual NAT Policies (Section 3)

1 (inside) to (dne) source dynamic Net_ 192.168.75.0 24bits pat-poo

translate_hits = 0, untranslate_hits = 0

NTY RRL—HIC LB :

<tfroot>

firepower#

packet-tracer input inside icnp 192.168.75.15 8 0 192.168.76.5

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.76.5 using egress 1ifc

Phase: 4
Type: ACCESS-LIST
Subtype: Tog

dmz

destination stat

range- 192. 168. 76. 20-22 fl at i ncl ude-



Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434

access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside,dnz) after-auto source dynam c Net 192. 168. 75. 0_24bits pat-pool range-192.168.76.20-22 fl at
Addi tional Infornation:

Dynanmic translate 192.168.75.15/0 to 192. 168. 76. 20/ 11654

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9
Type: INSPECT
Subtype: np-inspect
ResuTlt: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect icmp
service-policy global_policy global
Additional Information:

Phase: 10

Type: INSPECT
Subtype: np-inspect
ResuTlt: ALLOW



Config:
Additional Information:

Phase: 11

Type: NAT

Subtype: rpf-check

ResuTlt: ALLOW

Config:

nat (inside,dmz) after-auto source dynamic Net_192.168.75.0_24bits pat-pool range-192.168.76.20-22 flat
Additional Information:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 7289, packet dispatched to next module

Result:
input-interface: inside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow
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Overview Analysis Policies Devices Objects | AMP Deploy System

Configuration Users Domains Integration Updates Licenses * Health * Monitor Mo

Advanced Troubleshooting

FTD5506- 1
File Download
Command show w Parameter nat pool 1
Output UDP PAT pool inside, address 192.168.75.6, range 1-511, allocated 2

UDP F’.ﬁ.T |:H:|c-| |n51l:fE adl:ftess 192 163 756, range 512 1023, a1|u-ca'r.ed 1

ICMF PAT poaol l:fmz range- 192,168, ?6 20- .'-!2 address 19.'-! 168.76. 2I} range 1-65535,
allncated 1

STOe I- 511, onocared 3
UI:IP P.ﬂ.T |:H:-c-| uulsh:le a-:ldre 55 192 163 ?? Er range 512-1023, allocated O
UDP PAT pool outside, address 192.168,77.6, range 1024-65535, allocated 3
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