Firepower7/NA ATOIL 77> N7 0—0O%
H

2E

BUHIC

BitR%

=2
FHYZIVR—F b

1. FMCO A
2.CLIOfEH
3. Netflow®

FL®IC

—® RF¥ 1 X NTIE, Cisco Firepower Threat Defense(FTD)IRETIL 77> 70— H
(FFT)ZETIT A FEICODVWTHBALE T,

Bl SR AT
B

ROHRMICEIDHMBN BB N HERENETT,

» Firepower Management Center ( FMC )
» Firepower Threat Defense ( FTD )
* NetFlow

FATAIR—FT N

CORFIXNODBHRIEFE, VINIITN—-23 7 1URERTITBFMCIZEILKENTT,
CORFIXNDERIE, BENDTRREILHZDTFNAACEIVTHEREAELE, COR
FAXKRATHERAENRTVDZTNA AR INT, JUTPBRERE (T7ZIN) rSEE£ZEBY
TVWET, XEAPOXRY NT—IU TR, FANVRICE>TRIDAEMNI HE2FEE T+ 9
BLTLEEW,

H RS

S

Cisco Firepower®@ TL 77> N 70— KHEIE, KEDXY ND—ID)Y—RAEHEBELT/NT +—



RVALKEBZER3ARMEN 5D, RPBEAChZARKETVO-Z2BELTEETI LD
ICAARTY, IL772h70-R, EFFARNI—Z2Y, REBTT7AINDOEE, T—&
R=ALZVTr—=23rnE, F—REOZVT7VT—23 0 TRETHAEMI B ET,
chE, ROFEZFEALTRBTEEXRT,

B

1. FMCO &£/

IL77>h70-#4EE, VU—R7TATEAEhE L, VUJ—RA72TR., HARIAXN
BECBY, IL772 R 70-ZNANAELRGIFNTE AT a2 FREENET, Snort
BTFNAARATR, AVTIIIVRTTIT—232 NANA(AB)E/IN—2 327 2.0 TIEFE
IEENhTVET,

ITL77>K~70—0O#EIE. Analysis > Connections > Events > Predefined Searches >
Elephant Flows TE{TTE £ 9,

Overview Analysis Policies Devices Objects Integration

L Firewall Management Center

Connection Events

223 T A N

CORFIXVRNTR, POEAOAYNO—LRV—TILI77RN7O—ZRETDLEHD
FIECOVWTHALET

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/720/management-center-device-config-72/elephant-flow.html#task sxp h2d jsb

2.CLIOfERA

a.SnortA ARV ADCPURNA VI, XY RD—UAFAILT7 72 h70-ZRELTWVSRC
EERTB/BEEHYET, IL77RN7O0-RRXOIOANY RTRHETEET,

show asp inspect-dp snort (FEL N> R)
OX REDOFZRIZRLET,
> show asp inspect-dp snort ( RLIN > R)

SNORTA VARYD D AVA VAR AAT—RAEHRID PID


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html#task_sxp_h2d_jsb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html#task_sxp_h2d_jsb

Cpu-Usage Conns Segs/Pkts Status Tot(usr | sys)

0 16450 8% ( 7%| 0 %) 2.2 K 0% >
116453 9% (8%| 0 %) 2.2 K Ot i
2 16451 6% ( 5%| 1 %) 2.3 K O}
316454 5% (5%| 0 %) 2.2 K 15315
4 16456 6% (6%| 0 %) 2.3 K Oxt >
5 16457 6% (6%| 0 %) 2.3 K 053 &
6 16458 6% ( 5%| 0 %) 2.2 K 1535
7 16459 4% (4%| 0 %) 2.3 K 053
8 16452 9% (8%| 1 %) 2.2 K Ox} &
9 16455 100% (100%| 0%) 2.2 K 5 READY <<<</& \\CPUE &

10 16460 7% ( 6%| 0 %) 2.2 K 0% i

BE15% (14%)| 0%) 24.6 K7

b.¥k, I—FME—RAPSOON READ "tops &, SnortA AR ANFEBLTVWA L E
SHEHEIZPIRICERIEERT,

CCOIONY RZHEAL TEEDHMETIIAR—NL, 774T7I74—I)LZ2BBTD YT K
Z74Y D ZHELET,

show asp inspect-dp snort ( FEL N> R)
show conn D E#l | 1) X 4 L & b disk0:/con-detail.txt

ZOT77AIIELINUXE—R® T/mnt/disk0s D TFICH Y FF, /Ingfwivar/commonlcEALEMZIE—L T, FMCASA > O—KR
LET,

IXx2/N— hcp
Imnt/disk0/<7 7 £ V&> /ngfwlvar/common/
RIC, BEROFEEEENGIERLET,

UDPHIER : 10.x.x.x/137HEB : 10.x.x.43/137, flags - N1, idle Os, uptime6D2h, timeout 2m0s. bytes 123131166926 << 123 GBT.
HEREIGOH2BEMERAET



BEHS B+ —|D: 2255619827

UDPAEB : 10.x.x.255/137M &R : 10.x.x.42/137, 7Z 7 —-N1, 74 RILIREEO, BEBEM7D5h, XA LT h2mos, /Y1 b
116338988274

E#H 2B+ —ID: 1522768243

UDPRAIEB : 10.x.x.255/137A B : 10.x.x.39/137, flags - N1, idle Os, uptime 8D1h, timeout 2m0s, bytes 60930791876
#5128+ —ID: 1208773687

UDPRAIEB : 10.x.x.255/137A &P : 10.x.x0.34/137, flags - N1, idle Os, uptime 9D5h, timeout 2m0s. bytes 59310023420

S B ¥ —|D: 597774515

3. Netflow® E F

IL77h70-R, XYRD—OONT A ALEEEEZZTHEMEN GBDREONTT71v 9 70-TF, ch507
O—ZKRETDIZE. FYRT—IRT T4V IZERLT, KABETAKENET7O—EZRINE— 2B ETIHVENGYUET
o CiscoFirepowerld, TIL7 72 R 7O—Z8CRYND—IURS 71V U ZREB LT DM TDY —IL L #EEZRHMLET,
NetFlowY =)Lk, EZRUVTADIPRZ 7 14 Y VBBROREICKRIEET,

CORFIXNTIE, FMCTNetFlow R S —ZRETDEOOFIBICOWTHALET

https.//www.cisco.com/c/en/us/support/docs/security/secure-firewal | -management-center-virtual /22161 2-htz-01-2024-configure-netflow-in-

fmc.html

IRELEF—REDHTBICIE. NetFlowdL VR EFFZ 4 Y ( Cisco Stealthwatch, SolarWinds, & ® O NetFlow 7347 — )L 7%
E)EFBERALET, VIORNERELLES, TOXREERBETHILHONKEB LD ENTEET,

NZ714v 92 IT—E>2Y EQoS:Quality of Service(QoS)RU S —&REL T, N 71V VICBEIENZNST, IL7
FURNTO—OFEEGIEEHRELET,

s FOERAROAVKOA-LRIUZ—:IL77 R 70— 2EBHLTFHRTIZT ORI MO-IIRID—ZHEHL
£Y,

s EIXVFT=2IV  XYRND—OOEIXIT—2IaVEFALT, KEOT7O—E58BL. XY RD—U 00
BoNOZEBZHRDPRICHMAET,

1

s HO—RNZZZ2T:0O0-RNZY
XTI,

SUUERRELT, RYRNT—OVY—ABTRZ 71 v 0L WHEFLoHE

4 MENBEZRI T ERE

EI!.!I

XYRND—ORZ 74y 0 EHNCERLTHLLVIL7 7> 70—2KHL, BEBELCHRUTRUS—EREZRELET,

CO7OREARZEHTDE, CiscoFirepowerB ARBEOIL 77 N 7O—Z2MRNWICRHEB KU EERTE, XY RNI—00DON7
F—RVAEVVY—ANEAEREQLEERENTEET,


https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html

BERR

Cisco Secure Firewall Management Center7* /N4 AFREHA R, 7.2

EMCT @ NetFlow D E&E

s



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



