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TORLATERRSIZTDETT,
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AFREHICHAEZT VLAY MO—ILENATL—ILORELCERINHITSNTVXRT,
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« B : Cisco Secure Firewall Firepower(FTD)/N\—2327.6.0 ( CSF1220CX7 7’4 T7 > A
TE)

- EIE : Firepower Management Center(FMC), 227 RE{EFMC(cdFMC), F(&
Firepower Device Manager(FDM)

« VPN:Windows RX A 2/ IZZ&ML TWBH—/Y—(NPS)IZXI T HRADIUSFRAI TR ENET

« VPN7 RLA7—)L : 192.168.250.1 ~ 192.168.250.200

« =45y NREH T XY NOF : 192.168.95.0/24

« VIRNIJITFN—=232 :9221 (D=0 70—TSR)
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ATEDELDICTDLEOICHERRENHMZHALE T, ChiZK, POEARUZ—IL—)
DER. VPNRS 7 149 VONATEBRE KTATEUNATORE, NS 1—F429 X
VREGERLULEREORINEENET,

ATYT1LTORAVARIVRIZEML T, VPN7 RLAT=IILASHABIYV-ALLT I+
ATEDLRDICLET,

access-1ist CSM_FW_ACL_ advanced permit ip object VPN_Pool any rule-id 268438528
access-1list CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: Default Access Control Policy - Mandat
access-1ist CSM_FW_ACL_ remark rule-id 268438528: L7 RULE: Permit_VPN_Pool



ATYT2HE)Y —AHFVPNT =ILICUR—=2VRTZ T4V DBEFETERDLSICTRT VLA
JARNIL—IZEMLERT,

access-1list CSM_FW_ACL_ advanced permit ip any object VPN_Pool

PBEIZISUT, ChesDIL—IILZ2EBTHRILLTEENDREETEBEEZHETEET,
ATYTI3VPNRS 714V IONATREBELFATENATOERE
— BT 7 O0—FIZE X020 HYET,
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nat (outside,inside) source static VPN_Pool VPN_Pool destination static Net_192.168.95.1-24 Net_192.168

. - AT72aVB:REALAYE—T T4 ALEDOVPNT —ILIZ T BA T E 2 NAT(no-proxy-
arp)

nat (any,any) source static VPN_Pool VPN_Pool no-proxy-arp

. CBIRBEC AR A U ER—TITAAOVPNT =LA F IV OATENAT

nat (outside,outside) dynamic VPN_Pool interface
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AT Y T4packet-tracer AN RZFERAL T, VPNT=IASHFIYV—ANORNZT T4V D7
AO—z>3Xa1L—bkL. BRDOIL—I, NAT, BRTIL—NICE2>TRZ 71V ONFAENT
WBAESHZRIBLET,

packet-tracer input outside icmp 192.168.250.1 8 0 192.168.95.1
packet-tracer input outside tcp 192.168.250.1 12345 192.168.95.1 80
packet-tracer input inside icmp 192.168.95.1 8 0 192.168.250.1
packet-tracer input inside tcp 192.168.250.1 54321 192.168.95.1 443

Phase 5



ID: 5

Type: ACCESS-LIST

Result: ALLOW

Config: access-group CSM_FW_ACL_ globalaccess-1ist CSM_FW_ACL_ advanced permit ip object VPN_Pool any r
Additional Information: This packet will be sent to snort for additional processing where a verdict wi
Elapsed Time: 0 ns

Phase 7

ID: 7

Type: NAT

Result: ALLOW

Config: nat (outside,outside) dynamic VPN_Pool interface

Additional Information: Static translate 192.168.250.1/12345 to 192.168.250.1/12345 Forward Flow based
Elapsed Time: 0 ns
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