FPR1I01I0EDIL2AAYF, P—FFTIOF ¥, &
g, BRENTF TN a—F12T

FHITR I R—F b

EE5H

Firepower 6.50 & M

FMC®Q3E I

48 M

FP10107—%T O F +

INT Y N

FP1010R— K~ E—R

FP10107 —AR1IL—FTY RAR—K (IPL—FT1>T)
FP1010 —R2.T VY S IN—TE—R (FTVYvS>2T)
FP1010 —A3. 7V AE—RODAAL Y FR—K (HWRAYF> T )
VLIANR RS 74V 007 4ILERIT

FP10107 —R4.AA Y FR—KN (hFF 2T )
FP10107 —A5.A4 Y F7R— K ( VLANE )

FP10104 —A6. VLANE 7 1 )L &

T—RAZTF A4 -FP1010.7FUYS UV TEN—RIITFRAVF O I+T IV
FP1010D %5t L DEEEIE

FXOS REST API

NSNS a—F 4T /M

D OBE

FP1010/N\Y I R

FP1010MFPRM show techZ R&EL £ 7,
HIFREIEDFFMH, — XA B8, EREE

EBEN

BE

CORFIXYNTE, FPI010T/NA ADL2AA Y FIZOVWTHBALE T, BEHFENICE, EER
@ Security Services Platform(SSP)/Firepower eXtensive Operation System(FXOS)ZB% & £ (X R
ELTVET, 65U —ATR, HHAIAZDL2/\—RI T T AA Y FTFirepower 1010 ( TAY
NYZETFI)WMISOASY FUIBENFrBMCBE>TVET, ChiCky, BMO/N—RJI
TAAYFzEEL, JANZHBTEEY,

B &RHF




B

CORFIXAZNCBEDEHRBY FH A,
FERATDIVR—F2 b

CORFIXNOBERHRIF. BEOSARRICHZTNAARALCETVWTHEREhELEZ, COR
FIAXRNTEATEZINTOTNARRG, A (F7FIIN ) REOREASBELTVET
o BEEPORY ND—IUTR., FEONVRIEL>TRIDAEMI HDEEZ +OEIEL T
ZEW,

HREHA

. FP1010l&. ASA55058 & TFASA5506-X7'ZY N7 3 —LICKDZTFRIKNY TEFILD
Small-Office Home-Office(SOHO) T ¥,

- Firepower Management Center(FMC), Firepower Device Manager(FDM), & /=& Cloud
Defense Orchestrator(CDO) TEBE NBFTDA X—2(6.4+) DY 7 RV I T7HR—K,

. CSM, ASDM, FRECLITEEBENDASAA X—T(913+) DYV 7 NI ITHR—K,

ARL—=T AT AT L(OS), ASA, REWFFTDIE, FXOS/N> RIL ( FP21xx&[@# ) T
I,

. 8 x 10/100/1000 Mbps F— X R —

- IR— NE1/7, E1/8l&PoE+&HR—KNLET,

cN=RIVITAAYFICKY, R—NEOZAL—RMBENTEICEYETWH : O—H)
H—NANDAXZT 1 —R),

ASA5505

ASA5506X FP1010
Firepower 6.5M3& 1N

- Switched Virtual Interface(SVEFFENDFHL WV EA TOA 2 2—T T4 ADEN,

CBBEE—R . AVER=TIA AR, AMYFRL2D)E—RFLFIIFEALMY F RLI)E—ROL
ThATERETEET,

- L3E— |\’f/5‘ TIAARK, IXTONTY RN EERFIVFTATTVT—23 20 I8EL
F7,

- 220R—KNAELUVLANICBLTVWBEHE, L2E—RR—NEN—RIITFTCRAIVFY
TEDLEH, AN—TYRNEEBENFMELET L—TFTATFLERBT IV ITEIREND
BDNTYRNE, EF2VFATTVT—23a 2 ICBELETB - HLVWI7P—LATIT %A
VER—XYRDSESRVVO—RIBDAXAZ)VEZFEAL T, BREICH > TEFIVT 1 KREZR
TET,

2B A U BR—T I A A, 1DFERFEBROSVIA XA —T I/ AICEENSFDZENTE
7,



2T RAVE=—TIA AR, TOEAE—RFLEIRNTVIVE-RIZTDZIENTERXRT

cTOERAE—RLR2AVR—TIAATRE, FIBLRNZ 74V VEGNFHFATIhET,

cRZUVOF—RLR2ZAVE—TIAATR, ZINERNT T4V INFATEIET,

RSV UE—RL2ZAVE—T T A ADRAT 1 FVLANTFR— K,

- ASA CLI, ASDM, CSM, FDM, FMCIk, #L WHEEZ Y R—R TR LS ICBILETNATLR
EE

FMC®3i&bn

HBA VBT IAANIBAI UV E—T IAANRA 2V E—T T A AN BT B -HICFEH
ENBIYBAR—T I A AICKL T, switchportE WSHFHL WA RZ—T I 4 AE—RHIE
AThFIRL L,

L2MBA BT IA ARG, PTVEAE—RFLEBINZVIE—RICETVT, 12FLEE
BOVLANA B —T IAAICBEER TR ENTEET,

- Firepower 1010l&., Ethernet1/78 & O'Ethernet1/8% & ENTRBD2DODNF—RA R —T I 4
A TPower over Ethernet(PoE)i¥EZHR— ML TWVWE T,

CAAYTFREFRAYFREADAZE—TIAADEEWR., PoEE/N\—RT I T OREEUIN
NDIXNTOREZIV IJTLET,

148 o

C OB, FMCEOBIFEO A Z—T7 T4 ADHYR—NZR@ILL 12T E X A ([Device
Management] > [Interface Page])).

é'l's'cg F“-CDC"‘_\"CI. _ME_!I]agcmcn.' Center Overview Analysis Policies Devices Objects AMP Intelligence Depley o @ i+ @ admin~
—
FTD1010-2 [ Cancel |
Cisco Firepower 1010 Threat Defense
Device Routing Interfaces Inline Sats DHCP SNMP
earch by r dd |

Interfa L N 5 i tand P Addr Port N U Switch

@ Diag n Phiysical ra

Eth Physical » Va

Ethy Physical Acc 1 - Va

Ethe Physical Ace 1 - F

Physical .t 1 - 7

Eth Physical 1 - 7

[@ e Pt ~al 1 - P

@ eihe Physical 1 o 4

WAV R—TIfAE1— (L2BKVL3)



Edit Physical Interface (-] Edit Physical Interface [+]
General Hardware Configuration General 1Pvd IPvB Hardware Configuration FMC Access
Interface ID: Name:
e Enated
1 Desclri\;n IDI'I
Port Mode:
Trunk ‘ Moda:
Mative VLAN ID: None
1 1 Sacurity fone:
Allnr..ved VLAN IDs:
2-4.6
Cancel | 1 Propagate Security Group Tag:
[ Cancel l m
FP10107 —%T O F ¥
Application
ASA
External | [ e—
ports D
Uplink 2 (Control plane)
2.5 Gbps FTD Snort
'y P :
Internal Engine
Switch
Internal Receive and
uplink ports Transmit Rings

- SEDAEBT—RKR— K,
CARAZAAL Y F

32O T YTV IOR—N (RICRT2DODOR—K), 12FF—27L—H, 123K
O—=IL7L—>"HA. €312’ EMATTY,

X550 LANO Y RO—=Z (F7VT—23a> T YTV IOBOAR—TIA A ),

CAZERX)I T EARETX)I T,

- F=EANATOEA (ASABRUFTDLE ),

- Snort7’OtA (FTDL ),

NTy Na#

NTY NuBICHEEZEZZEREREFAND2DTT,

1AV R2—T I A AIR—KFE—R




2 BRARD S —

INTY RME, RO3DDFETFP1010ZBIBATEE T,

1.ATRARAL Y FTOHMIE

2T 7= a2 (ASAFTD)ICEEE N, F—ZNATOELATOHUEE D

377 Ur—2 a3y (FID)cEkeh, F—2NAESOtI VI VIC& > TREE NS
FP10107/R—MNE—R
UIOBIIZFMCH. CLIOBIEFTDATYE, EEALOEAIE. ASAILERLICHATEET,

FP10107—A1.IL—FTY RAR—N (IPL—F1>7T)

BRELRE
R 10.10.203.x/24 2 - Application
% E1/3
= — E1/4
RP NN E———

10.10.204.x/24 2
Uplink 2 (Control plane)

2.5 Gbps
Data0/0
Device  Routing Inline Sets DHCP  SNMP
%, Search by name | & Syumiami Al taterfaces ~
Interface Logical N... Type  Security Zones MAC Address (Active/Stand... IP Address Port Mode VLAN Usage  SwitchPort
Etherneti/3  NET203 Physical 10.10.203.2/24(Static) @ ]
Ethernetl/4  NET204 Physical 10.10.204.2/24(Static) @ ] L7

ER

CERETE. 20DAR—KNE2ODEAZI2HTZY NIBLET,
cAR—=KMHIN—FTY RE=RIZBREETIhD E, NTYRNET7TUT—>3> (ASAF IR
FTD) Ik 2 TREEhFE T,
-FTDOBE, IL—=ILTo>3a> (ALLOWERE ) ICESVWT, NTY R&ESnort T2 Th
BEITD_EETEFT,
FTIDA >R —T7 T4 ADKE

interface Ethernetl/3 nameif NET203
cts manual
propagat e sgt preserve-untag
policy static sgt disabled trusted
security-level 0




ip address 10.10.203.2 255.255.255.0
1
interface Ethernetl/4 nameif NET204
cts manual

propagat e sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 10.10.204.2 255.255.255.0

FP1010)L—7 ¥ RAR— N OFERE

Application

10.10.203.x/24 .2

E1/3[l}
E1/4[li

.3 10.10.204.x/24 2

Uplink 2 (Control plane)
2.5 Gbps

Data0/0

FXOSCLINS, MEBAVRA—TIAANI R ERBTEET, XOHIE. E1/3R— DA
A-FVYARNBKLOEDIZFYANDIUREZRLTVET,

FP1010(I ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep
"stats.ing unicastframes\|stats.egr_unicastframes"
stats.ing_unicastfranes = 3521254 stats.egr_unicastfranes = 604939

FIDF—ZNAFv7FrZ2@AL. NTYRERL—ATEERT,

FP1010# show capture
capture CAP203 type rawdata trace interface NET203 [Capturing - 185654 bytes]

ChRFYTFYAIRY RTT, FRESY ., /N7 Y MIFROUTE LOOKUP:

FP1010# show capture CAP203 packet-number 21 trace
21: 06: 25:23.924848 10. 10. 203. 3 > 10.10. 204.3 icnp: echo request

Phase: 3

Type: ROUTE-LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

found next-hop 10.10.204.3 using egress ifc NET204

FP10107 —R2.7 VYD IIN—=TE—=R (TVvI>T)
HEEBE



. Application
= =
I 3 1010203.x/24 [ ]

RP EL/SH

E1/4[}
4 1010203x/24 =

h i_

Uplink 2 (Control plane)
2.5 Gbps

| Data0/0

Device Routing 'Iﬁm Inline Sets  DHCP  SNMP

4 Search by name |.;, Sync Device || 5 MHTntcrl'a:es

P ﬂ; ;4

Ethernetl/3  NET203 Physical
! .
(@ ethernety/s  NET204 Physical = ‘ V
e o o
LalBviza NET34 Bridge... 10.10.203.1/24(Static. | ¢

ER

CEETEL 220R—NERAULYTZY N (RS VARTFLYNTI7TATOA—)LEREK) IC
BHREhETH., BELBVLANICEREIETD,
CAR=RATVYDE—RICEREENDE, NTYRNITT7UT—23> (ASAFE LR
FTD) L&k > TREE hET,
-FTDOBE, IL—ILTo2>3> (ALLOWALE ) ICESVWT, N7 Y R&SnontI> 22 TR
E?%:t%'céﬁ?o
FIDA2—T7 T4 ADKE

interface Ethernetl/3 bridge-group 34 nameif NET203
cts nmanual
propagate sgt preserve- unt ag
policy static sgt disabled trusted
security-level 0
1
interface Ethernetl/4 bridge-group 34 nameif NET204
cts nmanual
propagate sgt preserve- unt ag
policy static sgt disabled trusted
security-level 0
1
interface BVI34 nameif NET34 security-level 0 ip address 10.10.203.1 255.255.255.0

FP10107 VY ST IN—TR—NOWREE
ROOAX > RiFE. BVIADA >V BZ—TIAAXNERRLET,

FP1010# show bridge-group 34
I nterfaces:
Ethernetl/3 Ethernetl/4
Managenent System | P Address: 10.10.203.1 255. 255.255.0
Managenent Current |P Address: 10.10.203.1 255.255.255.0
Managenent | Pv6é d obal Unicast Address(es): N A



Static rmac-address entries: O
Dynam ¢ mac-address entries: 13

RO RiEk, ASAIFTDT— & /YA M Content Addressable Memory(CAM)T—7 )L &2 RLET

o

FP1010# show mac-address-table

interface mac address type Age(m n) bridge-group

NET203 0050.5685.43f1 dynami c 1 34

NET204 4c4e.35fc.fcds8 dynami c 3 34

NET203 0050. 56b6. 2304  dynam c 1 34
NET204 0017. df d6. ec00 dynami c 1 34
NET203 0050. 5685. 4f da dynami c 1 34

INTYRRL—AARAZIRY MNE, NTY RDBEMACL2ILY VT Y FJICETVWTEZEEND
EZRLET,

FP1010# show cap CAP203 packet-number 1 trace
2 packets captured

1: 11:34:40.277619 10.10.203.3 > 10.10.203.4 icnp: echo request
Phase: 1

Type: L2-EGRESS-IFC-LOOKUP Subtype: Destination MAC L2 Lookup
Resul t: ALLOW

Config:

Addi tional Information:

DestinationMAC lookup resulted in egress ifc NET204

FIDMKBE. FMCEHZGARV NE, 7JO0-RBREBERNSOSYRTVYSTIN—-TA408—T 14
AICBEIT2BEHRERBTEET,

Contaxt Explerar  Connectians ® Events  labudiens ¥ Filaa ¥  Hosta v Users T Comalatien ¥  Advance d v Sasrch

Connection Events

Table View of Connectioe Events

D ftlm ¥ | Iimtle ¥ | pmmln Y bie . | reptl M il K e puatmime ¥ | fesad e
[ = KET203 HETI04
13 E NET20] NETI04
2 [ = NET203 HETI04
3 L ET203 NET204

Policy Applied Bridged
Action Policies interfaces

FP10107 —A3. 79 EARAE—RODALYFR—BN (HWRLYF> T )
BREsRE



Application

VLAN 203

10.10.203.x/24

S5
VLAN 203

Uplink 2 (Control plane)
2.5 Gbps

DataO}O

‘ HW switching for intra-VLAN traffic \

Device Routing PIELCSN  Inline Sets DHCP SNMP
4 Search by name ) SyncDevice | | (@) Add Interfaces ~

~ Interface ~ Logical Name  Type ~ Security Zones  MAC Address (Active/Sta... 1P Addres:  Port Mode VLAN Usage  SwitchPort
Ethernetl/3 Physical Access 203 &0 &
Ethernet1/4 Physical Access 203 @& &
ER

cHWRA Y F &, FTD 6.5+8 &K TFASA 9.13+#8ET ¥,
CEREHE. 200OAR—KNIEEEAILLIY T ZRY NERBUVLANICERENE T,
DV FIFOR—=NE, FOEBAE—RTHELTVET (XRITBLRSTT1YIDH

)o

. SWitchPornt E— RTREE N7 7A T O A—)LAR—BMICIE, REB(hameil) A BREES TV

FtA

cIR=RARAAYFUTE—RTHRES N, BUVLAN (VLANRKRZ 7497 ) ICBLTWVS

BE. NTY NEFP1010RZHARAA Y FTOAREBENET,

FTIDA > R—7 T4 ADKE

CLI?SR3E., BRERIL2ASY FICHEEICISLUTVET,

interface Ethernetl/3 switchport switchport access vlan 203 ! interface Ethernetl/4 switchport

switchport access vlan 203

VLANR RS 7499071 ILEI2YT

i  ACLEVLANR NS 74V 9&T7 1 IILRVTTEEEA,

Vii—-ar.fER—K

FREEFECEMETT, RER—PFPELTREETATVI2DOOR—MNEHEICBETEEREA,

RER—NDHBEDFMC UI:




Edit Physical Interface ‘ Edit Physical Interface

Hardware Ce © & m Hardware C0 "

Interface ID: Enablad Interface 10: (] Enabled
Description: Description:

Port Mode: Access v Port Mode: Access R
VILAN 1D: 203 (1 - 4070) VLAN ID: 203 (1 - 4070)
Protected: Protected:

FIDA>ARA—7 I 4 ADKE

switchport protected AN > Rk, 1R —T7 I/ ATERELE T,

nterface Ethernetl/3

swi t chport

swi tchport access vlan 203
switchport protected

nterface Ethernetl/ 4

swi t chport

swi tchport access vlan 203
switchport protected

FP1010A 1 ¥ FHR— N ORREE

COPITIE, 1000 DI =ZF ¥ ARNT Y MICMP)AEBEDH A4 X (1100/N1 K ) TEEETH
TVWET,

router# ping 10.10.203.4 re 1000 timeout 0 size 1100
A X—T IAADADBELTEHIIZF Y ANDDV R EZBRIBDICE, ROON R%E
FERALET,

FP1010(I ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep
"stats.ing unicastframes\|stats.bytes_1024tol518_frames"
stats.ing_unicastfranes 146760

stats. bytes_1024t 01518 franes = 0

FP1010(I ocal - ngnt ) # show portmanager counters ethernet 1 4 | egrep
"stats.egr_unicastframes\|stats.bytes_1024t01518_frames"

stats. bytes_1024t 01518 franes = 0

stats. egr_uni castfranes 140752

FP1010(I ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep
"stats.ing unicastframes\|stats.bytes_1024tol518_frames"

stats.ing_unicastfranes = 147760 <-==——==—————————— Ingress Counters got increased by
1000
stats. bytes_1024t 01518 franes = 1000 <--------—=——=—————- Ingress Counters got increased by 1000

FP1010(l ocal - ngnt ) # show portmanager counters ethernet 1 4 | egrep
"stats.egr_unicastframes\|stats.bytes_1024t01518_frames"

stats. bytes_1024t 01518 frames = 0 <------=---———----- No egress increase
stats. egr_uni castframnes 140752 <-====------—m———m- No egress increase

ROIAX > RiE, AEALY FOVLANAT—R2AZRLET,

FP1010# show switch vlan



VLAN Narme St at us Ports

203 - up Ethernetl/3, Ethernetl/4

DPELEE1IDDR—RNAVLANICEIY) HTESNTVWSEY ., VLANODAT—2RAGUPTT
R—RHFBEEADLTVSD., EHREENTVWSAA Y FR— NN down/cable disconnected T

. CHAVLANICEIWEHTS N TVBHE—DR—NTHBHEE. VLANAT—R A EdownlZ & V)
£9,

FP1010- 2# show switch vlan

VLAN Nane St at us Ports
1 - down 201 net201 down
Ethernetl/l <--- el/l was admin down 202 net202 down Ethernetl/2 <---

upstream switch port is admin down

ROAI Rk, APAAL Y FOCAMT—TIILEZRRLET,

FP1010- 2# show switch mac-address-table
Legend: Age - entry expiration time in seconds

Mac Address | VLAN | Type | Age | Port
4c4e.35£c.0033 | 0203 | dynami ¢ | 282 | Et1/3
4c4e.35fc.4444 | 0203 | dynami ¢ | 330 | Et1l/4

RERAAS Y FOCAMT—TILDFT7AINRNDI—2 TR A ARKSD308TT,
FP1010(CIE2D DCAMT—T A B Y £ T,

1. ABAL Y FCAMT—T I /N—RIITFTAAYF I DEESIZEH

2. ASAIFTDF—ZNACAMT—7 N7 Vv o T nBEICER
FP1010%& BB I 3E/NT Y NT7L—AlE, R—RE—RIZCETVWTIDOCAMT—T )L ( AZA
4YFEERFIDTF—2/VA ) TREThET,

¥ X : SwitchPort®— R T A& 15 show switch mac-address-tableIE A 1 Y FOCAMT
—7INE. TIYDFE—RTHEAE N Bshow mac-address-table FTDF— & /Y ADCAMT
—7 I ERELBEVTLSEEW

N=RIIFRAYFU : TOHDIER
ASAFTDF—ZNAOJICE, N—RITITAAYFR7O—-ICETIFEBIRTRENELE A,

FP1010# show log
FP1010#

ASAIFTDF—ZNAEHZET—7IICE. N—RIJITFAAYFR7JO—NDNRRENETEA,

FP1010# show conn
0 in use, 3 nost used
I nspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 nost enabled, 0 npst in effect



TSI, FMCEHRANR NI, N—RIVITFER > TRAMYFUIENDZTO-RBERRENE
BAo

FP10107 —R4.AA Y FR—N (RF2UF2T)
RRIE &R ME

Application

(VLAN 203)

10.10.203.3/24 Trunk

Access

10.10.203.4/24 203

Uplink 2 (Control plane)
2.5 Gbps

HW switching for intra-VLAN traffic

Device Routing l'nterln«s Inline Sets DHCP  SNMP

o Sync Device || £ Add Intesfaces.

Ethernet1/3 Physical Trunk 203 &0
Ethernetl/s Physical Access 203 &0 &
Trunk 203-210 | fj— A”OWed VLAN ||S‘t

cHWRA Y F Tk, FTD 6.5+ &L TFASA 9.13+#BET ¥,
CRREHE. 200OAR—RNIEEEILLIY T XY NERUVLANICEHRENE T,
- RNSUOR—NEE, BIFETL—LERTBL (XA T17VLANDEE ) Z2ZFANET

CIR— KDALY FUOITE—RTERES N, ABUVLAN (VLANAKRZ714Y 2 )ICEBLTVWS
BE. NTY NERABAAYFTOARMEBENET,
FIDA>Z—T7 T4 ADERE

BERF., LAV2AMYFR—BMIBUTVET,

interface Ethernetl/3 switchport switchport trunk allowed vlan 203 switchport trunk native vlan
1 switchport mode trunk

!

interface Ethernetl/5

sw t chport

swi tchport access vlan 203

FP10107—A5. A4 Y FR— M (VLAN[E )
RE L IRME



Application

| Int VLAN 203
ASH 10.10.203.1/24

|
E1/1
10.10.203.3/24 Access ; .
— e1/2
SVk] |

Access L
E1/4. | Int VLAN 204
10.10.204.4/24 204 Ele . VLAN 203 X550 LAN | 10.10.204.1/24
) VLAN 204 Controller i I olU
E1/6 . Uplink 2 (Control plane) .
/7|l ' 2.5 Gbps ®

SV |

Data 0 0

Device  Routing 'nam Inline Sets DHCP  SNMP

Ethernetl/2 Physical

Ethernetl/4 Physical
@ vianz03 NET203 VLAN 10.10.203.1/24(Static) T
[d vian204 NET204 VLAN 10.10.204.1/24(Static)

ER

CERGTE. 20DAR—KNE2DODELBILIVTRY NE2DNDEBRBVLANICESKENET,
-VLANBDO KRS 714 YDk, VLANI > Z—TIA A (SVILEH. ) ZBBLET,
RS TA4vOTO-OBENS, VLANBRS 714 v ORT7US—3a Il ELET,

|
Els1l S
10.10.203.3/24 Access / . Application

Uplink 2 (Control plane)
2.5 Gbps

| Data0/0

FIDA>R—7 T4 ADRE
COREF, AMAYFREBAEZ—TITAASVHICUTVWET,

interface Ethernetl/2

switchport switchport access vlan 203

interface Ethernetl/4

switchport switchport access vlan 204

[

interface Vlan203 nameif NET203 security-level 0 ip address 10.10.203.1 255.255.255.0
interface Vlan204 nameif NET204 security-level 0 ip address 10.10.204.1 255.255.255.0

VLANBIRZ 7 1Y OONTY M



chilE, 2720EBBVLANZEBIZNTY ROKL—ATT,

FP1010# show capture CAP203 packet-number 1 trace | include Type

Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:

NTYy N7OEAOERT7I—X:

FP1010# show capture CAP203 packet-number 1 trace | i Type

Type
Type
Type
Type

Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:

FP10107—A6. VLANE 7 1 )L &

CAPTURE
ACCESS- LI ST
ROUTE- LOOKUP
ACCESS- LI ST
CONN- SETTI NGS
NAT

| P- OPTI ONS

I NSPECT

I NSPECT
CAPTURE
CAPTURE
CAPTURE

NAT

| P- OPTI ONS
CAPTURE

FLOW CREATI ON

EXTERNAL- | NSPECT

SNORT
ROUTE- LOOKUP

ADJ ACENCY- LOOKUP

CAPTURE

: CAPTURE
: ACCESS-LIST
: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
found next-hop 10.10.204.3 using egress ifc NET204

: ACCESS-LIST +%
CONN-SETTINGS o

access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434432
e —— e —————

NAT
IP-OPTIONS
INSPECT -

FTD Modular Policy Framework (MFP)
policy-map global_policy
class class-default

INSPECT
CAPTURE
CAPTURE
CAPTURE

NAT

IP-OPTIONS
CAPTURE
FLOW-CREATION

SNORT

set connection advanced-options UM_STATIC_TCP_MAP
policy-map global_policy

class inspection_default

inspect icmp

I Snort Verdict: (pass-packet) allow this packet I

EXTERNAL-INSPECT

Subtype: Resolve Egress Interface

ROUTE-LOOKUP
CAPTURE

RUE & IR1E

ADJACENCY-LOOKUP

found next-hop 10.10.204.3 using egress ifc NET204

I next-hop mac address 4cde.35fc.4444 hits 10 reference 1

VLIANBB RS 74997274\ RITTBICE,. EZ200AT72arpFHEd,

1. 702X > sO—=)L R —
2.'no forward VY > R

noforwardy X REFEALUTVLANEBINS 74 v 0& 742V TES

FMC

UIDERE :

kg



dit VLAN Interface ? X

IPvd IPv6 Advanced

Mame: MNETZ203 +* Enabled

Description

Mode: Mone B
SEeCurity Zone: (i
MTU: i S |54 - 9198)
VLAN 1D *: (1 - 4070)
Disable Forwarding on 204 i

Interface Vlam:

BR

- no forward dropld B F B T 9,

-HAEDVLANA VR—T I/ AICEATA LR TEEREA,

-noforwardF I Y V&, ACLFI Y VDHIICRITENET,
FIDA>22—7 T4 ADKE

CDFEDCLIRERRDEH VT,

interface VI an203
no forward interface Vl1an204
nanei f NET203

security-level 0O

i p address 10. 10.203.1 255.255.255.0
|

i. nterface VI an204

nanei f NET204

security-level 0O

i p address 10. 10.204.1 255.255.255.0

no forwardgEIC &k > TN Y R ROY & B &, ASAIFTDT—XR/VASyslogX v 22— A
ERENET,

FP1010# show log
Sep 10 2019 07:44:54: %TD 5-509001: Connection attempt was prevented by "no forward" command.
icnp src NET203: 10. 10. 203. 3 dst NET204: 10. 10. 204. 3 (type 8, code 0)

Accelerated Security Path ( ASP ; @EtF¥1U74/NA) RAYZRA NOERN S,
ACLROYZERBENET,

FP1010- 2# show asp drop
Franme drop:
Flow is denied by configured rule (acl-drop) 1



ROY 7 BEHETHS S, Host-A(VLAN 203)iEHost-B(VLAN 204)AD RS 7 1 v 7 & BIAT
ZBEFRBAN, EHFFTEIhET,

Host-A

El/1

10.10.203 Application

Access

E1/3|

10.10.204

Host-B

30 |

E1/7|}

E1/s|

2—7\7\97‘-‘4 —FP1010.7 VY ST EN—RIDITFARLAYFOT+TIVSY

RORROSZEZTHET,

Uplink 2 (Control plane)
2.5 Gbps

Data0/0

10.10.203.1/24 E1/1.I
10.10.203.2/24 E1/2 .

. 10.10.203.3/24 E1/3.
10.10.203.4/24 (GW)

Application

— E1/4[ll
X550 LAN
E1/5. Controller : DP
E1l/ 6._ Uplink 2 (Control plane) !

E1/7|}
E1/s|l}

CORRODTRE, ROKSICKEY KT,

2.5 Gbps @

Data0/0

- BUL3Y 7 %Y M(10.10.203.x/24) I BT B3D2NDI > RIKA K,
- JL—2%(10.10.203.4)lx, Y7 XY NATGWE L THEEL X T,
cORMRODICE, EL2DOREAT a2 HFHYET,

1.7V 9
2N—=RIDITFARAYFT+TVIVS T
BitA7>a17uvsoy



10.10.203.1/24 BG1

..' 10.10.203.2/24 BG1 Application
. 10.10.203.3/24 BG1

.10.203. GW
e 10.10.203.4/24 ( ) BG1

BG1 = Bridge-Group 1

Uplink 2 (Control plane)
2.5 Gbps

DataO 0

ER
CORFADEBRANFROEHY T,

ABDEEFNAAERBUY TR Y M10.10.203.x/24)ICIPEFEA L TERE N BVI 18 H V)
£7,
CADDR—RNEIXRTALCTVY DTN (ZOBERITIL—T1) ICBELTVWET,
CADDR—PMIRTNTENRBHNREENTVET,
CRANBBRPFRANET—RNDVIA(EOBER., 77U —>3> (FTDARE ) 2&HEL
£,
FMCUIOEBRNSRBE, BRERBXDESICHEYET,

Device Routing Ll Rl Inline Sets DHCP SNMP

4, Search by name | @ syne Device || £ Add Interfaces »

| Interface  Logical Name Type | curity Zones  MAC Address (Active/Standby) 1P Address PortMode VLANUsage  SwitchP.. ,

Ethernet1/1 HOST1 Physical O ‘ R

Ethernetl/2 HOST2 Physical m “/_.

Ethernet1/3 HOST3 Physical o y

[ ethernetysa HOST4 Physical a» y

LefBvia BG1 BrdgeGroup 10.10.203.100/24(Stakic) FB -
FIDA>2—7 T4 AOHRE

CDBEDHRERRXDESY) T,

interface BVI1l nameif BGl security-level 0 ip address 10.10.203.100 255.255.255.0
interface Ethernetl/1

no switchport bridge-group 1 nameif HOST1
interface Ethernetl/2

no sw tchport

bri dge-group 1

nameif HOST2

interface Ethernetl1/3

no sw tchport

bri dge-group 1

nameif HOST3

interface Ethernetl/ 4

no sw tchport

bri dge-group 1

nameif HOST4




COFIVADORNZ74v070—:

10.10.203.55

BG1 = Bridge-Group 1
Uplink 2 (Control plane)

2.5 Gbps

DataDlJ

BHATI2N—RIITFRLYFOT+TIYSYT

10.10.203.1/24 access 203 El/l.l

| — = =

10.10.203.2/24 access 203 Appllcatlon

s 1 / 2 [ -

10.10.203.3/24 access 203 &4 /3 BVI 1
10.10.203.4/24 (GW)  access 204 . -10.203.100/24

E1/s|l}

E1) 6._ Uplink 2 (Control plane)
SV | 2.5 Gbps
E1/s|l}

Data0/0

BR
CORFDEBRAZ NIROEHY T,

CABDEET/NAARERUY 7 XY 5(10.10.203.x/24)ICIPEFERA L TERE N EBVI 1A S 1)
7,

- IV RKRAMCESHE NER—NEE, SwitchPortE— RTEREE 1, B LUVLAN(203)ICE L
TVET,

- GWICE#iE h =R — N ESwitchPortE— R TRREE 1. BIOVLAN(204)ICEL TV E T,

«2DMVLANA > B —T7 T4 A(203, 204)A"HVETF. 2DDVLANA >R —T T A4 AIZEIPA
ByYHTsnTHST, 7UYSTIL—T1IUIBLTVWET,

- RANEBEER. ABRASYFOLZEHRHLET,

cTRARNDST—RIDITANOBER. 77UT5—23>2 (FIDBE ) ZBALET,

}'-i' .

Xa

FMC UI®D



. m‘nﬁm Inline Sets DHCP  SNMP
4 Searchbyname | B sync Device || ) Add interfaces »

Ethernetl/1 Physical &
Ethernety/2 Physical 2,
Ethernetl/3 Physical P

&l Ether 4 Physical &
Vian203 VLAN &8
[l vian204 VLAN &8
(@ BridgeGroup 10.10.203.100/24(Static) S8

Ll

FIDA>R—7 T4 ADKRE

COBZEDRERFROEHY T,

nterface Ethernetl/1
switchport switchport access vlan 203
nterface Ethernetl/2
switchport switchport access vlan 203
nterface Ethernetl/4

switchport switchport access vlan 204
!

interface Vl1an203

bridge-group 1 nameif NET203

interface Vlan204

bridge-group 1 nameif NET204

!

interface BVI1l nameif BGl ip address 10.10.203.100 255.255.255.0

RANBEBEEFEERANEEEOCGWEES :

Application

. 10.10.203.2/24 access 203
10.10.203%/24 access 203 E1/3. A 0’ Vi1
. S aivT10.203.100/24
. 10.10.203.4/24 (GW) access 204 J—
—mg—

!

Int VLAN 203

-

Int VLAN 204

3 |

E1/7|}
E1/s||

| Data0/0

Uplink 2 (Control plane)
2.5 Gbps

FP1010DEFH LD EREIF
AAYFUIBRENATRALAFEVYT 1 (HA)




Active
FP1010

E1/2 Edge Switch Core Switch
access VLAN 1 G3/21

access 300

access 300

E1/3 G3/22
alccess VLAN 1

FP1010 in HA = ——
andby

FP1010 | Edge Switch Core Switch
’ G3/21

300655 300 [ 2o A
I access 300
E -

alccess VLAN 1

HARBETHWRAA Y FU I ZRETRHE. EIL200BENHYET,

1L AZNAAZY NON=RIITRAYFUIE, FNAREZNLTNTY NEEEL &K
To chIZKY, NTZTAYTIN—THRETD AU BN ET,
2. A4 Y FR—BNFHATEZRZ W
ARETEM

- ASAIFTD/\NA T7RAZE)FT 4 Tl&, SwitchPortigeZzFRAL VTS EE V), Chik,
FMCEREHN A RICEBEhTWVWET,
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-
quide-v67/regular_firewall_interfaces_for_firepower_threat defense.html#topic kam_dgc b3b

“ Firapower Threat Defense
Interfaces and Device Settings Far all Firepower 1010 interfaces, the default auto-negotiation setting also includes the Auto-MDIfMDIX feature. Auto-MDI/MDIX eliminates the need for

crossover cabling by performing an internal crossover when a straight cable is detected during the auto-negetiation phase. Either the speed or duplex must be set
to auto=negotiate to enable Auto=-MDI/MDIX for the interface. If you explicitly set both the speed and duplex to a fixed value, thus disabling auto=-negotiation for
both settings, then Auto-MDI/MDIX is also disabled. When the speed and duplex are set to 1000 and full, then the interface always auto-negotiates; therafore

Interface Overview for
Firepower Threat Defense

Regular Firewall Interfaces for Auto-MDI/MDIX is always enabled and you cannot disable it.

el et Guidelines and Limitations for Firepower 1010 Switch Ports

High Availability and Clustering

Inline Sats and Passive
Interfaces for Firepower Threat

Defense « No cluster support,

DHCP and DDNS Services for

Threat Def + You should not use the switch port functionality when using High Availability. Because the switch ports operate in hardware, they continue to pass traffic on
real Letense

both the active and the standby units. High Availability is designed to prevent traffic from passing through the standby unit, but this feature does not extend to
Quality of Service (QoS) for switch ports. In a normal High Availability network setup, active switch ports on both units will lead to network loops. We suggest that you use external
Firepower Threat Defense switches for any switching capability. Note that VLAN interfaces can be monitored by failover, while switch ports cannot. Theoratically, you can put a single
switch port on a VLAN and suceessfully use High Availability, but a simpler setup is o use physical firewall interfaces instead.

> Firepower Threat Defense High

ANRZ2OYV=7ORINSTPIEDA 2 ERZ A
FP1010M#ARA A ¥ FTRESTPARITE hEH A,

RO FTIFICDODVWTERET,


/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#topic_kqm_dgc_b3b
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#topic_kqm_dgc_b3b

Edge Switch Core Switch
G2/1

STP Root Bridge
VLANSs 300, 301

IYvD2RAYFTRE. WADVLANDIIL—RR—KEG21TT,

Edge- Swi t ch# show spanning-tree root | i 300|301
VLANO0300 33068 0017. df d6. ec00 4 2 20 15 @i2/1

VLANO0301 33069 0017.dfd6. ec00 4 2 20 15 @i2/1

FP1010Z LY AA Y FIZ#ELEL, MEDR—KNERUVLAN (N—RIITRAYF2T ) I
RELET,

FP1010 E1/2 Edge Switch Core Switch
access VLAN 1 [33{21
access 300 /
access 301
L STP Root Bridge
| VLANSs 300, 301

il
- G3/22TZ{S L I2VLAN 3010 L{UBPDUA'VLANY —JIC & V) F4&E

Edge- Swi t ch# show spanning-tree root | in 300|301
VLANO300 33068 0017. df d6. ec00 4 2
VLANO301 33068 0017. df d6. ec00 8 2

BE L2AAM Y FEFP1010ICIEK TR E, STPRAAVICEET D UREMEN BV ET

20 15 G2/1
20 15 @i3/22

chiE, FMCREHNA RICEREBRENTVET,

https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/quide/fpmc-config-
quide-v67/reqular firewall interfaces for firepower threat defense.html#task rzl bfc b3b

% The Firepower 1010 does not support Spanning Tree Protocol for loop detection in the network. Therefore you must ensure that any connection with the

Note FTD does not end up in a network loop.

FXOS REST API


/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_rzl_bfc_b3b
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_rzl_bfc_b3b

FMC REST API
COHEEZTR—NTBIRESTAPIRXDEH VY TT,

2B A O B—T I A A (HR—NENBPUT/GET)
/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfac
es/{objectld}

- VLANA B —7 T4 A ( $R— & hBPOST/PUT/GET/DELETE )

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/vlaninterfaces/{o
bjectld}

NZTND1—FT 12T W
W OBE

AT 774)E. FIDINGIPSO T 7 I> 1 —F 14 > Eizldshow techd EhTH v 7°F
YENET, NIV 1—FT A2 TOBEICHAZANDIULEN HDERZRIZRLET

- lopt/cisco/platform/logs/portmgr.out

- /var/sysmgr/sam_logs/svc_sam_dme.log

- Ivar/sysmgr/sam_logs/svc_sam_portAG.log

- Ivar/sysmgr/sam_logs/svc_sam_appAG.log

- Asa running-config
- /Imnt/diskO/log/asa-appagent.log

FXOS (F/INM R ) S5 OF—RYNEE - CLI

FTD(SSH)DEA :

> connect fxos

Cisco Firepower Extensible Operating System (FX-0OS) Software

TAC support: http://wwmv ci sco.conm'tac

Copyright (c) 2009-2019, Cisco Systems, Inc. Al rights reserved.

FP1010- 2# connect local-mgmt
FP1010- 2( 1 ocal - mgnt ) #

FTD (V=) OBE .

> connect fxos

You came from FXOS Service Manager. Please enter 'exit' to go back.
> exit FP1010- 2# connect local-mgmt

FP1010- 2( 1 ocal - mgnt ) #

FP1010/YY VI R

R—KLZAZE, IXNTORATRAMY FHIFR—MERZERLE T,



COARAVY—>23av NE, R—RNLTPAZD "PortControly 2923 RLTVET, (T
AVE—TIAATEREENLERIRFERNS T4V IREENTRDH, FA0)THIHZEEET
BLPAZNRENTVET, 1DOOR—FDELBEHE LI IVERICRLET,

FP1010- 2# connect local-mgmt
FP1010- 2(l ocal -ngnt ) # show portmanager switch status

---Port Control 2 regAddr=8 data=2E80--

Junbo Mode =2
Mode: 0:1522 1:2048 2:10240

802. 1q node =3
Mode: O0:Disabl e 1:Fall back 2: Check 3: Secure

Discard Tagged = 1 Mode: 0:Allow Tagged l:Discard Tagged

Di scard Untagged = 0 Mbde: 0: All ow Untagged 1:Di scard Untagged ARP Mrror = 0 Mdde: 1:Enable
0: Di sabl e Egress Monitor Source = 0 Mobde: 1:Enable 0:Disable Ingress Mnitor Source = 0 Mde:
1: Enable 0:Disable Port default QPri =0

RDADVY)—=2>23Y NTR, ERETXBR—PE—ROEKRETLTBRINEREDNALD A
SEZHRTEXT,

Loz | Enis ' D l ISR BRI FP1010# connect local-mgmt
\ e D 3 Add Inberfaces = FP1010{local-mgmt}# show portmanager switch status | egrep “Port Registers Dumpi|Tagged™
-------- Part Registers Dump for port 1

Logical.. Type  Sec.. M. IP Address Port Mode  VLAM Usage  SwitchPort Discard Tagged =0
Sagrostic  Pys Made: 0:Allow Tagged 1:Discard Tagged Routed Mode (BG)

-------- Port Registers Dump for port 2 ————

/ Discard Tagged =0
= Mode: 0:Allow Tagged 1:Discard Tagged H Trunk Mode
=1 | Port Registers Dump for port 3 -
‘-_——
i
1
1
1

&1

Discard Tagged =1

Mode: 0:Allow Tagged 1:Discard Tagged H —— I
-------- Port Registers Dump for port 4 Access Mode

Discard Tagged =0

Mode: 0:Allow Tagged 1.Discard Tagged

......... Part Ragslifjs Dump for port sgg H Routed Mode (IP)
Discard Tagged =1

Mode: O:Allow Tagged 1:Discard Tagged
......... Part Registers Dump for port 6 ———
Discard Tagged =0

Mode: 0:Allow Tagged 1:Discard Tagged
......... Part Registers Dump for pod 7 -
Discard Tagged =1

Mode: 0-Allow Tagged 1:Discard Tagged
......... Part Registers Dimp for podt 8 ——
Discard Tagged =1

Made: 0-Allow Tagged 1:Discard Tagged
,,,,,,,,, Port Registers Dump for pot 9 ——
Diseard Tagged =0

Maode: 0:Allow Tagged 1:Discard Tagged

ARGAGARE

fdddsEsREEE®E;E

FP1010MFPRM show techZYR#EL £ 7,

FPRM/N> RILZEKL, FTPH—NICT7YZ7O—RIBIZE, ROFIEZETLET,

FP1010(l ocal - ngnt ) # show tech-support fprm detail
FP1010( Il ocal - ngnt ) # copy workspace:///techsupport/20190913063603_FP1010-2_FPRM.tar.gz
ftp://£ftp@10.229.20.96

FPRM/N> RJLIZIE. tech_support_brief& WS 7 7 A LA EENTWE T, tech_support_brief 7
7AW, —EDOshowdY Y RAEENRTVWET, DS 501D 7H show portmanager switch
status T,



tmp
opt
mnt
isan

| tech_support_brief

FIREEORME, —RNEEE, EEE

6.5 1) —ANREK N HMR
CHAFEVIN—TAT7TORINE, SVIMVE—TILAATREYR—rEhTLVEEA

NAUFAVTFARNFI0I0TREYR—RENTVER A,

- SVIVLAN IDO &R F1 ~ 4070IC#IIRE N E T,

L2OR— R F Y RILBEHR—BEhTLRE A

T I=NWA=N=VTELTOL2ZR—MNEHR—RENTVER A,
A4 Y FHRBEICBIT 2 HIRR

et A PR
~ e YERR ATBERVLANA > &2 —7 T

VLANA B —T7 T4 ADHK prpiyren 60

RS OF—ROR—NTEFH

T hBVLAND A

FRNTORITBZLINTY N&EX

W 7°

%45 1 7VLAN R—MNET, R—BMNLETEREE 1
N4 71 JVLANICEET
%
IRXTHBHFAFEAEZ—T T
1 AZED

oy < (A >BZ—7 T4 AVLAN, %7

BHNEAV =724 S S kT
.
WBAYB—7 T4 ARE)

N2> JF— RVLAN 20

60

T Ot D HIR

HTAUBR—TIAREAZ—T T4 AVLANK, BILVLANZFERTE XA,
-BVICS ML TVWRIXNTDA U RA—TIA AR, BUITADA 2 Z—T I/ ARIZBL TV
PDRENBDYNET,

-BVIE, L3E—RAKR—RNELSE—RR—KNYTA U RZ—T I/ AZHEIAEDETHERTEE
9,

AR —TIAAVLANZHAED B TBVIZERTE X T,
3ETE—RAR—RNEAEZ—TIAAVLANZEEES B TBVIZER TR CEWRETEEE A,



BEE 1T

. Cisco Firepower 1010EF* 21 VT AT T SAT A
CRREHAR



https://www.cisco.com/c/ja_jp/support/security/firepower-1010-security-appliance/model.html
https://www.cisco.com/c/ja_jp/support/security/defense-center/products-installation-and-configuration-guides-list.html
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