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ROERICETDHBAN BB ENFHRENET,
s COHARICETZRANEEHEHY) EEA

FATAHIAVR—FB

CORFIXNOBEHRIE. ROVTRNIITEN—RIITON—TIVICETVTVET,
« Cisco Secure Firewall Threat Defense 2110(FTD)/N\—>32/7.2.4
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FIDICEHichi=O>V—ILT—7)
s AVAN=INYT—=D(PAETTICTYTO—RENTVET

COBAX—DHOFIEE. TTZATVATHR—RNENTVET,

« Cisco Secure Firewall Threat Defense 1000/ 1) — X
« Cisco Secure Firewall Threat Defense 21003/ 1) — X
« Cisco Secure Firewall Threat Defense 3100/ 1) — X

FLU®IC

1. BAX=DHOFIBICKY), LBIOREN TN THEENE T, REZERLTSICE. O
FIEEZBRBITHHICNYIOTYTEZERLET,

2. COFEEF, FIDY 7RI IT7EETLTVWR I 7ATI0F—)LICOXKBERENET,

B.EFINCOFIEEERMNF B ZBEBLET,

T

AX AE

ATYVT 1 TTZATRET7F—XY MLET,
\77SATAODA Y —=)LAR—BNICEHREL, OV —IILEREERLET,
Il. FXOS> vy —>pCLiicOd 14> LET,
lll. connect local-mgmt& A B LT, BBV Y —ILICBBLETD,

lll. format everything AN > RZFEAL T, P7SA TV ALOIXRTOFREE T — MM X—
TEHBRLET,

. yesE AAULTFIEZHERLET

Tirepower-2110# connect local-mgmt admin
firepower-2110(local-mgmt)# format everything

ATl configuration and bootable images will be Tost.
Do you sti1ll want to format? (yes/no):yes

ATV 2 Esc¥F—%#HLT7—h7O0RAEFHL. ROMMONE—RICAY ET,



CI15Co SySTeEm ROMMON, VErsi o .12, RELEASE SOFTWARE
copyright (c) 1988=200% by C Sy E 5, 1IN,
comptled Mon OESLT 23:23.36 by bui

Current i1mage runfning: Bodt ROMI

Last reset cause: ResetRequest (OxOO0010007
DIMN_1/1 Present

DIMM_2/1 @ AbZent

PlatTorm FPR-Z110 with 16384 MByLes of main memory
BIOS has been successfully locked !!

MaC Address: 18:589:F5:d9;:60a:00

Use EREAK or ESC T TnteErrupt DoOt.

Use SPACE to begin boot immediately.
EGOT TRTerrupted.

FOmROn 1 >

ATYT7 3 TFIPAIVO—ROERFBELT, XY RD—JEUE—RARL—DONTX—&
CHREZANLET,

IANTRIBENFHBINTA—RERXOELY T,
A. ADDRESS=ip_address
B. NETMASK=%Y RN A7V
C.7"— b~ I A =gateway_ip
D. SERVER=remote_storage_server

E. IMAGE=path_to_the_file

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Boot interrupted.

rommon
rommon
rommon
rommon
rommon
rommon

ADDRESS=10.122.18/7.166
NETMASK=255.,255, 255, 22
GATEWAY=10.122.187.161

SERVER=10. 20/.204.10
IMAGE=Ccisco-ftd-fp2k.7.2.4-165.SPA

S¥E:ROMMONE— RTRTFTPZORIILO&AHR—KEh, I/ -7y 77Ot
ATIEFTP, SCP, SFTP., 8 LUVUSBIFHR—KrREhEH A,

1}
2
3
4 .
5
=



ATY T 4 :setE ABDLT, BEHET N EREERIELET,

rommon 6 > set
ADDRESS=10.122.18/7.166
NETMASK=255.255.255, 22¢
GATEW&T—lD 122. lE! 161

SERVER=10.207.204.10
IMAGE=£15cu-ftd-fp2k.F.E+4-155.SPA
CONFIG=
PS1="rommon

I L]

-

ERMHENEEBAELVWCEZEREL., IZ—NRBELEBEE. NSA—2%2FAEL
Tsetce BEANDLFRT,

ATY T 5: syncEABLT, RYRND—DEUE—RNAML—POREZEALET,

rommon 7 > Sync
rommon 8 >

FIE6 : thp-bIN> REFEAL T, 7—RNTOAZHBLET,

romman & > tftp -b
Enable boot bundle: tftp_regsize = 268435456

ADDRESS:
NETMASK

. SPA

MOD 5 Auto Detect

Receiving cisco-frd-fp2k.7.2.4-165.5PA Trom 10.207.204. 200 00000000 pnnppninnippngpnnrorpppnnl

E T —MMA=20FIVO-RFAERBICETIRE, ¥V 0O— REWET 2 BRER
AV I2ARTENET, THUADBER. BRIBUTHA L Z®EITDH. TN
AANVE— PR —N—ICHETEZ L ESH ZRIAL T T,



FIE7 : >ATLANEBLES, F7AILMOILF v )L(admin/Admin123)Z A L TF/N
AAZATA L, PTZAT 2 AONADT—REZZEELET,

firepower-2110 login: admin
Password:
successful login attempts for user 'admin’

En tEI_‘ new pas sword:
Confirm new password:
Your password was updated successfully.

E:COIZ—R, BEY R7YTORTHIRTENDFEENHYEIHN, BOFIET
HRATDRSIC, BRANKRYTIRNIITZEAARN I LERBTIOVTENET,

Jun 14 21:37:17 firepower-2110 FPRM: <<%FPRM-2-DEFAULT_INFRA_VERSION_MISSING>> [F1309][critical][default-i

nfra-version-missing] [org-root/fw-infra-pack-default] Bundle version in firmware package is empty, need to
re-install

ATYVT 8. BBAVEA—TIAADIPERELE T,

. scope fabric-interconnect a X > REFERAL T, 777 UYy ORO-TIZBBLET,

S

1.7~ > Rset out-of-band static ip ip netmask netmask gw gatewayZ £ L T, BEIPERE
ERELET

f1repo.er 2110# scope fabric-interconnect a
2110 /fabric-interconnect # set out-of-band static ip 10.122.187.168 netmask 255.255.255.224 gw

warning hhen committed, this change may disconnect the current CLI session.
Use commit-buffer command to commit the changes.
firepower-2110 /fabric-interconnect* # commit-buffer

AT Y7 9: Threat Defensef > ARN—=)INYT—272X D O0—RLET,
. scope firmware AX > RZFEAL T, 77—ADVITFAI-7TICBEBLET,
NAVARN=INY =22 O0—RULET,

A.USBZEFERA L TW3B Ak, download image usbA:package_name N> REFEHT
EET,

BHR—KRENRTWBAUE—RANL—H—NEFERALTWSESEEF. download
image tftp/ftp/scp/sftp://path_to_your_package N> RZFERATEE T,

firepower-2110# scope firmware
Jfirmware # download image tftp://10.207.204.10/cisco-ftd-fp2k.7.2.4-165.5PA

firepower-2110 /firmware # |}

E UVE—RANL—=H—NE2EATIHEE. FICRITELSIC, OV ROBXXIZiEX
NAZFERATEIUREN HYET,



AT Y710 : showdownload-task X > RZEFEHAL T, XV O—ROEBRAEERLET

o

firepower-2110 /firmware # show download-task

Download task:
File Name Protocol Server

cisco-ftd-fp2k.7.2.4-165.5PA
Tftp 10.207.204.10 Down loaded

X A2 0— ROREAN DownloadedICBITL IS5, ROFIBICELEANTEXRT,

AT Y 7 11show package N> REFAL T, NV T—IHFFTICT7—LITITIARNIS
PR LET,

firepower-2110 /firmware # show package
Package-Vvers

cisco-Ttd-fp2k.7.2.4-165.SPA

E:Threat DefenseV 7 NI T DA AMN—=IBKICERATHINY T —2N—2 a3z
_Lli?o

ATYT12EBRRY INIVITEAVARN=ILT, BAX—2EZETLET,
l. scope auto-install ANX > RZFEAL T, 41 AN =)L AO-TICBBLET,

Il. install security-pack version version force X > RZFERAL T, BRAREV 7RI IT70OA
VAR =L EZHEITLET,

N.OAYY=)LIZ27o0BR7OV T KRR RENDDT, yesE AL L THAEERELET,



Tirepower-2110 /Tirmware # scope auto-install
firepower-2110 /firmware/auto-install # install security-pack version 7.2.4 force

Invalid software pack
Please contact technical support for help g

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 7.2.4-165, it will do the following:
- upgrade to the new platform version 2.12.0.499
- install with csP ftd version 7.2.4.165

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):yes
Triggered the install of software package version 7.2.4-165

Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show’ or 'show detail’' command.

AE  BAXA—H7TORARICERARTASDIDNET A VARN=IBICTTAT I
—WAUT—RENBDOTEELTLEE,

AL

showdetail AN RZFEAL T, 7Y7IL—R7OLAZRKRIELET,

firepower-2110 /firmware/auto-install # show detail

Firmware Auto-Install:
Package-vers: 7.2.4-165
Oper State: Scheduled
Installation Time: 2023-06-14T22:07:28.777
Upgrade Sstate: Validating Images

Upgrade Status: wvalidating the software package

Validation Software Pack Status:

Firmware Upgrade Status: 0Ok

Firmware Upgrade Message:

Current Task: validating the application pack(FSM-STAGE:sam:dme:Firmwaresyst
emDeploy:validateApplicationPack)
firepower-2110 /firmware/auto-install # J}
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