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« EFA—NTRLA®D (1—HH)EE. #7232 TFrom, Envelope-From, # &
Reply-ToOAY X —A SEEFEENET

- EEEIP

« FromA Y & —&Reply-ToAY Z—ICEBIZERRLET,

5.SDRAF ¥ iF, IXTODA NIV RXYE—JICRHULTRITENET,

6. SDRAF ¥ > I&. Simple Mail Transfer Protocol(SMTP)A" X Y £—2 & Z [ ANLEERIZITD
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WebUI:

1. Mail Security Services > Domain Reputation > Enable® JEICBEL £ 7,

2. Enable Sender Domain Reputation Filtering®#&IC&H2RY VAZ VY I LET,

3. FIVILETF—RILATZAaVODAYV A —EZEHTHENHEER LEEZHE8EF. COKRY
VXA TENEMEEL . (A7>3ar ), BBRLULEY, ?(REF)ZEIVYOLT, Hilz
BEELTLEFEV,

4. Z DR Y U Al Sender Domain Reputation Query TimeoutZiBIRL EF., ? (BEEAF) 20V
YOLT, FllZEREL T EZTL,

5. "Match Domain Exception List Based On Domain in Envelope From - Enabled; Z&IRULE T

o

6. HICTRT&KSIZ, Submit> Commit® BV Y O LET,

Domain Reputation

Sender Domain Reputation is currently aisabled

_b' Enable...
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Domain Reputation

Mode —Cluster; test Change Mode... H

b Centralized Management Options

Enable Sender Domain Reputation Filtering

Include Additional Attributes: |7 Enabile
Sender Domain Reputation Query Timegut: (7 Fl seconds

Match Domain Exception List based on Domain in Envelope From: (7 Enabile

[ Cancel | [ Submit

Security Services > Domain Reputation ( 2+ 1 UF 1 —EX)

RXAZHIAD AR

1. RXAVBIAVARNE, ZBEX-LT7O0-CHITIEFERXALEIT—3VAF YD
ENANATEXT,

2. RXAVBIAVARNE, X—IL7O0-CREBE2E5RA2LOICEBRDERICBERATERT,
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4. AVFUVIAYE—STALNEAOEYBBET 7V —2 3>, BEEChE7ALRICD
WEBESADTEEN B ET.
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B.CORFIXVBNTR, RXAVHIAVANZEATEIXY E—JDSDRZEREIC/NA/INAT
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7. RXALPIAV A D DEH DA

T RLA-BEDOER

1. Mail Policies > Address List > Add Address List > Name > Description > List Type: Domains
OnlyDJEIZBEL ET,
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3.Submit 22 Y UL, RIZCRT&KSICCommit Changes 201 )Y I LET,

Add Address List

Addredd Lt Narae [-553 Emfeption

Description:  Domain Cxoepticn Liss

Ligt Tyipi Full Email Agaretses only
O Domains onily
[P Addlnesses anly

AN of the above

Addresses

[ cancat
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1. Security Services > Domain Reputation > Domain Exception List > Edit Settings > Domain

Exception ListD JEICEELET (VARNZERBIRLET ),
2.Submit 22y UL, RICRT&KSICCommit Changes Z0 )Y U LET,

Edit Domain Exception List

Domain Exception List: (2 | yress

SDR_Exception
pprion list shows address lists that can contain domaing only.

e o
To create a domain exception list, go to Mail Policies > Address Lists

| Cancel | Submit |
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E

1. sdr-reputation (['awful’, 'poor’, 'tained', 'weak', 'unknown', 'neutral’, 'good],
domain_exception_list)

2. sdr-age("days", <, 5, domain_exception_list)

3. sdr-unscannable(domain_exception_list)
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« DEV, EALV, FBhi, 8L, RA, iz, BV

s ZAKDATZATFAIR—N—ZFEALT, —BEE2EHEZERLET,

« Awful& PoorA" #EBET T,

« TAwfuly & TPoory IC—T 3 XY E—2(CIEk, "Spam,y X "Maliciouss X EDEIM®D
DFJdVENFrEEFNTVRENHYET, cnNSOER. XVE—TJRSYF T THER
TEET,

Domain Reputation Help

Doas tha sander domain match any one of the
specified criteria?

@ Sender Domain Reputation
O Sender Domain Reputation Vierdict sff—————

Werdct: Awful to Poor

Cascas ©

Sender Domain Age
Sondar Demain Reputation Unscannakily ™

External Threat Feeds
Use a Domain Exopption s wone a3 “*

SDR¥IEAIREAEH AT 1 R/N—

Verdict: Awful to Good

Awful Poor Tainted Weak UnknowrNeutral Good
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Domain Reputation Help
Does the sender domain match any one of the
specified criteria?

© Sender Domain Reputation
Sender Domain Reputation Verdict

© Sender Domain Age <«

('~ Greater than N ] | Day(s) E
Greater than or equal to .
Less than n Unscannable '?

Less than or equal to
Ext Equal to

Does not equal
\ Unknown J

None E @

Use a

REED KXY ORBEE. BAEVEL, URIFBBRUET,
10. %3 BEERXAVLELIT 23V AF Y FETT,

c FIEEMBTEBRWVSERICEREN T3V ERTIBD ATV ERHBLET,

Domain Reputation Help
Does the sender domain match any one of the
specified criteria?
© Sender Domain Reputation
Sender Domain Reputation Verdict
Sender Domain Age
—Jp © Sender Domain Reputation Unscannable @
External Threat Feeds

Use a Domain Exception list: None E
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« AEPBRT7 1 —RICOVWTIE, CCTHLLKHALET., ABBEZ7 1 —R,

Domain Reputation Help

Does the sender domain match any one of the
specified criteria?

Sender Domain Reputation

© External Threat Feeds

Does the domain in the header match the threat
information from any one of the selected

sources?

Available Sources: Selected Sources:
Alienvault Add =

beta_taxii >

hat-phish_tank < Remove

Select the headers where the reputation of the
domain must be checked: '¥

~I Envelope Sender\
~| From Header
“| Reply-to

" Other Header @
.

.

Use a Domain Exception list: MNone E

NEBEET7 1 —RliE. SDREAUAY A —DODAF Y VICEATEET,

s EX=NtEFIVFATTIATRAI—HHAR
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Use a Domain Exception list:| + None
sDH_Exc phion ‘

13. NS DEMEBAEDLENLETHR,. RPRASERITRY, EEENERTLVWHERIC
KIFTDAEEN B ET,

14. AROBEWVWT 023> 0—HBERIZRLET,

. REMREANOIE—

* [Drop]

e AV E—POH/BELEFAXICREETEFTLFEEZEMLET,

s XVE—JRIYFOIOTICHEOEE, 7L —X, FLREZERTDLOOO0T I
NUZERLET,

XY= 71402 %EAL IZSDROKE

1.ESAI—HYHAREF, XvE—T 42BN, ER, BRUTHIICETZ2ENLBRRET
9,

2. CCIRBEENTVABEHRUAADODXY =T 4 RICETHEOMOOTVICOWVT
. I—YHA RTZOAY AR —BZRZEL TLSEEL,

C XY BT T ANREFAUEEEERXAYLEIT Y3V CEIK XY =IO T 4
LB

3. RDEENSDRAY E— 74 RICEENFHFShTVWET,

- sdr-reputation (['‘awful', 'poor'] >>>Z Ol D fE [k N TAwful, Poor, Tainted, Weak,
Unknown, Neutral, GoodT ¥,
- if sdr-reputation (['awful', 'poor1, "<domain_exception_list>") >>>Z Il ik, RX A > fsk1)
ANDEANEENET
- sdr-age (<'unit’>, <'operator'> <'actual value'>) >>>M3F& &, operator; DERICDOWVT
I—H¥— A RZZRLTEEL,
« (sdr-age ("unknown", ")) >>> unit =BV OfER ") CBEMASIET,
« f5l : (sdr-age ("months", <, 1,"™)).>>>unit=H, A, FEEF=< (&KV)Ph&EW),
EiEE=1
« sdr-unscannable (<'domain_exception_list'>) >>>AFRRENTLHFEE., XV E—0HEEN A
FYURBEICB2IZBE. COUVTINICR, RXSVBAVARNDERBEEENTVET
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« if (sdr-unscannable (") >>>Z DY TILIZEBIAVARNEEFATVER A, BEIRE(M™ICE
EMASIET
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51

cOtv>a Tk, BENERCEBELTVWSREZRALET,

SDRY—E AN BEMIZE S &, mail_logs& Message TrackingiZSDR : OJ I NUNRRE Wik
HET,

1. mail_logslZ &, INEENESDRF—ZDAIATHNEENET,

2. A7, X—=)IRVD—ZRETDHEIC, X—)L7O-DRVRETREEINET,

SHTEICLRLTITLNZ 7023 E, Xve—2T7 40 2BKCA TV TAINEOT IS
AVEICRELET,

<#root>

XXX . Ccom>

mai | _| ogs sanpl e including SDR verdi ct

Tue Dec 3 15:22:44 2019 Info: New SMTP ICID 5539460 interface Data 1 (10.10.10.170) address 55.1.x.y re
Tue Dec 3 15:22:44 2019 Info: ICID 5539460 ACCEPT SG Production_INBOUND match xxx1.xxx.com SBRS 2.5 cou
Tue Dec 3 15:22:44 2019 Info: ICID 5539460 TLS success protocol TLSv1l.2 cipher ECDHE-RSA-AES128-GCM-SHA
Tue Dec 3 15:22:44 2019 Info: Start MID 3291517 ICID 5539460

Tue Dec 3 15:22:44 2019 Info: MID 3291517 ICID 5539460 From: <customer@xxx.com>

Tue Dec 3 15:22:44 2019 Info: MID 3291517 ICID 5539460 RID O To: <ownher@xxx.com>

Tue Dec 3 15:22:44 2019 Info: MID 3291517 IncomingRelay(PROD_TO_BETA): Header Received found, IP 172.20
Tue Dec 3 15:22:44 2019 Info: MID 3291517 Message-ID '<mail>'

Tue Dec 3 15:22:44 2019 Info: MID 3291517 Subject "Youl\\'ve Been Nominated for inclusion with Who\\'s W

Tue Dec 3 15:22:44 2019 Info: MD 3291517 SDR Domains for which SDR is requested: reverse DNS host:

Tue Dec 3 15:22:46 2019 Info: M D 3291517 SDR Consol i dated Sender Reputation: Awful, Threat Category:

Tue Dec 3 15:22:46 2019 Info: MD 3291517 SDR: Tracker Header : 5Zrl 76622ZDGPs S6cByUUXq7LTXXS3/ wonoZb5c(

Tue Dec 3 15:22:46 2019 Info: MID 3291517 ready 10011 bytes from <owner@xxx.com>
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Info:
Info:
Info:
Info:
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Info:
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Info:

MID
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MID
MID
MID
MID
MID
MID

3291517
3291517
3291517
3291517
3291517
3291517
3291517
3291517
3291517

Custom Log Entry: MF_URL_Category_all
matched all recipients for per-recipi
interim verdict using engine: CASE sp
using engine: CASE spam positive
interim AV verdict using Sophos CLEAN
antivirus negative

AMP file reputation verdict : SKIPPED
using engine: GRAYMAIL negative
Custom Log Entry: SDR_Verdict_matched

Start MID 3291519 ICID O

HIT
ent policy DEFAULT in th
am positive

(no attachment in messa

_Awful_Poor

A BEDHUENHEFLEIEELZERTDICIE, Bkgrep AN REFHLET,

« >> grep "Sender Reputation: Awful" mail_logs
« >> grep "Sender Reputation: Poor" mail_logs

5. E58IC, X—)ILOJ 0OFMIE. CLIOfindeventdN Y RZMIDIEE L EICHEALTEETEERT

o

XXX .

Tue
Tue

XXX
Tue
Tue

com> grep "SDR:

Dec 3 11:07:01
Dec 3 12:57:28

.com> grep "SDR:

Dec 3 10:24:08
Dec 3 15:18:27

1. SDRZ& L : mail_

Domain Reputation.*Poor™ mail_logs
2019 Info: MID 3265844 SDR: Consolidated Sender Reputation:
2019 Info: MID 3277401 SDR: Consolidated Sender Reputation:

Domain Reputation.*Awful" mail_Tlogs
2019 Info: MID 3261075 SDR: Consolidated Sender Reputation:
2019 Info: MID 3291182 SDR: Consolidated Sender Reputation:

logs & 1= l&Message Tracking@®c O N EELE T,

Poor, Threat Category: S
Poor, Threat Category: S

Awful, Threat Category:
Awful, Threat Category:

BREORNSZ TN 2 —FT 4T ICRIDERBREBENLET,

- SDROAZ&. ACCEPT Mail Flow PolicyZ BB g2 XY £—JICR U TEICFETEET,
c COHAROFRVOFIBICHK>T, H—EAFEVCBE>TVWBREZRERELET,

2. SDRA'ZALTIRLELE :

« SDRAMCiscoV7 T RY—NHFBEVWTWVWT, EHTETHD I EZBIELET,
e v2.sds.cisco.com
« FEBIZ—MWETARNE., CLIN StelnetZEAL TETTEET,



NF—HErREnks, BERNSEETREEZRIETEET,

« CLI > telnet v2.sds.cisco.com 443 ( Chid, BENKRRNAZHERTEET, )
O —ERAOOTEZRELT, A1V E—Y AMR—ADH—FRICH T2 EEBEZD A4
HAHBINPESHZHILET,
CLI > displayalerts D JEIZZ#IR L T, BEEZTOEMO KR ZHEELET,
13.5& V) BIDAsyncOSTlk, SDREURL7Z 1 LR T E B 5 £ v2.sds.cisco.com% £
LET,

« URLZ 1 J)L&Z1)>JCLION > R> websecuritydiagnosticsZ2F I Y V3% &, XY b

D—ONAEBENANEENTVINESHERRETEET,

Sender Domain Reputation Timeout SettingZ#53L T, fEZ1 ~ 10WEXP TN TED
HESHZHE L ET, Security Services > Domain Reputation > Edit > Sender Domain
Reputation Query Timeout:2DJEIZBEL £9,

774N NE2BT, BARER10DTT,

AsyncOS/N— I 4L B O EEREH

B178 €. RABMBv2.sds.cisco.comiEEHTEETT A, URLZ 1 ILZ > ESDROME T ICX
LTHBEILTERLSBEYET,

CNESDRANBEIPT RLAZ, RETCPR—R43RNTZT7 AV ORIZT7TATI#—)LTHF
AFIHBENDYET,

RARNE :

+ serviceconfig.talos.cisco.com
+ grpc.talos.cisco.com
» email-sender-ip-rep-grpc.talos.cisco.com

IP7 RL A&H :

146.112.62.0/24
146.112.63.0/24
146.112.255.0/24
146.112.59.0/24
2a04:e4c7 ffff.:/48
2a04:e4c7 fffe::/48

chsi, IPLE1T—232, URLLELIT—>3Y, $LTATIVEREL. ¥—ERO
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