AXA=)DOSCP7Y21%EBmETSH & ESA
ZO7AFULET

=PA

=8
Ml

N
iy
=

= |
il

et
IX/Linux ® 7 7 A4I)L LRILFIFRS &K VU'HEFR
)LG) SCPZ7YS 1% EITRCEWFESAZOTALET

Cc
Z

7 %
od | |

Hostkeyconfig
AT ALAOY
BERRNS TN —F142T

B

COERICHFEEZRERENATVEIA—LOEF17 IE—Fv2a
H—/NIZ CiscoE X—=I) EF*1)FT4 FTSATA(ESA) A5 (
LEITEYRTYTBRUTRETSDEHIC,

BRELEHA

OJA SCP Z2FALTHIZEN TERVXRERF— ARV FEZRIIZ—OTFH2HE
LAEBACEZRLTVRERERIZ—BHEZZEIZNELNETEA,

( SCP ) Z45\&F @ syslog
2y’ EMWDGH)%ﬁ

IR &4

syslog H—/NESA A SCPOJ77A)LICCL:

1. EFHEhBZXNEF 1 I/7 NUARIBTEDCERIELTTEL,

2. AuthorizedKeysFile 2EED 7= 8% ® /etc/ssh/sshd_configy ZH®EFLTTE VW, < hidk SSH
% .ssh/authorized_keys 7 7 1 JLICEHN NS key_name RILED SO 1 —HFDHR—AL F
1 L2 M) D authorized_keys B RUNBZZ T AND LS ICHTFET:

Aut hori zedKeysFi |l e %/ . ssh/ aut hori zed_keys

J.HEAETNDZTFALINUDERZHEIELTTEV, HEREEZITESVLEN HDBEELH
V)ET: "$HOME. DIERIE 755 ICERE EhEF., $HOME/sshy DIERIE 755 ICERE
ETNET, "$HOME/.ssh/authorized_keys DHEMRIE 600 I[CERE SN FET,

UNIX/Linux D7 7 €))L LXRILEIBRE &K OHER



TOEAFIRIZE I DOEANHY)ET:

Per m ssion Action chrmod option read (view) r or 4 wite
(edit) wor 2 execute (execute) x or 1

REI—HHRICE I DOEANHY) KT

User | s output owner -rwx------ group ----rwx--- other ------- I Wy

7ANZIF4LTNJFA:

Perm ssion Action chrmod option

read (view contents: i.e., Is command) r or 4 wite (create or renove files fromdir) wor 2
execute (cd into directory) x or 1
BFERRE:

Linux R ZR T LEHDES —DDFRRFICE D> TRENTVEIELSIZ8RTE c e TT D
RKRTNEFDPBLEEITADYRNTEBEETNATVET, 3D20DHAHDTIAIY NOTNENKIE
BROBRALZAVAR—ZXNERLET: 7—F—. FIL—7. BKLUMt,

SNSOFATY ROTATNE 2 MO ATAOIVA—XT k EY hOAFHTT:

Synbolic Notation Octal Notation English

---------- 0000 no perm ssions ---
X--X--X 0111 execute --w-w-w 0222 wite --wx-wx-wx 0333 wite & execute -r--r--r-- 0444 read
-r-xr-xr-x 0555 read & execute -rwrwrw 0666 read & wite -rwxrwxrwx 0777 read. wite &
execute

ATYT#IIZEL TR, 755 I $HOME 4 LV KU ZRE T2 HRBEHBROEHY TY:
7=rwX 5=r-x 5=r-x

ChEFALIVRNVICFTZAIN FTD rwr-xr-x D EREBRLET (0755) LT 8 &K
TETREND,

X=)DSCPTY1EREIDCERFESAZOTFLE
-

1. CLI OY > R logconfig ZF1TL TT& L\

HFLVLWAT D3 &BIRLTTEL,

B.COYTRONT>avicwes07 774 ILEAERIRLTTEV, il IronPort 7F X
NX=)ILOJDOEHERO"" O, FLEMBOEOOTT77AILEETT,

4.O7774ILOBEZADLTTEV,

5. kFREY OV ZBIRL TTEVY, BERROKFER Informational (Z "3", £EMD
EOOVEBIRTDIMBENHVYET,

6. 07 ZMBIHLHIC TT7AOVTNREREALEHZEEARNZERLBZEWVWSCP /Y21l
"3" ZIBIRLTT &L,

7.0 ICETEDIZIP7RLANDNS FRARBTAADLTTREL,

8. UE—KREKRANTICELHITDEDHICA—NEADLTTEL,

9

1

N

OV ZELEHIZVE—RRARNDFALIRNIZADLTTZL,
0.7 7 7AINDIEOICERATRIEHICTTFAILETAILTTEL,



M. 5BERF. ELBELRS, DATAOTJIC77AILEBZEM THLEHICSAIAEDRS K
BEENEBBESZ, $serialnumber E3AETVWEL £,

12. R K% filesize A T HBIICERE LTTFEL,

13. A7 7AMILOFEAR—AAO-I)LFA—N—%, ZHFITBIEERELTTEL,

14, "TEENLEERAMNTF—FIVIZBMC LEVERSLEHICHA, 1. TYZL ABL
TFHEL,

15. A9 774NN o PTY7TO—RENDKSIC authorized_keys 77 1 I)LICENA S
ZEIIXD SSH F¥— ’E/T\‘c‘f nNE Y

16. Syslog ¥ —/NIC Tauthorized_keysy 7 7 A JLIC SSH F—ZE<K XENfHBD DT, TOF
—ZJdE—LTTHZ L, logconfig A5 Syslog Y —/Y® $HOME/.ssh/authorized_keys 7
TANCEZSNDF—ZBE)FTFTTEL,

17.ESAAS, CLUION Y REZAV74F1L—2 3 EF2REL. RETHLEHICELE
FERITLTTEL,

OJDRERFRERE GUIHSHEETHZBELHYET ATLABES>OT YTRAIVTaYy

X REBFHEBSLICIYFLV BHROLOD ESAI—HYHA ROOFITREEZRKRFTL T
W,

e
Hostkeyconfig

T~ 2 R logconfig > hostkeyconfig ZE1TL TT& W\, Tsshdss &L Ty BREDNEICIRMEE
DF—ANOEMENLEF—F]LULETIUARNENTWVS syslog —/NICDVWTEE Eéﬂ%l/
R)ZBRZEEFTY,

nyesa. | ocal > logconfig
[1> hostkeyconfig

Currently installed host keys:
1. 172.16.1.100 ssh-dss AAAAB3NzaClkc3MAAACBAMUgUBGzt QOT. . . Qut Uns+DY=

SATALAOY

DATLOVERZRFRLET: BHE. RE B TITSAT A4 AOEMERT7Z—b
. DNS AT —2AEHEEL., 1—% commit AN REFALTRATENDOAXRNLET
o YATLOVRTTSZATADERNBREONS TN I1—FT AT 2RTT2EHICE
I5F9,

CLI A5 REKE system_logs ZRTITD LW ATLAREICSA THBEEREBLET,

F/= CLI Y Rrollovernow Zi#IRL, OV 774 ILICHENSITSNDBEFTEBIRTD &N
TZET, system_logs M syslog H—/NIZZhAOTT774) SCPRRENET:

nyesa.local > tail systeml ogs

Press CGrl-C to stop.
Thu Jan 5 11:26: 02 2017 Info: Push success for subscription nail_logs: Log


//www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html

mai | _| ogs. nyesa. | ocal . @0170105T112502. s pushed via SCP to renmpote host 172.16.1.100: 22

BEXNSIN 21—F12T

O—AI) RAKRD S D syslog H—NNDEFEHICE VT OGN > EBEDN. BKRTHEHA ssh
H25, TRE—ROI—YTIOLAZTANTB1-9IC Tssh testuser@hostname - vy Z%
TLTTEV, ChRBEENZ TN 1—FT 42T sshEFNAEICHBILTVEVWATRT
PrELhFEEBA,

$ ssh testuser@72.16.1.100 -v

OpenSSH 7.3pl1, LibreSSL 2.4.1

debugl: Reading configuration data /Users/testuser/.ssh/config

debugl: /Users/testuser/.ssh/config Iine 16: Applying options for *

debugl: Reading configuration data /etc/ssh/ssh_config

debugl: /etc/ssh/ssh_config Iine 20: Applying options for *

debugl: Connecting to 172.16.1.100 [172.16.1.100] port 22.

debugl: Connection established.

debugl: identity file /Users/testuser/.ssh/id_rsa type 1

debugl: key_l oad_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_rsa-cert type -1

debugl: identity file /Users/testuser/.ssh/id_dsa type 2

debugl: key_l oad_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_dsa-cert type -1

debugl: key_l oad_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_ecdsa type -1

debugl: key_l oad_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_ecdsa-cert type -1

debugl: key_l oad_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_ed25519 type -1

debugl: key_l oad_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_ed25519-cert type -1

debugl: Enabling conpatibility node for protocol 2.0

debugl: Local version string SSH 2.0-OpenSSH 7.3

debugl: Renote protocol version 2.0, renote software version OpenSSH 6. 6. 1p1 Ubunt u- 2ubunt u2. 8
debugl: match: OpenSSH 6. 6. 1p1l Ubunt u- 2ubuntu2. 8 pat OpenSSH 6. 6. 1* conpat 0x04000000
debugl: Authenticating to 172.16.1.100:22 as 'testuser’

debugl: SSH2_MSG KEXI NI T sent

debugl: SSH2_MSG KEXINIT received

debugl: kex: algorithm curve25519-sha256@i bssh. org

debugl: kex: host key algorithm ssh-dss

debugl: kex: server->client cipher: chacha20-pol y1305@penssh. com MAC. <inplicit> conpression:
zl i b@penssh. com

debugl: kex: client->server cipher: chacha20-pol y1305@penssh. com MAC. <inplicit> conpression:
zl i b@penssh. com

debugl: expecting SSH2_MSG KEX ECDH REPLY

debugl: Server host key: ssh-dss SHA256: c+YpkZsQyUwi 3t kI VIFXHAst wl kdewO1L&0s7P2khV7U
debugl: Host '172.16.1.100" is known and natches the DSA host key.

debugl: Found key in /Users/testuser/.ssh/known_hosts:5

debugl: rekey after 134217728 bl ocks

debugl: SSH2_MSG NEVKEYS sent

debugl: expecting SSH2_MSG NEVWKEYS

debugl: rekey after 134217728 bl ocks

debugl: SSH2_MSG NEVKEYS recei ved

debugl: Skipping ssh-dss key /Users/testuser/.ssh/id_dsa - not in PubkeyAcceptedKeyTypes
debugl: SSH2_MSG SERVI CE_ACCEPT recei ved

debugl: Authentications that can continue: publickey, password

debugl: Next authentication nethod: publickey

debugl: O fering RSA public key: /Users/testuser/.ssh/id_rsa



debugl: Authentications that can continue: publickey, password

debugl: Trying private key: /Users/testuser/.ssh/id_ecdsa

debugl: Trying private key: /Users/testuser/.ssh/id_ed25519

debugl: Next authentication method: password

testuser @72.16. 1. 100' s password: <<< ENTER USER PASSWORD TO LOG I N >>>
debugl: Enabling conpression at |evel 6.

debugl: Authentication succeeded (password).

Aut henticated to 172.16.1.100 ([172.16.1.100]:22).

debugl: channel 0: new [client-session]

debugl: Requesting no-nore-sessi ons@penssh. com

debugl: Entering interactive session.

debugl: pl edge: exec

debugl: No xauth program

Warni ng: untrusted X11 forwardi ng setup failed: xauth key data not generated
debugl: Requesting authentication agent forwarding.

debugl: Sendi ng environnent.

debugl: Sending env LANG = en_US. UTF-8

debugl: Sending env LC CTYPE = en_US. UTF- 8
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