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9, BHRENEXYE—20IPF7 RL AZMY_TRUSTED _SPOOF_HOSTSICEML T,
CDEFBENSDSEDXYE—IUNRI—RBHRICASHEVELSICTEDEEZRFTLTL
zEEW,

« MY_TRUSTED SPOOF HOSTS : SHTZ 2% EIP7 RLAZSBITB AR, COURA
NCEEZBEDIPT RLAZEMTDE, BRENAFY TEch, REENrRT—T71200TE
BEOICKYET, EEHTEDEEZEEMY_TRUSTED _SPOOF_HOSTSEEE I I —TIC
METDE, CNSOREEBNSORT =T 10 0cnEEXvE—NREEnE<BZYE
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« RELAYLIST: UL—%FAchTWVWBIP7RLAZRBIETSD VAN, FERFEFEX—I %
BEETEDIVARN, COREREBEIN—TZ2NULTEFX=INBETNDIHE. XvE—2F
AT—=T14200&EnNkEXvE—2TREVEREENET,

~ ¥ REEEYI—THFMY_TRUSTED_SPOOF_HOSTSE 7= & RELAYLISTU S\ O & 8 TRV
HEhTVWRHEEE. RISTIEEZFEIN—TBTTAINZIZ2LEEITIHENHYVET, £
=, BROVAFT—NHIH35EE. EHOMY_TRUSTED SPOOF HOSTSE#FEL T,
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T ZXBEAPOZRY ND)—ITRE., FOANRICEOD>TRCHDAREMNI HIEELE T HHER
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AODSDEEZHFTITZIEAHGFEVS OAHYET, —ROEHIEL T, ESAEEEE, A7 —
TATENEXY =N BRECNDEICTNSZRBHTDET, RS —T 12 T0chiEE
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CHORBICEBBENTVWAXY DT AINREREITDE, RAT—T1420T0ENEXy -2
CRAYH—ORITANFRFSHh, ATV T 1IN EEZFALTIAYE—IIRTEIToO 3z
RITENFET, fIAZEMTSICE, BICEFTIPEMY_TRUSTED_SPOOF_HOSTSIZEML
£9,

A

AX B
BEZEIIN—TDERK

. ESA GUIN* 5., Mail Policies > HAT Overview® JEICBE L £ 9,
.2y o Em.

.Name7 4 —)L RICMY_TRUSTED_SPOOF _HOSTS&#HEEL £,
.Order7 1 —J)LRIC1ZEEL X,

.Policy7 4 —JL RIZACCEPTEDE 8L £ 7,

. [Submit) 20V Y O LTEEZRELE T,

. H&#&I(_. CommitChangesZ V)Y VL TREZRELET

~NOo b WOWN -

Add Sender Group to LocalHostTest

Sender Group Settings

Name: |M‘|‘_TRUSTED_SPDOF_HOSTS

Order: | [ 1%

Comment: |
Policy: ACCEPTED

SBRS (Optional): l— 1o l_

Include SBRS Scores of "None"
Recommended for suspected senders only.

DNS Lists (Optional): (2 |
(e.g. ‘query.blacklist.example, query.blacklist2.example’)
Connecting Host DNS Verification: Connecting host PTR record does not exist in DNS.
Connecting host PTR record lookup fails due to temporary DNS failure.
Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

HUFCBlES$FET, e

HEDER
ESATAT—T7 14T REMITRIXNTORXSAOOF1 023+ U EERLET,

1. ESA®GUIT, Mail Policies > Dictionaries® JEIC#E L £ 9,

2.0y HEOEM

3. "&#8l, 74—)LRIZ TVALID_INTERNAL_DOMAINS, ZEL T, XvtE—>71)L4&
ZIE—LTHMYRESE, IZ7—FRELBLLBZYET,

4. [add terms] T, AT —T7 1 ZBRETDIINTORXAVZEBMLET, RXASDOH
L@ (@)ZRFITTRXA>ZANDL, addZP2 Y OLET,

5. match whole wordsF T Y JRY VAN F 7B 2> TVWB & ZHRLET,

.Submitz VY OLT, F4023FINEEZREFLET,

7. &2, Commit ChangesZ VY VL THREZREFLET,
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LUTICHlZz2TET,



Add Dictionary

Dictionary Properties

Name: |\J"ALID_I NTERNAL_DOMAINS

Advanced Matching: Match whole words

Case Sensitive

b Smart Identifiers: 'i" Match specific patterns such as social security numbers and credit card numbers.

Dictionary Number of terms: 1

Add Terms: Term Weight Delete
@example.com @mydomain.com 1 @

L 4
Separate muitiple entries with line breaks.

Weight: '_f 1 &
| Add

XY E=2T 1)L EZDOEK

R, B L1274 2235 1) TVALID_INTERNAL_DOMAINS ZRIATBEHIC, XvE—D
71N EERTIVENHYNET,

ESAOTIR Y RSA VA2V E—T I A ACLNICEHLET,

.Filters AN > RZETLET,

NewINRZZEITLT, FLWXYE—2T 1) 2ZERLET,

L CDT714I)EFEIE—L TEEY F T, BEICHUTEBOEEEIN—TBZHmRELET

o

A WODN -

mark_spoofed_messages:
if(
(mail-from-dictionary-match("VALID_INTERNAL_DOMAINS", 1))
OR (header-dictionary-match("VALID_INTERNAL_DOMAINS","From", 1)))

AND ((sendergroup != "RELAYLIST")

AND (sendergroup != "MY_TRUSTED_SPOOF_HOSTS™)
)

{

insert-header ("X-Spoof", "");

}

5. XM CLIZOY 7 MIRY ., Commitz ZTL TREZRTFLET,

6. GUI > Mail Policies > Incoming Content FiltersD JEICEBEL £

7. AT =7 AV IANY A —=X-SpooflCH L TTF V>3V aERITIDEFEIATOVTMIILE%E
ERLET,



1. TDOMHOAY A —OE N
2. ANY X —F : X-Spoof
3. Header exists A 7'~ 3a >R

4. 7 %< 3 > duplicate-quarantine(Policy) 2 BN L £ ¥,

N CCERTAVE—VOBEMER. Xvb—Y0OE—EREL. SEE

DAY =D ZEELHETET,

X

Add Action

| Quarantine

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
Strip Attachment With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Bcc:)

Notify

Add Incoming Content Filter

Quarantine

Flags the message to be held in one of the system quarantine
areas.

Send message to quarantine: | Policy D

Duplicate message
Send a copy of the message to the specified quarantine, and

will apply to the original message.

continue processing the original message. Any additional actions

Help

Content Filter Settings

Name

Currently Used by Policies:
Editable by (Rcles):

Description:

QOrder:

. |Sp00f
No policies currently use this rule.

No custom user roles available

26%| (of 26)

| Add Condition... |
Crder Condition Rule Delete
1 Other Header header("X-Spoof") o

Add Action... |
Crder Action Rule Delete
1 Quarantine duplicate-quarantine(”Policy") @

8. GUI > Mail Policies> Incoming Mail Policies T, A7V 7 1)L 2 EZEX—IKRI> —

V2O ULET,
9. %xfEL. EEZMEL KT,



MY_TRUSTED _SPOOF HOSTSICA7—7 1 >IN =ZEBINT S

REBIC. AT—=TA2VTBIN (IPTRLAKERFRARNE ) &
MY_TRUSTED_SPOOF_HOSTStE & —JI)I—7ICEMT B HEN BV ET,

1.Web GUIZEH L TEE L £9 : Mail Policies > HAT Overview

2. %921y 2L., MY_TRUSTED_SPOOF HOSTSEEHEIIN—TZ2HEET,

3.Add Sender.. 22 )Y LT, IPPRLA, &, RAME, FERFKRAMNBZO—EEEH
L%,

4.SubmitZ 7)Yy O LT, HEENEEZRELET,

5. &%#%I|Z. Commit ChangesZ 7 JY VL THREZRELET,

UTICHlzEFERT,

Logged in as: sbayer on rschille.rtp
My Favorites . Options - Help and Support -

A Monitor Mail Policies Security Services Network Systemn Administration

| Commit Changes » |

Add Sender to MY_TRUSTED_SPOOF_HOSTS - LocalHostTest

Success — Sender Group "MY_TRUSTED_SPOOF_HOSTS" was changed.

Sender Details

sender: (7) | [10.150.53.155]
(I1Pv4 or IPvE)

Comment: I

TR
AT =T A0 &ENEXYE—HARBENTVWD Z ENHESR

RXLDD12ZTIARO—TREFEELTEELT, TANXYE—DZEFLET, XV tE—
JICHULTXYE—RTYIEBERTLT, 7MINEZDNBEEBY) ICHETD L E2HERLET
o HIFEThBBRE., AT—T7 120 ZFAENLEBE LU TEREFAFfERE TV
S, XAvtE—HREENDZETT,

<#root>

Thu Apr 23 07:09:53 2015 Info: MID 102 ICID 9 RID 0 To: <xxXxXxX_xxxx@domain.com>

Thu Apr 23 07:10:07 2015 Info: MID 102 Subject 'testl'

Thu Apr 23 07:10:07 2015 Info: MID 102 ready 177 bytes from <user_l@example.com>

Thu Apr 23 07:10:07 2015 Info: MID 102 matched all recipients for per-recipient policy DEFAULT in the i
Thu Apr 23 07:10:11 2015 Info: MID 102 interim verdict using engine: CASE spam negative

Thu Apr 23 07:10:11 2015 Info: MID 102 using engine: CASE spam negative

Thu Apr 23 07:10:11 2015 Info: MID 102 interim AV verdict using Sophos CLEAN

Thu Apr 23 07:10:11 2015 Info: MID 102 antivirus negative

Thu Apr 23 07:10:12 2015 Info: M D 102 quarantined to "Policy" (message filter:quarantine_spoof ed_nessac



Thu Apr 23 07:10:12 2015 Info: Message finished MID 102 done

AT=T A TBIAXY E—DHBETIATVD Z EDHESR

Spoof-ExceptionDEFEE Ik, LD T AL EATSREIATVBREEEIIL—TOIPFRLATTY

o

RELAYLISTIE, ESANEEGX—IIOEEICFERATI LD, SBEhFET, BF. RELAYLISTIC
EOTEBETNBIAYVE—DRBEBAXA-INTHY, ChEEHBVEBRBRENI RETSH, £
D7 ANRICE>D>TRETNDEESAYE—2ICHRY)ET,

MY_TRUSTED_SPOOF_HOSTSICEEMENIZAT =7 1 2 THAPT RLADX Y £—BH
Dl FHENLTIVZA2VEEETHY ., BETEHWEEA. (ZOIPBRRAT=7420K

FFAENERT ),

<ttroot>

Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Message

Thu

BYE R ¥R

c ESAQRT =T AT X=)IND71)INR)T
« XEERIIZFEALERAT—Z7 1 TJRE

Apr

23
23
23
23
23
23
23
23
23
23
23
23

07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:

25:
25:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:

accept ed

23 07:26:

57
57
02
10
10
10
10
10
10
10
11
11

for delivery

11 2015 Info:

2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

Start MID 108 ICID 11

MID
MID
MID
MID
MID
MID
MID
MID

108
108
108
108
108
108
108
108

ICID 11 From: <user_l@example.com>

ICID 11 RID 0 To: <user_xxxx@domain.com>

Subject 'test2'

ready 163 bytes from <user_l@example.com>

matched all recipients for per-recipient policy DEFAULT in the i
interim AV verdict using Sophos CLEAN

antivirus negative

queued for delivery

Delivery start DCID 16 MID 108 to RID [0]
Message done DCID 16 MID 108 to RID [0]
MID 108 RID [0] Response '2.0.0 t58EVGIN031598

Message finished MID 108 done
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https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/117796-problemsolution-esa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/117796-problemsolution-esa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/117796-problemsolution-esa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/117796-problemsolution-esa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/117796-problemsolution-esa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/200057-Spoof-Protection-using-Sender-Verificati.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/200057-Spoof-Protection-using-Sender-Verificati.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/200057-Spoof-Protection-using-Sender-Verificati.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/200057-Spoof-Protection-using-Sender-Verificati.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/200057-Spoof-Protection-using-Sender-Verificati.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/200057-Spoof-Protection-using-Sender-Verificati.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus49018
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