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1.GUI TROF)EZEITL EF T, [Mail Policies] > [Mail Flow Policies] > [Add Policy...]

2. SPOOF_ALLOW _

3. [Sender Verification]tz2 = 3 > T, [Use Sender Verification Exception Table] Dz E & [Use
Default]* 5 [OFFIICEEL & T - e e

4. [ X=NHVZ=1>[X=LZ70—R)>—]> [BREBORIS—NFX—R]|T, [EEERRL
NT—TINDREZFVIZHRELVLET,

HAT DO &TE

1. GUIA* 5 : [Mail Policies] > [HAT Overview] > [Add Sender Grou

2. DA IC#E B L I=MFP(SPOOF_ALLOW) IS L THATZREL &

3. ALLOWLISTEBLOCKLISTOIAEE VI —7' 0 LICIEF 28 E

4. 0)_‘1%1%%’7 ) — 7 RE(CSPOOF_ALLOWAR U S —Z &V HTET,

5. [AELTAEEZEM.. |22 UYILET, .

6. AMRXAZVDAT =T 12T ZHAATINAEN—T A DIPRIZERXAZEMLET,

—

BIAT—T L DEEE

1.GUI TROFIEZERTLET, [Mail Policies] > [Exception Table] > [Add Sender Verification
Exception...]

2.

3. [Reject]

TR



CORRT EEZENEEET )L —7SPOOF_ALLOWIZ UXI\é‘hTL‘é%AiﬁﬁiL\
your.domam?ﬁ‘byour.doma/nl‘_ EESNBX—NIFEETEhEST, EEEOEIBHNAT T I &E
ALEVMFPICEERITSNET,

ZDBlE. VAF—ADOFHtenetty > a2 ERTIDETRTIENET,

$ tel net exanpl e. com 25

Trying 192.168.0.189. ..

Connect ed to exanpl e.com

Escape character is ']’

220 exanpl e. com ESMIP

hel o exanpl e. com

250 exanpl e. com

mai |l from <test@xanple.conms

553 Envel ope sender <test @xanpl e.con> rejected

553 SMTPEZ Ik, LEROFIETESATREL EHIAT—TIL D S OEEISETT,

X=)LOTH S5, 192.168.09DIPT7 RLAAEL WEEEIINL—TOEMEIPT RLAICHZWVS
ENTHNYNET,

Wed Aug 5 21:16:51 2015 Info: New SMIP I CI D 2692 interface Managenent (192.168.0.189) address
192.168.0.9 reverse dns host ny. host.comverified no

Wed Aug 5 21:16:51 2015 Info: ICID 2692 RELAY SG RELAY_SG match 192. 168. 0. 0/ 24 SBRS not enabl ed
Wed Aug 5 21:17:02 2015 Info: 1CID 2692 Address: <test@xanpl e.con> sender rejected, envel ope
sender mat ched domai n exception

LERDFIEDREF & —HTBFFANIPT RLARK, ROKXSICBWET,

Wed Aug 5 21:38:19 2015 Info: New SMIP I CID 2694 interface Managenent (192.168.0.189) address
192. 168. 0. 15 reverse dns host unknown verified no

Wed Aug 5 21:38:19 2015 Info: 1CID 2694 ACCEPT SG SPOOF_ALLOW match 192.168. 0. 15 SBRS not
enabl ed

Wed Aug 5 21:38:29 2015 Info: Start MD 3877 ICID 2694

Wed Aug 5 21:38:29 2015 Info: MD 3877 I1CID 2694 From <test@xanple.conr

Wed Aug 5 21:38:36 2015 Info: MD 3877 ICID 2694 RID O To: <robert@xanpl e. con>

Wed Aug 5 21:38:50 2015 Info: M D 3877 Subject 'This is an allowed |IP and enmil"

Wed Aug 5 21:38:50 2015 Info: MD 3877 ready 170 bytes from <t est @xanpl e. conr

Wed Aug 5 21:38:50 2015 Info: M D 3877 matched all recipients for per-recipient policy DEFAULT
in the inbound table

Wed Aug 5 21:38:51 2015 Info: MD 3877 interimverdict using engine: CASE spam negative

Wed Aug 5 21:38:51 2015 Info: M D 3877 using engine: CASE spam negative

Wed Aug 5 21:38:51 2015 Info: M D 3877 interimAV verdict using Sophos CLEAN

Wed Aug 5 21:38:51 2015 Info: MD 3877 antivirus negative

Wed Aug 5 21:38:51 2015 Info: MD 3877 AWP file reputation verdict : CLEAN

Wed Aug 5 21:38:51 2015 Info: MD 3877 Qutbreak Filters: verdict negative

Wed Aug 5 21:38:51 2015 Info: M D 3877 queued for delivery

Wed Aug 5 21:38:51 2015 Info: New SMIP DCI D 354 interface 192.168.0. 189 address 192.168.0. 15
port 25

Wed Aug 5 21:38:51 2015 Info: Delivery start DCID 354 MD 3877 to RID [O0]

Wed Aug 5 21:38:51 2015 Info: Message done DCID 354 MD 3877 to RID [0] [('X-1PAS-Result'’

" AOGI MvA8uUSs JV/ w8 Ag VBb GQSEFRg FGKUy gmuBk V2 GVIAKBc QEBAg EBAQOBB4 Qb KI El hx uCQbx nb Dc RAYNPAYEOAQSqSZB5g XA
BAQgCAYQ gT8DAgE' ), (' X-lIronPort-AV , 'E=Sophos;i="5.15, 620, 1432612800"; \r\n
d="scan\'";a="3877""')]

Wed Aug 5 21:38:51 2015 Info: MD 3877 RID [0] Response '2.0.0 O: queued as 1D74E1002A8'

Wed Aug 5 21:38:51 2015 Info: Message finished MD 3877 done

Wed Aug 5 21:38:56 2015 Info: DCI D 354 close
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http://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/117968-troubleshoot-grep-00.html
http://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/117853-technote-esa-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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