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Embedded Packet Capture
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 IKE/IPSECZ'O KNI
+ Next Hop Resolution Protocol ( NHRP )

FHTAIAAR—F B
CORFIXRNE, KOYTRNIDITN=232ICETVTVET,
« Cisco CSR1000V(VXE) : /N\—=3>/17.03.08

CORFIXVNORHRE, REDFARRELCLHAZITNARACETVWTERENELZ, DR



FIAXRNTEATEIINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
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CENEETT, CcOtEI>aVTR, COTVI—ACHFANHRPZFOELANERLOBEZ
BRICHALE T,

DMVPN7 T —RX2Tlk, BB AR—VBRNR RN ZFFI RTEETEET, cnH e
BDE, DMVPNIZITRADITRTOFNAARA(NTBRVPAR—=Y )T, hORILAE—
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FRAVKNIEEENDEOTT, COTI—ADOEBHED1DE., HOF/NAANNT &2XD
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RDATFTY T Tk, NHRPERZOEAN EDELSICN)H—EnB3HhrERLET,
1.EETRAR—IDNBEAR—TVDLANICEIEL LD ETHE, BRERXYvE—F2KNUS
—FBI—NIYIOTYT&2ETLT, BEAKR—TDONBMATZ RLAZEWBLET, EE
TAR—DF., COFBXYE—EBNTICEELET,
2. NTRBFEREREZEL, WAAR—VICEELET,

B.W/AEAR—VIE, REXTAR—VICHEBRISEZEXEELET. NURILEREICV V&N
IPSEC7O7 7AW KHDEE :

« NHRPER7 Ot A, IKE/IPSEC7ORNIJIAEILTEDETEIZEENET,
« BEAR—INIKE/NIPSECh > ZI ZBHHBL THEILET,

« RIZ, NHRPZ' Ot AN BREEh, BEAR—IRFEESFRELTIPSECh XIL %
FRALT, BRISEEEETAR—VICEELET,



1. NHRP Resolution Request (triggered by routing)

‘ 2. NHRP Resolution Request Forwarded
3. NHRP Resolution Reply (tunnel initiator)

Spoke1 Spoke2

ECBRJOLAZEBTZRIC. TIXNTOAR—IAFTTIC/NTICBBEhTVWD K
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NBMA
172.20.10.10
_““m_—
Tunnel Suhnﬂ
10.10.10.0/24 5
.

NBMA
172.21.100.1

NMBA
172.22.200.2

Spoke1

Loopback

Loopback2
192.168.1.1

192.168.2.2
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SPOKE1#ping 192.168.2.2 source Toopbackl
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

AL

CORSBRANRELLFERE, ET R URIBREZKRIAL., MHEOTFT/NA AICEL VEDRR
EENTVWAREZHRBIDCENEETYT, NURIDBREZHEFETSICIE. show running-
config interface tunnel<ID>1Y > R&EETLE T,

AR=T1DO N RILERFE -

<#froot>

SPOKE1#show running-config interface tunnell0
Building configuration...

Current configuration : 341 bytes
!

interface TunnellO
ip address 10.10.10.1 255.255.255.0
no ip redirects

ip nhrp authenticati on DWPN

ip nhrp map 10.10.10.10 172.20. 10. 10

ip nhrp map nulticast 172.20.10.10

ip nhrp network-id 10

ip nhrp nhs 10.10.10. 10

tunnel source GigabitEthernetl

tunnel node gre nultipoint

tunnel protection | PSEC profile | PSEC Profile_1

end

AR—=D20 NV RILRE :

<ttroot>



SPOKE2#show running-config interface tunnell0
Building configuration...

Current configuration : 341 bytes
!

interface TunnellO
ip address 10.10.10.2 255.255.255.0
no ip redirects

ip nhrp aut henticati on DWPN

ip nhrp map 10.10.10.10 172.20.10. 10

ip nhrp map mul ticast 172.20.10.10

ip nhrp network-id 10

ip nhrp nhs 10.10. 10. 10

tunnel source GigabitEthernetl

tunnel node gre nultipoint

tunnel protection IPSEC profile IPSEC Profile_1

end

BRETR. NTANOIYEVINFELVWZ E, NHRPRIXFFHFT/INA ABT—HLTWS
E. WEDAR—=VICEAUDMVPNT T —XAREENTWVWD L, SLVIPSECREZFEAL
TLWAHERELVESRENBRAENATVS L ZRAITIHBEN BT,

HRENELL., IPSECRENEFNATVREEE., IKEZORNIIEIPSECZORNIINELL
BELTVRCEEZBRTIHXEN HYET, Chik, NHRPAZELICROSI—KTDEHD
HEEARELUTIPSECR V RILZFERA TR -HTT, IKE/IPSECTORNIILDOREZRERTSIC
(&, N> Kshow crypto IPSEC sa peer x.x.x.X ( XxXxXxl&, RRILZBILEISELTVWSD R
R—IUDONBMAIP7 RLA ) Z#RTLET,



SEIPSECR R TYTLTVWRAESHZERTBICE. BEBLTRENTEIL
tEF1)TFARAO—RESP)EIVZIAVICNRIER (SPI. TR T7A—L4Lt
YRBE)HFEENTVBIRENHYET, CcOEIZIVIZRENTLVEZITXNTOE
k. MHET—HIBILENFHYVET,



JEIKE/NPSECICBE T 2BENMRBEETNIZBEERE. Thon7ORILZRRELIERNT
TN 1—TFT AT ETIVBENFHYVET,

Spoke1 EDIKE/IPSECK > ZRILAT—ZR A -

<#froot>
SPOKE1#

show crypto | PSEC sa peer 172.22.200.2

interface: TunnellO
Crypto map tag: TunnellO-head-0, Tocal addr 172.21.100.1

protected vrf: (none)

local ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
current_peer 172.22.200.2 port 500

PERMIT, flags={origin_is_acl,}



#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0O

local crypto endpt.: 172.21.100.1, remote crypto endpt.: 172.22.200.2
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: Ox6F6BF94A(1869347146)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: 0x84502A19(2219846169)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn id: 2049, flow_id: CSR:49, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28716)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

out bound esp sas:

spi: Ox6F6BF94A(1869347146)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn 1id: 2050, flow_id: CSR:50, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28716)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:



Spoke2 MIKE/IPSEC k> X JLIREE :

<{froot>
SPOKE2#

show crypto | PSEC sa peer 172.21.100.1

interface: TunnellO
Crypto map tag: TunnellO-head-0, local addr 172.22.200.2

protected vrf: (none)

local ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
current_peer 172.21.100.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.22.200.2, remote crypto endpt.: 172.21.100.1
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl

current outbound spi: 0x84502A19(2219846169)
PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: Ox6F6BF94A(1869347146)

transform esp-256-aes esp-sha256-hnac ,

in use settings ={Transport, }

conn 1id: 2045, flow_id: CSR:45, sibling_flags FFFFFFFF80004008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28523)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

out bound esp sas:



spi: 0x84502A19(2219846169)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn id: 2046, flow_id: CSR:46, sibling_flags FFFFFFFF80004008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4607998/28523)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

HAE, MEDAR—UTIPSECh > RILAFHEEBL TVBH, Spoke2 TRREES{LENLZ/NTY
(A7) ZBRLTVSRAH, ESLEhENTY N (AT EIMLER) FRLTVEVZ L
ZRLULTVET, —F. SpokellEIPSECrh XL ZBIBTH/NTY RZRLTVWELRBA, ChF
 NHRPZORIJLICEBNF BB UEMN BB EZRLTVET,

NZTNDa—F42T V=)

VIHAREEZRITL, BRELIKENPSECT ORI ( HELZFE ) ZEFFTEEEOBMEN RE
LAEWEER, COBBTHRAITIDY—IZFEALTINS TN 1—FT 1T E2HETTEET,

BRIV R

show dmvpn interface tunnel<ID>OX > RIZ& V), DMVPNEE O Y > 3 V1FEH(NBMA/ k> X
LP7 RLA, RURILOREE, 7Y TIAIVEE, 8LTCBHE)NFIBSNET, detailF—7—
ReFEATRE, BSLEYSIDFRLEBBESEYTY NOFHBRERTTEET, XL
DRENTMHT—HITILENHDCEEBRPATDICENEETT,

A7R—%1 show dmvpn interface tunnel<ID>® H 17 :

<ttroot>
SPOKE1#

show dmvpn interface tunnel 10

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

Tl - Route Installed, T2 - Nexthop-override, B - BGP

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell0, IPv4 NHRP Details



Type:Spoke, NHRP Peers:1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

172. 20. 10. 10 10. 10. 10. 2 UP 00:00:51 12

10.10.10.10 UP 02:53:27 S

AR—22Mshow dmvpn interface tunnel<ID> O H b :

<{froot>
SPOKE2#

show dmvpn interface tunnel 10

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

T1l - Route Installed, T2 - Nexthop-override, B - BGP

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 172.21.100.1 10.10.10.1 UP 00:03:53 D

1 172.20.10.10 10.10.10.10 UP 02:59:14 S

BFENAADHBAICK, AR—ITEICEBRDBEBIRTRENET T, Spoke1TF—7 LT,
Spoke2®W IV RUJIZIEL WNBMAIP7 RLANEENTHE ST, BUENF TELTHB(12)C &
HAVWET, —H. Spoke2T —7IIICRKELWIYE>Y (NBMA/IRRIIPTRLA) &, b
VEIARLICEZOAVI—RENEZEEZRTUpRENRRENET,

NZTLN21—F42T7OCATE, XKOOXY RFRICADIBEFHYWET,

« show ip nhrp:NHRPY Y E> J1E#HERTLE T,
« show ip nhrp traffic interface tunnel1O:NHRP RS 7 1 ¥ Vet IE8HERRLE T



O ROMAHE (B, HB, F—D—REE)ICOVWTE, "TOXRUT7L
VA :CiscolOStTEFHF1VFTAOARXRYTZFPLUA - X RSHASZ) #Z5BLTLKE
=L

TNy T

LtREOBEHRZEEL., FFRLCRIAD I3V OBENfNRELTVB L EZRRALES,
NHRPNT Y NORBFEZZBRIDLDICTNY T Z2BMITIREN HYVET. XOF/\NY
Tk, BEITEZIXNTOTFNAATEMITRISENBYET,

1. debug dmvpn condition peer NBMA x.x.X.X ( X.XXxl&JE—KRFNA ADIP7 RLRA)
2. debug dmvpn all : ZMO N RIFISAKMP, IKEv2, IPSEC, DMVPN, & &k T*NHRPF/\
YOAN RZBMIILET,


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995

BN FINY T EEMICT BV Ipeer condition XY RZEFAL T, TOHED L
DEILDZROAS I -3 aBRTEDILSICTRHEEZHB#HOLET,

EEBNHRP7 O— 2RI HLHIC. EF/NA ATRNDdebug AN REFRHLULEL 1=,

AR—7T1

debug dmvpn condition peer NBMA 172.22.200.2
debug dmvpn condition peer NBMA 172.20.10.10
debug dmvpn all all

N7



debug dmvpn condition peer NBMA 172.21.100.1
debug dmvpn condition peer NBMA 172.22.200.2
debug dmvpn all all

AR—D2

debug dmvpn condition peer NBMA 172.21.100.1
debug dmvpn condition peer NBMA 172.20.10.10
debug dmvpn all all

E TNV IR, BEIZINTOTFNAATEARCAMCLTNETZIHENHY K
ER



FTRTODFNAARATEMICENRTVWEF/NY JE, showdebugdX > RTRRENET,

<{froot>
ROUTER#

show debug

IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop
IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

NHRP:

NHRP protocol debugging is on

NHRP activity debugging is on

NHRP detail debugging is on

NHRP extension processing debugging is on
NHRP cache operations debugging is on
NHRP routing debugging is on

NHRP rate Timiting debugging is on

NHRP errors debugging is on

NHRP events debugging is on

Cryptographic Subsystem:

Crypto ISAKMP debugging 1is on

Crypto ISAKMP Error debugging is on
Crypto IPSEC debugging is on

Crypto IPSEC Error debugging 1is on

Crypto secure socket events debugging is on
IKEV2:

IKEv2 error debugging is on

IKEv2 default debugging is on

IKEv2 packet debugging is on

IKEv2 packet hexdump debugging is on
IKEv2 internal debugging is on

Tunnel Protection Debugs:

Generic Tunnel Protection debugging is on

DMVPN:

DMVPN error debugging 1is on

DMVPN UP/DOWN event debugging is on
DMVPN detail debugging is on

DMVPN packet debugging is on

DMVPN all Tevel debugging is on

FRTOFNY I ERIEL 1=, REETAKR—2(Spoke ) TFNY T OB HEBMBTDHEN S
WET, Chicky, 2SI —33>2B8THSKNL—ATEET,



Spoke1DF/NY T H -

<{froot>

*Feb 1 01:
add State
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:

31:34.657: ISAKMP: (1016):

31:
31:
31:
31:
31:
31:
31:
31:

34.
34.
34.
34.
34.
34.
34.
34.

657:
657:
657:
661:
661:
662:
662:
662:

IPSEC(key_engine): got a queue

CRYPTO_SS(TUNNEL SEC): Sending
IPSEC-IFC MGRE/Tul0(172.21.100.
IPSEC-IFC MGRE/Tul0(172.21.100.
CRYPTO_SS(TUNNEL SEC): Sending
IPSEC-IFC MGRE/Tul0(172.21.100.
IPSEC-IFC MGRE/Tul0(172.21.100.

tunnel _protection_socket _up

IPSEC-IFC MGRE/Tul0(172.21.100.

NHRP:

[IKE/IPSEC DEBUG OUTPUTS OMITTED]----------------—---

IKE.QUR QW2 New State = | KE_QM PHASE2_ COMPLETE

event with 1 KMI message(s)

IPSEC(key_engine_enable_outbound): rec'd enable notify from ISAKMP

MTU Changed message

1/172.22.200.2): Got MTU message mtu 1458
1/172.22.200.2): connection lookup returned 80007F2
Socket Up message

1/172.22.200.2): connection lookup returned 80007F2
1/172.22.200.2):

1/172.22.200.2): Signalling NHRP

NHRP: Checking for delayed event NULL/10.10.10.2 on Tist (Tunnell0 vrf: global(0x0
NHRP: No delayed event node found.

NHRP: There is no VPE Extension to construct for the request

NHRP: Sending NHRP Resolution Request for dest: 10.10.10.2 to nexthop: 10.10.10.2

NHRP: Attempting to send packet through interface Tunnell0 via DEST dst 10.10.10.2
NHRP-DETAIL: First hop route Tookup for 10.10.10.2 yielded 10.10.10.2, TunnellO

uest via Tunnel 10 vrf: gl obal (0x0), packet size: 85

src: 10.10.10.1, dst: 10.10.10.

sht1: 4(NSAP), sstl: O(NSAP)
pktsz: 85 extoff: 52

*Feb 1 01:31:34.662:
*Feb 1 01:31:36.428:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
Send Resol ution Req
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
regid: 10

*Feb 1 01:31:36.429:

src NBMA: 172.21.100.1

*Feb 1 01:31:

src protocol

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

RPRRPRRPRRPRRRR

01:
01:
01:
01:
01:
01:
01:
01:

31:
31:
31:
31:
31:
31:
31:
31:

36.

429:

10. 10

36.
36.
36.
36.
36.
36.
36.
36.

429:
429:
429:
429:
429:
429:
429:
429:

.10.1, dst protocol: 10.10.10.2

(C-1) code: no error(0), flags:
prefix: 0, mtu: 9976, hd_time:
addr_len: O(NSAP), subaddr_len:
Responder Address Extension(3):

Authentication Extension(7):
type:Cleartext(l),

(M) flags: "router auth src-stable nat ",

2

(F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1

none
600
O(NSAP), proto_len: 0, pref: 255

Forward Transit NHS Record Extension(4):
Reverse Transit NHS Record Extension(5):



dat a: DWPN

*Feb 1 01:31:36.429: NAT address Extension(9):

*Feb 1 01:31:36.430: NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.20.10
*Feb 1 01:31:36.430: NHRP: 109 bytes out TunnellO

*Feb 1 01:31:36.430: NHRP-RATE:

Retransmitting Resol ution Request for 10.10.10.2, reqid 10, (retrans ivl 4 sec)

*Feb 1 01:31:39.816: NHRP: Checking for delayed event NULL/10.10.10.2 on 1list (TunnellO vrf: global(0x0
*Feb 1 01:31:39.816: NHRP: No delayed event node found.

*Feb 1 01:31:39.816: NHRP: There is no VPE Extension to construct for the request

*Feb 1 01:31:39.817: NHRP: Sending NHRP Resolution Request for dest: 10.10.10.2 to nexthop: 10.10.10.2
*Feb 1 01:31:39.817: NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.2
*Feb 1 01:31:39.817: NHRP-DETAIL: First hop route lookup for 10.10.10.2 yielded 10.10.10.2, TunnellO
*Feb 1 01:31:39.817: NHRP:

Send Resol uti on Request via Tunnel 10 vrf: gl obal (0x0), packet size: 85

*Feb 1 01:31:39.817: src: 10.10.10.1, dst: 10.10.10.2

*Feb 1 01:31:39.817: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1
*Feb 1 01:31:39.817: shtl: 4(NSAP), sstl: O(NSAP)

*Feb 1 01:31:39.817: pktsz: 85 extoff: 52

*Feb 1 01:31:39.817: (M) flags: "router auth src-stable nat ",

regid: 10

*Feb 1 01:31:39.817:

src NBMA: 172.21.100.1

*Feb 1 01:31:39.817:

src protocol: 10.10.10.1, dst protocol: 10.10.10.2

*Feb 1 01:31:39.817: (C-1) code: no error(0), flags: none

*Feb 1 01:31:39.817: prefix: 0, mtu: 9976, hd_time: 600

*Feb 1 01:31:39.817: addr_Ten: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
*Feb 1 01:31:39.817: Responder Address Extension(3):

*Feb 1 01:31:39.817: Forward Transit NHS Record Extension(4):

*Feb 1 01:31:39.817: Reverse Transit NHS Record Extension(5):

*Feb 1 01:31:39.817: Authentication Extension(7):

*Feb 1 01:31:39.817: type:Cleartext(1),

dat a: DWPN

*Feb 1 01:31:39.817: NAT address Extension(9):

*Feb 1 01:31:39.817: NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.20.10
*Feb 1 01:31:39.818: NHRP: 109 bytes out TunnellO

*Feb 1 01:31:39.818: NHRP-RATE:

Retransmitting Resol ution Request for 10.10.10.2, reqid 10, (retrans ivl 8 sec)

b 1 01:31:46.039: NHRP: Checking for delayed event NULL/10.10.10.2 on 1list (TunnellO vrf: global(0x0
*Feb 1 01:31:46.040: NHRP: No delayed event node found.
b 1 01:31:46.040: NHRP: There is no VPE Extension to construct for the request



Spoke1 NHRPZ' Ot ANBEEhd &, OTICEETF/NA ANFNHRPERERZZEELTVWD &
NFRENET, NTY NI, EETAR—T(Spoke1)ODNBMA IP7 RLAB R N XILIPT
RLATHS. src NMBAXsrc protocolZ ENEBBBHRN H Y F£T, 385K AKR—T(Spoke2)D
N> % JLIPT KL A% R Ddst protocolf ( AE—21DIPT KL R ) 6B TEET, ~hi,
Spoke1 XY E T ARTT 5 HIZSpoke2®NBMAT7 RLAZERLTWAE&ERL TV
F£9, . NTYRNLET, NAICH2TNTY NZEHTBDICK’I DreqidfEZR DTS L
NTEET, COER7OLA2EZBUTCEALUEETHY . NHRPRISI—2a > 0OBED
7O0—%Z2BHTDDICKIDAREMEN HYET. /N7 Y NIk, NHRPERAEX FHIxE, X
IT—>avICEERBIOENFGYVET,

TINA AFNHRPFEABER 21X ETD &, OV ICRBEGHIREE LI EN RENET. Ch
. TNAAFNHRPERGEZZELTVEBEVWESIINT Y RZBEELTVREHTT,
Spoke1FISEZFHAL TWEWVWESH, NARDRDT/NA AHUB)TZED/NT Y NZIBHF T 5 44
BENFHUET,

NTOFINY THA

<#root>
*Feb 1 01:31:34.262:

NHRP: Recei ve Resol ution Request via Tunnel 10 vrf: gl obal (0x0), packet size: 85

*Feb 1 01:31:34.262: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1
*Feb 1 01:31:34.262: sht1: 4(NSAP), sst1l: O(NSAP)

*Feb 1 01:31:34.263: pktsz: 85 extoff: 52

*Feb 1 01:31:34.263: (M) flags: "router auth src-stable nat ",

reqid: 10

*Feb 1 01:31:34.263:

src NBMA: 172.21.100.1

*Feb 1 01:31:34.263:

src protocol: 10.10.10.1, dst protocol: 10.10.10.2

*Feb 1 01:31:34.263: (C-1) code: no error(0), flags: none
*Feb 1 01:31:34.263: prefix: 0, mtu: 9976, hd_time: 600

*Feb 1 01:31:34.263: addr_len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
*Feb 1 01:31:34.263: Responder Address Extension(3):

*Feb 1 01:31:34.263: Forward Transit NHS Record Extension(4):
*Feb 1 01:31:34.263: Reverse Transit NHS Record Extension(5):
*Feb 1 01:31:34.263: Authentication Extension(7):

*Feb 1 01:31:34.263: type:Cleartext(l), data:DMVPN

*Feb 1 01:31:34.263: NAT address Extension(9):

*Feb 1 01:31:34.263: NHRP-DETAIL: netid_in = 10, to_us = 0
*Feb 1 01:31:34.263: NHRP-DETAIL:

Resol ution request for afn 1 received on interface Tunnel 10

, for vrf: global(0x0) Tabel: 0
*Feb 1 01:31:34.263: NHRP-DETAIL: Multipath IP route lookup for 10.10.10.2 in vrf: global(0x0) yielded



*Feb 1 01:31:34.263

: NHRP:

Rout e | ookup for destination 10.10.10.2

in vrf: global(0x0
*Feb 1 01:31:34.263
*Feb 1 01:31:34.263
*Feb 1 01:31:34.263

NHRP Resol uti on Req

*Feb 1 01:31:34.263:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:

) yielded interface Tunnell0, prefixlen 24

: NHRP-DETAIL: netid_out 10, netid_in 10

: NHRP: Forwarding request due to authoritative request.
: NHRP-ATTR:

uest packet is forwarded to 10.10.10.2 using vrf: gl obal (0x0)

NHRP: Attempting to forward to destination: 10.10.10.2 vrf: global(0x0)

NHRP: Forwarding: NHRP SAS picked source: 10.10.10.10 for destination: 10.10.10.2
NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.2
NHRP-DETAIL: First hop route Tookup for 10.10.10.2 yielded 10.10.10.2, TunnellO
NHRP:

Forwar di ng Resol uti on Request via Tunnel 10 vrf: gl obal (0x0), packet size: 105

*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:

reqid: 10

*Feb 1 01:31:34.264

src: 10.10.10.10, dst: 10.10.10.2
(F) afn: AF_IP(1), type: IP(800), hop: 254, ver: 1
sht1: 4(NSAP), sstl: O(NSAP)

pktsz: 105 extoff: 52

(M) flags: "router auth src-stable nat ",

src NBMA: 172.21.100.1

*Feb 1 01:31:34.264

src protocol: 10.10

*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:

code: no error(0)

, flags: none

*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:

.10.1, dst protocol: 10.10.10.2

(C-1) code: no error(0), flags: none

prefix: 0, mtu: 9976, hd_time: 600

addr_Ten: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
Responder Address Extension(3):

Forward Transit NHS Record Extension(4):

(c-D

prefix: 0, mtu: 9976, hd_time: 600
addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

*Feb 1 01:31:34.264:

client NBMVA: 172.20

.10.10

*Feb 1 01:31:34.264:

client protocol: 10

*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:

dat a: DWPN

.10.10. 10

Reverse Transit NHS Record Extension(5):
Authentication Extension(7):
type:Cleartext(l),



*Feb 1 01:31:34.265: NAT address Extension(9):
*Feb 1 01:31:34.265: NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.22.20
*Feb 1 01:31:34.265: NHRP: 129 bytes out TunnellO

reqidDEZEAL T, HUBA'SpokellC &k 2 TEFBENEMARAEREZEID BB TESE
To CO/NTY MTlE, src NBMAS & U¥'src protocol D E Ik Spoke1h* S DIEIRTH V), dst
protocol D {E & Spoke1 D F/\ Y ¥ THERE =&k S5 (ZSpoke2® N XIIPTYE, /\T X RER
BZEITDE, L—HNILYIOTYTEEFTL, NTY N%ESpoke2lC sl L £ 9, EiEE hi-/NT
YRAK, NTEEEOEHR (NBMAIPP RLABLVO N RIIPPRLRA) 280RNEBEESE
EMLET,

EROFNY TR, NTHFAR—D2IHABREEL<BEELTVWAZEZRLTVWET, LI

HF2T, RODATY T TlE, Spoke N EhxZE

LTVWB & z2BRELET,

Spoke2F/N\Nv T H B -

[IKE/IPSEC DEBUG OUTPUTS OMITTED]

*Feb 1 01:31:34.647: ISAKMP: (1015):

ad State

*Feb
*Feb
*Feb
*Feb

Rout e | ookup for destination 10.10.10.2 in vrf:

1 01:
1 01:
1 01:
1 01:

31:34.647:
31:34.648:
31:34.648:
31:34.648:

L., EUKAEL, BRISEZSpokelZEfE

| KE_QW | PSEC | NSTALL_AWAI T New State = | KE_QW PHASE2_COVPLETE

NHRP: Process delayed resolution request src:10.10.10.1 dst:10.10.10.2 vrf: global
NHRP-DETAIL: Resolution request for afn 1 received on interface Tunnell0 , for vrf
NHRP-DETAIL: Multipath IP route Tookup for 10.10.10.2 in vrf: global(0x0) yielded

NHRP:

gl obal (0x0) vyielded interface Tunnel 10, prefixlen 24

*Feb 1 01:31:34.648: NHRP-ATTR: smart spoke feature and attributes are not configured

*Feb 1 01:31:34.648:

NHRP:

Request was to us. Process the NHRP Resol ution Request.

*Feb 1 01:31:34.648: NHRP-DETAIL: Multipath IP route lookup for 10.10.10.2 in vrf: global(0x0) yielded
*Feb 1 01:31:34.648: NHRP: nhrp_rtlookup for 10.10.10.2 in vrf: global(0x0) yielded interface TunnellO,
*Feb 1 01:31:34.648: NHRP: Request was to us, responding with ouraddress

*Feb 1 01:31:34.648: NHRP: Checking for delayed event 10.10.10.1/10.10.10.2 on 1list (Tunnell0 vrf: glob
*Feb 1 01:31:34.648: NHRP: No delayed event node found.

*Feb 1 01:31:34.648: IPSEC-IFC MGRE/TulO: Checking to see if we need to delay for src 172.22.200.2 dst
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/TulO: crypto_ss_listen_start already listening

*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): Opening a socket with profile IPSE
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection lookup returned 80007F1
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): Socket 1is already open. Ignoring.
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection lookup returned 80007F1



*Feb 1 01:31:34.648:
*Feb 1 01:31:34.648:
*Feb 1 01:31:34.648:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
Addi ng Tunnel

*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.653:
NHRP:

*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
NHRP:

*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
reqid: 10

*Feb 1 01:31:34.654:

Successful ly attached NHRP subbl ock for Tunne

Send Resol ution Reply via Tunnel 10 vrf:

IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): tunnel is already open!

NHRP: No need to delay processing of resolution event NBMA src:172.22.200.2 NBMA d
NHRP-MEF: No vendor private extension in NHRP packet

NHRP-CACHE: Tunnell0: Cache update for target 10.10.10.1/32 vrf: global(0x0) Tlabel
172.21.100.1 (flags:0x2080)

NHRP:

Endpoi nts (VPN 10.10.10.1, NBMA: 172.21.100. 1)

IPSEC-IFC
IPSEC-IFC
IPSEC-IFC
IPSEC-IFC
IPSEC-IFC
IPSEC-IFC

MGRE/Tul0: crypto_ss_listen_start already listening
MGRE/Tul0(172.22.200.2/172.21.100.1): Opening a socket with profile IPSE
MGRE/Tul10(172.22.200.2/172.21.100.1): connection Tookup returned 80007F1
MGRE/Tul0(172.22.200.2/172.21.100.1): Found an existing tunnel endpoint
MGRE/Tul0(172.22.200.2/172.21.100.1): tunnel_protection_stop_pending_tim
MGRE/Tul0(172.22.200.2/172.21.100.1): Socket is already open. Ignoring.

Endpoints (VPN: 10.10.10.1, NBMA: 172.21.100. 1)

NHRP: Peer capability:0

NHRP-CACHE: Inserted subblock node(l now) for cache: Target 10.10.10.1/32 nhop 10.
NHRP-CACHE: Converted internal dynamic cache entry for 10.10.10.1/32 interface Tun
NHRP-EVE: NHP-UP: 10.10.10.1, NBMA: 172.21.100.1

NHRP-MEF: No vendor private extension in NHRP packet

NHRP-CACHE: Tunnell0: Internal Cache add for target 10.10.10.2/32 vrf: global(0x0)
172.22.200.2 (flags:0x20)

NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.1
NHRP-DETAIL: First hop route Tookup for 10.10.10.1 yielded 10.10.10.1, TunnellO

gl obal (0x0), packet size: 133

src: 10.10.10.2, dst: 10.10.10.1

(F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1
sht1: 4(NSAP), sstl: O(NSAP)

pktsz: 133 extoff: 60

(M) flags: "router auth dst-stable unique src-stable nat ",

src NBMA: 172.21.100.1

*Feb 1 01:31:34.654:

src protocol

*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:

10. 10.10.1, dst protocol

10.10.10.2

(C-1) code: no error(0), flags: none
prefix: 32, mtu: 9976, hd_time: 599

addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

client NBMA: 172.22.200.2

*Feb 1 01:31:34.654:

client protocol:

10.10.10.2



“Feb 1
“Feb 1
“Feb 1
“Feb 1
“Feb 1

client

*Feb 1

client

“Feb 1
“Feb 1
“Feb 1
“Feb 1
“Feb 1

client

*Feb 1

client

“Feb 1
“Feb 1
“Feb 1

dat a:

“Feb 1
“Feb 1
“Feb 1
“Feb 1
“Feb 1

01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:

NBMA: 172, 22

01:31:34.654:

protocol: 10

01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:

NBMA: 172. 20

01:31:34.654:

protocol: 10

01:31:
01:31:
01:31:

34.
34.
34.

DWPN

134,
134,
134,
134,
134,

654:
654:
654:

655:
655:
655:
655:
655:

Responder Address Extension(3):

(C) code: no error(0), flags: none

prefix: 0, mtu: 9976, hd_time: 600

addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

. 200. 2

.10.10.2

Forward Transit NHS Record Extension(4):

(C-1) code: no error(0), flags: none

prefix: 0, mtu: 9976, hd_time: 600

addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

.10.10

.10.10. 10

Reverse Transit NHS Record Extension(5):
Authentication Extension(7):
type:Cleartext(l),

NAT address Extension(9):

NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.21.10
NHRP: 157 bytes out TunnellO

IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection lookup returned 80007F1
NHRP-DETAIL: Deleted delayed event on interfaceTunnellO dest: 172.21.100.1

reqdiFBIOHDICRRENDEE —HT B, <hIZKV)Spokel1h SEFE NENHRPHFRE
RINT Y RA'Spoke2lC BiET D CENBRENELE, CONT Y MMI& > TSpoke2TIL— b
WY OTFTYTHRNIH—Eh, BRERNFBIETTHDENRBEEND-H, Spoke2ld
Spoke1 D1EFHRZENHRPT—7ILICBIL £F, BRISE/NT Y N%&ESpokellZIRETSHIIC, T
NAAEBEDEHR (NBMAIPZ RLABIO R ZIIPPRLA ) ZEBMLET, chiZkY)
. SpokellEZTONTY hE2FEAL TF—EIR—AICBERZEMTEEXT,

FTRTOTNY THSHMT D E, Spoke2h SEFEE N ZNHRPHERIGE (ESpoke1 IZFEL T
WEHA. HUBIE, NHRPEERER/NTY NZ2HIRFEBYICZF/LTEETH Y, BEHISE
BENDUEMENHYVET, LEN 2T, XROFIETIE, Spokel&Spoke2WETHF v+ 7'F v+ %
BHELT, BEOHEHZEBLET,

Embedded Packet Capture

HHAKNTY NF YT FvHEEZFEATRIE, TNAAZBBIDNZTAYVIVZFHTER



T, ChZREIIRUIOFIERF, MADORZ 74V ITO— (BEERE) TFYTFYID
NZT74Y0BCTIEAVANEHEKTZDZETT,

COFIATIEE. NBMAIPZ RLAAERAENET,

ip access-1list extended filter
10 permit ip host 172.21.100.1 host 172.22.200.2
20 permit ip host 172.22.200.2 host 172.21.100.1

JXIZ . monitor capture <CAPTURE_NAME> access-list <ACL_NAME> buffer size 10 interface
<WAN_INTERFACE> both AN > RZFEAL THF ¥ 7F + ZFREL . monitor capture
<CAPTURE_NAME> start N> REFAL TF v 7F ¥ ZRKLET,

Spoke1& Spoke2 TEREZF Y 7 F Y LE T,

monitor capture CAP access-list filter buffer size 10 interface GigabitEthernetl both
monitor capture CAP start

FY7FrOHIZERTITBICIEE. show monitor capture <CAPTURE_NAME> buffer brief 1< >
REeFERALET,

H HSpokelZF ¥ 7F ¥ LET,

<#root>

SPOKE1#show monitor capture CAP buffer brief

# size  timestamp source destination dscp protocol
0 210 0.000000 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
1 150 0.014999 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
2 478 0.028990 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
3 498 0.049985 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
4 150 0.069988 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
5 134 0.072994 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
6 230 0.074993  172.22.200.2 -> 172.21.100.1 48 CS6 UDP
7 230 0.089992 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
8 118 0.100993 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
9 218 0.108988 172.22. 200. 2 -> 172.21.100.1 48 CS6 ESP

10 70 0.108988 172.21.100.1 -> 172.22.200. 2 0 BE | CWP

11 218 1. 907994 172.22.200. 2 -> 172.21.100.1 48 CS6 ESP



12

13

14

15

16

17

18

19

20

70

218

70

218

70

218

70

218

70

12.

12.

26.

26.

54.

54.

. 907994

. 818003

. 818003

559969

559969

859001

859001

378978

378978

172.

172.

172.

172.

172.

172.

172.

172.

172.

21.

22.

21.

22.

21.

22.

21.

22.

21.

100.

200.

100.

200.

100.

200.

100.

200.

100.

H HSpoke2ZF ¥ 7 F ¥ LE T,

<#froot>

172.

172.

172.

172.

172.

172.

172.

172.

172.

SPOKE2#show monitor capture CAP buffer brief

22.

21.

22.

21.

22.

21.

22.

21.

22.

200.

100.

200.

100.

200.

100.

200.

100.

200.

0 BE

| CVP

48 CS6 ESP

0 BE

| CVP

48 CS6 ESP

0 BE

| CVP

48 CS6 ESP

| CVP

48 CS6 ESP

| CVP

coOoNOYUVIT A WNPREO

9 218

10

11

70

218

[eNeNolNolNelNolNolNoeNol

.000000
.015990
.027998
.050992
.069988
.072994
.074993
.089992
.099986

0.108988

0.

1.

108988

907994

172. 22.

172.

172.

200. 2

21.

22.

100.

200.

NRNRNRNRN

->

172. 21.

->

->

172.

172.

100.1

22.

21.

200.

100.

RPNRNRNRNR

48

CS6 ESP

0 BE

| CVP

48 CS6 ESP



12 70 1.909001 172.21.100.1 -> 172.22.200.2 0 BE QW

13 218 5.817011 172.22.200. 2 -> 172.21.100.1 48 CS6 ESP
14 70 5. 818002 172.21.100.1 -> 172.22.200. 2 0 BE QW
15 218 12. 559968 172.22.200. 2 -> 172.21.100.1 48 CS6 ESP
16 70 12. 560960 172.21.100.1 -> 172.22.200. 2 0 BE QW
17 218 26. 858009 172.22.200. 2 -> 172.21.100.1 48 CS6 ESP
18 70 26. 859001 172.21.100.1 -> 172.22.200. 2 0 BE QW
19 218 54. 378978 172.22.200.2 -> 172.21.100.1 48 CS6 ESP

20 70 54. 379970 172.21.100.1 -> 172.22.200. 2 0 BE IQW

Fy7FryodHhiE, MEBNTY MFIKENIPSECR IS I -3 RIUDPRS 71 Y IOTH
BCEEZRLTVET, TDR, Spoke2ld R RIGEZSpoke1lICEFEL, CchIFESPRZ 714 Y
D(NTYRI)ERBENET, DR, THREIhB N 74Yv O T7O—FESPTIA, RICHE
wENB/NT Y MM, Spoke1h 5Spoke2ANDICMPRZ 7 1Y U TY,

INTY NE&YFMICOT SBICIE. show monitor capture <CAPTURE_NAME> buffer dumpZ]
NOREEATLT, FNA AL Spcap7 PANET DV AR—KRTEET, R, FA—FVY—)
EERALTA > TH O %Zpcap7 7 A ILICE# L, Wireshark TR CEN TEE T,



FVAOAONTY NTFHFSAHFICE., F¥YT7FYORE., fl. BLOEFOA—IHNFAE
N TUVWET(Cisco TACY —JL : Packet Capture Config Generator and Analyzer)

Wireshark® H 11 :


https://cway.cisco.com/capture-gen-analyzer/
https://cway.cisco.com/capture-gen-analyzer/
https://cway.cisco.com/capture-gen-analyzer/

Time Source Destination Protocol  Length Info

1 1969-12-31 13:080:80.0800008 172.22.2080.2 172.21.100.1 ISAKMP 218 Identity Protection (Main Mode)
2 1969-12-31 18:00:00.000000 172.21.1088.1 172.22.200.2 ISAKMP 150 Identity Protection (Main Mode)
3 1969-12-31 18:00:00.000000 172.22.2080.2 172.21.108.1 ISAKMP 478 Identity Protection (Main Mode)
4 1969-12-31 18:00:90.000000 172.21.188.1 172.22.208.2 ISAKMP 498 Identity Protection (Main Mode)
5 1969-12-31 13:080:00.000008 172.22.200.2 172.21.1008.1 ISAKMP 158 Identity Protection (Main Mode)
6 1969-12-31 18:00:90.000000 172.21.180.1 172.22.200.2 ISAKMP 134 Identity Protection (Main Mode)
7 1969-12-31 18:00:00.000000 172.22.2080.2 172.21.108.1 ISAKMP 230 Quick Mode

8 1969-12-31 18:00:90.000000 172.21.108.1 172.22.208.2 ISAKMP 238 Quick Mode

1969-12-31 18:00:08.000000 172.21.108.1 Quick Mode

1969-12=31 18:00:80. eaaeau 172.21.100.1 218 ESP (SPI=0x33a95845)

1969-12-31 H: [ 1 o2 78 Destination unreachable (Communication administratively filtered)
1?2.21.100.1 218 ESP (SPI=| Bx333953451

B:00:00.8 .108.1 filtered)
1969-12-31 :00:80. 172 22.288.2 1?2 21.100,1 185 ESP (SPI= 0133395315?
1969-12-31 188:088. 1?2 22. ZEIEI 2 186 ESP (SPI=Bx33a95845)
¢ 70 Destinatien unreachable (Communica y filtered)
218 ESP (5PI=0x33295845)
@ Destination unreachable (Communication administratively filtered)
135 ESP (5PI=0x33a05845)
7@ Destination unreachable ( icatic e istrat y filtered)
186 ESP iSPI Bx33395345!
78 tina C y filtered)
218 ESP {SPI=| Bx33a§53453
9:00.000008 1 ".'_ oa. 2 CM 78 Destination unreachable (Communic: administratively filtered)
172. 22 ZGG 2 218 ESP (SPI=Bx33a95845)
2 .'- 78 i i administratively filtered)

Wireshark COH DD F ¥ 7 F +

ICMP/NT Yy R MARIC TDestination unreachable (Communication administratively filtered) s &

WOSTIT— XV E—IHNRTREND, chlE, L—FACLR T 7ATo#4=)BE, NALDH
Z7AVIIEBEERBDMEDPDTIINENBHBDEZRLET, BEALEDFE, 711K
BNTY NZEFITBDTFINARA( ZDFEEESpokel ) TRESNETH, FEAOTFNAIATER
KRIZEETEET,



7 : Wireshark® tH hi&, MADAR—TTRERLU T,

Cisco IOS® XET*—ZX/NANT Y b ML —A#eE

Cisco IOS XEF—Z/NANT Y hRL —AMEER. TFINA AN RNZ T4V VZ0NEBITRHEED
MIBDLEDICEAETNEXT, ChZEREITDICE, BEORNZT71v 070 (BEERE) T
FYTFYITRRTZTAVIRBUCTIVEAVANEZERTILBENHYET,

COFIATIE. NBMAIPZ RLAAERAENET,

ip access-1ist extended filter
10 permit ip host 172.21.100.1 host 172.22.200.2
20 permit ip host 172.22.200.2 host 172.21.100.1

RIZ, fia-traceMpE 2R EL . TORLAVANEFEHAITBZI LS ICTFNY IXRHFZRELET, &



®IC, ZHZERKLET,

debug platform packet-trace packet 1024 fia-trace
debug platform condition ipv4 access-1ist filter both
debug platform condition start

- debug platform packet-trace packet <count> fia-trace:Ffli %z fiab L —AZBMICL . RES
NENTYRODEZFYTFYLTIHASELLET

« debug platform condition ipv4 access-list <ACL-NAME> both: ABIICEREL =T VAU R
NEFEALT, FNL1AOEZHZRELET,

« debug platform condition start: & # =B L £,

fia-traceMH N Z R TS ICE, XOOX > REFERALET,

show platform packet-trace statistics
show platform packet-trace summary
show platform packet-trace packet <number>

Spoke1 show platform packet-trace statistics® i 11 :

<#froot>

SPOKE1#show platform packet-trace statistics
Packets Summary

Matched 18
Traced 18
Packets Received
Ingress 11
Inject 7
Count Code Cause
4 2 QFP destination Tookup
3 9 QFP ICMP generated packet
Packets Processed
Forward 7
Punt 8
Count Code Cause
5 11 For-us data
3 26 QFP ICMP generated packet
Drop 3
Count Code Cause
3 8 | pv4Acl

Consume O



INFRA
TCP
ubp
IpP
IPVG6
ARP

INFRA
TCP
ubp
IpP
IPVG6
ARP

PKT_DIR_IN

PKT_DIR_OUT

Dropped
0

O OO oo

Dropped
0

O OO oo

Consu
0

O OO oo

Consu
0

O OO oo

med Forwarded
0

o O vl O

med Forwarded
0

[eNeNolNolNe)

show platform packet-trace statistics® H h Tk, T/NA ATREBENLENTY NOHV U 2
WTCEET, chllkY, BENTYNERGBNTY Ne®FEL., NAAFNTY hzE ROY
Z7LTVBAESHE, ROVIFDEREEEICERETEET,

RENTWBHITIE, Spoke1 NEBIpv4ACIZET VK 2AONTY hE ROYZLTVWET
o CNSONTY NZESIZHMT BT, N> Rshow platform packet-trace summary %z £ F
TEET,

Spoke1 show platform packet-trace summary ® H 1 :

SPOKE1l#show platform packet-trace summary

<#root>

Pkt Input
0 Gil

1 INJ.2
2 Gil

3 INJ.2
4 Gil

5 INJ.2
6 Gil

7 INJ.2
8 Gil

9 G1
10 Gil
11 INJ.9
12 G1
13 Gil
14 INJ.9
15 G1

Output
internal0/0/rp:0
Gil
internal0/0/rp:0
Gil
internal0/0/rp:0
Gil
internal0/0/rp:0
Gil
internal0/0/rp:0

G1
internal0/0/recycle:0
Gil
G1
internal0/0/recycle:0
Gil

G1

State
PUNT
FwWD
PUNT
FwWD
PUNT
FwWD
PUNT
FwWD
PUNT

PUNT
FwD

PUNT
FwD

Reason

11

11

11

11

11

8

26

26

(For-us data)
(For-us data)
(For-us data)
(For-us data)

(For-us data)

(1 pvdAcl)

(QFP ICMP generated packet)

(1 pvdAcl)

(QFP ICMP generated packet)

(1 pvdAcl)



16
17

18

19
20

21

22
23

24

25
26

Gil

INJ.

G1

Gil

INJ.

G1

Gil

INJ.

G1

Gil

INJ.

internal0/0/recycle:

Gil

G1

internal0/0/recycle:

Gil

G1

internal0/0/recycle:

Gil

G1

internal0/0/recycle:

Gil

PUNT
FwD

PUNT
FwD

PUNT
FwD

PUNT
FwD

26

26

26

26

(QFP ICMP generated packet)

(1 pvdAcl)

(QFP ICMP generated packet)

(1 pvdAcl)

(QFP ICMP generated packet)

(1 pvdAcl)

(QFP ICMP generated packet)

cOEINS, FNARZEANTRIENTYRE, ANBRPEIA 2 EZ—T T4 AZHERT
EBET, NTYRODAT—RAERREN, NT Y NN Egi%(forwarded), BEZE(dropped), F &
NI (punt)E MDA ES AN RENET,

COHBITEE, COBARTFNAARICEK2TROYTENTVWBNTY RN ZRBETHIDICKRILEE
9, show platform packet-trace packet <PACKET_NUMBER>N > RZFEAT R &, F/INA AN
BEONTY N2 BB HEEWETEET,

Spoke1 show platform packet-trace packet <PACKET_NUMBER> M H 17 :

<tfroot>

SPOKE1#show platform packet-trace packet 9

Packet: 9 CBUG ID: 9

Summary

| nput :

Qut put :

State :

Timestamp

Start :
Stop :
Path Trace

Feature: IPV4(Input)

| nput :

Output :

G gabi t Et hernet 1

G gabi tEt hernet 1

DROP 8 (I pv4Acl)

G gabi t Et hernet 1

366032715676920 ns (02/01/2024 04:30:15.708990 UTC)
366032715714128 ns (02/01/2024 04:30:15.709027 UTC)



Source : 172.22.200.2

Destination : 172.21.100.1

Protocol : 50 (ESP)

Feature: DEBUG_COND_INPUT_PKT
Entry : Input - 0x812707d0

I nput : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 194 ns
Feature: IPV4_INPUT_DST_LOOKUP_ISSUE
Entry : Input - 0x8129bf74

I nput : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 769 ns
Feature: IPV4A_INPUT_ARL_SANITY
Entry : Input - 0x812725cc

I nput : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 307 ns
Feature: EPC_INGRESS_FEATURE_ENABLE
Entry : Input - 0x812782d0

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 6613 ns
Feature: IPV4_INPUT_DST_LOOKUP_CONSUME
Entry : Input - 0x8129bf70

Input : G gabitEthernetl

CQut put : <unknown>



Lapsed time : 272 ns
Feature: STILE_LEGACY_DROP
Entry : Input - 0x812a7650

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 278 ns
Feature: INGRESS_MMA_LOOKUP_DROP
Entry : Input - 0x812a1278

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 697 ns
Feature: INPUT_DROP_FNF_AOR
Entry : Input - 0x81297278

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 676 ns
Feature: INPUT_FNF_DROP
Entry : Input - 0x81280f24

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 1018 ns
Feature: INPUT_DROP_FNF_AOR_RELEASE
Entry : Input - 0x81297274

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 174 ns

Feat ure: | NPUT_DROP

Entry : Input - 0x8126e568



Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 116 ns

Feature: | PV4_I NPUT_ACL

Entry : Input - 0x81271f70

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 12915 ns

BUOEHDTE, ADAER—TIAARAREHRIAVEZ—TIAAR, BRUENTY NOREZHERTR
TEEXT, RIZ, HAOD2BEB O ICHEVT, EERTERWEDIPZ RLAETONIIL 2HEEET
EFXY,

BEORE T I—XTlE, FNAANFZOBEONTY N2RBITZHEN TENET, Chick
W, XY RND—=OF RLAZBNATX® T VLAV ARNBEDRE, FERETIICEEEEXS
AEEMOH 32 TOMOERICEAT I AENBSNET,

cOFZE,. N7y boZ7OKNIJILIFESP, EfETIPIESpoke2®NBMA IP7 RL A, FEEIPE
Spoke1MNBMA IP7 RLATH B ENBRTEE T, chik, NHRPRISI—>3 > TN\7T
YRARELTVWBZEERLET, Tk, EOTI—XTEHRNA U E—TIAANEEES L
TVWEWCEFDAY, NSTAYINEEESNDHICMASHADEEEZTTVD LN REBE
NET, Penultimate7 T—A Tk, F/NAANEEE (> 2—7 I 4 X(GigabitEthernet1)T
BENZ74v0ZROYFILTVWAR L ZRABTEET, REDTJI—AGALTIEAUA
NZERL, BEZSIZEELTVWBRAVE—TIA ALICASHDRENFET DM ZRE
LTVET,



ECCORFIXVPMIBEETNTVRIXRNTONS TN 21 —F4 209V —=)%FER
LEET, RO I—23aVICEBRIDAR—IOHISKNSI T4V IONFROVYTELGE
EEZFTVWBLEZTTRKIENRSNBVEBEERE., ChSsOFNAIATORNSTTILY
1—FTA4T 2R TLET,

RDATYT T, 774T04—)L, A4V F, ISPBRE, FRAODT/NA AZHETS
VEFHYNET,

R &
CO&SBIFIANRSNDBE, KOATY TRHOHNCRENTVWESVR—TI(R

ZHWEIBDETT, ChiCR, BEZFIVILT, RZT7AVIIEHEBESERZANNHS
HESHZBBITIEEN BEIET,

WANA >R —T T A AFKE :

<tfroot>



SPOKE1l#show running-configuration interface gigabitEthernetl
Building configuration...

Current configuration : 150 bytes
|

interface GigabitEthernetl
ip address 172.21.100.1 255.255.255.0

ip access-group ESP_TRAFFIC in

negotiation auto
no mop enabled
no mop sysid

end

HREND—ZPEL T, 1R —7 I A AlZaccess-groupNBHENTVWET, PTVEAVUARNTE
EENTWBHRARNY, NHRPRIZ I -3 ICFERAENBD NS 74y 2ICFHLTVWEVD
ERBRITDCENEETT,

<#root>

SPOKE1#show access-1ists ESP_TRAFFIC
Extended IP access Tist ESP_TRAFFIC
10 deny esp host 172.21.100.1 host 172.22.200.2

20 deny esp host 172.22.200.2 host 172.21.100.1 (114 matches)

30 permit ip any any (22748 matches)

access-listD 2% B M XA Spoke2 ONBMA IP7 RL A &Spoke1ONBMA IP7 KL ABDIEEZ1E
BLTVR Y, BIROROAY THARELET, 41 F—7 I 1 AN Saccess-groupZ HIBRT %
EL2DDAR—VBOBERERBILET,

SPOKE1#ping 192.168.2.2 source Toopbackl

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:
Packet sent with a source address of 192.168.1.1

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/2/3 ms

IPSECR > RIIET Y TIRET, MEOTFNAATHTvIILEDTEILBEBBRAIRTREATY
x99,

Spoke1 :

<tfroot>



SPOKE1#show crypto IPSEC sa peer 172.22.200.2

interface: TunnellO
Crypto map tag: TunnellO-head-0, Tocal addr 172.21.100.1

protected vrf: (none)
local 1ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
current_peer 172.22.200.2 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 6, #pkts encrypt: 6, #pkts digest: 6

#pkts decaps: 7, #pkts decrypt: 7, #pkts verify: 7

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.21.100.1, remote crypto endpt.: 172.22.200.2
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: 0x9392DA81(2475874945)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxBF8F523D(3213840957)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2073, flow_id: CSR:73, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607998/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x9392DA81(2475874945)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2074, flow_id: CSR:74, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607999/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

Spoke2 :

<{froot>



SPOKE2#show crypto IPSEC sa peer 172.21.100.1

interface: TunnellO
Crypto map tag: TunnellO-head-0, local addr 172.22.200.2

protected vrf: (none)
local 1ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
current_peer 172.21.100.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 7, #pkts encrypt: 7, #pkts digest: 7

#pkts decaps: 6, #pkts decrypt: 6, #pkts verify: 6

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.22.200.2, remote crypto endpt.: 172.21.100.1
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxBF8F523D(3213840957)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: 0x9392DA81(2475874945)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2073, flow_id: CSR:73, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607998/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxBF8F523D(3213840957)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2074, flow_id: CSR:74, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607999/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

Spoke1MDMVPNT—7J)LEAEAEOIMNJTELWIYE T ZRLTVET,

<{froot>



SPOKE1#show dmvpn

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override, B - BGP
C - CTS Capable, I2 - Temporary
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 172.22.200.2 10.10.10.2 UP  00:01:31 D

1172.20.10.10 10.10.10.10 up 1d05h S
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



