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Tud Tuo
Dynamic tunnel

Tu0-10.0.1.11/24
Eth0/0-172.16.1.1

[ J | | | ] |

Spoke 1 Spoke 2

192.168.11.0/24 192.168.18.0/24

A2 74F1L—>3>
ECOPITRE, RENHELIIZVOAEZRLTVERT,

hRNT (N7 0)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
1
hostname central_hub
1
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0

Tu0-10.0.0.16/24
Tu2-10.0.2.16/24
Eth0/0-172.17.0.5
Lo0-172,18.0.5

Tu0-10.0.2.18/24
Eth0/0-172.16.2.1



crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport

|

crypto ipsec profile profile-dmvpn

set transform-set transform-dmvpn

|

interface Loopbackl

ip address 192.168.1.1 255.255.255.0
|

interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

no ip redirects

ip mtu 1400

no ip split-horizon eigrp 1

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp shortcut

ip nhrp redirect

ip summary-address eigrp 1 192.168.0.0 255.255.192.0
ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn
|

interface Ethernet0/0

ip address 172.17.0.9 255.255.255.252
|

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.1.0

|

ip route 0.0.0.0 0.0.0.0 172.17.0.10

|

end

)—=a A NT (N7 1)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname hub_1
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
|



crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport

|
crypto ipsec profile profile-dmvpn

set transform-set transform-dmvpn

|
crypto ipsec profile profile-dmvpn-1

set transform-set transform-dmvpn

|
interface Loopbackl

ip address 192.168.8.1 255.255.255.0

|
interface Loopbackl00

ip address 172.18.0.1 255.255.255.252

|

interface TunnelO

bandwidth 1000

ip address 10.0.0.8 255.255.255.0

no ip redirects

ip mtu 1400

no ip split-horizon eigrp 1

ip nhrp authentication test

ip nhrp network-id 100000

ip nhrp nhs 10.0.0.1 nbma 172.17.0.9 multicast

ip nhrp shortcut

ip nhrp redirect

ip summary-address eigrp 1 192.168.8.0 255.255.248.0
ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn

|

interface Tunnell

bandwidth 1000

ip address 10.0.1.8 255.255.255.0

no ip redirects

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp redirect

ip summary-address eigrp 1 192.168.8.0 255.255.248.0
ip summary-address eigrp 1 192.168.100.0 255.255.252.0
ip tcp adjust-mss 1360

tunnel source Loopbackl00

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn-1

|

interface Ethernet0/0

ip address 172.17.0.1 255.255.255.252

|
router eigrp 1
network 10.0.0.
network 10.0.1.
network 192.168.8.0
|

ip route 0.0.0.0 0.0.0.0 172.17.0.2
!

0 0.0.0.255
0 0.0.0.255

end



)—ar 2 N\T (N7 2)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname hub_2
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
crypto ipsec profile profile-dmvpn-1
set transform-set transform-dmvpn
|
interface LoopbackO
ip address 172.18.0.5 255.255.255.252
|
interface Loopbackl
ip address 192.168.16.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.0.16 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp holdtime 360
ip nhrp nhs 10.0.0.1 nbma 172.17.0.9 multicast
ip nhrp shortcut
ip nhrp redirect
ip summary-address eigrp 1 192.168.16.0 255.255.248.0
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile profile-dmvpn
|
interface Tunnel2
bandwidth 1000
ip address 10.0.2.16 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 360
ip nhrp redirect



ip summary-address eigrp 1 192.168.16.0 255.255.248.0
ip summary-address eigrp 1 192.168.100.0 255.255.252.0
tunnel source Loopback0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn-1

1
interface Ethernet0/0

ip address 172.17.0.5 255.255.255.252

1

router eigrp 1
network 10.0.0
network 10.0.2
network 192.168.1

.0 0.0.0.255

.0 0.0.0.255

6.0

!

ip route 0.0.0.0 0.0.0.0 172.17.0.6
|

end

)—232 1 AR=T (AKR—=T1)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname spoke_1
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
crypto isakmp keepalive 10
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
interface Loopbackl
ip address 192.168.11.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.1.11 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp nhs 10.0.1.8 nbma 172.18.0.1 multicast
ip nhrp shortcut
ip tcp adjust-mss 1360
tunnel source Ethernet0/0



tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn
!

interface Ethernet0/0

ip address 172.16.1.1 255.255.255.252

!

router eigrp 1
network 10.0.0
network 10.0.1
network 192.168.1

.0 0.0.0.255

.0 0.0.0.255

1.0

!

ip route 0.0.0.0 0.0.0.0 172.16.1.2
!

end

)—a> 2 RAK—9 (AKR—22)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname spoke_2
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
crypto isakmp keepalive 10
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
interface Loopbackl
ip address 192.168.18.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.2.18 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp nhs 10.0.2.16 nbma 172.18.0.5 multicast
ip nhrp shortcut
ip tcp adjust-mss 1360
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile profile-dmvpn



interface Ethernet0/0

ip address 172.16.2.1 255.255.255.252
|

router eigrp 1

network 10.0.2.0 0.0.0.255

network 192.168.18.0
1

ip route 0.0.0.0 0.0.0.0 172.16.2.2
!

end

T—RENHRP NTY N 70—-I22WT
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LEY,

Central Hub

Hub 1 Hub 2

Spoke 1 Spoke 2

BHOTF—2 N7y N 70—

ATY 71 AR—T15 SICMP pingh'BRE hd, 3EHE=192.168.18.10, *EfF=
192.168.11.1




1.192.168.18. 10 ICH TR IL—KN LY OT Y THFTOIhET, RIZRTRKDIC, FTANK
Y71 10.01.8 (N7 1ORYZRIL FTRLA)TY,

2. N>%JL 0 MFE 192.168.18.10 I T B NHRP F ¥ v 1 LY OT Y THThETH
. COBETRINIEBREEAEEA,

B.RXUVANKY T (MR 0D 10.01.8) ICHTBNHRP Fv v 1 LY OT Y THTH
NET, RILRTERSIC, ZREITDINIUNFEEL, BSkEY a2 FfRABRENET,

4. ICMP IO—ERNT Y MBEEORN XL ZRBHLTXRIANKY T (N7 1) I[CEEE
nEI,

<tfroot>

spoke_l1#show i p route 192.168. 18. 10

Routing entry for 192.168.0.0/18, supernet

Known via "eigrp 1", distance 90, netric 5248000, type internal

Redi stributing via eigrp 1

Last update from 10.0.1.8 on Tunnel 0, 02: 30: 37 ago

Routi ng Descriptor Bl ocks:

* 10.0.1.8, from10.0.1.8, 02:30:37 ago, via Tunnel 0
Route netric is 5248000, traffic share count is 1
Total delay is 105000 m croseconds, m nimum bandwi dth is 1000 Kbit
Rel i ability 255/255, m ni nrum MU 1400 bytes
Loadi ng 1/255, Hops 2

spoke_1#show i p nhrp

10.0.1.8/32 via 10.0.1.8
Tunnel O created 02:31: 32, never expire
Type: static, Flags: used
NBMA address: 172.18.0.1

ATY 7 2: NT1TICMPINT Y N 2 %15

1.192.168.18.10 ICFBIL—N LY OT Y THITOhET, RVANKY TR
10.0.01 (N7 0D RIL TRLA) TY,

2. N7 1RBHEARTREEL, NT7Y NEELUDMVPN 957 RADRIDA 22 —T7 T4 AIC
BRETRIMBEN BB, /N7 1 NHRP BESR/VA AL I NEAR—I 1 ICERBLE
9o

3.EKICT—2 NTY NNT 0 ICEEEhET,

<#froot>

*Apr 13 19:06:07.592: NHRP: Send Traffic Indication via Tunnell vrf 0, packet size: 96

*Apr 13 19:06:07.592: src: 10.0.1.8, dst: 192.168.11.1

*Apr 13 19:06:07.592: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06:07.592: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07. 592: pktsz: 96 extoff: 68

*Apr 13 19:06:07.592: (M traffic code: redirect(0)



*Apr 13 19:06: 07. 592: src NBMA: 172.18.0.1

*Apr 13 19:06:07.592: src protocol: 10.0.1.8, dst protocol: 192.168.11.1
*Apr 13 19:06:07.592: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 592: 45 00 00 64 00 01 00 00 FE 01 1E 3C CO A8 0B 01
*Apr 13 19: 06: 07. 592: G0 A8 12 OA 08 00 Al C8 00 01 00

ATFY 7 3: \NTOTICMPNT Y N &Z(E

1.192.168.18.10 ICR T BIL—N LY OT Y THFThbhET, XVANKYTERNXRILO
® 100016 (N7 2D T RLA) T,

2. N7 0RHEIRTREL, NTYRNZRLUAR—T7 I A4 ARHTEL DMVPN 257 R
CEIXTHIHEN BB, NT 0k, NT1ZNLTAKR—2 1 ANNHRP BiESRB%EiX
FELET,

3.F—=ANTYNINT 2 ICEEETNET,

<tfroot>

*Apr 13 19:06:07.591: NHRP: Send Traffic Indication via TunnelO vrf 0, packet size: 96

*Apr 13 19:06:07.591: src: 10.0.0.1, dst: 192.168.11.1

*Apr 13 19:06:07.591: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06:07.591: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.591: pktsz: 96 extoff: 68

*Apr 13 19:06:07.591: (M traffic code: redirect(0)

*Apr 13 19:06: 07. 591: src NBMA: 172.17.0.9

*Apr 13 19: 06:07.591: src protocol: 10.0.0.1, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07.592: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 592: 45 00 00 64 00 01 00 00 FD 01 1F 3C CO A8 0B 01
*Apr 13 19: 06: 07. 592: C0 A8 12 0OA 08 00 Al C8 00 01 00

ATY 7 4: \NT2TICMPNT Y N Z2 %15

1.192.168.18.10 IR T BIL—KN LY IO T Y THF1TONET, TTVANKYTERIN ORI 2
M 10.0218 ( AR—9 2D FRLA) T,

2. N7 2@ REHETREELS, XY NE2EBUDMVPN 957 RHADBEIDA > E—T7 T4 AIC
EXTRAUENHDEH., NT2E@F/\N70%ZNMLUTNHRP BiESRBEZAR— 1 (ICEEL
9,

3.7 NTY NFARAR—=D 2 IZEIEENET,

<ffroot>

*Apr 13 19:06:07.592: NHRP: Send Traffic Indication via Tunnel O vrf 0, packet size: 96

*Apr 13 19:06:07.593: src: 10.0.0.16, dst: 192.168.11.1
*Apr 13 19:06:07.593: (F) afn: AF_IP(1), type: |1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 593: shtl: 4(NSAP), sstl: O(NSAP)



*Apr 13 19: 06:07. 593: pktsz: 96 extoff: 68

*Apr 13 19:06:07.593: (M traffic code: redirect(0)

*Apr 13 19: 06: 07. 593: src NBMA: 172.17.0.5

*Apr 13 19:06: 07. 593: src protocol: 10.0.0.16, dst protocol: 192.168.11.1
*Apr 13 19: 06:07. 593: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 593: 45 00 00 64 00 01 00 00 FC 01 20 3C CO A8 0B 01
*Apr 13 19: 06: 07. 593: CO A8 12 0OA 08 00 A1 C8 00 01 00

ATYT5: AR—DV2TEZEENEICMPNT Y &

192.168.18.10 ICKTRI—RN LY OFT Y TH1ThbhEdT, chiEO—AHIEHEZY ND—OT
T ICMP EXRABEICEEENET,

NHRP #RER 70—

AR—7 1

1.1\7 11K V)3E% 192.168.18.10 IEFEE - NHRP BESBEZELE T,

2.192.168.18.10/32 DAFZTLBE NHRP F ¥ VY 1T RNRUNEBAETIhET,

3.192.168.18.10 ICHTBIL—K LY OFTYTHFTOIhET, KVANKY TR AR O
® 10.0.1.8 (/N7 1) T,

4. FDARNKY T (RZILOD10.01.8) ICHTBNHRP F v+ v 1 LY O Ty TH1TD
nNEd, IMNUfREHEN, BSILYTY MBEBLTVET ( M RILFFEELTVE
ERE

5 AR—=T18, V=>23FIWNT 1 M ORIAOBEEOAR—U %ML T,
192.168.18.10/32 ® NHRP fERERZ#/\T 1 ILEFELE T,

<#root>
*Apr 13 19:06: 07.596: NHRP:
Receive Traffic Indication via Tunnel O

vrf 0, packet size: 96
*Apr 13 19:06:07.596: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 596: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19: 06: 07. 596: pktsz: 96 extoff: 68

*Apr 13 19:06:07.596: (M traffic code: redirect(0)

*Apr 13 19: 06: 07. 596: src NBMA: 172.18.0.1

*Apr 13 19: 06: 07. 596: src protocol: 10.0.1.8, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07. 596: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 596: 45 00 00 64 00 01 00 00 FE 01 1E 3C CO A8 0B 01
*Apr 13 19: 06: 07. 596: C0 A8 12 OA 08 00 Al C8 00 01 00

*Apr 13 19:06:07.596: NHRP: Attenpting to create instance PDB for (0x0)

<#root>



*Apr 13 19:06: 07. 609: NHRP:

Send Resol uti on Request via Tunnel 0

vrf 0, packet size: 84
*Apr 13 19:06:07.609: src: 10.0.1.11, dst: 192.168.18.10
*Apr 13 19:06:07.609: (F) afn: AF_IP(1), type: |1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 609: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19: 06: 07. 609: pktsz: 84 extoff: 52
*Apr 13 19:06:07.609: (M flags: "router auth src-stable nat ", reqid: 3
*Apr 13 19: 06: 07. 609: src NBMA: 172.16.1.1
*Apr 13 19:06: 07. 609: src protocol: 10.0.1.11, dst protocol: 192.168.18.10
*Apr 13 19:06:07.609: (C 1) code: no error(0)
*Apr 13 19: 06: 07. 609: prefix: 32, mu: 17912, hd_tine: 7200
*Apr 13 19: 06: 07. 609: addr _|l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
N7 1
1. AR—=2 1 H S DFE%k 192.168.18.1/32 (2§ % NHRP FERBEREZEL £ T,
2.192.168.181 I T BI—K LY OFT Y THITOIhET, KTVANKYTERFRILOD
10.0.01 (/N7 0) T9,
B.AYYILAEA—YLADGNHRP XY hT—Y IDBRA—THY. O—H)l /—KEES
RTEHNEEA,
4. RFILO0ODRIVANKY 7 10001 ICHTB NHRP F v+ v 1 LY IOFT Y TH{Thh
IVRUAREE R, BEAEYTY RABELTVERT (M RIANFFELERT ),
5. N7 1RBEFEORZRILZENL T, 192.168.18.10/32 IZ5F % NHRP fERERZ/\7 0 (C
RELET,
<#root>
*Apr 13 19: 06: 07. 610: NHRP:
Recei ve Resol ution Request via Tunnell
vrf 0, packet size: 84
*Apr 13 19:06:07.610: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 610: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19: 06: 07. 610: pktsz: 84 extoff: 52
*Apr 13 19:06:07.610: (M flags: "router auth src-stable nat ", reqid: 3
*Apr 13 19: 06: 07. 610: src NBMA: 172.16.1.1
*Apr 13 19: 06: 07. 610: src protocol: 10.0.1.11, dst protocol: 192.168.18.10
*Apr 13 19:06:07.610: (C 1) code: no error(0)
*Apr 13 19: 06: 07. 610: prefix: 32, mtu: 17912, hd_time: 7200
*Apr 13 19: 06: 07. 610: addr _|l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0O, pref: O
*Apr 13 19: 06: 07. 610: NHRP:
Forwar di ng Resol uti on Request via Tunnel O
vrf 0, packet size: 104
*Apr 13 19: 06: 07.610: src: 10.0.0.8, dst: 192.168.18.10
*Apr 13 19:06:07.610: (F) afn: AF_IP(1), type: 1P(800), hop: 254, ver: 1
*Apr 13 19: 06: 07. 610: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19: 06: 07. 610: pktsz: 104 extoff: 52
*Apr 13 19:06:07.610: (M flags: "router auth src-stable nat ", reqid: 3
*Apr 13 19: 06: 07. 610: src NBMA: 172.16.1.1
*Apr 13 19: 06: 07. 610: src protocol: 10.0.1.11, dst protocol: 192.168.18.10



*Apr 13 19:06:07.610: (C 1) code: no error(0)

*Apr 13 19:06:07.610: prefix: 32, mu: 17912, hd_tine: 7200
*Apr 13 19:06: 07. 610: addr _|l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
N7 0

1.NT1IC&)EEETNFEE 192.168.18.1/32 K T2 NHRP SBRER#SEL X T,

2.192.168.18.1 LT BDIL—K LY OT Y THIThbhET, KTANKYTRE RN RILOD
10.0.0.16 (/N7 2) T9,

BAVILAEA—TLADONHRP XY RDO—2 IDRERE—THY., O—HI /—RiEFEHD
RTREHYEEA,

4 RFILO0ODRIVARNKY 7100016 ICHTBNHRP Fv v 1 LY OT Y THThbh
IVRUSMREE A, BSIELVYTY MEBLTVET (MR FELET ),

5. N7 0RBEEFEORNRILZENL T, 192.168.18.1/32 ICK TS NHRP FRERZ/\7 2 (C
HELET,

<#root>
*Apr 13 19:06:07.611: NHRP:
Recei ve Resol uti on Request via Tunnel O

vrf 0, packet size: 104
*Apr 13 19:06:07.611: (F) afn: AF_IP(1), type: 1P(800), hop: 254, ver: 1

*Apr 13 19: 06: 07.611: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06: 07.611: pktsz: 104 extoff: 52

*Apr 13 19:06:07.611: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 611: src NBMA: 172.16.1.1

*Apr 13 19: 06: 07.611: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.611: (C 1) code: no error(0)

*Apr 13 19: 06: 07.611: prefix: 32, mtu: 17912, hd_time: 7200

*Apr 13 19: 06: 07.611: addr _l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0O, pref: O

*Apr 13 19:06: 07.611: NHRP:
Forwar di ng Resol uti on Request via Tunnel O

vrf 0, packet size: 124
*Apr 13 19: 06: 07.611: src: 10.0.0.1, dst: 192.168.18.10
*Apr 13 19:06:07.611: (F) afn: AF_IP(1), type: 1P(800), hop: 253, ver: 1

*Apr 13 19: 06: 07.611: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06: 07.612: pktsz: 124 extoff: 52

*Apr 13 19:06:07.612: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 612: src NBMA: 172.16.1.1

*Apr 13 19: 06: 07.612: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.612: (C 1) code: no error(0)

*Apr 13 19: 06:07.612: prefix: 32, mtu: 17912, hd_time: 7200

*Apr 13 19: 06:07.612: addr _| en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0O, pref: O
NT 2

1. \7 0KV EEE N=FES 192.168.18.10/32 [CXf T B NHRP fERERE AR—T 1 H 5
ZELET,



2.192.168.18.10 LT BDIL—KN LY OT Y THTbhET, TTVANKYTIE RN XRIL 2
M 10.0.2.18 ( AFR—2 2) T,

BAVILAEA—TLADNHRP XY RDO—2 IDRERE—THY, O—HI /—RiFEHD
RTRdYYEEA,

4. RN 2DFIVANKY T 100218 ICRTBNHRP F v v 1 LY IOT v T HFThbh
 IVMNUFBRHE A, BSEVYTY MBERBLTVERT ( M RIUFEELET ),

5. N7 2EBEEFEORZILEZNL T, 192.168.18.1/32 ICxt T NHRP BRERE AR— 2
CEELET,

<#root>
*Apr 13 19:06: 07.613: NHRP:
Recei ve Resol ution Request via Tunnel O

vrf 0, packet size: 124
*Apr 13 19:06:07.613: (F) afn: AF_IP(1), type: |1P(800), hop: 253, ver: 1

*Apr 13 19: 06:07.613: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.613: pktsz: 124 extoff: 52

*Apr 13 19:06:07.613: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 613: src NBMA: 172.16.1.1

*Apr 13 19:06: 07. 613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.613: (C 1) code: no error(0)

*Apr 13 19: 06:07.613: prefix: 32, mu: 17912, hd_tine: 7200

*Apr 13 19:06:07.613: addr _l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

*Apr 13 19:06: 07.613: NHRP:
Forwar di ng Resol uti on Request via Tunnel 2

vrf 0, packet size: 144
*Apr 13 19:06:07.613: src: 10.0.2.16, dst: 192.168.18.10
*Apr 13 19:06:07.613: (F) afn: AF_IP(1), type: 1P(800), hop: 252, ver: 1

*Apr 13 19:06:07.613: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19:06:07.613: pktsz: 144 extoff: 52

*Apr 13 19:06:07.613: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19:06: 07. 613: src NBMA: 172.16.1.1

*Apr 13 19:06: 07. 613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.613: (C 1) code: no error(0)

*Apr 13 19:06:07.613: prefix: 32, mu: 17912, hd_tine: 7200

*Apr 13 19:06:07.613: addr _l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
AR—=7D 2

1.N\T 2 ICkW)EEEN=5E%E 192.168.18.1/32 It T B NHRP fBRERZZELE T,

2.192.168.18.10 ICKTBDI—RKN IV OFT Y THF1TbhET, chiFO—HIEHERY D —
9TT,

B.AR—U2R@EHETHY) ., 192.168.18.10, 7L 74V IR 24 DFERISEEERLET

4. AR—72 2 &, NHRP fEREROEHRZMFEAL T, 10.0.1.11 ( AFR—%2 1) ® NHRP F +
Y1 IVRNUZEBALERT,

5, AR—T 2/ VPN ROZRIILEBBLET (VE—NIVRRA KN =AKR—=T 1D
NBMAZ RLRA), BAFTZIVvY AR—VBRN RN XD I—rEhET,



6. RICAR—D 2K, EENIZAFTZIY D R RILZNHNL T, 192.168.18.10/24
NHRP RIS EZAR—T 1 ICEFELET,

<#froot>

*Apr 13 19:06: 07.613: NHRP: Receive Resolution Request via Tunnel O vrf 0, packet size: 144

*Apr 13 19:06:07.613: (F) afn: AF_IP(1), type: |1P(800), hop: 252, ver: 1

*Apr 13 19:06:07.613: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19:06:07.613: pktsz: 144 extoff: 52

*Apr 13 19:06:07.613: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19:06: 07. 613: src NBMA: 172.16.1.1

*Apr 13 19:06: 07. 613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.614: (C 1) code: no error(0)

*Apr 13 19:06:07. 614: prefix: 32, mu: 17912, hd_tine: 7200

*Apr 13 19:06: 07. 614: addr _l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

*Apr 13 19:06: 07.672: NHRP: Send Resolution Reply via Tunnel O vrf 0, packet size: 172

*Apr 13 19:06:07.672: src: 10.0.2.18, dst: 10.0.1.11
*Apr 13 19:06:07.672: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1

*Apr 13 19:06:07.672: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19:06:07.672: pktsz: 172 extoff: 60

*Apr 13 19:06:07.672: (M flags: "router auth dst-stable unique src-stable nat ", reqid: 3
*Apr 13 19:06: 07. 672: src NBMA: 172.16.1.1

*Apr 13 19:06: 07.672: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.672: (C 1) code: no error(0)

*Apr 13 19:06:07.672: prefix: 24, mu: 17912, hd_tine: 7200

*Apr 13 19:06:07.672: addr _l en: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 0O
*Apr 13 19:06: 07. 672: client NBMA: 172.16.2.1

*Apr 13 19:06:07.672: client protocol: 10.0.2.18

AK—1

1. AR=D 21884 FZv 9 NoFILENLT, 3% 192.168.18.10, 7L 71 v TR /24
O NHRP AR EZZELET,

2.192.168.18.0/24 ®» NHRP ¥ v v > 1 IV RNUN XV AN KY 7 =10.0.2.18, NBMA =
172.16.2.1 ICEFENET,

3.NHRP JL— KA, 192.168.18.10 XY RD—9, XU AN 7RY 7 =10.0.2.18 ® RIB (Zi& 1N
ENET,

<tfroot>

*Apr 13 19:06: 07.675: NHRP: Receive Resolution Reply via TunnelO vrf 0, packet size: 232

*Apr 13 19:06:07.675: (F) afn: AF_IP(1), type: IP(800), hop: 252, ver: 1

*Apr 13 19:06:07.675: shtl: 4(NSAP), sstl1: O(NSAP)

*Apr 13 19:06:07.675: pktsz: 232 extoff: 60

*Apr 13 19:06:07.675: (M) flags: "router auth dst-stable unique src-stable nat ", reqid: 3
*Apr 13 19:06:07.675: src NBMA: 172.16.1.1



*Apr 13 19:06:07.675: src protocol: 10.0.1.11, dst protocol: 192.168.18.10
*Apr 13 19:06:07.675: (C-1) code: no error(0)

*Apr 13 19:06:07.675: prefix: 24, mtu: 17912, hd_time: 7200

*Apr 13 19:06:07.675: addr_len: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 0
*Apr 13 19:06:07.675: client NBMA: 172.16.2.1

*Apr 13 19:06:07.675: client protocol: 10.0.2.18

*Apr 13 19:06:07.676: NHRP. Adding route entry for 192.168.18.0/24 () to RIB

*Apr 13 19:06:07.676: NHRP: Route addition to RI B Successfu

*Apr 13 19:06:07.676: NHRP: Route watch started for 192.168.18.0/23

*Apr 13 19:06:07.676: NHRP. Adding route entry for 10.0.2.18/32 (Tunnel0) to RIB

*Apr 13 19:06:07.676: NHRP: Route addition to RI B Successfu

<tfroot>

spoke_1l#show ip route 192.168.18.10
Routing entry for 192.168.18.0/24

Known vi a "nhrp"

, distance 250, metric 1
Last update from 10.0.2.18 00:09:46 ago
Routing Descriptor Blocks:

*

10.0.2.18

, from 10.0.2.18, 00:09:46 ago
Route metric is 1, traffic share count is 1
MPLS Tabel: none

il
N
g&

EAFEDshow AN > R, Cisco CLI Analyzer(B&E 1 —HEHA)THR—KRENTVET,
show AN REBHODHERRTBICIE, CiscoCLI PFHFSAHRFERLET,

AR—VB RN ZRILOERT (NHRP S 3—RAY N T2 NUDOERE)

<#root>

spoke_l#show ip nhrp
10.0.1.8/32 via 10.0.1.8


http://cway.cisco.com/go/sa/
http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do

Tunnel0 created 02:19:32, never expire
Type: static, Flags: used
NBMA address: 172.18.0.1

spoke_1#

spoke_l#show ip route next-hop-override
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is 172.16.1.2 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.1.2
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

D 10.0.0.0/24 [90/5120000] via 10.0.1.8, 02:20:14, TunnelO

C 10.0.1.0/24 is directly connected, TunnelO

L 10.0.1.11/32 1is directly connected, TunnelO

D 10.0.2.0/24 [90/6681600] via 10.0.1.8, 02:20:03, TunnelO
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.1.0/30 1is directly connected, Ethernet0/0

L 172.16.1.1/32 1is directly connected, Ethernet0/0
172.25.0.0/32 is subnetted, 1 subnets

C 172.25.179.254 is directly connected, LoopbackO

D 192.168.0.0/18 [90/5248000] via 10.0.1.8, 02:20:03, Tunnel0 <<<< Sunmary route received from hub!:

D 192.168.8.0/21 [90/3968000] via 10.0.1.8, 02:20:14, TunnelO
192.168.11.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.11.0/24 is directly connected, Loopbackl

L 192.168.11.1/32 is directly connected, Loopbackl

spoke_1#

spoke_l#show dmvpn detail
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface TunnelO 1is up/up, Addr. is 10.0.1.11, VRF ""
Tunnel Src./Dest. addr: 172.16.1.1/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "profile-dmvpn"
Interface State Control: Disabled
nhrp event-publisher : Disabled

IPv4 NHS:
10.0.1.8 RE NBMA Address: 172.18.0.1 priority = 0 cluster = 0
Type:Spoke, Total NBMA Peers (v4/v6): 1

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network

1172.18.0.1 10.0.1.8 UP 00:02:31 S 10.0.1.8/32



<<<< Tunnel to the regional hub 1

Crypto Session Details:

Interface: TunnelO
Session: [OxF5F94CC8]
Session ID: O
IKEvl SA: local 172.16.1.1/500 remote 172.18.0.1/500 Active

<<<<< Crypto session to the regional hub 1

Capabilities:D connid:1019 Tifetime:23:57:28
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 172.18.0.1
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.18.0.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 35 drop 0 1ife (KB/Sec) 4153195/3448
Outbound: #pkts enc'ed 35 drop 0 1ife (KB/Sec) 4153195/3448
Outbound SPI : OxACACB658, transform : esp-256-aes esp-sha-hmac
Socket State: Open

Pending DMVPN Sessions:

spoke_1#

AR—TBEAFTIVI NOZRIIDOEKER (NHRP 3 —hAOY N IV NUDE
& )

<#root>
spoke_1l#show ip nhrp
10.0.1.8/32 via 10.0.1.8
Tunnel0 created 02:24:04, never expire

Type: static, Flags: used
NBMA address: 172.18.0.1

10.0.2.18/32 via 10.0.2.18

<<<<<<<<<<< The new NHRP cache entry for spoke 2 that was |earnt
Tunnel O created 00:01: 41, expire 01:58:18
Type: dynamic, Flags: router used nhop rib

NBMA address: 172.16.2.1



192.168.11.0/24 via 10.0.1.11

TunnelO created 00:01:26, expire 01:58:33
Type: dynamic, Flags: router unique local
NBMA address: 172.16.1.1

(no-socket)

192.168.18.0/24 via 10.0.2.18 <<<<<<<<<<<<< New NHRP cache entry forned for the renpte subnet behind sy

Tunnel O created 00:01: 41, expire 01:58:18

Type: dynamic, Flags: router rib

NBMVA address: 172.16.2.1

spoke_1#

spoke_1#sh 1ip route next-hop-override
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

H -

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route,

NHRP

1 - LISP

a - application route
+ - replicated route, % - next hop override

Gateway of last resort is 172.16.1.2 to network 0.0.0.0

S:’:

OrnNo

0.0.0.0/0 [1/0] via 172.16.1.2

10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
10.0.0.0/24 [90/5120000] via 10.0.1.8, 02:23:57, TunnelO
10.0.1.0/24 is directly connected, TunnelO
10.0.1.11/32 1is directly connected, TunnelO
10.0.2.0/24 [90/6681600] via 10.0.1.8, 02:23:46, TunnelO

10.0.2.18/32 is directly connected, 00:01:48, Tunnel 0

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
172.16.1.0/30 1is directly connected, Ethernet0/0
172.16.1.1/32 1is directly connected, Ethernet0/0
172.25.0.0/32 is subnetted, 1 subnets
172.25.179.254 is directly connected, LoopbackO
192.168.0.0/18 [90/5248000] via 10.0.1.8, 02:23:46, TunnelO
192.168.8.0/21 [90/3968000] via 10.0.1.8, 02:23:57, TunnelO
192.168.11.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.11.0/24 is directly connected, Loopbackl
192.168.11.1/32 is directly connected, Loopbackl

192.168.18. 0/ 24 [250/1] via 10.0.2.18, 00:01:48

spoke_1#



spoke_1#sh dmvpn detail
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface TunnelO 1is up/up, Addr. is 10.0.1.11, VRF ""
Tunnel Src./Dest. addr: 172.16.1.1/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "profile-dmvpn"
Interface State Control: Disabled
nhrp event-publisher : Disabled

IPv4 NHS:
10.0.1.8 RE NBMA Address: 172.18.0.1 priority = 0 cluster = 0
Type:Spoke, Total NBMA Peers (v4/v6): 3

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network
1172.18.0.1 10.0.1.8 UP 00:05:44 S 10.0.1.8/32
2 172.16.2.1 10.0.2.18 UP 00:01:51 DT1 10.0.2.18/32

<<<< Entry for spoke2's tunne

172.16.2.1 10.0.2.18 UP 00:01:51 DT1 192.168.18.0/24

<<<< Entry for the subnet behind spoke2 that was | earnt

1172.16.1.1 10.0.1.11 UP 00:01:37 DLX 192.168.11.0/24

<<<< Entry formed for the local subnet

Crypto Session Details:

Interface: TunnelO
Session: [0xF5F94DCO]
Session ID: 0
IKEvl SA: local 172.16.1.1/500 remote 172.18.0.1/500 Active
Capabilities:D connid:1019 lifetime:23:54:15
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 172.18.0.1
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.18.0.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 8 drop 0 1ife (KB/Sec) 4153188/3255
Outbound: #pkts enc'ed 9 drop 0 1ife (KB/Sec) 4153188/3255
Outbound SPI : OxACACB658, transform : esp-256-aes esp-sha-hmac
Socket State: Open

Interface: TunnelO
Session: [0OxF5F94CC8]
Session ID: 0
IKEvl SA: local 172.16.1.1/500 remote 172.16.2.1/500 Active
Capabilities:D connid:1020 lifetime:23:58:08
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 172.16.2.1



IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.2.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 10 drop 0 1ife (KB/Sec) 4185320/3488
Outbound: #pkts enc'ed 10 drop 0 Tife (KB/Sec) 4185318/3488
Outbound SPI : OxCAD04C8B, transform : esp-256-aes esp-sha-hmac
Socket State: Open

Pending DMVPN Sessions:

EREOO—AN (VTY MU )NHRPF+v+v>1 T2 NJDOERH

O—A) 7357, COL—RICHLTO—HALEZRY RT—T (ZDIL—RIZKYHF—ERD
RHENBZZXYRNT—Y)DONHRPYXYET IVRNVZSRLET, chsOI N,
JL—Z A" NHRP fERERICH UL TZDEHRBTIEEL, cOIL—FIZ, COBBROEEFEETHD T
DHDFINTONHRP /—ROKRIIP T RLAFREEQBBEICERENET, @A5H
NDEHTCOIL—ZFNFOO0—AIN XY RD—=DILTVEATEBLLBZIBEE(ZDRY KND—
DI —ERERBTELELLEDZEHEE ). L—2EF Tlocaly TVKRVIZCUARENRTVEIANT
M')E—HK NHRP /— R ( showip nhrp detail ) ICxfL, NHRP XY E>VYT F—T7ILHhS5ZD1E
eV )T ITBLO5RTD NHRP HEX Y E—DFEELET,

et ERETHEHICIPsecZ N H—FBHEANABTWVWNHRPIYE T IORNUDOYT Y
REREehFzFtA,

<#froot>

spoke_1#sh ip nhrp 192.168.11.0 detail
192.168.11.0/24 via 10.0.1.11
TunnelO created 00:01:01, expire 01:58:58
Type: dynamic, Flags: router unique

| ocal

NBMA address: 172.16.1.1

(no-socket)

Requester: 10.0.2.18

Request ID: 2

NZ7)L>a1—hb
CoTH. BEORNS A I-F AU CBATEBEHRERLET,

7 :debug ANV RZEMFEATHHEIIC., Tdebug ANV ROEERERL 2SBLTLKESE
Uo
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DMVPN DO RS TIN21—F 14209 T, RO 4 DOBTRENTVBRIERETNS I a1—F
1207 TVET,

1.8 (NBMAFXLEGFE N RILIVRRAN)IL—FT12TE
2. IPSec EEF1LfE

3. GRE A7 IL{LiE

4. B3 A FEZVv O IN—TFT420 7ORJLE

RSTIN21—F4TDHIIC, ROOAX REZTIDCEEZHEHLET,
<ftroot>

Il Enabl e nsec debug and | og timestanps

service timestamps debug datetime msec
service timestamps log datetime msec

'l To help correlate the debug output with the show comrand out puts

terminal exec prompt timestamp

B (NBMAEXLER RN RIL IVRRAN)IL—TFT12VTE

NTHSAR—=UDONBMAT RLA, BLKTFRR—IHLSNTDONBMAT RLA (AKR—TT
ETL = showipnhrp DHT ) ICHL T ping ZRITTERZLNESHZERLTLKEETVL, Ch
50 ping ik DMVPN N R ZRBHABTTICYEBA O RX—T I/ AN SEERESNET, HaE
LBEVWEEEF. NTIIL—RERR—T L—BZOBOIN—TFT12TET7PATI3—=)L&2FAXD %
ENHYUERT,

IPSec 5 1LE

ROAXY RERITLT, NTERR—20O NBMA 7 RL AB® ISAKMP SA & IPsec SA Z5
NET,

show crypto isakmp sa detail
show crypto ipsec sa peer <NBMA-address-peer>

IPSec BSILEOBEEZ NS TN 1—FT 12 TF20. ROFNYITEZBHMITEET,



<tfroot>

Il Use the conditional debugs to restrict the debug output for a specific peer

debug crypto condition peer ipv4 <NBMA address of the peer>
debug crypto isakmp
debug crypto ipsec

NHRP

AR—IH S NHRP BFRERN EHM ( 1/3NHRP REERE ( AR—2 ) ZE&F LK ipnhrp
registration timeout <seconds> M ) ICIEEENET, AR—ITIhZEBRITAICE. X0
N RZ2EFTLET,

show ip nhrp nhs detail
show ip nhrp traffic

FROOAYY REFEAL T, AR—UH NHRP BREREZZEEL., N\NTHSREZZFETHINE
SHEHBLET,

INTDONHRP £+ Y 21IZAR—TDONHRP IXVYEY IVRNUABEELTVBAESH ERE
IR ESH, AOOAX REEFTLET,

show ip nhrp <spoke-tunnel-ip-address>

NHRP BENEEBENO RS TN 1—F 10 %T5I21F. XD debug Z2EATEEXT,

<#froot>

I'l Enabl e conditional NHRP debugs

debug nhrp condition peer tunnel <tunnel address of the peer>
OR
debug nhrp condition peer nbma <nbma address of the peer>

debug nhrp
debug nhrp packet
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