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» Cisco Firepower Threat Defense ( FTD )
» Firepower Management Center ( FMC )
- NEBFRELE(CA)

« Cisco DUO Premier7 o> ~

« Cisco DUORRREZ’"OF >

+ Cisco Secure Client(CSC)

BT
ROEBCETR AN B2 N ERENET,

« EARMZVPN
« SSL/TLS
c BEF—AVTIARTUTF T



- FMCO#RE

» Cisco Secure Client

« FTDO— R7.2.0L4B%
 Cisco DUORRREZ' OF >

FERHITA A R—F N
CORFIAIXNODEBERIE., KOV IRIITEN—RIITON—2aVICEITVTVET,

« > AOFTD(7.3.1)

» Cisco FMC(7.3.1)

+ Cisco Secure Client(5.0.02075)
« Cisco DUORRREZ'O0F</(6.0.1)
* Mac 0OS(13.4.1)

* Active Directory
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https://duo.com/docs/authproxy-reference#:~:text=The%20Duo%20Authentication%20Proxy%20is%20an%20on-premises%20software,and%20then%20contacts%20Duo%20to%20perform%20secondary%20authentication.
https://duo.com/docs/authproxy-reference#:~:text=The%20Duo%20Authentication%20Proxy%20is%20an%20on-premises%20software,and%20then%20contacts%20Duo%20to%20perform%20secondary%20authentication.
https://duo.com/docs/authproxy-reference#:~:text=The%20Duo%20Authentication%20Proxy%20is%20an%20on-premises%20software,and%20then%20contacts%20Duo%20to%20perform%20secondary%20authentication.
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Authenticate Once and Work : ®
Uninterrupted —Securely - — Welcome To Duo #

By Commiusng 12 use 0ur e, You BTOMAD the USe of caoes. - Duo Editions: Strong Security That
TSI (LT ST Powers High Productivity

Cisco DUOR— LR—
ATY T 28V AR—=RSFTFVGT—=23> >FFITr—2a3a 0 0REBEICBHLET,

¥ 3 /\—T TCisco Firepower Threat Defense VPN & AH L., TProtecty Z&RL ET,

<

-|I‘. 0, Search for USeNS, GrouDs. apnlcations. or Gevice E Cisco | ID:

Dashbaard
Dashboard > Acclications » Probect 4n Apgication

Dwevice Insight

Protect an Application

Policies
Applications Gisco Frepower Theeat Defense VPN
Protect an Application
Application Protection Type
Single Sign-On
Users
Uil Glsco Firepower Threat Defense VPN 2FA Documantation Cf Protect
2FA with S5O hosted by Duo
" A\.cn. Clsco Firepower Threat Defense VPN . 4 Documentation CF Protect

Trusted Endpoints
Trust Monitor

Reports

Sattings

Billing
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REZ A 7 H T2FA with SSO hosted by Duoy D& DA TS 3> #BIRLET,
ATY 73 COURLBEBREZEXZRTF—EOTICIE—LET,
s PAFUTATA7ONAZ =TT 47T 41D

+ SSOMURL
- OJ77JKMURL

See the Clsco ASA 550 documentation Cf to integrate Duo into your SAML-enabled service provider.

Metadata

Entity 1D /;-"_P:‘\ <}
| S 4

Sign In URL /(:;::\ =}
S

Sign Out URL /(;:y‘\\ &
S’

dE—3 215806
Nz 2ou—vvavhoULIFEREATOET,

AT Y 7 4 "TDownload certificate s Zi#iR L. Downloads® T | & % Identity Provider
Certificate2Z V> O—RL & T,

ATY T 5 —ERATONA X —1E®D AN

Cisco FirepowerXK— AURL:FTDICZiET S = ICFEAE 1 HFQDN
BEZTO77A4LE  hRILTIL-TA

FT7VTr—23> RIS —OERK

AT Y 71:Policy® T (Z Application PolicyZERK T % IZ &, EI® K S IZApply a policy to all
usersZiZR L TAH SO0r, create a new PolicyZiZIRL £,

Policy

Policy defines when and how users will authenticate when accessing this application. Your global policy always applies, but you can override its rules with custom policies.

Group policies Apply a policy to groups of users

Application palicy Apply a policy to all users

T7VTr—23> R —0OERSE



Apply a Policy X

Policy

Select a Policy -

QOr, create a new Policy

Apply Policy

T7Vr—23a2RY S —0eRE

AT Y 7 2Policy name THR D EBIZ AL L. Users TAuthentication policyZiZIRL T, 2FA%
BAL RIZ. TCreate Policys Z AL TRELET,




Create a New Policy

MFA

Users

Mew User paolicy

Policy name Authentication policy

@ Enforce 2FA

Require two-factor authentication or enroliment when applicable, unless there is a superseding policy

configured.

IG Authentication policy I

User location

Devices

Trusted Endpoints
Device Health application
Remembered devices
Operating systems
Browsers

Plugins

Networks
Authorized networks
Anonymous networks

Authenticators

Risk-based factor selection
Authentication methods
Duo Mobile app

Tampered devices

Screen lock

Full-disk encryption

Mobile device biometrics

T7VTr—23a2RY S —0AeREl

Bypass 2FA

Skip two-factor authentication and enrollment, unless there is a superseding policy configured.

Deny access
Deny authentication to all users.

When enabled, this affects all users,

Choose another rule on the left to add to this policy.

Create Policy

ATYT 3ROV 14> ROT TApply Policy; 22U Y LTRSS —2BERALET, R—N—
ETETA2O-I)ILT "Save, ##IRL, DUOBRZKTLET

FMCOEREFIE




FTDANDIDIELRRE D E B

CDtEUI AT, PHERIEICHEZIDIEBENKRELFIDANOERICOVTHBALET,
FBITDHIIC., IXNTOREZERAL TSEEL,

ATFY 7 1: RICRT&KDIC, Devices > CertificatetolC BEIL . AddZEIRL £,

TINAAGEREDAY =223V K

ATYT2: FNAARAYTEIUASFIDT T ZA TV AZERLE T, +FAA2 =T )Y
20T, HILLVAASERARZEML T,

Add New Certificate

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
HA v \

Cert Enrollment*:

Select a certificate entrolilment object v || 4

FRAHEECEBMOAIU—223Y K

ATYTIRICRI KRS, "BREA7 ) 2EALTRRTAHRSENE IS LODHERET L
HEEBRLET,



Add Cert Enrollment

Name*
FTDO4-16

Description

CA Information Certificate Parameters Key Revocation

Enroliment Type: PKCS12 File v

pKCSl? Flle* tESIp12 was|

Passphrase: oes

Validation Usage: & IPsec Client SSL Client & SSL Server
Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

HUWSEEBEEREBR—NDAY) =223y s

0

EVNROATI IV EFERATEERT, BCERAEAE-FLVIAHAEZO—HILIC
4 L E T, SCEP - Simple Certificate Enrollment Protocol(SCEP)% £/ L TCAN Sl
PHEZRBLET, FH-ILI— NS RVIDIIREZFHTI AN = LET, PKCS12
- JL—NK. ID, EX—ZFEAL TES{LENLEAENRILZLET,




IDPEEBAE DFTDN\ D R FH

Ot a>Tlk, IDPIEAEOREELFIDAORRAICOVWTHBALET., BRIDEIC, T
NTOREZRBEL TEETL,

AT ¥ 7'1:Devices > Certificate D JEICBEEH L. AddZEIRL £,

ATYT2: FNAAROAY TR IUNSFIDT T SAT U AZBIRLET, + 7A=Y
LT, ILVWIEREERREHFRZEBMLET,

ATY TIAAEEROEMV 1 RUT, RICRTRDICHERBRZEADL, RICRICTRT
&5‘: rﬁﬁJ Ekﬂbfjo

« Name : #7 T O NDOAEH

- BREAT . FH

s FIVIORY VAN ER: CAD K
- CAFIFRE : fIBHE OPEMER



Add Cert Enrollment

Mame*

duocert

Description

CA Information Certificate Parameters Key Revocation

Enrollment Type W ETIVEL

» CA Only
Check this option if you do not require an identity certificate to be created from
this CA

CA Certificate: 0C957DUcTicd
b79bVzOXugz5ZpaJHqtXVEfLOH
elPYblyYBwSstXB+k75VHs0Voz
AkeySJCWRQXF
ISSRGuBDpUIKzKu22d55322 +wd
fleyyWMXUJWmSXKKnnHEsOgL
GCxmfkd+50sWilo
ICCMGabgYgEvBEHF3Y++sFg=
END CERTIFICATE

Validation Usage: & IPsec Client SSL Client & SSL Server

Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

AERAERZE AT T MDERS

A

EE MEICISUT, TCAAIBAEZENEARANABFHNICHBTACATSITODARFY TFI VY
1 ZERATEERT, COATVIVREIEIELTHEALTLSEEL,

ATFY T4 RIZRTESIC, TCert Enrollment*:; THU<SER U EFIAEBRFEATSIVNE




BRRLTAS, "TAddy ZBRLZET,

Add New Certificate

Add a new certificate to the device using cert enroliment object which is used to
generate CA and identify certificate.

Device*:
HA

Cert Enrollment*:

| duocert v| +

Cert Enrollment Details:

Name: duocert
Enroliment Type: Manual (CA Only)
Enroliment URL: N/A

BMENEEBPERRFI TP IONETFNAAODRI =223V K

o
E:BMENDE, ARBELLESCEAENET,

SAML SSOA 7> T NMERK

C Tk, FMCIEHTSAML SSOZRETDFIBICOVWTHALE T, RKRITIEIC, INXNTD
REZRRAL TSEZL,

AT Y 7 1: Objects > AAA Server > Single Sign-on Server® JEIC#BE L. Add Single Sign-on
ServerZ EBIRL £ 7,



Firewall Management Center Ceerien Analysis et Objects ey Deploy O (P

Single Sign-on Server Add Single Sign-on Server

Application Filters

AS Path

Displaying 1 = 2 of 2 rows
Route Map

FLWSSOA T T NDERS

AT ¥ 7" 2 TCreate an Application Protection Policys THERZIFEHREADLET,
CBYET, TETLESKHEITIAICKEK. "R7FL ZBIRLET,

« Name* : 72T NDOEH

s FATFUOTATA7ANA A =TT 4T 4ID*: FIEB3OI>FT 14T 4ID

« SSOURL*: FlE3ASIE—L LY 12142 URL

s OJ7JKNURL: ATY73AS5IE—LEOYJ 7Y NURL

« XR—AURL : A7 Y 7’50 MCisco FirepowerRK—AURL, £ EUFQDNZFERAL £
c TATUTAT47ANAF —5HE" . BT h/ZIDPIIAE

s HY—ERZ7ONAZ—HBEFTDOAZA > X—T T4 ALOHAE



New Single Sign-on Server

Mame*

duosso

Identity Provider Entity 1D*

Logout URL

Base URL

}"Ittps:f;"bipn.ciscue:u'.a mple.com

Identity Provider Certificate*
duocert

Service Provider Certificate
FTDO4-16

Request Signature
--No Signature--

Request Timeout

Use the timeout set by the provide

Enable IdP only accessible on Internal Network
» Reguest |dP re-authentication on Login

Allow Overrides

#FLLSSOAFTZ TV kD

S

A :I2FT4F74ID, SSOURL, LCOTF7IRNURLOIVZ ONFAD ) =223V K



HPESEBENATVERT

DE—RT7IOEABRTZTAR—=KrZY NT—2(RAVPN)EK DIERK
COEU>3a>TE, J14¥—REFEHALU TRAVPNZERET A FIEICOVWTEHBLET,
AT Y 7 1 : Devices > Remote AccessDJEICEE L. AddZBIRL £,

AF YT 21— KT, $L VWRAVPN Policy WizardDB#TZA AL, RICRT&SI2. VPN
Protocols: Add the Targeted Devices® F TSSLZEIRLET, TTL LS "Nexty ZBIRULET

RAVPND 1 H— RO AT Y 71

ATYT 2B 7O77ANDATI AV EZRELET (UTESR ), TTLES TIRAL %
BRULET,

c BT O7T7AMNE TTTIVT—2 3 RERI—OERL ORTYTEO R RILYT
W—T7TEZZERALET,

. B, FHIVT A VY (AAA):

Tyl
152

« Authentication Method : 254 7> NEEBREH &K O'SAML
« Authentication Server:* "fSAML SSOA 7 T MOERF L ICEKL 2SSOAFTZ T I~
ZERLET,
DFATFT > NT RLAEIV)HT

« AAAY—NZER (LI AEZIFRADIUSO & ) :RADIUSE /= (& LDAP
« DHCPY—/\MfEA:DHCPH—/



« P7RLAZ7—IOEARFTDOO—AILT—IL

RAVPNY 1 H'— RO AT Y 772

2 N CORBETIE. DHCPY—NEEALET.

ATV 7 3+%BIRL ., BA T BCisco Secure ClientOWebBA A X—%#F Y 7O—RLET,
K, BRETACSCAX—=2DFIVIRY DAZBIRLET, RICRT&ELDIC, TETLES T
Next; ZiBIRLE T,

[

Remote Access VPN Policy Wizard

Podcy dasigrraest

AT Y 73RAVPNY 1 H#— R




ATVYVTARDAT I VRN ERELET (RESHR ), TTLES, "Nexty ZBRUET,
AVB=TIARITIN—=TI1e*1VT74V—=2 *AHBAE2—TI4A

Certificate Enrollment:*; :Z D4 R®O "FTDADOIDIIBAZNERM . O THERE ni=IDIFHA

RAVPNY 1 H'— RO AT Y 74

S eV EEEREATUVAVESE. T+ EERLTHLVIHEREATIIINE
EBMLUET,

ATY 7 6EN
IRXTOEREHEFBLET, IXTHLELITAE, TFinishy ICEKAET,



BER—

ATV T#HUSEMULEREZEBLED,

TR

CHOETR, FERAERICRTENEAES A ZREBIDHFAELCODVTHALES,
Cisco Secure ClientzB§&, FTDOFQDNZ AL L TEHELE T,

SSOR—=IJTILTFUI v ILZEALLET,



Cisco Secure Client - Login

alvanlig
cisco

Single Sign-On I

axample@cisco.com edt

Cisco Secure Client

AnyCannect VPM:
Please complote the authentication process in the
AnyCanaect Login windew.

D

ISE Posture:
1o palicy sorver detected.

Erefault notwork access is in edfect.

Log in

Umbrella:
Umbrelia bs active.

Please complete the authentication process in the
AnyConnect Login window.

Group: DUO

Cisco Secure Client#¥H ®SSOXR—

BREXTNAAANDDUOT Y 21 2R ITANET,

I7e
[ ION ] Cisco Secure Client - Login

Check for a Duo Push

Verify it's you by approving the notification...

Sent to "i0S"

- O

Other options

Need help? Secured by Duo

DUOZ'v <1

BERICRMLUEL



@ © ® Cisco Secure Client

AnyConnect VPN:
Connected to https:f/vpn.ciscoexample.com.

Disconnect

ISE Posture:
Bypassing Cisco Secure Client scan.

Your network is not configured to use... Scan Again

Umbrella:
Umbrella Iz active.

FTDIZ &t

show vpn-sessiondb detail anyconnect AN > RZFEAL T, FIDDEREEEBLET,



coutrie-ftdZ2# show vpn-sessiondb

session Type: A ct Detailed

Index : 1916
Public IP :
S5L-Tu | DTLS-Tunnel

(1}none ! unnel (M= DTLS=Tunnel:
(1)naon L ur Tunns (1)

Zone
1 1

a5 Tu el
DTLS=Tunnel Tunnels:

0 Left : 18 Minutes

NZ7ILZ1—hk

Cholk, RERICREIDAEMOHIEETT,

B : REAERRAS RBL TV,
IL—RAEAENFIDICA AR =ILENATVR L ZH#IFELET.
ROTNY T=#ERALET,

debug crypto ca 14

debug aaa shim 128

debug aaa common 128
BRE2:SAMLOEE
RSTN21—F42001HIC, ROTFNYITEAZ—TIICTEERT,

debug aaa shim 128



debug aaa common 128
debug webvpn anyconnect 128

debug webvpn saml 255
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