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Configure
High-Level Flow Diagram

Manufacturing Device Cisco Cyber Vision ISE PAN ISE pxGrid  ISE PSN with pxGrid Probe

@ © 0 o @

CCV pxGrid Registration

Bulk Download of endpoints via https://<CCV hostname=>:8910/pxgrid/ind/asset/

If new endpoints are detected, ISE
will create those endpoints

r_@ i Endpoints are created/updated in ISE

\ﬁ%“ New Endpaint is discovered on CCV database (Oracle)

N Endpoint asset data is shared via pxGrid
& k

+ Connections at Steps 1 and 5 are {ﬁ'} ESNIgc!sgnjaSmi1 S

protected by ISE pxGrid certificate - via px@arid Frobe

+ Connection at Step 2 is protected by

CCV certificate Endpoints are created/updated in ISE

database (Oracle)

Endpoint gets profiled. CoA can be automatically sent
to change the authorization context if configured

NSTINDA—TFTA2TDHA RS>
SHENBERICEETHET, RSTNY1—FA VI NAEE S CHEANBERI Y K—R>
NEBETEET, ROBHICEXT, I\VAR—LOATF—RAEEALET,

* FRICA VAR LESATATIN, ThELRFEOIATLATTA,
« CyberVisionlkISEZRD N TEEXRLZD,
systemctl status pxgrid-agent

ARV RZFEAL T, pxGrid —EADAT—RAZHEEL LT,

e ISEREpXGHdZENATRAZEUT A TEITLETH,

o TTVT—2ar THENINRELBHIENIC. REXLRFA VT TARNZITF Y 2ETAHIELLED?

FYRID—VOBBEZRETRICE. —BREEXRYRD—JORNSTNZ1—FT1VIFIEEEALET,

AT Y 7 1:ISEN S CyberVision Center MR AN B IZpingTEE T H,
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TS5 THRVWEHEEI, ISEFRA NG &ZEFRO/dataletc/hosts7 7 A JLICBIMLE T,

root@Center:~# cat /data/etc/hosts
127.0.0.1 localhost.localdomain localhost

# The following lines are desirable for IPv6 capable hosts
2zl localhost ip6-localhost ip6-loopback

—~

fel00::0 ip6-localnet

ff00::0 ip6b-mcastprefix

f£f02::1 ip6-allnodes

ff02::2 ipb-allrouters
127.0.1.1 center

10.48.60.131 ise3l-tmZ2.cisco.co

AAENHEZRELET,




CyberVision Center 4* 5 openssl s _client -connect Y ourl SEHostname:89101X > R&Z AL £ T,
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e Architecture:

TR —EISEOBNFHERT AF—LNKRIEET,

Firewall Rules

- RRFAYYL—h
- FoRYISORE

e VLANDRE

o IFIXTOISEREICODVTRETHOY :

F—EOBARERETEILEHIC, EFCantarBH 7 7ML ERELFT,

System statistics  tsstzHous ~

= VMWARE-42 3F 84 89 49 FA 9F 1E-65 F5 D4 50 92 99 FF B6

* Version:3.2.1

* System date (U day, March 17, 2021 8:41 PM

* DHCP:disabled

P SYSTEM HEALTH

RIC, ROFIEEEALT, £ 2-—THBOVZT VT 1 7ILLET,
/dataletc/sbs7 # LA Z20D T 7 A L EERLE T

RO T 7 A4 ) Klistener.confe WS BRI ZF 1, AOABREEHDIHENHVET,

(OYLARLOBDAR—AIEBELTLEEWN ),

root@Center:~# cat /data/etc/shs/listener.conf
configlog:

loglevel: debug

root@Center:~#

sensars

£ GENERATE DIAGNOSTIC




2BB D7 7 A )ICEpxgrid-agent.confE WS BRIZMF . KOHNBEEHDIHENHYET,

(ATLARILOBIOAR—AISEEL TS EZV ),

root@Center:~# cat /data/etc/shs/pxgrid-agent.conf
configlog:
loglevel: debug

AEODT7AINEERLES, CantarZBEE T S A, sbs-burrow & pxgrid-agentty —EAZBREEBL £,

Restart service using the command:
#systemctl restart shs-burrow
#systemctl restart pxgrid-agent

R, pxGriddV ZIRELET (77 AINEEY - ZEAL T, ConterH SOTZIIVAR—RLET ),

root@Center:~# journalctl -u pxgrid-agent > /datalitmp/pxgridLogs.log

Center L ISEEIDBE7O—%# 2T 2 LHIC, tepdumpF ¥ 7F ¥ ZIREL X T,

root@Center:~# tcpdump -i ethO -n host CCV_IP and host ISE_IP -w /data/tmp/ccv_ise.pcap

o ISETFNYIEEMIL, YR—KNNVRILZRELET,

ISECTF/N\NY T ZBMICTBICIE, Administration > System > Logging > Debug Log Configurationlc BB LE ¥, AT LARILZEXRO K

SICRELET,

fBA qOvA—RVRE | OY LRI ?IV$1677
PAN (A7>3>) 707743 TNy T 7D7747°D

J

pxGrid7’ A—7 A8 & |77 747 TNy T 7077435, O




PSN

5

pxGrid

pxgrid

ML—XA

pxgrid—/\.log

FRENZOTAY -2

FROpXGHAI—J T2 hOTFNY IOTICE, T2 MOBRK, Y —ERAOERR, ISEEOZ T (FELBARNI—-ZY
TYTHFAMEAXY =22 J7ORNIIL(STOMP)ELGOEY, BE/JIVR—F2 NOEHBREOEFHN REhET,

<#root>

Jul 11 13:05:02 center systemd[1]:

Started Agent

for interfacing with pxGrid.

Jul 11 13:05:02
Jul 11 13:05:03
Jul 11 13:05:03
Jul 11 13:05:03
Jul 11 13:05:03

center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:

Account acti vated

[caller=pxgrid.go:58]
Jul 11 13:05:03 center pxgrid-agent[5404]: pxgrid-agent

pxgrid-agent
pxgrid-agent
pxgrid-agent
pxgrid-agent
pxgrid-agent

"asset Topi ¢c":"/topic/com ci sco. endpoi nt. asset"

, 'restBaselr1":"https://Center:8910/
Jul 11 13:05:04 center pxgrid-agent[5404]: pxgrid-agent

Service registered

Center type: standalone [caller=postgres.go:543
RPC server Tlistening to: '/tmp/pxgrid-agent.soc
HTTP server listening to: '169.254.0.90:2027' [
Request path=/pxgrid/control/AccountActivate bo

Request path=/pxgrid/control/ServiceRegister bo

, ID: ¢514c790-2361-47b5-976d-4alb5ccfa8b7 [caller=pxgrid.go:76]

Jul 11 13:05:04 center pxgrid-agent[5404]:
Jul 11 13:05:05 center pxgrid-agent[5404]:
Jul 11 13:05:06 center pxgrid-agent[5404]:

Websocket connect url

=wss://Tlabise. aaalab .com:

8910

/pxgrid/ise/pubsub [caller=endpoint.go:129]

pxgrid-agent
pxgrid-agent
pxgrid-agent

Jul 11 13:05:07 center pxgrid-agent[5404]: pxgrid-agent

STOWP CONNECT host

=10.48.78.177 [caller=endpoint.go:138]
Jul 11 13:06:59 center pxgrid-agent[5404]: pxgrid-agent

STOMP SEND desti nation

=/topic/com.cisco.endpoint.asset body={

"opType": " UPDATE"

Request path=/pxgrid/control/ServicelLookup body
Request path=/pxgrid/control/AccessSecret body=

, 'asset":{"assetId":"01:80:c2:00:00:00", "assetName" :"LLDP/STP bridges Multicast 0:0:0","assetIpAddress"



Jul 11 13:10:04 center pxgrid-agent[5404]: pxgrid-agent Request path=/pxgrid/control/ServiceReregister |

ERICMEENLEEOTFHRENDIAY E—IF X LasetGroupB R, RICRT LS ICEBELTNTUYS1Eh&ET,

<#root>
Jan 25 11:05:49 center pxgrid-agent[1063977]: pxgrid-agent STOMP SEND destination=/topic/com.cisco.endpoint.asset body={"opType":"UPDATE","a

{"key": "asset G oup",

val ue":""}

,{"key":"assetCustomName","value":"test"}, {"key":"assetGroupPath","value":""}],"assetConnectedLinks":[]

XY E—SEAABETT (RICRTELDIC, EEF DassetGroup ) o —NIZK ), CyberVison Center AN BHEZEZEFELTWD L
ERBTEET, BUENISEAIICTAUERBEATOVEVESEK, ISECESICHAETIHEN HYET,

<#root>
Jan 25 11:09:28 center pxgrid-agent[ 1063977]: pxgrid-agent STOMP SEND destination=/topic/com.cisco.endpoint.asset body={"opType":"UPDATE","as
{"key":"asset G oup", "val ue":"test group"}

,{"key":"assetCustomName","value":"test"},{"key":"assetGroupPath","value":"test group"}],"assetConnecte

BEEEH

e COVBLWISEYII1—3 B

HNEXAOOI X T—2a > Qs

e ISEECCVDTE

o ISEEEEHAR

o JZADTUVZ_HIYR—BEXDO—R
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