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/IFQDN%Z#F2 L £ 9, Assertion Consumer Service(ACS)DURLA EFNDHRARNBE—HT S
CEZBHELET,

« PTSAT VAN VT AZANICHBHEEE. SAMLARIAZEBRICTSHEIIC, FX/NND
N VLARIWTSAMLERRET D e ZREFL TS EEZ L,

c AP T T ZAT U AZEIC@BRIOT 7 Tr—2 3 FEELILNLAZBREETRINESH Z
HIMTLET,

- REZAESCBIEATRETHAIEZRALET,

« ESAISMAO—IIXYYEVTIIHERTIIN—TEBRETLBO-ILEENIPHASEFEENDC
EEBRBLET,

EECORFIXAVNE, IV RI—HREEUQ)SAML SSOIIRBAEhEL A

INY DT Z02 RIGH

. ClscoTACT(di H— RN—F A ROIIPEREICETZTFTIZHILYR—NEFEREFLTVE
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SSO SAML IdP
« Duo Access Gateway(DAG)ld. SAML2.07 I FL—2 3> FERLE—RBRNEITIRY

—bERAZEA2EERZFEL iﬁﬂﬂbﬁﬂ'o

« Active Directory7 T 5L —2 3 % —E A(ADFS) - ADFS 2, 3. 4, Azure Active Directory
(Azure AD), SecureAUTH, & & Tf'PingFederateT7 A K&

« SAML2.0> 2 INBA AT L—LD—ORNTIAPHAHR—NTEEEE. BINO2EE
R EERATEET,

« Oktald, Y—ERAZHYR—NFTBIPICLBDFEAZYR—BLET,

H—ERA77O0NAF—& LU THESA/SMADOERE



System Administration > SAML > (Machine Level) > Add Service ProviderD JEIZBEL £9,

N IS AAHDESATR. SAMLEBRICTBEIC. 95 AZNDTRTOA Y N—oxi3
BIVULARILOBEN BETT,

« R—2 O TEBIZ H B Share this configuration across machines in the cluster77'> 3 > &2
RUIBE. ROFZENFERAEHhET,

TH—>32O221—NURLEZBRK INTDT A =)L RAFVZAZX I N—ICER
ENET,

+ Assertion Consumer URLIE, BEA > X—T7 I A ADKRANEZZACSELTEHAS

LEY,

s RERANBEFRALULTRANIT IV LATBRETIE., CESKANETSS4A4T >

ABE, BRANDFHRENBETT,

« 7077 AIILBESAREZRESMAS >V B—T I AL ATSPA VARV AILTRIEMN T

DEOICERENBEHE,

¢« IVF AT 4ID: IdPHRBT BSPA VARV ADE M, COBFE, SPERTLY

« SPRIEHE:

CIPICR > THEAETNDIRILTY, EEDOHEHE ( ESA_SPXESA SSOKE ) Zi5
ETEET,

Name ID Format : RERAJRER 7 1 —JL KR,

Assertion Consumer URL(ASSUMER) & 7z I& Assertion Consumer Service(ACS) : < M
ESA/SMATRA N EBETRESHICIAPIZE > THEAE B URL,

EII_I;

R PFX/IPKCS12ER E 12 FPEMER OX.509/NT U Y /75 4 XK— NGEEAE

s A7 a 1 SBHEVARND SEIRESATERZHDIAEEZRY ND—2
SEFEREN SIBIRLE T,
s A7 a2 ARAEBEXF—OT Y O—RPEMERDIHEEF—%2T7 Y70

—RLULET,

« A7 33PKCS#120 T Y 7O—R:PKCS#127 74N %ETF Y 7O—RLZE
9,

« 723> SAMLY I IIN YA A AICESAISMATHC EZAAE 2R
LET,

« BEICISUT, WBEF—ZNATD—RTRELET,

N EPEMEROIREEEAT ISR, STRBERBEF—ERC0T 7 ALERELT
<EELV,



SAML Settings
Service Provider Settings
Profile Name: __ESD

[Configuration Settings:

Entity 10: (&) [

Name ID Format: 2 urnioasis: names:tesSAML: 1.1 nameid-
format: unspecfied _,..-_"'/_;_:

Assertion Consumer

URL: (7) hitps://dh Ill-esa2. example.com

¥

SP Certificate: _
® Select from Certificate List: [?) Select a Cerificate,,, ¥

! Upload Certificate and Key: (7

' Upload PRCS #12: (7)

Uploaded Certificate Details:

Issuer: C=US\CN=SAML_SSO\L=FRalelgh\O=Cisca\ST=NC
‘emailaddress=]| NG ov-:s0_17¢

Subject: C=US\CN=5aML_S5O0\L=Raleigh\O=Cisco\ST=NC
\ermarindetress I \OU -S54 _TAC

Expiry Sep 21 16:16:12 2022 GMT
Date:

Sign Reguests
Sign Assertions

Make sure that you configure the same settings on your fdentity Provider as well,

Organization Details:

Mame: |r:hri:.i corp

Display Name: ||:|., s

URL |h:tps:.n’.n’{| 500, C0m

Technical Contact: Email: _—

Duplicates all settings except the
Share this configuration across machines in cluster :i' ‘ Assertion Consumer URL

Y—ERATONA A —RER—D

Y—ERTONA S —BER—D

« Sign Requests:IdPICEfEE N HESA/SMA SAMLBEICER TS A 723,

- Sign Assertions:ESA/SMAICIAEEND TH—2 IV ICIPIC R B BEEZERTHAF 7> 3

Yo
- HBOFME B ket TF—REANTERT,
« REERETSIZIE, Submit& Commit ChangesZETL £ T,
* SAMLIBER—I A SSPAET—RZ5 7 O—RLET,

ESAISMAT 7’ 2A T VAL EBETD OO T AT T 14747014 —(1dP)D

L

axX &



o X —EOIPTR. ESACEIC@BRIOT 7V T—23a2 G LILLNBETT (4
: DUO ) )

chsn )0k, RITBRERTOERDIIPOREFZRLTVET,
Cisco TACTIE, Y—RN—FT A1 RRIIRITZDTIVZHILYR—NERHFLTVEEA, IS5
DHlFSEERE L TRHEEATVET,

ESA/SMAT O IDPERE
1. TYRTAEE, > TSAMLY KBBL T,
2. "TIDZ7ONAMZDEM, ZBIRLET,

s RD2ODAT > a=HFERTEET,

¢ IdPXRFT—RDO A 2 R—hK

s F—OFERE:
« I>F 4T 4ID: IdPEBBITHEDICERAETNBZEENETT
« SSO URL:SPA"'SAMLEREEER #2159 D URL
s MBFXF—CENRIAREENCOTIFAINICTYTO—RTS

B.COREZVFZAZADIZVEATHAL, VIFAZADINTOESABTHRELZERLET



SAML Settings

Identity Provider Setting

Profile Name: I My _1dP

Lonfiguration Settings: | ) Configure Keys Manually

Entity 1D: (2 |: ESA_IdP_cluster
SSO URL: () https:Mogin.myidp.com/ | NGz
I o csa
Y
Certificate: Browse... No file selected.
Uploaded Certificate Details:
Issuer: C=US\CN=SAML_SSO\L=Raleigh\O=Cisco\ST=NC

\emailAddress ={| ] .CY=ESA_TAC

Subject: C=US\CN=SAML_SSO\L=Raleigh\0=Cisco\ST=NC
\emailAddress= NN 0U-ESA_TAC
Expiry Sep 21 16:16:12 2022 GMT
Date:
Import IDP Metadata

Np file seinctec. Duplicates all settings

Share this configuration across machines in cluster (2) [0 Cluster Members

PO FTYDFEHAN

AP TV OFEBAN
4. 1dPHSDXETF—20OT Y 7O—R

+ Import IdP MetadataZiER L £ 7,

¢ APASREENEXZTF—R2T7 74 2SR, REEZRELET,

s BALCBAEIhDBE, 972ARAOI VBTCOREERETS A a > 2#FRATE
9,



SAML Settings
':  Identity Provider Setting

Profile Mame: Ip,zu RE_IDP

Configuration Settings: Configure Keys Manually

Entity ID: (7) |

SS0 URL: (7)

V.
Certificate: Mo file selected.
© Import IDP Metadata
Browse.. Mo file selected.

Uploaded Metadata Details:

Entity ID: https://sts.windows.net/eat06&daa- 28e1f39e0b/

S50 URL: https:/flogin.microsoftonline.com/eat064aa- ) '28e1f39e0b/sami2

Duplicates all settings to

Share this configuration across machines in cluster @j‘ Cluster Members

ldpA S DX RF—ROT Y 7O—R

ldpASDXRF—2OT Y 7O—R
ESA/SMAT MDSAMLZ £ L 72 S\ EREREE D B 501Y

LDAPABIRRALE B4R IC. SAMLE T A 2 F2 TR, -7 %2EBEO-IICEY) HTS
EOOIYEVITNFVBETT,

1. System Administration > Users (Cluster Level) > External Authentication > Enable D JE(C# & L
9,

2FEAZ AT ELTSAMLZERL £ 7,

B.BAEINYTERETRLEHOOEUE (AT7>32 ) ( TI-TIVEVI P SHRETIEMR
EADLERT,

N BRER. FAFUFAFATONAA—FSAMLEETYL—F3 &5 CREE AL
BRICE>TEBYET, TTSATYRAR. JL—TIYES T T4 — )L RTREE iz
EHICHL CSAMLAE THEEE N BRSO —HTI > NUERRLET, O/ —JLK
FREENTOVEVES. P75/ 7 ARSAMLS A FET R TNTOEME, BEe
NTWBTIL—TIVELVTTA—LREBELET.

4 BRIERFELREAARLOI—HFO-LICESVT, SAMLFAL YU KNUTERENTVWSEY



W—TERUEZEANDLET,

 Group Mapping”7 4 —J)L RIZ(&. groupEHENFEENTVWBIHLEN HVYET, SAMLT H—
AVERERREERIATALOIC, REETIL—TEHEZEMTEET,

External Authentication Settings

+ Enable External Authentication
Authentication Type: | samL  *
SAML Profile: | SaML profile has been configured ot System Administrabon = SAM|

Attribute Name for Matching the Group Map: (2 membergf

Group Mappeng: Group Name in Directory Rele (7 Add Row
ESA_Admens Clowd Admimstrator v |

0 DAMEE AFe CHoe- senat

==

IR DR E

SNERFRRL D ERTE

5 EEZIXEL, BELET,

RENAERBICETIDE, ATFAR=ZOTHICHLWIZ IANRRIENETT, ESA/SMAOO
TAUR=DIZ, EBEZZLEDTONAA—(P)ZIURXALIRNTD T22TINFA2F %
EHL V2 IONRTRENTT,

BRI &, EBERFHASAMLOT AAR=JICURAAL I RENET,

loud Email Security Appliance
ersion: 13.0.0-392

Usemname: | | ﬁf”ﬂ?

Passphrass: [ |

Use Single Sign=0n

VTN ATAFAI O RERTRBE, SAMLIZUSA ALV REhET,

SAMLANDS I NHA A D OV A LI NeERTS
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NESDAVTDT—2EFERALT, BBEATTSAT U AREEIPPRENESSICHEL TV
NERELXT,

SSOUVRALIRNIONFATAIR=DICRRIENBZEV( "IN FA0F
ZERAL )

System Administration > Users > External Authentication > SAMLA'RREET N TV 3 Z & EER
£7,

)R 4L 2 KD TSingle Sign-On Authentication Failed! BB & ICEAVWEHE T &
é k/\o d

IZ5— "IN AAVFEICKBRLUELEZ | EBFICBRAVEDETSEZL, |

o IdPTREREICKRBAL E LU =,
C ChiE, YUILSAUAVRIER—TCEELTILF VY T LERETBET.
BENHELTLUBZEERLET,
. COBMERIPREARETRET D LA S, IPREOBMBINBETT,

T Authorization Failure!s TESA/SMAOT A4 U R—JICRZD VA AL I NEEE(IC
BUOWEHBTLSEEZV, 4

IZ5—: "RAIZ— | EBEICBAVELETSEZVL, 4

o FREEIEARIILEL 2. ESA/ISMATERREICKRBLEL 1=,
« Users > External Authentication > SAMLADEREICEFB L TLEE L,
- BER., JIN—TR. BLOTIL—TIvEVY,

BYIE 5 ¥
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https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/content-security-management-appliance/products-user-guide-list.html

« CiscoWebt*1)F4 : I—HHAR



https://www.cisco.com/c/ja_jp/support/security/web-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/web-security-appliance/products-user-guide-list.html
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