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SAML Response
NamelD format  urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress
The format that specifies hor+ 2 NamelD is sent to the service provider.
MamelD attribute sAMAccountName(AD) uid (openLDAP) or mail (azure)
The AD attribute which identifies the user to the service provider (sent as NamelD).

Send attributes © NamelD

O Al —

Either send all attributes or only the NamelD.

Signature algorithm | SHA-256 %

Signature encryption algorithm used in the SAML assertion and response.
Sign response # Cryptographically sign response for verification by your service provider.

Sign assertion # Cryptographically sign assertion for verification by your service provider.

Map attributes 1dP Attribute SAML Response Attribute
Optional
Specify IdP attributes to optionally rename in the SAML response (e.g. givenName to
User.FirstName), Consult your service pravider for more information.
Create attributes Name Value
Specify attributes with hard-coded values to optionally send in the SAML response (e.g.
accountMumber with value of 48152547). Consult your service provider for maore information.
Save Configuration
SAMLIGZ
SAMLISE

8. B&IC, AV 74F1L—23 774 )& O0—-RLET,
Duo Access Gateway\NDFL WO Z O RF7UTr—> 3> nEm

1. Duo Access GatewaylcOJ 4 > L%,
2. Application > Add Application > Configuration file > Choose FileDJEICFBE L £7,

BATYTMTHRRLET 7TV -3 R EZERL,. UPLOADZERL £Y,

4m



4. SPIRANTHEATAIXMLA R TF—R2ZIPEBRELTXTIVO—-RLET,

Applications
Hame Iype Login URL Logo
SAML - Service Provider 1 Company_ESAD1 | 2 |
SAML - Service Provider Company_ESA02 weops: //
SAML - Service Provider 2 Company_ESAD3 ey |
Metadata

Infermation for configuring applications with Dueo Access Gateway] [

5. ESA/SMAIZRY) ., SAML SSONEEZTTLET,

- HifFE DR : Duo Access Gateway7 77— 3 U HFERE 1, 1dP XMLX & F—4&
ZESA/SMAIC A VR— N T B ERHIBVEL I,

6. 3V O—RULEXZTF—RELUBOESAISMAFIETHERL X,
WOART YT (ESA/ISMASRE )

CDFEETIE, DuoIOREICODVTOAHHALET. ESAISMAOEY RTYTEZETIRICE
 BRICEVERT,

e
« 77— 3> A" Duo Access Gateway®Applications® FICRREND EEZRIELET

« AP XMLX & F— BN EFICH IV O— R&Eh, ESAISMATA Y R— KT 2EFHFEST
WBZEERRBLET,

BYIE 5 ¥

« SAML SSODDuo RF I X I



https://duo.com/docs/sso
https://duo.com/docs/sso
https://duo.com/docs/sso
https://duo.com/docs/sso

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



