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# cloud_user="username"

# cloud_host="esaX.CUSTOMER.iphmx.com"& /= [&"smaX.CUSTOMER.iphmx.com"
# [EHIBOCEST— X XA—HFELKREENTVR L ZBRELET, |
# private_key="LOCAL_PATH_TO_SSH_PRIVATE_RSA_KEY"

# proxy_server="PROXY_SERVER"[1 D (TiZIRL T< W 1]

#

## 'proxy_server DFE, SSH7OFZFRDKSICHKVYET,
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## AP(ap.iphmx.com)

## f15-ssh.ap.iphmx.com

## f16-ssh.ap.iphmx.com
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## CA (ca.iphmx.com)

## f13-ssh.ca.iphmx.com

## f14-ssh.ca.iphmx.com

HH

## EU (c3s2.iphmx.com)

## f10-ssh.c3s2.iphmx.com

## f11-ssh.c3s2.iphmx.com
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## EU (eu.iphmx.com) ( R4V ®ODC)

## f17-ssh.eu.iphmx.com

## f18-ssh.eu.iphmx.com
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##K B (iphmx.com)

## f4-ssh.iphmx.com

## f5-ssh.iphmx.com




cloud_user="1—#&"
cloud_host="esaX.CUSTOMER.iphmx.com"
private_key="LOCAL_PATH_TO_SSH_PRIVATE_RSA_KEY"
proxy_server="PROXY_SERVER"

CH-5 DER NEE
#'proxy_user@ZEETEEHEA

# 'remote_port'l&22M E X (SSH)

#'local_port'ld, #EICSUTRBEDEICRETERT

proxy_user="dh-user"
remote_port=22
local_port=2222

B-COTOTFTTCREELBEV TS EE V-

proxycmd="ssh -f -L $local_port:$cloud_host:$remote_port -i $private_key -N
$proxy_user@$proxy_server"

printf "[-]77°OF > H—/\—($proxy_servern) lZ#EHEL TLET..\n"
$proxycmd >/dev/null 2>&1

nc -z 127.0.0.1 $local_port >/dev/null 2>& 1D HE .

printf "[[] 7 OF 4EHICRIIL E L =, Sproxy_server\nlZ#Ef i hEL =,
else

printf "[[] 7’ OF #EEHRICEKBLUELE, BTLTVWET...\n"

exit

fi

#770FSSH7OEADKRER

proxypid="ps -xo pid,command | grep "$cloud_host" | grep "$proxy_server" | head -n1 | sed "s/*[
\t]*//" | cut-d"" " -f1'

printf "[-] proxy running on PID: $proxypid\n"

printf "[[] CEST 72 4 7 > A($cloud_host)IZ##EH L TWET...\n\n"
ssh -p $local_port $cloud_user@127.0.0.1

printf "7’ OF 2 #EH{EZBALUTLVET...\n"
kill $proxypid

printf "[-]58 T \n"
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PuTTY Fatal Error

Disconnected: No supported authentication methods available
(server sent: publickey)
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W, PuTTY Key Generator2 L TEBRTEE T,

« PuTTy Key GeneratorzFZ& £9 .
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File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa

)

AAAAB3NzaC1yc2EAAAADAQABAAACAQDBt1R657syE4MM7WDEZWNGHSbRptJsq
XLdYO0iW70r1hQWCZ9drKaezW8aVXqSTwiKvpldoyP7JNyLTA6HZXEJGR

+5598zsl ) 'm0
ovPinryp| PuTTYgen Notice X bV o
Key finger e
Key comnm 0 Successfully imported foreign key
(OpenSSH SSH-2 private key (old PEM format)).
Key passy : .
To use this key with PuTTY, you need to
Confirm p use the "Save private key" command to
save it in PuTTY's own format.
Actions
Generate ;a
Load an e OK
Save the gemerarsuwey T SdveE PUDNC KEY T oave privae key
Parameters
Type of key to generate:
(® RSA (O DsA (O ECDSA (O ED25519 (O SSH-1 (RSA)
Number of bits in a generated key: 2048
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