2 ODAPBRY NID)—D A 2—FY N &
A1 ASA8.3(X) XM F =Y U PAT REHI

>

HIX

B=

Bl R SR

EZ#®
FAITRIVR—F b
RELE

B

aXE

XY RNI—UK

ASA CLI 8%

ASDM DERE

— D PAT JL—I)L D#EER
BED PAT JL—I)LORER
NSNS a—F4>2T
EBEN

B=

CORFIAIXNTE, YV7RhDOTT7 N—=232 8.3(1) H"&ET S Cisco Adaptive Security
Appliance ( ASA; BISEEF 1 UT 1 FTSATARA) DR AFZY D PAT ORREHZBNL
F9, XAFZVIPATIR. VDZINEBRTRLALEERAR—NE, XvE Y TENETR
LAE—BONYETENER—NIZERTDZET, EBROVUTIL TFRLAEZIYE T
NEE—DIPT7RLAICEBRLET, EEXR—METIATIhOERTELEDIDOT, ThTN
DEHFICEIZOZEREY S A VHNFVETT,

COREZTIOEIC, ROEHNFBLEATWBR L Z2BRALET,

CHEBRY RD—2 4 ASA O Inside XD 2 DDERY RD— Y &EXTVBC EABALE
T, 192.168.0.0/24 : ASA ICE#ZEEHNTVWEIERY NTJ—2T, 192.168.1.0/24 : ASA D
Inside ICHBEDD, BIOFNAARA(IN—BZBE)DERDICHDRY NT—D,

CHEBBLI—YHROESIZ PAT ZEB TR E2ERLET, 192.168.1.024 HT7ZY R E®D
RARNE, ISPIZK>TREEIAEFEDOIP7RLA(10.1.5.5) AND PAT ZH{§. ASA
® Inside DEEBICHDMDRANE, ASA D Outside 1 > Z—T7IAAIPF7RLA
(10.1.5.1) A® PAT ZHE.,
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FATAIIR—F b

CORFIXVNOERE. ROVIKRIITEN—RIITON—IIVICEIKEDTT,

- N—2328.3(1) ® Cisco BREYEFIUT A TTS5AT A (ASA)

. ASDM /N\—= 3> 6.3(1)
X: ASA % ASDM TRETZE S LSICTSICE. TASDM AD HTTPS 72 ANFHA. 258
LTLEETW,

TEDEHE. BEDTRRELCLHDTFNAAZETVTERENLEENOTT, CORFIXY
I\'C“ﬁﬁﬁ'd‘é'd"\“'CG)?/\"fZ(.i NP (TF77ID ) REOREASEBLTVERT, BETF
DERY NT—OTHEZTSHE, INVROZEIODVWTITDICEBLIES A THEELTLKE
=L

REIXY NREOBME. TZRATINIL T Y TAOKRRES 2BBLTIKEE,
RUIE
XY RI—UR

CHORFIXVRNTRE, RORY ND—UVBKEZERALTVERT,

A COFRETHEALTWVWAR IP7RLAAF—LR, 1 F—FXYNETERICIIL—FTA2TT
BREEDTREHYEEA, CHORTARRRETEASTNE REC1918 DT RLATT,

- ASA CLI 5% &
. ASDM DEEE

ASA CLI §8%E

CORFIXVNTRRCRIREZHEALTLET,

ASAXAFZY Y PAT 8BE

ASA#configure term nal
Enter configuration conmands, one per line. End with

CNTL/ Z.

l--- Creates an object called OBJ_CENERIC ALL. !'--- Any
host | P not already matching another configured !---
object will get PAT to the outside interface IP !--- on

the ASA (or 10.1.5.1), for internet bound traffic.
ASA( confi g) #obj ect network OBJ_GENERI C_ALL

ASA( confi g- obj ) #subnet 0.0.0.0 0.0.0.0

ASA( confi g- obj ) #exi t

ASA(confi g)#nat (inside, outside) source dynam c
OBJ_CENERI C ALL interface

I--- The above statenents are the equivalent of the !---
nat/ gl obal conbination (as shown below) in v7.0(x), !---
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v7.1(x), v7.2(x), v8.0(x), v8.1(x) and v8.2(x) ASA code:
nat (inside) 1 0.0.0.0 0.0.0.0
gl obal (outside) 1 interface

I--- Creates an object called OBJ_SPECI FI C_192-168- 1-0.
I--- Any host IP facing the the 'inside’ interface of
the ASA l--- with an address in the 192.168.1.0/ 24
subnet will get PAT !--- to the 10.1.5.5 address, for
internet bound traffic. ASA(config)#object network
OBJ_SPECI FI C_192-168-1-0

ASA( confi g- obj ) #subnet 192.168.1.0 255.255.255.0
ASA(confi g-obj ) #exi t

ASA(confi g)#nat (inside, outside) source dynam c
OBJ_SPECI FI C_192-168-1-0 10.1.5.5

I--- The above statenents are the equival ent of the
nat/ gl obal !--- comnbination (as shown below) in v7.0(x),
v7.1(x), v7.2(x), v8.0(x), !'--- v8.1(x) and v8.2(x) ASA
code: nat (inside) 2 192.168.1.0 255.255.255.0

gl obal (outside) 2 10.1.5.5

ASA83(1) MERFTI>V714F¥a1L—>3a>

ASA#show run
Saved

ASA Version 8.3(1)

!

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

names

!

I--- Configure the outside interface. ! interface

G gabi t Et hernet 0/ 0 nanei f outside security-level 0 ip
address 10.1.5.1 255.255.255.0 !--- Configure the inside
interface. ! interface G gabitEthernet0/1 naneif inside

security-level 100 ip address 192.168.0.1 255.255.255.0
I interface G gabitEthernet0/2 shutdown no naneif no

security-level no ip address ! interface
G gabi t Et hernet 0/ 3 shutdown no naneif no security-I|eve
no ip address ! interface Managenent 0/ 0 shut down no

namei f no security-level no ip address nmanagenment-only !
boot system di sk0:/asa831-k8.bin ftp node passive object
net wor k OBJ_SPECI FI C_192-168-1-0

subnet 192.168.1.0 255. 255.255.0

obj ect network OBJ_GENERI C_ALL

subnet 0.0.0.0 0.0.0.0

pager lines 24

no fail over

icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 631. bin

no asdm hi story enabl e

arp timeout 14400

nat (inside, outside) source dynam ¢ OBJ_GENERI C_ALL
interface

nat (inside, outside) source dynam ¢ OBJ_SPECI FI C_192-
168-1-0 10.1.5.5

route inside 192.168.1.0 255.255.255.0 192.168.0.254 1




route outside 0.0.0.0 0.0.0.0 10.1.5.2
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout sip-provisional-nedia 0:02: 00 uauth 0:05: 00
absol ute
ti meout tcp-proxy-reassenbly 0:01: 00

dynami c- access-policy-record Dflt AccessPolicy

http server enable

http 192.168. 0.0 255.255.254.0 inside

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

crypto ipsec security-association lifetine seconds 28800
crypto ipsec security-association lifetine kil obytes
4608000
telnet tineout 5
ssh timeout 5
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list

no threat-detection statistics tcp-intercept

|
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

|

1

policy-map type inspect dns preset_dns_map

par anet er s

nmessage- | ength maxi mum client auto
message- | ength maxi num 512

pol i cy-map gl obal _policy

cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect rsh
nspect rtsp
nspect esntp
nspect sql net
nspect skinny
nspect sunrpc
nspect xdnctp
nspect sip
nspect netbi os
nspect tftp
nspect i p-options

!

service-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum 6f f f bd3dc9chb863f d71c71244a0ecc5f
end

ASDM DE&E

ASDM AV B—T IA AN S CDREZITOICE. ROFIEZRITIZHBENF HVET,



1.32DFXYND—=O AT ORNEEBNMLET, COBITRE, ROZXYRND—0 FA7DT
Y RN%EEMLET, OBJ GENERIC _ALLOBJ SPECIFIC_192-168-1-010.1.5.5
2.2 20O NAT/PAT L—ILEZERLET, 0BT, ROZXYRND—0 7O NAD
NAT JL—)L %KL £9., OBJ_GENERIC_ALLOBJ_SPECIFIC_192-168-1-0
XYRND=O AT O NDENM

ROFIEZEITLT, FYRND—0 AT O RZBMLET,

1. ASDM ([CO%Z 1 > L. [Configuration] > [Firewall] > [Objects] > [Network Objects/Groups] %
BRULET,

2. [Add] > [Network Object] ZiBIRL T, XY ND—U 7TV NEEMLE T, [Add
Network Object] &4 7OJ RY JANFRRENET,

3. XD 1E#H % [Add Network Object] F4 70OY RY VRICAALET, XY KND—0 AT
IVNDBE (ZOHITIE OBJ GENERIC ALL ZERALTVWET )XY ND—9 FT
IONDERAT (ZOHITE Network ZFERLTVWET )XY ND—=O TSI IRNDIP
TFRLA (ZOHITIE 0.000Z2FERALTVET )RXYRND—I FATSIIVRMDRY NI A
9 (COBITE 0000"2FEALTVET)

4. 0K ZVUYOLET, XY RND—=D ATV RMNEREI, ROBEICTITRISIC
[Network Objects/Groups] D J ANICRRENET,

52BBNRYRND—U ATDTVRNEEMTBICE, BIOFIEZZEVIRLT[OK 2O Y
ILET. COBITRRADEEERALTVWET, [Name] : OBJ_SPECIFIC_192-168-1-
OType: RY NT—2IP 7 RL A : 192.168.1.0[Netmask] : 255.255.255.02 FZE DX Y K7
— O AT TV MERE N, ROBMEICRT &S IC [Network Objects/Groups] D 1) Ak
CRRENET,

6.3FBENDXYRNI—U ATIORNEEBMNTAICE,. BIOFIEZEVIELT[OK 2V Y
DLET, cOBITEARDEZFEAL TVWET, [Name] : 10.1.5.5Type: HostlP 7 KL A :
10.1.5.53 BEDXY ND—90 A7 21U MHERE 1, [Network Objects/Groups] @ 'J A
NCRRENET., CDEERT. [Network Objects/Groups] J A KNIZIE. NAT L—IL TSR
DEDICBEBEIDOMBEBEATSIIVRMEENTVET,

NAT/PAT JL—IL OERR

RODFIEZETL T, NAT/PATIL—ILZERLE T,

1. ¥ D NAT/PAT L—I)L&ZEK L £9, ASDM T, [Configuration] > [Firewall] > [NAT Rules]
EEIRL. [Add] 22U Y2 LET. [AddNATRule] 4 7OY Ry AN RREhET,
[Match Criteria: Original Packet] Z!J 7 T. [Source Interface] KOY 7’& 0> UARNAS
[inside] ZBIRLE T, SBEIVYILTTFEV (...) BEERTRLATFTFAN 71—
IROAEARDIFSNBARAZ >, [Browse Original Source Address] X4 7O Ry U AN
RRENET, [Browse Original Source Address] X4 7O RY U ATHRIDIERL =%
YRD—O ATSIHORNERBIRLET (& xiE, [OBJ GENERIC ALL] ZBIRLET
) » [Original Source Address] 22 1JY LT, [OK]|ZVUYOLET,
OBJ_GENERIC_ALL %Y ND—% A7 T4 KA. [Add NAT Rule] ¥4 7O Ky 5 R
@ [Match Criteria: Original Packet] ') 7 ([C& % [Source Address] 7 1 —J)L RICERRE 1B
&S24 V) EF, [Action: Translated Packet] ') 7 T, [Source NAT Type] RO Y 7H >
1) A N A S [Dynamic PAT (Hide)] ZiBIRLET, SRZIVUYILTTEV (...) EER
TFRLAZ71—=ILROAANRDFSNBKRE, [Browse Translated Source Address] & A
T7OU Ry DANRRENET, [Browse Translated Source Address] X4 7T Ry U A
T. [outside] 1 VB —TIAAATSIVNZRBRLET (DA E—T I A AT



TFILBRED—FHHEDT, TTICERENTVWET ), [Translated Source Address] &7 1)
YOULT[OK]IZOUY O LET, Outside 1 > RZ—7 T4 AN, [Add NAT Rule] 4 70O
J K'Y 2 AD [Action: Translated Packet] I') 7 & % [Source Address] 7 4 —JL RICKRR
ENBDELSICHV)E T, 3 [Destination Interface] 7 1 —JL K€ Outside 1 > Z—T7 I A4 A
CEEENET, 1 BBICERLEPAT L= ROESICRTREND L ZWABLET
» [Match Criteria: Original Packet] T\ 7 T, XD{EZ#FRL £9 ., Source Interface =
insideSource Address = OBJ_GENERIC_ALLDestination Address = anyService =
any[Action: Translated Packet] T\ 7 T, XDEZHEZE L E 9, Source NAT Type =
Dynamic PAT (Hide)Source Address = outsideDestination Address = OriginalService =
OriginallOK]1 27 U Y JLET., 1 EED NATIL—LE., ROBEBKICRTLSIZ ASDM (2
RRENET,

2.2 B ®O NAT/PAT L—IILZ¥EKL £F, ASDM T, [Configuration] > [Firewall] > [NAT
Rules] Zi#RL ., [Add] 22 1Y U L&Y, [Match Criteria: Original Packet] ') 7 T,
[Source Interface] ROY 7A> UAKNMDS [inside] 21 BIRLET. SBZIVYILTT
TV (...) BERTRLATZ1=ILROBANRDITSNBKREZ, [Browse Original
Source Address] X4 7O RY VAN RRENE T, [Browse Original Source Address] &
ATOY RYVAT2BBBICHERLEATDSIORNERBIRLET ( ZOHITIE,
[OBJ_SPECIFIC_192-168-1-0] Zi#iRL £ 9 ) ., [Original Source Address] 22 1JY L T
. [OK| 221Uy UL%ETF, OBJ SPECIFIC 192-168-1-0 %Y NT—4 AT T 5 R,
[Add NAT Rule] &4 714 7R Y £ A® [Match Criteria: Original Packet] T 7 C& %
[Source Address] 7 1 —JL RICKRREND K SIZ4 V) £, [Action: Translated Packet] ')
7 T, [Source NAT Type] RAY A2 1JA KD S [Dynamic PAT (Hide)] ZiEBIRL £ T
o [Source Address] 71— )L ROBRICHBD [..JREZZI)YILET, [Browse
Translated Source Address] X4 7O RY U AN KRRENE T, [Browse Translated
Source Address] A4 70T RY VAT [10155| AT IO RNEBRLET (DA &
—TJIAARFVDFILFREO—FHENOT, TTICEHNENTWVWET ), [Translated
Source Address] 22 Y UL T[OK] 20 UY U LET, 10155V NIJ—0U AT
2 R, [Add NAT Rule] #4707 Ry 2 A® [Action: Translated Packet] TU7IC®H %
[Source Address] 7 1 — )L RICRREND K SV £, [Match Criteria: Original Packet]
T ') 7T, [Destination Interface] ROY 7Z > UAKNAS [outside] ZBIRLET, iF: =
NDAT2 32T outside ZBIRLEVEE, BEANVER—TIA A Any ZZRLET, 2
BHICET UL NAT/PAT L—LA RO &S ICEREND L ERBLET, [Match
Criteria: Original Packet] T\ 7 T, XDfEZ#FEL £ 9., Source Interface = insideSource
Address = OBJ_SPECIFIC_192-168-1-0Destination Address = outsideService = any[Action:
Translated Packet] T 7 T, XD{EZHFZL £9 ., Source NAT Type = Dynamic PAT
(Hide)Source Address = 10.1.5.5Destination Address = OriginalService = Original[OK] & ¥
DY OLET, ERXL L NATRRER. XOEBRICRTRSIC ASDM ICRRENET,

. [Applyl RE>Z O UY LT, ETAV74F1L—2aAN0EEZBALET,

ChIZ&2T, Cisco EBREEFIUTA TTZATVA(ASA)NDEALFZI YD PAT DRE
FETLED,

e
CCTl, RENEEBICHELTVWACEZHERLET,

Output Interpreter Tool ( OIT ) (BRI —HEHR ) Tk, BED show IY¥ > RAFFHR—K&Eh
TVWET, OITZEAL T, show AN RHI OB ZRTITEET,



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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— D PAT JL—)l OFEER

. show local-host : O—AJ) RARNDZRY NDO—VREEZRRLET,

ASA#show | ocal - host

Interface outside: 1 active, 2 maxi mum active, 0 denied
| ocal host: <125.252.196.170>
TCP flow count/limt = 2/unlimted
TCP enbryonic count to host =0
TCP intercept watermark = unlimted
UDP flow count/limt = O/unlimted
I--- The TCP connection outside address corresponds !--- to the actual destination of
125. 255. 196.170: 80 Conn: TCP outside 125.252.196.170:80 inside 192.168.0.5: 1051
idle 0:00:03, bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.0.5: 1050, idle 0:00: 04,
bytes 11896, flags U O
Interface inside: 1 active, 1 maxi num active, 0 denied
| ocal host: <192.168.0.5>
TCP flow count/limt = 2/unlimted
TCP enbryonic count to host =0
TCP intercept watermark = unlimted
UDP flow count/limt = O/unlimted

I--- The TCP PAT outside address corresponds to the !--- outside |IP address of the ASA —
10.1.5.1. Xlate: TCP PAT frominside: 192.168. 0.5/ 1051 to outside: 10.1.5.1/32988 fl ags
ri idle 0:00:17 timeout 0:00:30
TCP PAT frominside: 192. 168. 0.5/ 1050 to outside:10.1.5.1/17058 fl ags
ri idle 0:00:17 timeout 0:00:30

Conn:
TCP outside 125.252.196.170:80 inside 192.168.0.5:1051, idle 0:00:03,
bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.0.5: 1050, idle 0:00: 04,
bytes 11896, flags U O

. show conn : IEEES N EERRZ M T OERREEZRTLET,
ASA#show conn
2 in use, 3 nost used
TCP outside 125.252.196.170:80 inside 192.168.0.5: 1051, idle 0:00:06,
bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.0.5: 1050, idle 0:00:01,
bytes 13526, flags U O

show xlate : ZRAOY MZDODWTHEHRERRLET,

ASA#show x| at e

4 in use, 7 npbst used

Flags: D- DNS, | - dynamic, r - portmap, s - static, | - identity,
T - twice

TCP PAT frominside: 192. 168. 0.5/ 1051 to outside: 10. 1. 5. 1/32988 fl ags
ri idle 0:00:23 tineout 0:00:30

TCP PAT frominside: 192. 168. 0.5/ 1050 to outside: 10.1.5.1/17058 fl ags
ri idle 0:00:23 tineout 0:00:30

RED PAT L)L OFERE

. show local-host : A—AI)L FARDEZRY NDO—DREERTLET,
ASA#show | ocal - host
Interface outside: 1 active, 2 maxi mum active, 0 denied
| ocal host: <125.252.196. 170>
TCP flow count/limt = 2/unlinited
TCP enbryonic count to host =0
TCP intercept watermark = unlimted
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UDP flow count/limt = O/unlimted
I--- The TCP connection outside address corresponds to !--- the actual destination of
125. 255. 196. 170: 80. Conn: TCP outside 125.252.196.170:80 inside 192.168.1.5: 1067,
idle 0:00:07, bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.1.5: 1066,
idle 0:00:03, bytes 11896, flags U O
Interface inside: 1 active, 1 maxi mum active, 0 denied
| ocal host: <192.168.0.5>
TCP flow count/limt = 2/unlinited
TCP enbryonic count to host =0
TCP intercept watermark = unlimted
UDP flow count/limt = O/unlimted

I--- The TCP PAT outside address corresponds to an !--- outside |IP address of 10.1.5.5
Xl ate: TCP PAT from i nside: 192. 168. 1. 5/ 1067 to outside: 10.1.5.5/35961 fl ags
ri idle 0:00:17 timeout 0:00:30
TCP PAT frominside: 192. 168.1.5/1066 to outside: 10.1.5.5/23673 fl ags
ri idle 0:00:17 timeout 0:00:30

Conn:
TCP outside 125.252.196.170:80 inside 192.168.1.5:1067, idle 0:00:07,
bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.1.5:1066, idle 0:00:03,
bytes 11896, flags U O

. showconn : EEEThEERZA T OEGRREZRRLET,
ASA#show conn
2 in use, 3 nost used
TCP outside 125.252.196.170:80 inside 192.168.1.5:1067, idle 0:00:07,
bytes 13653, flags U O
TCP outside 125.252.196.170:80 inside 192.168.1.5:1066, idle 0:00:03,
bytes 13349, flags U O

. show xlate : EMAOY MZIDOWTOEHREXRRLET,

ASA#show x| at e

3 in use, 9 nost used

Flags: D- DNS, | - dynamic, r - portmap, s - static, | - identity,
T - twice

TCP PAT frominside: 192. 168. 1.5/ 1067 to outside: 10.1.5.5/ 35961 fl ags
ri idle 0:00:23 tinmeout 0:00:30

TCP PAT frominside: 192. 168. 1.5/ 1066 to outside: 10.1.5.5/29673 fl ags
ri idle 0:00:23 tinmeout 0:00:30

hSTNZA—F12Y
BENDECA, COREICEIZDIBEODRNS TN 2 —F1200BREHEHE A,

E1ER

P
ANT

- Cisco Adaptive Security Device Manager

. Cisco ASA 5500 > ) —XEBtE*1 )Tt PFSAFUA
- Requests for Comments ( RFC )

TOZHL BHR—bE RFI XD - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s2.html#wp1437635
//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s7.html#wp1336424
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	2 つの内部ネットワークとインターネットを備えた ASA 8.3(x) ダイナミック PAT 設定例
	目次
	概要
	前提条件
	要件
	使用するコンポーネント
	表記法

	設定
	ネットワーク図
	ASA CLI 設定
	ASDM の設定

	確認
	一般の PAT ルールの確認
	特定の PAT ルールの確認

	トラブルシューティング
	関連情報


