ASABXHAAFTZIVYO FOEARARYS —
(DAP ) MAHA K

=PA

BZE

DAP & AAA B

DAP LTV RRAV N EFIVFTAEY
T7ANNDEAFTIVI FORA RIS —
BAFTIVI) TOEARI—DFRE
BERODIAFTIVI FOEARIS—DEN
DAP E£¥&

fEm

BS:E T,

8=

N=TF %) TS5AR—KNZYRNT—=T (VPN)T—KRIIAlF, BNERETEIELFT, @
20 VPN ##ICIE, EROEBNHNTEITDITEMNI HYET, LexlF, HEICEEEND A
RTERYMNERE, BBAOZRI—YHNEFEO TETELZO-IN., BLUTREEEFIUT 1 LA
INEBDVE—NTIERABARNDYSOOAT AV RBRENEETDAEEN BV ET, BN
VPNIBRETOI—HYRBADORAT K, BHREDRY ND—ITORARARATLYEN V) EM
-t“a-o

RXAFZIVO FOEARIS— (DAP) &, BREEEFIUTA TTSATA(ASA) DY
FZRhOIT7 JVJ—AVv8.0 I—RTEAETNI-FHMBEET T, DAP ICK V), VPN REOEBHFMHIC
IS TEDRDICHRAZRETEE T, FAMFTIVITIOEARI—EF, BEOI—Y b
ZNFEEFRI—Y LYy aVICEERTAZ—EOT7IVERA DA NO-IILEMZREL TERL
T ChSOBEMICKY, BROTIL—T XN—29TRIVRRAUNEFIIF 4O
Bl UET,

EERE, EFIVTA TTIA4TVARE, ERENDRVD—ICETVT, KEOEYZ I
TRENI-YVICTIEAELZNELRT, I—YRREEPIC 1 DU LD DAP LO—RASEMN
ZERFLFIENL T, DAPHYERENET, DAPLI—RE, VE—K FNAADIY RAR
AN EF1VTABEBBLCRIAILI YO AAARTERICETVTEREE T, BIRETH
J2DAP LO—RE, I—Y rURILFLEREYZIVICERAEAET,

FE:DAP RV —BIREMUANEENTVDS dapxml 774G ASADT T Y IICREENET
o dapxml 77 AINEFTRY VDATIIVAR—BIL., (XMLEXZEHBLTVREBEEICE ) C
ND77ANEREL, BAVR—RNTEEXRTHN, REZBRDEASDMICK>TDAP LO—KR®D
MBAELEENDEN BB, FELTLKEETY, COREZRIETES CLIRHYFEA

o

3: CLI Zf£ A L T dynamic-access-policy-record access /\Z X —RZHREL XS ETB &,



DAP IC& VW MEBAEILEEND ENHYET, L ASDM TRCNFEDICEBENET,
DAP RS —%EEITHBICIK CLI Z2FAE T, EICASDM ZFERAL TS EE L,

DAP & AAA Bt

DAP & AAA H—ERAZHE L. DAP ORBAIEMICRY) . AAA M RRHTIEMZLEETERT
o BFIVUFA TTIATVAR., I—H 0O AAARAERICETVWT DAP L I— RZ&RT
EET, EFIUTA FTSATVAR, COBERICETVTERO DAP LI— REERL,
RIDERL L O— REEML T DAP BUEHEE WS THT,

AAA BiE(X. Cisco AAA BMEEBAS., £hiEEF1UF1 775472 AN RADIUS H—/\
FEELDAP =N S5ZETH 7N Y NOREERHENSEETERT (K1Z258),

1.DAP AAA E £ GUI

™= Add AAA Attribute

Ah8 Abtribute Type:  CEco w
[[] Group Polcy: ~ LDAP \
FADILS
[[] Assigned P Address:
[ ] Connection Profike:
[[] usarname:
Lok J[ cocel |[ reo |

DAP LTV RRANEXFIVT 1B

TFXIVTA TTSATAF AAABHEOMIC, BBEECNTVBRRAFYMESLAREFEAL T
TIVRRAUN EFIVTFABHERMBTEEXT, <NnlllF Basic Host Scan, Secure
Desktop, Standard/Advanced Endpoint Assessment, NAC R EANEENET (R 2%ZS5H ),
Endpoint Assessment BHEABBEh, I—HREEOBIICEF 1 UT 1 PTTA T AICERFE
NEF, LEUDAP LIO—R2&ZE88 AAABMRE., 1I—YREEPICKRIEENET,

2. RARA4> MR GUI



= Add Endpoint Attribute

Erudpoint Attribute Type: | Anbi-Sppwars (e

fl=
Wendor: - b
[ ] Product Description:
aking System
ersonal Fireveal v
[ ] Last Lipdste: days

FIALNNDAALAFISVO FOERRAR)S —

DAP DEAB IV RERICK, BENI—Y R RILFLEBEYZIVICEERFTSNATOVE
TORBARI—BHEEORTH, ASA LETO—ALNICERENDHD ( MRV TIL—=T8
KROTN—=TRIZ— ), REFABAAAH—NZHNLTIYTENTVRLE, v8OUU—
AT, DAPAO—ANLNTIOERA RV —EABTIOELA RIS — OB EZHEREELEE
FTRDRDICHRETEEXT,

F7F2)RNTEEICDAP FEREhET, L, BEENMMERORV—EBRAAE (EEX
& DAP ZBARMICHEAETIC, NI TIL=T", JI—TRU>—, AAABEICLPTTY
YA AVRNO-ILZBRITIDHERE ) ZaEATIHETE, COBEZERTEET, /KD
DB EE DAP #EE ( 77 4 )L N DAP L J— R DfltAccessPolicy 288 ) DRELE R E
T (R3ZSR),

3.F7ANNDHAAFTIVI FORA RS —

§% Edit Dynamic Access Policy

Palcy Mame: DfltAccessFolcy

Cresoripton:

#roess Polcy Attnbubes
Corfigure sccess palicy attributes for this palicy, Atrbutes values specified here will everride thoss values cbbained from the B84 system.

Achion | Metwork #CL Fiters | Wish-Typa ACL Fikers || Functons | Port Forearding Lists | URL Lists | Access Method

Action; ) Continue (&) Terminate

Specily the mescage that wil be deplayed when this recoed is selected.

User Massage:

[ ok ][ Cancel ][ Help ]




EEL, DAPLO—ROFT7 AL NEN 1 DTEEEET MBS, & X DfitAccessPolicy ®
[Action] N A —ZDENT 7 # )L NMEAD S [Terminate] ICEEE h, BN DAP L 1— RARE
EThTVWAEWEE, 77 7)1 NTEEREE1—H(F DfltAccessPolicy DAP L 1— RIC—&L., C®
AL 1—HD VPN 7O AN ERENET,

TOHE, VPN 52T T5E01C1 DULEODAP LO—RZERLTHREL ., REE1—H
CHULTTIEAZRATEZIZRYRND =T VY —RAEZEHETIHLENELUET, DAP HFRES
NTWBBEE, #ROARV—ERAKYE DAP FBEEhET,

AAFZEVIO FOERARVS—DORE

DAP ZFER L TCIA—HYHATIVEATERDZRY NIV VY —RAEZERTDHEICKREFTINEN
TA—BNFZEBHYVET, LEARFERIY RRAV M EENRORE, EENRADORE,
BHETEHAVREOVWITNASTHEIHLNZHEREL, BHEIVRRAVNEBETDILEHICHEL
BIREAEZREL ., Endpoint Assessment & AAA JLFU v JLICE TV TEREI-YICRLT
DHEAERATEIRYRNT—D VDY —AZRETDERETT, cOEHIZEF, FTR4I(C
7Y DAP e 2 BT D MENHYET,

AFAFTZV Y FORAR)S —

% Aadd Diymamic Access Folioy

Pl Wliewr:
Larsrigdicn: Fresky | U
N Lribank

Destiren the AR, and srdpoint sttribubes used Do select Hhis SoCess polcy, A poloy i uped when § U 5 aothorization stimbotes maboh the S50, attnibute oribers

L il vy il brilmh Pl Dninady it ol AELrllnatel iy Do e o oy s 1 ilbiosl Ewiviis dafucin brsy i ool Iy Bucheiwralmd] (it 1n
specify the logicsl axpression bet.
Lsar Biag AT of B Follovany AR AEtrbabES valuss,,, W andl ths Foliiang andpoant MEnkbulas ane satified
S, AT Cperation Yk [ &6 | | ercpomm hige e dion /¥ shie [ s |
| Lesgpeal O I
chyanced [

Looers Poloy Abnbates

Coidgurn Mieid (olly sbrbatd For Ehel gty AUl bl dpssill ] Db will Grvtrrichin haio v bl il Frcn Bl AU Syl

delion | pederk A0 FRlme | welsTyvges 501 Flles | Fuitions | Port Forvanrding Laks | LI Ustsd Ao Pt b

[- P35 o .:l:'-':lllllF .\_ﬂ" Tayrrarusdn

Specify the messags that will be deplyved when thes recond b selsdsd

L Miricinpn:

| T [ Help |
DAP LO—RZEZRETHAEBICEELCRD 2 DORICOVTREITZIHEN HVYET,
. BIREE ([Advanced] DA T3> &EED)

CTUORARD—EH
[Selection Criteria]l 29> 3> Tk, HEDMO DAP LI—RZBRIZL-HIEHAE D AAAE



METVRRAVNEMZERENRELET. DAP LO—RFEAETLZOE,. I—F 0O
AEMS AAABHEEC-HLTHY ., IXTOIYVRRAINERHOREN®/I-EhTVEE
AT,

& ZIER 5a 2T &SI [AAA Attribute Type:] T [LDAP] ( Active Directory ) AMBIRENTH
V). [Attribute Name] ® A N1 > A [memberOf], [Value] ®A K1) >4 A" [Contractors] T& %
e, AAMABHEEIC—HTSICE. REERRI—HIF Active Directory FIL—7" T
Contractorsy DX N—THREFNEZYEFE A,

RIARRI—YIE AMMABMORELFTHRL, IVRRAVNEMOREERBLIMXENFHVY)E
T, FERE, EBENEBEI Y RRANDODRAF ¥ ZH 5|95 &S I(C Cisco Secure
Desktop (CSD ) B ELTHY . TORAF v IHAELCEIVTIY REAZ KA CSD O
Unmanaged £ VWS OT7—> 3V ICEREEhD5E. EEEFIY RRSANEHOBREREL
LTcnfMiitEHRZzFERATEET (R5b 258 ),

5a. AAA R E %

= Add AAA Attribute

AnA Attribute Type: |LDAP W

attribute Mame: | memberof

Walue: = % | |Conkrackors Get aD Groups

| QK. | | iZancel | | Help

Endpoint Attribute Type: | (a7

Location: |= % | |Unmanaged

LENF>T, R6ICTRTRSICDAP LO—RZEE(C—HEHE, DAP LO—RAEYZH TSN
B2ESICTBICIEE, FRIANRI—H A Active Directory &/ )L—7" TContractors; O X2 /N\—T&
V., TOEHKI RRA> A" CSD RS —fE "Unchangeds 2L TVWRAENHYET

o



BAAABRMETY RRAV NBREOEEAD—F

—

Palicy Name: Cisco_Partners
Description: Priority: |0
Selection Criceria

Define the AaA and endpoint attributes used to select this access policy, A policy is used when a user's authorization attributes match the AAd attribute criteria
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below andfor by expanding the Advanced option to
specify the logical expression text,

User has ALL of the following AfA Attributes values. .. L and the Following endpoint attributes are satisfied,

ABA Attribute OperationYalue Endpaint ID Mame/OperationValue

|dap. memberOF = (Conkrackors location = Unmanaged

Edit Edit

Delete Delete

Lagical Cp.

AAABMETI Y RRAVNERZERTRICE. R6ICRENTWVWRT—TIILE2FERATEIH, T
FRER7ICRTESIC[Advanced] 772 a > 2RBEAL THEREZBELET., BESTR. #
BRICEAMABLVTIY RRAY NOBRBEEEZRRT S EVAL BB ERAEIhET, I
& A [EVAL (endpoint.av.McAfeeAV.exists,"EQ","true","string") and EVAL
(endpoint.av.McAfeeAV.description,"EQ","McAfee VirusScan Enterprise","string")] £%& V) £,

WEXE, LOBRBAICHE AAABLUVIY RRA NOBEMBEE TIEETRESEEUNADRIRE
(EZBMITRIERICEMTT, LA, BEENEREEOVITNATRLEREINTERBLET, &
DZVWEVTIhERESBRVAAABEZFERTAEDICEXFI VT A PTSAT O ARRETE
F9, IVRRAINEHIRBENT, IXTEBLEIXENHYVET, EFXF21UTa TTS5A
POADNBENDI RRAVNEUEZEATEELSICTSICIE. DAP L I— R® [Advanced] &
V2aVTREITIAERNEERTILEN HYET,

B 7 RBREEZERTH-HORER GUI

Budvanced

EaMh (DR

Logicd Brpressions: L S . Lo
_IZSE'.-F-L{E'-I:':-: k2 MoAfeaA - exists, B0, true®, "string " and EVAL{en dpoink, 2, Mo aa AV, desoription, G, "Moles YinusScan Entarprise®, string 10

Kl 8 [C7R 9 [Access Policy Attributes] 29> 3> Tldk, BEBENEED DAP LI—RKR®DO VPN 7
VL ABHERELET., I—HORABMN AAA, TV RKRAUM, FEEHRERXOEEL —
BI25BE8F. COEIPAVTHREENTVRTIVEA RV —BHRENBRAEhET, C
CTREETIEMER. AA AATLANSEBENSE (BBFEOI—Y, JIL—7. NOFXIL T
W=7, BEXOCFT7 AN TN LI—RDELE ) ZLEZELERT,

DAP LO—RIZIE, REAREBREEA VWK I2PHNET, ChSOEKRSASK 14 ICRT
RDBETICRRENET,

8.[Action] : BENEHKFLBZEY I IV CHEATZhI B ELBEEELET,



Access Policy Akkributes

onfigure access policy attributes for this policy, Attributes values specified here will override those values obtained from the A&8 system,

Action | Metwork 8CL Filkers | Web-Type ACL Filkers || Funckions || Port Forwarding Lists | Bookmarks || Access Method

Action: (%) Continue () Terminate

Specify the message that will be displayed when this record is selected.

User Message:

. [Continue] : (T7FILKN)IVYIFTREEYIIAVICTIVEARARIS—BHUENBERAETh
x£7,

. [Terminate] : 7V v 9032ty a AR TLET,

. [User Message] : M DAP L —RABIRENBD EEICL, R—RIR—DICKXRRTHTF
AN AYE—DZANLET, BR128XFZEANTEFRT, 1P XvtE—2hF, &
NA—TELTRRENET, I—HFHFOTA09F2E, XvE—TEF3IERBLTINSE
IELET, BHODAP LO—RFBREN, TREFAICI—HY XAV E—I0HBEEE.
I—HYF AV E—IHFFIRNTRRENET, COXDIBXAYE—TICIE, URL X T DMDIE
YIAZTEFARNEEDHDENTEET, COFER. ELVHTIML RV 2FERTHIHEN
HYET,

9.[Network ACL Filters] : —® DAP L— RICEHAT5XY NJ—2 ACL ZBIRS LK URRE
LET. DAP O ACL LRFFAIIL—ILFERERBIL-ILOVThHLESHDICENTEETTH,
MEZEHR LR TEFEEA, ACLIEEFAIIL—-ILLEERIL-IOBANIrEENZHEEE, F
AYF4 PTS5AFT AT ACLRENFEREIhET,

Paolicy Mame: DfltAccessPalicy

Descripkion:  |Default Case

Access Policy Attributes

Configure access policy aktribukes For this palicy, Atkributes values specified here will override those values obtained from the 888 system,

Action | Metwork ACL Filters | web-Type ACL Filkers | Functions | Port Forwarding Lists | Bookmarks | Access Method

Metworl ACLs

Metwork SCL (only all-permit and all-deny entries allowed) : : Employees

Employess "

- [Network ACL] ROY 7R DV RY VR : ZODAP LI—RIZEMT S, TTICEREZAD
ZXYRND—UACLEZEBRLET, IXNTOFANL—LNFLERIXNTOEBIL-ILEZED
ACL EZWAEEEEN, ChSOEEEACLETNF ZZICRRENET,

- [Manage] : XY RD—%2 ACL ZBM, #wE. BLVHIBRLET,

. [Network ACL] W AKN : ZODAP LOI—ROXY NTJ—U ACL ZRRLET,

C[Add] : ROV 7RI RY VAN SBBIRL XY KD—2 ACL ZHI0 [Network ACLs] )
ANZEMUERT,

. [Delete] : [Network ACLs] U ARN S, BIRLAEZXY NT—2 ACL ZHIBRLE T, DAP L
O—REEZFZOMOLI-—RIZEVH TSN TWVS ACL FHIBRTE R A,

10.[Web-Type ACL Filters] 27 : Z® DAP L 11— RICiEA 9% Web-type ACL ZBIRE KR
RETCEET, DAPDOACLICKE, FUL—ILETEERERBIL-—ILETZEDDCENTESE
o ACLEEFAIN—IIEEBIL-INOBMENFrEENDBER., EX21VFT1 PTS5A4F AT
ACL BRENFEREhET,



Access Policy Attributes

Configure access policy attributes For this palicy, Atkributes values specified here will override those values obtained From the AGA syskem,

Action || Metwork ACL Filkers | Web-Type &CL Fikers | Functions | Port Forwarding Lists || Bookmarks | Access Method

W'eb-Type ACLs

Conkrackors-Guest

Web-Type ACL {only all-permit and all-deny entries allowed)

Add ==
Conkrackors-Guest W
Delete

. [Web-Type ACL] KAIY 747> Ky &SR : 2O DAP LO— RICEMT 2. TTICREEH
M Web-type ACL ZBIRLET, TXTOHFAN—LFLFIXNTOESIL—IZET ACL
EUNFEREEN, ChSOERBREACLETNF CZICRRENET,

- [Manage...] — : Web-type ACL ZiEBiN, fmE. BRTHIBRLET,

- [Web-Type ACL] VAN : Z® DAP L 1— R® Web-type ACL Z&RRLFET,

- [Add]: ROY A RY VAN SIEIRL iz Web-type ACL & HE| D [Web-Type ACLs] '
ANCEMULET,

. [Delete] : [Web-Type ACLs] 'V A M H'S Web-type ACL ZHIERL &3, DAP L1—R&EF
FTOMOLO—RIZEYN H TSN TWS ACL BHIRTEREE A,

B 11.[Functions] 87 :DAP LO—RO 7 7 AN Y—=NAHBE&T 5032 J, HTTP 77OF% >,
BLTFURLADLZRETEEY,
Access Policy Attributes

Configure access policy attributes Far this policy, attribukes values specified here will override those values obtained from the Ad8 syskem,

&ckion | Mebwork &CL Filters || Web-Type &CL Filkers | Functions | Part Forwarding Lists | Bookmarks | Access Method

Fil= Server Browsing: () Unchanged (3 Enable () Disable

File Server Entry: {3 Unchanged (%) Enable () Disable

HTTF Proxy: (%) Unchanged () Enable () Disable () Auto-start
LRL Entry: {3 Unchanged () Enable (%) Disable

. [File Server Browsing] : 77 4L Y —NELEHERED CIFS 75920014 %—T )
FhEFF1E—7ILICLET,

. [File Server Entry] : R—Z)I R—ITI1—HYNFT77A4)N H—NONABLTETEALTE
BRSICTRN, FEBANTHIOERLELET, 1 X—TILIEBE2>TVBRIEE. R—&I
R=DIZT7ALHB—=—NINIOROA—THFEEENET. 11—k Windows 77 1)L
DINABEBEEANTEET, 1Y, 774280 0—R, RE. Bk, BHZEE
. BRUOBETEEXRT, £, 774N ETAINEFEZEMTDEETEET, ZHTH
Windows H—/NTI1—H# 7O ALK U THREZBRETIHLEELEHYET, XY KNT—7
NDEHICK>TEE, I—HYDNT77AINANOT IO EABICRIAZZ TRDUENf BB LE8HY)
£,

C[HTTP Proxy] : 7S AP RAOHTTP P7LY N 7OFSOGECHELETS, O
AF> &k, BYAOTOVERICTFHITST O /02— (Java, ActiveX, Flash & & ) (C
XYUTEATY, cOZOFIICEK>2T, ©F2UTA TTIATADERAEHMEL BA
5, XVIVVIBRUBERZREBTEE Y, BEEXchiE7O0F2 . BBNICTSOY
NDEVWZOFREEZZLEL T, IXNTOHTTPB RO HTTPS EXRZH LW OFKE
CUAALIKNLET, HTML, CSS, JavaScript, VBScript, ActiveX, Java & &, F&A



EIRTOIZATNFO /O —HNFHYR—KFEhTVET, HR—hEhTWBTZ
(&, Microsoft Internet Explorer 71 T9

- [URL Entry] : R—Z I R—DTI1—HFHA" HTTPHTTPSURL ZA N TEDLSICTDH, &
EERANTEBVELSIILET, COBENF1Z—TILICB2TVWEHE, 1—HF URL
ABRY DAIZWeb FRLAZANTEERT, £, V747 MLASSLVPN 2R L
T, Ch5OWeb A NCTIVEATEERT,

. [Unchanged] : (7 #IK) 0ty a IlBRAEhDTIIL-—T RU—0EZFEAL
£9,

- [Enable]/[Disable] : #atx A Z—T N EELFETF12—TIIICLET,

- [Auto-start] : HTTP 7’OF > &2 4 Z—7JLIZL, DAP LO—RIC&K Y, Ch S OHEEICEEE
RTHshi77Ly h2EBNICESHEEET,

12. [Port Forwarding Lists] 27 : 1—% v a>TOR— R NEXV AN EBRLUTRETE
=7,

access Policy Atbribukes
Configure access policy atkributes For this policy, Attribukes values specified here will override those walues obtained Fram the 844 system,

Action | Metwaork ACL Filkers | Web-Type ACL Filkers | Functions | Port Forwarding Lists | Bookmarks | Access Method

................

Port Forwarding List:
Add ==
appsl W

Delete
MNew, ..

. [Port Forwarding] : <® DAP L O—RIZEAET D R—RMEEVANOF TS 3 > %&ERL
£F9, cO71=)LROZTOMOEMIE, [Port Forwarding] Z [Enable] & /= (& [Auto-start]
CERELEBERILEHFAR—TIILICBYET,

- [Unchanged] : Oty a v ICBRAEZIIL—T R —0EEZFERALET,

. [Enable]/[Disable] : R—NEEE A ZX—TILELETFT1E2—7ILICLET,

- [Auto-start] : R—REEZ A Z—7I)LICL, DAP LO—RIZ, TOR—RNEZED ANICEE
FHsniR—RNEET77LY NEEENICEEBSEET,

. [Port Forwarding List] ROY 7& 0> /Ry X : DAP L —RIZEMT S, T TICREEZH
NDR—BNEED) ANZBIRLUE T,

- [New] : #TIL WAR—RNERIAV AN ZRRELE T,

. [Port Forwarding Lists] : DAP L 11— RDAR—RKEEJANZRRLET,

C[Add]: ROY 7RO RY VAN SBIRLER—RNGEEVARNZHAIOR—RNEED AN
EBMULET,

. [Delete] : BIRUEAR—PEEV) ANZER—RNEEJARND SHIBRLET, DAPLI—RZE
EEEOMOLI—RIZEIWHTSNTVS ACL BBIBRTE R A,

13. [Bookmarks] #7 : 1—H¥ £v>3a>n7 v IOI—I/URLUARZBIRULTRETESE
9o



access Policy Attributes
Configure access policy attributes For this policy, Attributes values specified here will override those values obtained from the &A8 system.

action | Metwork ACL Filkers | Web-Type ACL Filkers | Functions | Port Forwarding Lists | Bookmarks | access Method

Enable bookmarks Citrix-Servers -
File_Share bt A

. SharePoint

- [Enable bookmarks] : 7Y OX—0& A Z—TIICLET, ZORY IANMBRENTVE
WBE., BHEOR—FZIL R=JICTYII—0 VDARFERRENEL A,

. [Manage] : 7Y 9X—2 UAKNZEBIM, 41 >KR—K, TUVAR—N, HIBRLET,

. [Bookmarks Lists] ( ROYZ7’&AJ> ) :DAP LO—ROT Y ON—9 VAR ERRLET,

c[Add] - ROYTHIY RY DAASERLET Y OX—U UARNZGRIOT Y OI—0 1)
AN RYORICEMLET,

. [Delete] : 7Y IOX—0 DANRYIANSERLETYIOX—DOUVARNEHIBRLET, &
FAUTA TTIZATANSTYIORX—0 DANZHIBRT S I, £ DAP LI—RA
S5FDVANZHIRTBDHBEN HVET,

14. [Access Method] 27 : HFAITBDVE—N PUEADRATERETEET,

Arccess Policy Attribukes

Configure access policy attributes For this policy. Attributes values specified here will override those values obtained From the AAA system,

Action | Metwork ACL Fikers | Web-Type ACL Fikers | Functions | Port Forwarding Lists | Bookmarks | Access Methad
Access Method: () Unchanged
) AnyConnect Client
(%) web-Paortal
(") Both-default-web-Portal

() Both-default-AnyConnect Client

- [Unchanged] : v > 3a>0OJIN—7RII—TEREENTVWARITIVE—KNTIVEAFR
ZE|EMEFEALET,
- [AnyConnect Client] : Cisco AnyConnect VPN Client ZfEf L TEHKEL £,
. [Web-Portal] : 547> RLAVPN IC& > TEELET,
. [Both-default-Web-Portal] : 754 7> b L A& fzl& AnyConnect Client DWV\WIFnAICK 2T
BHRELET, 74N NEITZATRLATT,
- [Both-default-AnyConnect Client] : 254 7> kL AE 1zl& AnyConnect Client DLW\ FhH (2
KOTEHRLET, 7 7))L M&E AnyConnect T,
HIRLZ&RSIZ, DAP LO—RIEFVKDI2ADT7 A NERENFHYVET, ChSOENEE
ETNTVWBRBEICET. ChsOERBREED AAA, 1—%, JIL—7", hoRIL TIL—7. B&
OF72INITIN—7LO—RIVEBEENETT, DAP EEINDEME ( Split Tunneling
Lists, Banners, Smart Tunnels, Portal Customizations %% & ) Z BN 2 HEN HDHEEE.
AAA, 1—%, JI—7, b2FRILTIL—T, BLROEF 72N TIL—7LO—RICELYZED
BHEZERAITIHENf BVET, COHFE. TOREDEMER DAP ZHTITHENDTHY)
.DAP ZLEEZLEBA, LEANST, I—HYRIXTOLO—ROBEHENF RBEENET,

BROAAFTZIV I FOERA RIS —DOHELY




EEEZEFIEHRODAP LI—RERETDCETEROERICHETEET, O, RN
KRI—YHFEHODAPLI—RO AAABMETIV RRANEMOEERZFB LI ENTESE
T, chicky), ChsORVS—2ETTIOEA RIS —BHEN —BLTVWSED, FEEFE
ITRRERERYET, CNBE, BAII—HICHL, —HTHINXNTHODAP LI—ROEMN
EEThET,

chlllE, FREE. B, 1—Y%., JI—7. " XILTIL—=T, BXROFT7AINTIL—=TL

Od—RICK>THAS N EEOERHEELEEENETT., FIVEA RV —BHUNBEBENEFER
ELT, BAFZEVO TORRARIV—HFERENET, TIOEA RV —BHEOELEDE
DB EATORICRLET, ChoDflCE, 3DODAP LO—REEHKZEDEBEEZERN RS

NTVWERT,

R1ICRTTOI I EHDOMEIF Terminate & Continue T4, BEIREhTWS DAP LI—R
OWI N Tl Terminate MR EES N TVWBHEE, EHNEMMER Terminate TF, BEIREah TV
29X TD DAP L J— RT{E Continue AREES N TVRFE, EHNEMMEIE Continue TT,

R1TFV>aVERHE

RER DAP#1 DAP#2 DAP#3 DAP

Action ( 5l , : : .

1) continue continue |continue [[continue
i |

;«;tlon (#l Terminate [continue [continue (terminate

®2IC, ANVVIEZBECI— Y XV E—VBMZERLET. EHNEMER. BREATV
DAPLO—ROBMHEZERZL., KT (16 EHIE OX0A ) TESX DEZX > AN T IC
BYVERT, ERANIZITORMEDIEFEEFCEETREHY) TR A

K21 XvE—DIRE

BER DAP#1 | DAP#2| DAP#3 | DAP
the
USEr-message the brown | Jumps | quick<LF>brown
9 quick |[[fox over | fox<LF>jumps
over

DSAT ML AMERAZ—TILI_TZEME (B ) 2R3ICRLET, ChsOEMEOER
Auto-start, Enable, Disable T9, EIREh TV DAP Ld—ROWVWT hhH T Auto-start {EA"
REENTTVWRHE, EHNEMEIF Auto-start IC7xV) F T,

BRENATWVWBED DAP L O—RTE Auto-start A SREENTH ST, 1 2Ll LED DAP L
— RT Enable fENfSRET N TVDEE. EWEMIER Enable IC&VYET,

BIRENTVBED DAP LO—RTH MAuto-starty fE& "Enables EAREETNTH ST, 1
DLLE®M DAP L OJ— R T "Disables fEANfREE N TVWSHESE. FHNEMMERE "Disables (Z7%& V)
ECI

RIVFATNLAMBEAZ—T IR (BREK)

‘S DAP#1 |DAP#2 DAP#3 |DAP

port-forward [ enable |disable enable
file-browsing | disable [enable disable (enable
file-entry disable |disable




disable [auto-start |disable |[auto-start

disable

http-proxy

url-entry enable |enable

= 4 O url-list B & port-forward BHEDER, ANV TEREFHAIITRY>LZANITT
¥, ENEMEER, BIRENTVSZ DAPLI—ROBEMEZERZL, AN THEYDEZXY)
DEANIUTILBYET, BERANIIJATEEITIEHERFINTHIRENET, EFEA
NOOTOEHEDIEFEFHICEETEHYEHE A,

RAURL VANBRMELAR—NEXVANRY

|_§i3 DAP#1 DAP#3 DAP#3 DAP
url-list a b,c a a,b,c
port-forward d.e ef d,ef

TOEABFREMIE. SSLVPN EHRTHAEChDIVSATUONTIORAFREZEELET, 7
SAT>NTOEAAFRIE., AnyConnect Client 772 AM &, Web-Portal 77 AM &,
AnyConnect Client 7 7 2 A& 1z l& Web-Portal 7 7R ( 77 # )L b & Web-Portal 7 7 X

) « AnyConnect Client 7 2 2 A& 7z & Web-Portal 7 7t A ( 77 # )L b & AnyConnect Client

TOERA)DVWIhHTY, EHNEREOENERSICRLET,

RKEFIVEAFIRYE
BIRETh2>2REE

AnyC

onnec
t
Client

Web-
Porta
|

Both-default-
Web-Portal

Both-default-
AnyConnect
Client

R

X

Both-default-
AnyConnect
Client

Both-default-
Web-Portal

Both-default-
Web-Portal

Web-Portal

Both-default-
AnyConnect
Client

Both-default-
Web-Portal

Both-default-
Web-Portal

AnyConnect
Client

Both-default-
AnyConnect
Client

Both-default-
Web-Portal

Both-default-




Web-Portal

Both-default-
Web-Portal

Both-default-
X X X AnyConnect
Client

Both-default-
Web-Portal

Both-default-
Web-Portal

X X X

X X X X

FYRNT=D(T7A4FI7#—=)L)ACL 71 L ZBHE LT Web-type (V547> KL A
JACL7 AL ZBHOENRBICEBINEERZ 2 DN R—RU NE, DAP 7S A4 F )T 4
& DAPACL T,

15 [C R Priority B ENEhER A, EF1UTFA TTSAFTU AR, B850 DAP L]
—RABSEZY NT—% ACL & Web-type ACL #EHNTHEZIZ, CHOEEFERALTTIEA Y
ARNEREBHNIZIEFFILES. EF1UFA FTSATVRAR. BEROTSAFAUTF 1 ES
DEBTHOTSAAVFABEQIBICLI—RELER, BFTROTSAAUTF1E2F—TILD
—ETICRBLES, £z, EF4ODAPLI—RE, EF 20OLI—R&EWETSAH
DF4Fa<BE)EST, 774 FVT1F,. FHTOENBZEZETEEFEA,

15. [Priority] : DAP LO— RD 7' ZAF VT 1 ZRRLET,

& Add Dynamic Acoess Policy

Foficy Mame:

Description: Pricelty: | D

. [Policy Name] : DAP LO— RO BB ZRRLET,

. [Description] : DAP L — RO EBEHZHBAL EI,
DAPACL BM T, BEE "TARIOA N VAN FEE&E "75Y 0 VAR ACLEFILOVT
MICEMTEITIOELAVANEFNYR—KhEnEzT, ";RITA4N VAN ACLEFITE,
TOEBAVANIRNIUT, BEESNTWVWBRRY RDT—VFLERFERANDODTIOLA%Z "§5FH
I2I)IN—-IE2EEELET, "7Z5v9U UAKNIACLEFITREK, FTOEBAVANIVRNUT,
BEENTVWARYRND—DFLERERAMOTIOLAZ "B $2I—IIFEBEEIhET,
FEEMTOEA VANIE, THL II=ILE THEBI IL=IFBELETIOERAVANIY
RUAEENRTVWETIOERA VANIIEERTOEA VANTY, DAP LI—RICKL TIE#E
BTF7OEA VARNNBEEATVREES, BEENLI-RZENMLESETRIEREIS—L
LTHEBENET, DAPLIO—RIZFLTERTIOERA VARME)HTSNATEY, ZO7F
DA VARND ACLETFIIANENUEZZZXZDEENTOhD5HEE. TOEERREIS—¢&
LTEBRENET,

16.[DAPACL] : 2® DAP LO—RICEATA %Y ND—9 ACL ZBRLTRETEET,



Access Policy Attributes
Configure access policy attributes For this palicy, Atkributes values specified here will override those values obtained From the ARA syskem,

Action | Metwork ACL Filkers | web-Type ACL Filkers || Funckions | Port Forwarding Lists | Bookmarks | Access Method

Mebwark BCLs

sslvpn_acl

Metwork &CL fonly all-permit and all-deny entries allowed)

W
Delete

BEHODAP LO—RABRENATVBRIZEES, XY RND—D (774T7J4—)L)ACL ICEEE
NTVWBT7O0RA UARNBYNFENEN, DAP 77A4T7 4= ACLDRAF+ZIVvO FTOEA
DARNNFERENET, RHERIC. Web-type (V54 TFRMLA)ACLICEEEENTWSRT I
AUVARNBHENETEN, DAPIVTZATRNLAACLORAFZIV O FUOEA DANTER
ENET, ROBIC, ZAFZVYIDAP 77ATIOF—=)INTIOEA VANDEREZEZERLE
T BAFTIVIDAP USATURLATIVER VANERAUBETERENET,

sslvpn_acl

B4I- ASA IZ&k V) DAP Network-ACL DEEEZ A BMICEREhET (R6%E38).,

#*& 65 143+ = v % DAP Network-ACL &
DAP Network-ACL %

DAP-Network-ACL-X ( X GBI BB ZEK TR - DESD
BHE )

2FBIC, ASAICKVYEIRENTLS DAP L J— RA S Network-ACL BMEANBBENET (&
7TZZ28),

rTXY ND—2 ACL

BR=n |
BDAP L ipt;'” :gtl””k' Network-ACL T hJ
g
— [ACL10T R 4 DOESIL
DAP1 |1 ;}91153* — LBV . ACL 102 |- i
A >OHFTN—ILTHS
— [ACL201 & 3 D OF AL
DAP2 |2 5}91253* —LAFHY). ACL 202 |- I
3 2DEBIL—ILIHD
— [ACL10T R 4 DOEZIL
DAP3 |2 ;ﬂgg* —LAFHY). ACL 102 |- i
4 OQHETN—LIHS

3EFEBIC, ASAIZKY DAP LO—ROTZA4F )T 14 EFSFIZE S WT Network-ACL O JIEF A3
NEZ5N, RIC, BIRENATWVWS 2 DLLED DAP L J— R® Priority @A R — DB &, HH
CTSYIOVARNCETVTRY NTD—Y ACLDIEFANEXNEZShET, TNDHE., ASAFE
Network-ACL /'S Network-ACL T RUZHBLET (X8 EZSH ),

5% 8DAP L 1— KR ® Priority

Network- | Priori '-fg‘f I;/_Z7

ACL ty Foea
JDANEFIL

Network-ACL T2/ b
)




TS5 9UR |4 DDOERIL—I
N ( DDDD )
759 OUR [3D20EFIL—I
N (DDD )
KIOARNJR 4 DOFAIL—I
N ( PPPP )
KIOARNJR [3DOFAIL—I
N ( PPP)
T7S5v9UR (4 DDOERIL—I
N ( DDDD )
KIOARNJR 4 DOFAIL—I
N ( PPPP)

101 2

202 2

102 2

202 2

101 1

102 1

B#IZ. ASA IE Network-ACL I RNUZE 1 D2OA A4 F Y 94K Network-ACL <X —> L.
9

DA F3Y D Network-ACL DEHIZ, BATBHL L Network-ACL £ LU TIRLET (&
S8,

%=

=& 98 4+ = v % DAP Network-ACL

DAP Network-ACL & fl‘jetwork-ACL IVKN
DDDD DDD PPPP
PPP DDDD PPPP

DAP-Network-ACL-1

DAP 2%

EEELE, TERTRLBEHTDAP OREZRIFLET. COLSBTEBHEL TR, I RKRA
YRORAFFPIAAZERATZHER, BANKRI—YHFRYRNIT—T VY-ARLLTI7EATS
EEICKVHLZE AN BURLERFARVY —BHERFITIBELEN BV ET. RICRIHT
k., BRI RRABNEBBIL, BEXYRND =T VDY—ZANOT IV AZI—HICRTTS
KSICDAP EZNIAVR—FR M ZRELE T,

TANT=ZA RO VPN 7O EABHTHERAZEED) SKBEESIhIL .

- REBOIVRRSA N ZHREL, EEBENREFLFEEENRALE L THATES L, —T
VRIRAVRMAEBER (TD—U PC) £RAENEDN, RAFYEHFZE/ZLTVWEVES
EDIVRRAVRNODT UV EAZERITIBDMEN HDYVET, —FH, REBOI RKRKAY
RABEEBNRIN (FR—ALPC) EFEBlEnBE, TOIVRRANIRLTITZAT UM
LAT7OAZNETIHLEN HVET,

COTATURNLAEREORTRICEYS 3> D cookie EF YV a0 )—2TF Y JR&ET
TEDCE,

CREBOEENRIY RRAV NTERITFTTVT—23 2 (McAfee AntiVirus %5 & ) Z1
BRTHERATESDCE, F7UT—23 U BFELEVEE, IVRRSAIMNOTIOEA%E
ERTRIHENHYVET,

CAAARFEEFERAL T, BUL—YHNTIOERATESZRYRND—T DY—RAEBRETED L
o BFIVTA TTSATATRERAT 47 MS LDAP SREEEBE D LDAP J)L—7 X
OIN=2v 7 O=IAHPR—RENTVIHBENHYET,

c TOTATUNZRY RD—0 1 R—ADERTERLTVSEE, XY RND—T UY—R
(RYRND=D TFPOARTIRBE)VADO—NILAN PO ERARHFATED L,



CBEZREBICT AN T O RAZRATED ., BHEEBEBETOI O RRAUNZOTA
TFORNLATIVEAZNETZIHENHYET, £, REEICHEN, ZHEXEDT )
=23 ANDR—RINTIOELAZFRITDLEN HYET,

COBITIE, BED VPN PO EABHICKIETRDEO—ENREATY T E2EZITLET, HE
THHN DAP ICFEEEELBEVREATY &, DAP ICEEBEETIREATY ITHFHYE
To ASARFEEICEHNTHY, ZKORYND—IVRBIZBISTEET, C0kH, VPN YU
11—V EERETEBAETERTERT, HFEICK2TR, REABY U I—3a 0 HE—
CBBCENFHYET, EEL, EBICESNDFERFBEEO-—XEBEBICEIVTREYE
9,

CORFIXVNOAREE, EBThDBETOEHICETE, Adaptive Security Device
Manager ( ASDM ) 6.0(x) ZEA L. DAP ZH M E L EREICERZBEVTRHALE T, £EL
. DAP IZ&20—HIL RV —DOBRBE LV LEEZICOVWTEHRBETSD S, O—HIL JIL—7
RV —BHEOREETVET. COTANT—ADERELT, LDAPH—NTIL—-T7. R
TUYNKNRUT ZYRND—=D DAKN, BRIP ## (IP 7’—)L. DefaultDNS H#—/\ )L
—7E ) RERIICERTEET,

IN—TRV—0OEHK : O—N) RV —BEOEBRICHLERRETT, C_TERTIR
M —Ek, DAP TREETEFTEA (¥ : Local LANAccess ) o (( DRV —R, 954
FORLABRCIVSATUOMNR—AODBUEEZERTHIRICEFEAETIET)

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] [CBEL .
ROFBICH>TRHRFBIN—T RV —2EBMLET,

17. [Group Policy] : A—#)J)L VPN BIEOEMEZERL £7
& Add Internal Group Policy

Mame: S5LYPN_GP
Servers
&l anced Banner: [+#] Eriheerit

Address Pools: [+ Inherit

More Dpkions =
Tunnelng Pratacols: [inhent  [#] Clentless S50 YPM [ | SSLYPH Client [ | IPsec [ | L2TP/IPsec

1. [Generall U I DTT, JIL—7" 7RV —IZ SSLVPN_GP £t WS BETZREL E T,

2. [General] ') > @ T T [More Options] #2') ¥ 2 L., [Tunneling Protocol:] T [Clientless
SSLVPN| EWTZBRELEYT (TIVEAARZLEEERVEETHRSIC DAP ZREL
£9 ),

3. [Advanced] > [Split Tunneling] V>V O T T, UTOIEBEZREL £, B 18. [Split
Tunneling] : 254 F7 > MERRIC, BELENS 74y 0 (O—HIL XY ND—2 ) FE
BIEhTVWEVWRZLENANATESDELSICLET,



¥& Edit Internal Group Policy: S5LYPH_GP

General Spht tunmeling mebaork lisks disbnqush rebworks that reguire raffic bo oo throwgh Bwe tunmel and those that do mot
Servers require tunning. The securiby sppliance makes split tunneling dedsions on the basis of a nebweork lst, which is an
- tdvanced AL that consists of list of addresses on the privabe nebwork.
3
---IE Browser Proxy DN Mames:  [@] Inheri
[#-55L WPM Clisnk
[ IPsac Chiant Pabcy: [Jinherk  Ewdude Metvwork List Belove b
Metwork List: [ Inherit | Local_Lan_siccess o
Intercept DHCP Configuration Message from Micosolt Clients ¥

[Policy] : [Inheritl DF T v V¥ —%2%Z5 L. [Exclude Network List Below] Zi#IRL £7,
[Network List] : [Inherit] DF T Y X —2 %4 L, JAKNE [Local_Lan_Access] Zi#R L
FY (FRICREENATVWASCEZBRELTVET ),

4. [Advanced] > [SSL VPN Client] U> 2 O FT. A TOEBE%#®{ELET. & 19.[SSL VPN
Client Installer] : VPN ## THIC, SSLOYVTATFT U REIY RRAVNCERTD, FEETY

AVAN=)LNTR LN TEXT,
= Edit Internal Group Policy: SSLYPN_GP

Generd | Keep Irctaller on Cierk System: [ Iherit (=) Nes (@) ]
o Barvers
=) Advanced Camgression: [#] Inherit
- Splt Tupneing - .
L IE Browser Prosey Catagram TLS: [#] Inherit
S5 PH Ciert
veepalve Messages: Trhierit
#-TPesc Client . B il
MTLE [+ Inharit
Client Profie o Download: [#] Trsherit

Optional Clent Module to Download: [+ Inherit

5. [Keep Installer on Client System] : [Inherit) DF T Y IX—U 5N L., [Yes] ZBIRLE T,

6.[OK| Uy oL, RIC[Apply] EIUY I LET,

7. REEEZHEALET,
BR7O77AILOEE : CORERE, AAARIESR (LDAP B & ) ZEEL, HAICREE n
TWEITIL—FT RV — (SSLVPN_GP ) ZCOEHRTO7FANICERTHIEHICHETT,
COBRTO77ANEEALTERIS IR, CCTEBITIEMEE, SSLVPN_GP J)L
—7 RV —TEBETIhIBHEORKRICEYET ((c07O7 7ML, 9F4F 2 RLAS
KREIFATFT N R—ADEBHEZERTHIBRICEFAETIET ),

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [SSL VPN Connection
Profiles] ICBEL., XNDEBZERELE T,

20. BHE7O0774)0 :O0—AH)L VPN EEORYEZEHLET,



% Edit 5501 YPH Connection Profile: Default¥ EBYPHNGroup

Fiasi] Name: DeeFaukWEBYFHGroup

+ - Achvanced Bkases:

thenbication

Method: & a8 () Certificate () Bothy

AA Server Group: LOAR W | | Manage.. . |

[ ]Use LOCAL if Server Group fails

Cliant Addrass Assigrent
DHCF Servers: i

Chent Address Pools: IF_Paoal
Daf ault Group Pokcy

Group Palicy: SELYPN_GP W | Manage... |

551 WPM Client Prabocal: [ | Enabled

1. [Connection Profiles] 249 3 > T Defaut WEBVPNGroup Z#®% L. [Basic] V>V DT T
RDIEB ZFREL T, [Authentication] : [Method] : [AAA][Authentication] : [AAA Server
Group] : [LDAP] ( LDAP AEHIICEREEhTVWS & ZHIIREE LE T ) [Client Address
Assignment] : [Client Address Pools] : [IP_Pool] ( IP_Pool A"E/IlCcCERENTVWD L%
AR & L E T ) [Default Group Policy] : [Group Policy] : [SSLVPN_GP] Zi#iRL £,

2. BREXREZBEALET,

SSLVPNEBRDIPA U E—T7 I/ ADER : CORER, EEhEAVE—TIAATIS
AFTUONITAFTNLASSLERERTIDIEHICHETT,

AVER—TIAARTITATUNZRYND—=D FTOAREAZ—TILIZT D8I, SSLVPN ¥
FGAT N AAXA—DEBYICERTIDHEN HYET,

1. [Configuration] > [Remote Access VPN] > [Network (Client)Access] > [Advanced] > [SSL
VPN] > [Client Settings] ICBE L. ASAT7Z5Y>1 774 2 ATLDKRD SSLVPN &
FAT UM AX=2DZBMUET (ZOA X—21F CCO, www.cisco.com A SH T O—
RTEEXET )R21.SSLVPN VTZA TN AX=DDL2A M=)

: SSLVPN ( AnyConnect) 754 F U N A X=S&EGI RRAMNCTYS2 1D K
SEEBLET,

Confiquration > Remote Access ¥PN = Metwork {Client) Access = Advanced > 551 ¥PN = Client Settings

Identify S50 WPMN Client related Files,

35L WP Client Images
The reqular expression is used ko match the user-agent of a browser bo an image.

‘fou can also minimize connection sekup time by moving the image used by the most commonly encountered operation system ko the top of the list,
& add [F Edit| [ Delete| 4+ 4

Image Regular expression to match user-agent

disk0: faryconnect-win-2,2,0133-k9,pkg
disk; fanyconnect-macosx-22133.pka

anyconnect-win-2.x.xxx-k9.pkg[OK]. €5 —E [OK]. ZL T [Apply] DIEIC OV Y VL ET

2. [Configuration] > [Remote Access VPN] > [Network (Client)Access] > [SSL VPN Connection
Profiles] ICBE L., UTNOEEZAX—TIIICLET, B22.SSLVPN FPOEARA 1> & —



7IAA:SSLVPNERERTIDEODL U B2—T I AEEHRLET,

fccess Interfaces

[v] Enable Cisco AnyConnect YPN Chent or legacy S5L YPN Client access on the interfaces selected in the table below

Inkerface Allows Bccess Require Client Certificate Enable DTLS
outside ] v]
inside ] ] L]
Accass Fort: | 443 DTLS Port: | 443

hck here bo Assign Certificate to Inkerface,

[Access Interface] 222322 T, “[Enable Cisco AnyConnect VPN Client or legacy SSL
VPN client access on the interfaces selected in the table below] ZB%ICLE T, Fi-,
[Access Interfaces] 22232 OTF T, AEA 2R —T7 T4 AD [Allow Access] Z1BIRL &
T (ZOREICRY, AFA 2 RX—TIALAATOHOSSLVPN 9ZA T2 NLATIOEAN
AZX—=TNIZENET ), [Apply] BV U Y UV LET,
DSAFMLATFTORAOTYOI—O VAN (URLVAN) OB : CORER, R—2&
LNTRBTE Web R—ATFFVTr—>3V2EHIDEHOCHETY, ¥R
( Employee ) i £ 2#94¥ 8 ( Contractor) AW 2 DO URL VANEEEL £ T,

1. [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] >
[Bookmarks] ICBEIL., [+Add] 2P UY VL TUTOEEE2RELET., B23. 7Y IX
—J UADN : Web R—Z)LTLHEAL, PUVEATEDRSICTDURLZEBLET (( i

BN T OEATERELSICHARIAALET ),

Bookrark Lisk Manne: .Emplcu':.-'ees

Marme LIRL ' Add |

l i | [ iZancel | | Help ]

[
Bookmark List Name] : "Employeess EAB L., [Add]Z2 )Y U LET, [Bookmark

Title] : Company Intranet{URL Value] : http://company.resource.com[OK] Z27JY UL, &
S5(C[OKZ0UYyOLET,
2. [+Add| ZO VY OL, 2FBNDTYION—U VAN (URLUARN ) ZBROXSIZRELE



T, @24. TYIOI—D VAN : PANTFIOLABEHAZIAXLET,

Bookmark. List Mame: Cu:untranftn:nrs

Marme LIRL Add |

| 4 | | Cancel | [ Help |

B
ookmark List Name] : "Contractors; EAB L, [Add] 22U Y I LET, [Bookmark
Title] : 4*A M P2t A[URL Value] : http://company.contractors.com[OK] 22 ') v U L,
ESICOKZIVYOILET, [Applyl 20U Y O LET,

Cisco Secure Desktop : — DERE:, Endpoint Assessment R4 Z EMIT IO ICHETT,

EIRXENFGHEECETVT, BRI RRM/VMEEENREEFERNRACPEEhET,

B0t ADHIIC Cisco Secure Desktop FMliff £EEE & ¥,

Windows 0% —< 3 > M Cisco Secure Desktop £ 0T 4 VHIREY ) —DERE :

1. [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Setup] [CBEIL ., XA
THOEEZRELET, K 25. Cisco Secure Desktop 1 X— DAV AR=)L : #EHRI R
R4 M7 Y3193 Cisco Secure Desktop f X—J % EELE T,

Configuration = Remote Access ¥PN = Secure Desktop Manager = Setup

Secure Desktop Image
Update Cisco Secure Desktop,

Location: |diskO: /securedeskiop_asa 3 3 0 Browse Flash, .. ]

Enable Secure Deskiop Upload... ]

Uninstall ]

ASA 7
Zv>1 774N AT LADS disk0:/securedesktop-asa-3.3.-xxx-k9.pkg 1 X—> % A >
ARN—J)LUE T, [Enable Secure Desktop] IcF I Y IN—VZFTFTET, [Apply] 2T Y
JLFT,
2. [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Prelogin Policy] (Z%
BL. UTOEBEZRELET., B26. AT AV HIREY U— : [File Check] ZEAL ., &




BNRTY RRA NEEBERRATIY RRAV N ERBTRELSCHAEIALALET,

Start > — File Checky === Managed (Client Access)
Failure {%E{i&ﬁ?ﬂﬁﬁﬁﬁtﬁﬂuﬂm&qﬁﬁgﬂ
T Uriranaged (Clientless Access)

[Default] /—RZOVVUYIL, SXILDOEHF%Z [Managed (Client Access)] ICEEL
[Update] 20 )Y U L&ET, [Managed] /—RDEHEICHD "+, 852UV ILET,
FIvo&ELT, HATS [File Check] ZZEIRL TEMLET., Texistsy O [File Path] IC

FC:\managed.txt. & AL, [Update] 22 ')Y U LET, [Login Denied] /—R&ZD Y
2 L. [Subsequence] ZiBIRLFEFF, AR &L T "Unmanaged,s Z AH L., [Update] &
21)Y 29 L%ET, [Login Denied] /—R%&Z21Y UL, [Location] ZBIRLET, SR &

L T "Unmanaged (Clientless Access): Z AL, [Update] 271Uy 2 LET. [Apply All]
ZOVYIOLET,

. [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Managed (Client
Access)] IC®EIL . [Location Settings] 20> 3> TUTOEBZEELE T, B 27.OT
—2 a7 54\ —RMERE : [Secure Desktop] (¥ 17 RIL K ) & [Cache
Cleaner] (720H VU—=2Fv 7)Yk, 954F U NRY RD—=O R=AFIEAOE
#HTEHY)EEA.

Configuration = Remote Access ¥PM > Secure Desktop Manager > Managed {Client Access)

Privacy Protection

These options protect the remoke computer from access to session data after session termination, IF you check Secure Deskkbop and it cannot install on the
remote device but Cache Cleaner can, Cache Cleaner installs instead, Be sure to inspect both the Cache Cleaner and Secure Deskbop settings in the
subordinate windows if vou check Secure Deskkop,

Uncheck both Secure Deskiop and Cache Cleaner if the computer is safe from unauthorized access,

Install ko wipe session data: [] Secure Deskiop ar [] ache Cleaner

O —> 3> £ 1—)L : [Secure Desktop] & [Cache Cleaner] A4 Z—7 JLIZ7 > TL
3B, MALEFIVIN—VZALTLKEETWY, BEIZISUT [Apply Al 20U Y 9
LEXrT,

. [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Unmanaged
(Clientless Access)] ¥ & L . [Location Settings] £ 3> TUTOEBEZRELET,
28. O —> 3 E’RE : Cache Cleaner (720 H VU)—F YR IFAF U RNLAR—=A
FOERADEHTTH, Secure Desktop (F 17 RILN ) BEHTREHY EEA.

Configuration = Remote Access ¥PN == Secure Desktop Manager > Unmanaged

Privacy Protecktion

These options protect the remate computer From access to session data after session termination. IF you check Secure Desktop and it cannat install on the
remote device but Cache Cleaner can, Cache Cleaner installs instead. Be sure ko inspect both the Cache Cleanetr and Secure Desktop settings in the
subordinate windows if vou check Secure Deskkop.,

Uncheck bath Secure Deskkop and Cache Cleaner if the computer is safe From unauthorized access,

Install ko wipe session data: [] secure Desktop or Cache Cleaner

O —>3> 2 1—)L : [Secure Desktop] DF T ¥ U ¥ —2 %4 L. [Cache Cleaner] |C
FIVvIOX—D&FHFET, [ApplyAll ZO)YILET,



Advanced Endpoint Assessment : cDRRER, TV RRA I NCTFTUOFIAILA, POFANA
DITFT,. N=VFNTPATF 2= BRATDIEHICHRETYT, LA, CONITEER
I RRA2 NT McAfee FRITEhTVBH ES H HF#iEE hE T (( Advanced Endpoint
Assessment 51/ AEKMBETH V). Cisco Secure Desktop BEEN F 1 E—TILICBE>T
WEABESRBRETEEXEA )

[Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Host Scan] (CE &L .
[Host Scan Extensions] £ 3> TUTNDEEZREL XY,

2. FPFDANADER : VFAFT U MRY RNIDI—=O R=AFIRALEDETHARY

1XALET,
ankivirus
Enforce Antivirus | McAfee, Inc, v
McAfee YirusScan Enterprise 8.0.0,x W

Force File Systern Protection

[ ] Farce Virus Definitions Update

[Host Scan Extensions] €223 TUTODEEZRELET,

1. [Advanced Endpoint Assessment ver 2.3.3.1] Zi®iR L. JXIZ [Configure] Z3&IRL £,

2. [Enforce AntiVirus] ZiZIRL £9,

3. [Enforce AntiVirus] RO Y 7’H > 1)U ARKNND S [McAfee, Inc] ZBIRL EX T,

4. [AntiVirus Version] RO Y 7’AJ> 1) A KA S [McAfee VirusScan Enterprise 8.0.0.x] & &R

LET,

5. [Force File System Protection] Z#iR L T, [Apply Al 20 )Y L&Y,
BAFEIVIOTFTOREARII—: COREBRE, BRI—YTETODIVRRI M2, BERENT
W% AAA EX & Endpoint Assessment EEICBE U TRILTD EHICHKXETT, DAPLI—K
TEREShTVIEXEZHN-THS, BEREI-YICHL, TODAPLIO—RICHEEFTSHT
WBEXY RD—=D DY—ZAADT VAN FEEhE T, DAP RURRE7OEATERTE
nEY,

SSLVPN A T 7 KN T—A, DEUREEATWRIA A FIVI TIOERARIZ—OWV
FHICEIVRRAMA—BULBEVWREICRTIZDLSICTR O, UTOBEBZRELET

o

EAAFTIVIOTIORBARID—ZOTHRETHEEIC, DAPI714F2L—>3> 7
7A4) (DAPXML) A"BEELBZWVWEWVS DAPXxmMI IS — XY E—I A RRENET, 95
DAP SR ENZEEBLVREFEETNDE, COXYVE—DREFRRENEBLILLZEYET,

1. [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic Access
Policies] ICBEL, UATOEBEZRELET, B30. F7FILNOIASFIVIO FTIOEA
RV —  BHICEH/ENTVWS DAP LO—RF—BULEWVWES, 0 DAP LO—KRHFHE
AEhEd, cOk®H, SSLVPN POLRARERTENET,



Policy Mame: DFtAccessPalicy

Description;  |Default Case

Access Policy Atkributes
Configure access policy attributes Far this palicy, Attributes wvalues specified here will override those values obtained from the A48 system,

Action | pebwork ACL Filkers | Web-Type &CL Filkers | Functions || Port Forsarding Lisks | Bookmarks | Access Method

Action: () Continue | (%) Terminate

Specify the message that will be displayed when this record is selected.
Your environment doesn't meet the criteria for access bo the YPM service, Please contact your IT administrator 111

User Message:

"DfltAccessPolicy s Z#®&% L. [Action] |Z [Terminate] ZEXEL £ T, [OK] 2V UYL F
¥,
"Managed_Endpoints; E WS BRIOFHLWA A FIV I TIOERA RIS —ZROKRSIC
JEBiNL £ 9, [Description] : Employee Client AccessXl 31 ICRT&EDIZ, TV RKRA K~
BMR A7 (Policy ) ZBMML F£9 ( [Endpoint Attribute Type] RY VAN ERl ), ETLE
5, [OK| 22Uy OL&ET, B31.DAP I RRA > MEHE : Cisco Secure Desktop O
—23AVHKFVFGATNRYND)—D FOLADDAP BEL L THERAEIET,

B Add Endpoint Attribute

2.

Endpaint Attribute Type: | Palicy

acsiion | = | Managed

| (] 4 | | Cancel | | Help |

2FBOI>

RRARNEBHERAT (Anti-Virus ) &2, RI32ICRILSICEBMLET, TTLES,
[OK]Z2UYy O LET, B 32.DAP I KRS > NE# : Advanced Endpoint Assessment
AntiVirus ¥ O AT MEY ND—0 FOEAD DAP BEEE L THERAEhET,



B Add Endpoint Attribute

Endpoint Atkribute Type: | Anki-Yirus W
() Exists () Does nok exist
Yendor 1D Mcafesiy *u*Ji
Produck Description: | McAfee YMirusScan Enterprise 8.0.0.x W |
[] Yersion: I |
[ ] Last Update: | ||:|ay-'s
l (8] | | Cancel | | Help |

[AAA Attribute] 222 a> o ROY 7HA D> 1) AKND S [User has ALL of the following AAA
Attributes Values...] ZiBIRLE T, K33 £ 34 ICRTELDIC, AAABHEZRAT

(LDAP ) ZENUL £ ( [AAA Attribute Type] RY VADERl ), TTLES, [OK] Z D
Uy OLET, K 33.DAPAAARIKE : AAA T =T AV N—=2 97K, #RRERBITS
DAP EX L LTHERAEIhET,

= Add AAA Attribute

Aah Attribute Type: |LDAP W

Attribuke Name: memberdf

Yalue: = % | Employes izet AD Groups

| QK | | Cancel | | Help |

34. DAPAAA R : A AT IL—T AN=29 7K, VE—N FORABELZFTT
ZDAPEEXLLTHERAEhET,



3.

= Add AAA Attribute

an8 Attribute Type: | LDAP

attribute Mame: |memberOf

Yalue: = % | |Remokte Access

ek AD Groups

| ] 4 || Cancel || Help |

[Aétioﬁ] '}'l 7'( tActién] iz [C.ontin.ue] é%ﬁ;”ibi?‘ (K35 %228 ), B 35.[Action] X7
 CORER., BEVERF-RZEYaORKLEZERTDIEOICHKXETT, DAP

Ld— RAF =L, [Action] i= [Terminate] FXREET N TWVWSEE, VPN PUEAKEERE
hEY,

Aooess Policy Almbutes
cConfigure access policy attributes far this policy, Atthloutes values spedfied Feee Wil ovarride hose values obtzimed fram the AR 2ystem,
Hction | Natwork ACL Flkers | Web-Type ACL Fikers | Functians | Port Forwarding Lists | URL Lists || Access Methad
fction: (%) Continue () Teerninate

Spedfy the message that wil ke dsplayed when thes record & seleched.

Lz Message:

[Access Method] 2 7 M [Access Method] T [AnyConnect Client] Zi2RLU E£9 (K 36 &5

B8 ) . & 36.[Access Method] 27 : CORER., SSLVPN V547> NERR A T2 ER
ITRLHICHBETT,

—Aiooass Pollcy Attribates

Configure aoces: policy stbributes Far this poley, Stkrbobes wabies speefied here wil override thass vduss chtaned from the SA0 system,

Access Method: () Uncharged
(=) AnyConrect Clhank
{1 web-partd
() Both-defauk-Web-Fartd

() Bokh-defauk-doyConrect Clent

[OK| Z5 Uy &L, RIC[Applyl EIUY I LET,

"Unmanaged_Endpointss £ WS EBID 2 BFEBHOA A FTIVI FTOEA RIS —ZRDK
5IZBNL £, [Description] : Employee Clientless AccessK| 37 ICRFT LS I, T KRR
1> NEBMR A7 (Policy ) Z2IB11L £ 9 ( [Endpoint Attribute Type] RY VAN ER ) . 5T
TLES, [OK1Z2UYOLET, B 37.DAP I RAR414 > NEHE : Cisco Secure
Desktop A7 —> 32K I9FAF>RLATFTIRADDAP ERL L THERAELET,



& Add Endpoint Attribute

Endpoint Attribute Type: | Palicy w

Location: i= vii-l:lnmanageci

|_ a4 || Zancel || Help |

[AAA Attribute] 223> o ROY 7R 1) ARNA S [User has ALL of the following AAA
Attributes Values...] Z38RLFETF, K38 L 39 ICRTKDIC, AN ABMZRAT

(LDAP ) ZiEMU £F ( [AAA Attribute Type] RY 2 ZAOHEE ). ETLES, [OK] £Y
DYy ILET. F38.DAPAAA R : AAA T —F XD NN— v 7K, H¥ERZRBITS
DAP BEX &L L THEAEhET,

= Add AAA Attribute

ans Attribute Type: |LDAP w

attribuke Name: \memberOf

Walue: = % | Employee iGet AD Groups

| Ik | | Cancel | | Help |

30. DAPAAA R : AAAT L= AXUN=29 7K, VE—BN FORABEEZFTT
ZDAPEXRLLTHERAEThET,



—

an8 Attribute Type: | LDAP W

attribute Mame: |memberOf

Yalue: = % | [Remoke Access ek AD Groups

[ ] 4 H Cancel ][ Help ]

[Action] 2 7 T, [Action] | [Continue] "REET N TVWB L Z2HRBLET (K35 %238
) o [Bookmarks] 2 7T, ROY7FAT>HS TEmployeess £WSUARNEZERRL,
[Add) 20Uy OLET, i, K40 IZRF KDIZ [Enable bookmarks] ICF I Y I —7
AV TVWB e 2B L E T, K 40. [Bookmarks] 27 : 1—H £v>a>® URL U A
NZBIRL THRETEET,

Access Policy Attributes

Configure access policy attributes For this policy, Attributes walues specified here will override those values obtained From the A8A system,

action | Metwork ACL Filkers | Web-Type ACL Filkers | Functions | Port Forwarding Lists | Bookmarks | access Method

Enable bookmarks : : Employees

Employees w

[Access Method] 2 7 TF7 UVt AARE L T [Web-Portal] 2:8IRLET (RI36 258 ),
[OK]Z2 UYL, RIZ[Applyl 20U Y I LET, ZHYEXEDERAIZIE DAP AAA B
EFUNFERAENET, <O, AT Y 7 4 T [Endpoint Attributes Type:] I ( Policy ) A
BREEhFEHA., ChiE, DAP HOZEMEERTCELETZBANELTVET,

4.3FBBDRAFZV O TORAKR)Z— TGuest_Access) ZEBIML., UATOEBEZREL
F£ 9, [Description] : Guest Clientless Access, BIIRDK 37 ICRITKDIC, TV RKRA>
NEMR A7 (Policy) Z&MML £9 ( [Endpoint Attribute Type] RY VAN EMl ), ETL
=5, [OK| 22U Y2 LET. [AAAAttribute] 223320 ROY 7HHY YRR S
[User has ALL of the following AAA Attributes Values...] ZZBIRL T, K41 £ 42 ICRT
&>5I12. AMABMER A7 (LDAP) &EBML ET ( [AAA Attribute Type] KY 2 ZADER )
ETLES, [OK|ZOUYOLET, Bl 41. DAPAAA R : AA AT IL—T X2V N—2y
T, ZNERBERBITS DAP EXELTHEAELET,



& Add AAA Attribute

a8 Attribute Type: |LDAP b

attribuke Narme: |memberOf

Yalue: = % | |Guest Access ek AD Groups

| K, | | iZancel | | Help |

42. DAP AAA fE : AMA T L—F XV N—2 9 71, VE—N PORABEERTS
DAP EXL LTHEAEINET,
g% Add A#A Attribute 3

A8 Akkribute Type: :LDF'.F' W

Attribute ID¢ | Memberof

Yalue: = % | | Remote Access

| Ik | | Cancel | | Help

[Action] ® 7 T, [Action] (=
[Continue] A"REENTVB L EBRELET (K35 %58 ), [Bookmarks] X 7T, R
Ay 7&J>2A 5 TContractors; EVWSUARNEZZEIRL, [Add| 29Uy O LET, &I
. [Enable bookmarks] ICF T Y ON—INFFRFVWTVWBRCEZHALET (R40Z25R ),
[Access Method] 27 TF7 7 tEABRE L T [Web-Portal] Z2:8RLET (RI36 28 ),
OKl|Z2z2Uy oL, RIC[Applyl 20Uy OLET,

DAP BiREX : LF20 DAP REFHICETVTERET NS 4 DD DAP RV —0BREXG
. 43, 44, 45, BLT 46 E—BLTLVET,

43. BERRKRIVRRAV M : CODAP LO—KRDEXEFFHEEThd &, KA
( Employee ) L, 254 F> NZY NJ—% ( AnyConnect Client ) ##iZ /ML R Y
—AANDTF IV ZAFFATEhET,



Policy Mame: Managed Endpoints
Description;  |Employee Client Access Priority: |0
Selection Criteria

Define the Aan and endpaint attributes used ko select this access policy, A palicy is used when a user's authorization attributes match the Aa4 attribute criteria
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below andfor by expanding the Advanced option to
specify the logical expression text,

User has ALL of the Following A& Attributes values. .. W and the Following endpoint attributes are satisfied,

AAA Attribute OperationValue Endpoint ID MameOper ationYalue

dap. memberOF Employes

- av.McAfesdy ] = fkrue .
|dap. membercf Edit Edit

ption = McAFee VirusScan .|
policy location = Managed

Remoke Access

Delete Delete

Logical Op.

44. BENRAIY KR4V N : CODAP LO—ROEEN HirEehd L, XA
(Employee ) e 8L, 954 F > RLA (R—2)IL ) EREZENLVEHEAVY—AANDFT VAN
HAEThET, #EBOURLVAMEZORUD—CEAETIhET,
Palicy Mame: Unmanaged_Endpoints
Description:  |Employee Clientless (Portal) Access Priarity: |0
Selection Criteria

Define the 844 and endpoint attributes used to seleck this access palicy, & policy is used when a user's autharization attributes match the A84 attribute criteria
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below andfor by expanding the Advanced option to
specify the logical expression text,

Iser has ALL of the Following A8 Attributes walues. .. w and the Following endpoint attributes are satisfied.

AAA Attribute Operation/Yalue Endpoint ID MameOperation)yalue

dap. memberCF = Employee
Idap. memberdF = Remote Access

location = Unmanaged

Edit Edit

Delete Delete

Logical Op.

45. FAN 7O EA : CODAP LO—ROBEHFFH-Ehd e, ZWEXALCHL, 454
FORLA(R—2)L ) EEZNLVLEHAVY —AANOT I EAFFTEhET., ZOEXED
URLUAREZORVZ—CHAETNET,
Palicy Mame: Guest_Access
Description:  |Guest Clientless (Portal) Access Priority: |0

Selection Criteria

Define the A48 and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AfA attribute criteria
below and every endpaint attribute has been satisfied. These attributes can be created using the tables below and/ar by expanding the Adwvanced option to
specify the logical expression text,

User has ALL of the Following AAA Attributes values, ., w and the Following endpoint attributes are satisfied,

AAS Attribute Cperationalue Endpoint ID Mame/Operation/value

dap. memberOF = Guest Access
ldap. memberof = Remote Access

location = Unmanaged

Edit Edit

Delete Delete

Logical Op,

46. 77 # ) NDAP RS — : BIROIXTOHO DAP LO— REEF BT ABZWVEE, F7
FII NTRHEREBYERRCTH LT IORAFERENET,



Palicy Mame: DflcaccessPaolicy

Description:  |Defaulk Case

Access Policy Attributes

Configure access policy attributes for this policy, Attributes values specified here will override those values obtained from the a8 syskem,

Action | Metwark ACL Filkers | Web-Type ACL Filkers | Functions || Port Forwarding Lists | Bookmarks || Access Method

Action: () Continue (%) Terminate

Specify the message that will be displayed when this record is selected,
Your environment doesn't mest the criteria For access|to the WPN service, Please contact your IT administrator 1111

User Message:

A

COPICRIBEENDIE—N PUOEASSLVPN EHICETE, CoVV1—232RBBUE—b
TOEAVPNZEHZRELEXT,

BUITRIAFTIVIRBRVPNREILKY, FAFIVI TOERARID -G, BEILEESh
AR TRY MRE, BBAOEI—FHFFEOTRETETZO-I, BLVPREEEFI VT«
LRI EBDER/EBRNKAVE—NTIEASA N SOOT AR ECESLTHKRT
EFXT,

BAFTZIVI TOERARDD—, FEBHEMNEETH D EKROFEM ( Advanced Endpoint
Assessment, Host Scan, Secure Desktop, AAA, O—AIL FIOERA RV =& ) ICKV) @

TENET, TOER, HBEHSWH2O05—>3h5H65923FYRND—0 DY —AANDt
FIAIF VPN T O LRLAZEEICERTEET,

BYE 15 $§

- TO_HAIYR—BE REI XD -Cisco Systems
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