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B Add Identity Certificate

() Import the identity certificate from a File:

Decrypion Passphrase:

File ko Import From:

(#) Add a new identity certificate:

Key Pair: Certkey | Shawy, .. | | Mew, .,

Certificate Subject DMN:  [AS&85540.company.com | Select... |

[ ] Generate self-signed certificate

| Advanced...

| add Certificate || Cancel

(A7232V )RSAF—NELEREECNTOVBVEERK, XKOATYTEETL, ThiL
ANDOBERFEATY T I3ICERET, [New] ZTV Y U LET, [Enter new key pair name] 7
1 —=)LRIZF—RT7DEBZEANDL, [Generate Now] #TJY UL ET, K3

& Add Key Pair Ed

Marme: () Use default key pair name

Size:

Usage: (%) General purpose () Special

| Generate Maow || iZancel ||

3.[Select] 20 )Y U LET,
4. H4IZRTERSIC, RHITRAAEOERZADLET, RTLES,. [OK|Z2OUY DL
£9, XIC. [Add Certificate] 20 YO LET, B4



B Certificate Subject DN

Attribute Yalue
Connimeoiny B CH)  ASAS540,
DM Attribute to be Added DZ En‘i”;;fl} ) i comp
aktribute: | Common Mame (O} ' Company Mame (0)  Cisco Systems
. Courkry (C) us
T p——y
Company Mame (0}
Counkry ()
State (St)
Location (L)
Email Addrass (EA)
| ok || Ceeel || Hep
CLIOEH :

crypto ca trustpoint ASDM Trust Poi nt0 keypair CertKey id-usage ssl-ipsec fgdn 5540- uwe
subj ect - name CN=ASA5540. conpany. com OU=LAB, O=Ci sco ystens, C=US, St =CA enrol | ment term nal
crypto ca enroll ASDM Trust Poi nt0

5. [Identity Certificate Request] ZRY 7’7 ¥ 7° 77 4 > R T, Certificate Signing
Request (CSR; fIFAEBEER ) &ETFAN 77A4I)ICREL, [OK]ZVVUY O LET,

E% |dentity Certificate Request

To complete the enrollment process, please save the PKCS10 enrollment
request (C5R) and send it o the CA,

You will then need ko install the certificate that is returned From the Ca by
clicking the Install button in the Identity Certificates panel,

Sawve CAR. ko file: | CertificatestAsaCertCSR., Exk Browse. .,

K, | | Cancel | |

5
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B% Install Identity certificate

Idenkity Certificate
() Install from a File:

(#) Paste the certificate data in base-64 Format:

g93gws madss9n 20+ ZuSPCEADL i
fuieZdrsloUbodDEyEIindFEeQaCEdIl ormREW9bPSEZ2aTPTS I IGIckEMOkseqC
wPeyLEQIETsMwng+izPOZ G F0+anxuk HOiUPwr a3 3jgMLxisabt /4 atBbgiiBa
Bduloc Gy +SgegtommEy MIdSUb W AC 4 OMMP==

| Install Certificate || Cancel

CLIOH b :

crypto ca inport ASDM TrustPointO certificate

W | D2DCCAs CgAW BAgl KYb9wewAAAAAA]Tz ANBgk ghki GOWOBAQUFADAQWRY ! --- out put truncated
wPevLEQ 6TsMwng+i zPQZG f 0+AnXukVWHQ UPwr YW83j gNI xi 5aDV/ 4at Bhgi i Ba

6dulUoc UGy Q+SgegCcnmEy MSd5Ut bWACAXOMVFW== qui t

O.BHENEEICAVAR—INENECEEZRBITD T4 RINRFTENET, [OK &Y

8% Information

@ iertificate import succeeded.

Dy OLTHELET., B8
10. L VLEERBE ' [Identity Certificates] ICRREND & &ZHEBLET, B9
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I 9 &SIZ, [Configuration] > [Device Management] > [Advanced] > [SSL Settings] %z JIE
ICBIRLU £9, [Certificates] DR TA X —T I 4 AZ&ERL, [Edi) 20U YILET,
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12. ROY7HAIY XZ1—HSHUL VRS EEIRL, [OK|Z2UY 2L, [Applyl £V

v 7[/?3-0 ssl encryption rc4-shal aesl128-shal aes256-shal 3des-shal

ssl trust-point ASDM TrustPoint0 outsideE 11

B= Select SSL Certificate

Specify entolled trustpoints to be used for 551 authentication and YPR load balancing on the outside
interface, To enroll & trustpoint, go to Configuration = Features = Device &dministration =

iZertificate = Enrollment.

Interface: aukside

Primaty Enrolled Certificate:

[cn=&585540, company.com, ou=LAB, o=Cisco Syskems, ... [

Load Balancing Enrolled Certificate: | S

[cn=*vpnl.com]:[cn=M3-CA]: 611F3630000000000026

[cn=A5A5540, company .com, au=LAR, o=Cisco Syskems, ...

13. ASDM £ /=& CLI THREZRTFLE T,
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ASA( confi g)#show crypto ca certificates Certificate Status: Available Certificate Serial Number:
61bf 707b000000000027 Certificate Usage: General Purpose Public Key Type: RSA (1024 bits) |ssuer
Name: cn=Ms- CA Subj ect Nane: cn=ASA5540. conpany.com!---new certificate ou=LAB 0=Ci sco Systens
st=CA c=US CRL Distribution Points: [1] http://w n2k3-basel/ CertEnrol|/Ms-CA. crl [2]

file://\\w n2k3-basel\CertEnrol I\M5-CA. crl Validity Date: start date: 22:39:31 UTC Aug 29 2008
end date: 22:49:31 UTC Aug 29 2009 Associ ated Trustpoints: ASDM TrustPointO CA Certificate
Status: Available Certificate Serial Number: 211020a79cf d96b34ba93f 3145d8e571 Certificate Usage:
Signature Public Key Type: RSA (2048 bits) |ssuer Nane: cn=Ms-CA Subject Name: cn=MS-CA !---
"old certificate CRL Distribution Points: [1] http://w n2k3-basel/ CertEnrol |/ NM5-CA crl [2]
file://\\w n2k3-basel\CertEnrol I\MS-CA. crl Validity Date: start date: 00:26:08 UTC Jun 8 2006
end date: 00:34: 01 UTC Jun 8 2011 Associated Trustpoints: test Certificate Status: Available
Certificate Serial Number: 611f 8630000000000026 Certificate Usage: General Purpose Public Key
Type: RSA (1024 bits) Issuer Name: cn=MS-CA Subj ect Nane: cn=*.vpnl.com CRL Distribution Points:
[1] http://w n2k3-basel/ CertEnrol |/ Ms-CA.crl [2] file://\\w n2k3-basel\ CertEnrol I\ M5 CA crl
Validity Date: start date: 23:53:16 UTC Mar 10 2008 end date: 00:03:16 UTC Mar 11 2009

Associ ated Trustpoints: test ASA(config)#

hNSTNaA-—F42T

(#A7232)CLIT, EULVAEBRAEN MV E—TJ I/ AICEAEATVR L ZRIBLET,

ASA( confi g) #show runni ng-config ssl ssl trust-point ASDM TrustPointO outside !--- Shows that the
correct trustpoint is tied to the outside interface that ternm nates SSL VPN. ASA(config)#

SSL EIFAE%E ASA D S5 ASAANIE—TF D FiE

R, IOAR—KRTERF—ZEHLEBEICRITTERT, AABZPKCS 77 M4IICT
DAR—RNIBDBENFBHNET. ChilR, BERTSAEIXNTOF—OIJIAR—MIFER
nEXY,

CLI CHEAEZIVAR—KTBICR, XOOXY REFEALLET,

ASA(confi g)#crypto ca export <trust-point-name> pkcsl2 <passphrase>

FENATL—X :pkes12 774N 2 RETHDEDICERAEIhET,
CLI CTEIFAEZR A R—NTBICWE. XOOAY REFEHALET,

SA(config)#crypto ca inport <trust-point-name> pkcsl2 <passphrase>

ECONRATL—RKBG, 774N ZIVAR—BNLIEEECHEALLEEOEFLUTRITNERY)
FtA

ASA 7 I—=)FA—=N—RT7NDFE, SSLIAAE%R ASA N SHED ASA IZIE—F B2,
ASDM 2R T2 L ETEET, TNICERODATY T ZEZTLET,

1. 724XV ASAICASDM IC&k>TOY 1L, TToolsa ZBBIR LTTEVW—> /XY ITP
7 74F¥1L—->3a,

2. 9XT, FLEPFARASELFENYIOTY T TEEXT,

3. AZNAT, BV ASDM & TToolss #iEIR L, -—> Bt BRE.

BIEEH

. Cisco BB EHXAVTA FTFFAFT U ACBI B HR—KN R—=D
. ASA 8xWebVPN TERHT 2H—R/N—F 1 ROA—QOIIFABREFEHTAAN=ITHEE
EHl

P
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