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1. "Duo Admin Portaly (COZ' 4> L., ©Applications > Protect an Applicationy I8 L T, &
E XA 7N T2FA with Duo Access Gateway, self-hosted; ® TASA, ZBEL T, AwD ©
Protecty Z2') Y 2 LT, Cisco ASAZRELET

@ admin-77d04ebe. ity.com/applications/protect/types w @
vise 3 Cisco Swdy [E3 Cisco Tools [ Mix [ SourceFire B ven B3 aaa B3 ASA B3 IFTE.7
q, Search for users, groups, applications, or devices © Cisco | ID: 2010-1403-48 ciscoduoblr ~
Dashboard
(Duhbo;rd » Applications ¥ Protect an Application ]

Device Insight

Protect an Application

Policies
&
Applications
Protect an Application Application 2FA Single Sign-On (if available) Documentation Action
Single Sign-0n
Users 05‘(‘]110 Asa 2FA Duo Access Gateway (self-hosted) o ment nct Protect
Groups
Endpoints .
Ips [I‘I:||'5:é‘c;| Cisco ASA 2FA Duo Access Gateway (self-hosted) ] Documentation 7 Protect
2FA Devices
Administrators
aialn Cisco ASA 2FA Single Sign-On (hosted by Duo) Documentation 4 GConfig

Reports cisco




2. "TH—ERA7ONAE—1 OTT, REEThBDT7T7IT—>3 20 THAASAICH L TROEN.
ERELXRTY

N—AURL firebird.cisco.com
NZLTIN—T TG_SAML

X=)EH sAMAccountName,mail

R=IDTHBICHD "REFL 20V ILET

Device Insight

Cisco ASA - Duo Access Gateway Authentication Log | [l Remove Application

Policies

Applications Reset Secret Key

Configure Cisco ASA
Protect an Application
Single Sign-On To set up this application, install the Duo Access Gateway and then configure your service provider. View Cisco ASA SAML SSO instructions [{

Next step: Download your configuration file
Users P ¥ 9

Groups

, Service Provider
Endpoints

2FA Devices

Base URL [ firebird .cisco.com ]
Administrators

Enter the Cisco ASA Base URL.
Reports

Settings
Tunnel Group [TG SAML ]

Billing

Enter the Tunnel Group you are protacting with SSO.

Need Help?
Chat with Tech Support CF
Custom attributes Use this setting if your Duo Access Gateway authentication source uses non-standard attribute names.
Emall Support
Call us at 1-B55-386-2884
Account ID Mail attribute sAMAccountName, mail
2010-1403-48

Deplo ™ The attribute containing the email address of the user.

DUOST 4

Helpful Links
Documentation 3 l Save Configuration I
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Device Insight

Cisco ASA - Duo Access Gateway Authentication Log | [i] Remove Application

Policies

Applications

Reset Secret Key

Configure Cisco ASA

Protect an Application

Single Sign-On To set up this application, install the Duo Access Gateway and then configure your service provider. View Cisco ASA SAML SSO instructions [

Next step:(Download your configuration file)

Users

Groups

, Service Provider
Endpoints

2FA Devices
Base URL firebird.cisco.com |
Administrators

Enter the Cisco ASA Base URL.

Reports

Settings
Tunnel Group TG_SAML |

Billing
Enter the Tunnel Group you are protecting with S50.

Need Help?
Chat with Tech Support Cf
Custom attributes Use this setting if your Duo Access Gateway authentication source uses non-standard attribute names.
Emall Support
Call us at 1-B55-386-2884
Accourt ID Mail attribute sAMaAccountName, mail

2010-1403-48

The attribute containing the email address of the user.

Deployment ID
DUOST 5

Helpful Links
Documentation 3 Save Configuration

4. "Dashboard > Applicationsy @ FIZ, FUL<KERENEASAT 7UT—23a 0 FRORO&KS
ICRTENET,

admin-77d04ebc.duosecurity.com/applications w @ o

B33 CiscoStudy B3 Cisco Tools B Mix B3 SourceFire B3 VPN B3 aaA B3 ASA B33 IFTE7
Q_Search for users, groups, applications, or devices © Cisco | ID: 2010-1403-48 ciscoduoblr v

Dashboard

Device Insight

Applications
Policies

Applications

icati Export v Q Search
Protect an Application

Name = Type Application Policy Group Policies

Groups [ Cisco ASA - Duo Access Gateway Cisco ASA - Duo Access Galnway]

Endpeints

2FA Devices 1 total

5.RICRTELDIC, TUsers >Add Users IZBEILET,
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[ 4 l' Q  Search for users, groups, applications, or devices

Dashboard
(Dashboard » Users > Add Usea

Add User

Adding Users
Most applications allow users to enroll themselves after they complete primary authentication.

Device Insight

Policies
Applications

Users Learn more about adding users [{

Add User

Pending Enroliments

Bulk Enroll Users
Username duouser

Import Users
Should match the primary authentication username.
Directory Sync

Bypass Codes
Groups

Add User
Endpoints

RICRTELSICEFESZEMTSICE., "TEFEZEM, #7723 %BIRLET,

[ _a Qo Search for users, groups, applications, or devices
-.I' groups, app

Dashboard

(Dashboard > Users » duouser > Add Phone)

Add Phone

Device Insight
Policies

Applications
Learn more about Activating Duo Mobile 4.

Users

Add User

Pending Enroliments

Bulk Enroll Users Tablet
Import Users

Directory Sync

Bypass Codes Phone number [_ T +97 GXXX-XAN-XXX JShow extension field

Groups Optional. Example: "+91 91234 56789"

Endpoints

2FA Devices Add Phone

BEODI—Y—® "Duo Mobiles 2707 147ICLET



Device Info
Learn more about Activating Duo Mobile 1.

Not using Duo Mobile Model 0s

Activate Duo Mobile Unknown Generic Smartphone

N T RI—HFNARICIE "Duo Mobiles A YA R—LLTLEE L,
10ST/N{ ZAFDUF ZUTr—> 3> OEBA 2 AR—)L
Android T/ N4 AE FDuZ Z7) =3 0FFA A=)

RICRTESIC, "DuoMobileZ7 VT4 XR—>aJ—REERH ) ZBIRLET,

-.I' @ Search for users, groups, applications, or devices e Cisco | ID: 2010-1403-48 ciscoduoblr

Dashboard

Activate Duo Mobile

Device Insight
Policies

Applications This form allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user to generate passcodes on their

mobile device or authenticate via Duo Push,

Users

Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code.
Groups

Endpoints
P G

2FA Devices
Phones r
Expiration 24 hours ~| after generation

Hardware Tokens

WebAuthn & U2F

Administrators [ Generate Duo Mabile Activation Cade ]

Reports

Settings

RORIZRTEDIC, "SMSTHREZEE, ZiBIRLET,


https://apps.apple.com/us/app/duo-mobile/id422663827
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Dashboard

(Dashboard > Phone: +91- > Activate Duo Mobile)
Activate Duo Mobile

Device Insight

Policies

Applications A new Duo Mobile activation code has been generated, and any old credentials have been invalidated.

activation instructions to the user by SMS.
Users

Groups

Endpoints

2FA Devices Installation instructions ( Send installation instructions via SMS)

Phones
Welcome to Duo! Please install Duo Mobile from your app

Hardware Tokens store.

WebAuthn & U2F

Administrators %~

Reports

Activation instructions ( Send activation instructions via SMSJ

Settings

To activate the app, tap and open this link with Duo Mobile:
Billing https:/im-
77d04ebc.duosecurity.com/activate/YB5ucEisJAq1YIBN5ZrT

Need Help? P
Chat with Tech Support Cf

Email Support

Call us at 1-855-386-2884 { Send Instructions by SMS }r skip this step

SMSOU>D%0)Y03BE, DU 7UNTNAABREI>3>0D1—THIU IV
VOENhET (RZEZR) .




-|I‘ Q_Search for users, groups, applications, or devices e Gisco | ID: 2010-1403-48

Dashboard

Duo Mobile instructions SMs'ed to +91({ EEEGD
(Dashboard » Phones » Phone: .91-

Device Insight

Palicies

Applications

Send SMS Passcodes... |
1. +91 (D f

Groups

Shared phone
Endpoints This phone is attached to multiple users.

2FA Devices

Phones

testing 123 Attach a user
Hardware Tokens
.o (D o (D
WebAuthn & U2F Authentication devices

can share multiple
Administrators users
Reports
Settings
Device Info
Billing Learn more about Activating Duo Mobile 7
Using Duo Mobile Model 70\ Os
Need Help? 3 [ Ay )
2 Reactivate Duo Mobile Unknown \ U7 )| Generic Smartphone
Chat with Tech Support 5 . /

- Duo Access Gateway(DAG) D 5% E
1. Duo Access Gateway(DAG)Z XY RO —JRANOH—/NICEA
N EEBACHLTE. ROXBLRSTIEEL,

LinuxFDuo Access Gateway
https://duo.com/docs/dag-linux

Windows A Duo Access Gateway
https://duo.com/docs/dag-windows

2. Duo Access Gateway7/R—ANR— T, TAuthentication Source s ([CBEIL T,

3. [V—ADEH]|T. Active Directory® XROBEMHZANL, [REORFIZIVYILET


https://duo.com/docs/dag-linux
https://duo.com/docs/dag-windows

Configure Sources

Configure authentication source settings below. Changes made to non-active authentication sources will take effect when made active.

Source type Active Directory EI

Specify the authentication source to configure

Status: @ LDAP Bind Succeeded
@ idap //110.197 243 110

Server [ 10.197 (D 389 J

Hostname and port of your Active Directory. The port is typically 389 for cleartext LDAP and STARTTLS, and 636 for LDAPS. Hostnames can be comma
separated for fail over functionality
For example: ad1.servercom,ad2 servercom,10.1.10.150

LDAPS
STARTTLS

This setting controls whether the communication betwe en Active Directory and the Duo Access Gateway is encrypted

Attributes [ sAMAccountName, mail ]

Specify aftributes to retrieve from the AD server.
For example: sAMAccountName,mail.

Search base

[ CN=Users,DC=dmoudgil.DC=local )

The DNs which will be used as a base forthe search. Enter one perline. They will be searchedin the order given

Search attributes [ sAMAccountName J

Specify attributes the usemame should match against.
For example: sAMAccountName mail.

Search username [ iseadmin )

The username of an accountthat has permission to read from your Active Directory. We recommend creating a service accountthat has read-only access.

Search password [ LTI J

The password comresponding to the search username specified above.

. [Set Active Source] T, Y —A- X4 7 & L T[Active Directory]ZiZIR L, [Set Active
Source]Z2V YO LET



Set Active Source

Specify the source that end-users will use for primary authentication

Source type Active Directory E|

Set Active Source I

5. TApplications ICBE L, "Add Applicationy 7 XZ1—® "Configuration file, 92
3> MDuo Admin Console 5 X > O—RLU k. json7 74 I &T7 Y 7O0—RLET, [
9 %.json7 7 4 )LI&. Duo Admin Portal Configuraton® A7 Y 73TA I O—R&Eh&EL
Iz

Applications

Add Application

Create a SAML application in the Duo Admin Panel. Then, download the provided configuration file and upload it here.

Configuration file [ Cisco ASA - Duo Access Gateway json ]

6. 77— ar A ERICEMEhDE, "T77US5—>3> ) B XZ1—ICRREIZE
Cl

Applications
Name Type Logo
E:isco ASA - Duo Access Gaieway] Cisco ASA sileudlls 1 Delete

7. "Metadatay Y7 XZ1—T, XMLXXF—REIdPEEHAEEZX V> O—RL., & TASAT
BETAAOURLEXELET

1. SSOMURL
2.077 77 NURL
3. T>7474ID
4. TZ—URL



ii Recreate Certificate

Metadata

Information for configuring applications with Duo Access Gateway.|Download XML metadata

Certificate  /C=US/ST=MI/L=Ann Arbor/O=Duo Security, Inc. {Download certificate
Expiration 2030-04-30 18:57:14
sHA-1 Fingerprint (I
SHA-256 Fingerprint (D

SS0O URL httpa://explorer.cisco.com/dag/sanl2/idp/S50Service.php

Logout URL

-ASA OERE

ZOtYU> 32Tk, SAML IDPEEELA DASADERTE & A E AnyConnectiRE (- D W TRLEAL
F¥, CORFIXI TR, ASDMOBREFIRECLIORTAZ 74 ¥ 1L —>3 2 ICOVTH
BHLET,

1. Duo Access GatewayfEFREND 7 Y 70— R
A. TConfiguration > Device Management > Certificate Management > CA Certificates ([CBEIL

N rAde E7U‘y7b$3’o

B. "REBAE DAV AK—)L1 R—=T T, NTANKRA > hHEDuo_Access_GatewayZREL £

o

C.[ZR|Z20VY VL TDAGIHEICEER TS hIz/NAZERL, BRLUIZSHFRIAEDNI VA
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? HeIpIT\,-'pe topic Go cI1SCO

gement > CA Certificates

orward

@ Hom@ Monitoring | Ia Save G’ efresh o Back OI

000 Device Management 00O Co _ ; el
> i Management Access [ ] [ ] Install Certificate
> m Licensing |
» 8B system Image/Configuration Trustpoint Name: [Duo_Access_Gatewav ) b
> @ High Availability and Scalability !
» & Logging
@ smart Call-Home Paste certificate in PEM format: i
£ Cloud Web Security I
> 8] Users/AAA ]_“'
|

me

© Install from a file: (stersfpusaxenafDeskmp;dag.crt ) | Browse... |

||E| Bookmarks |» 7| Device Lis

» {f' DHCP
> = DNS

' REST API Agent
> @Advanced

Use SCEP:

<>

Specify source Interface: -~ None -~
SCEP URL: http://
Retry Period: 1 minutes

Retry Count: 0 (Use O to indicate unlimited retries)

| &) Device Setup ‘ More Options...

| % Firewall ‘
| ﬁ Remote Access VPN J Help Cancel E

€241 Site-to-Site VPN

Reset Apply

2. AnyConnect I1—HAOIPO—AIIL7—IILDEK

Configuration > Remote Access VPN > Network (Client) Access > Address Assignment > Address
Pools® JEIZEIRL, AddZVJYILET,
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080

“? Introduction
jAnyConnect Connection Profiles

> AnyConnect Customization/Localiz:
AnyConnect Client Profile
AnyConnect Client Software
Y Dynamic Access Policies
3 Group Policies

Psec(IKEvl) Connection Profiles

Remote Access VPN

|i&") Bookmarks |a ") Device List. .| @

Solution

pAddress Assignment
g Assignment Poli
(G |Address Pools

g Advanced
» [ Clientless SSL VPN Access
v & AAA/Local Users
9 AAA Server Groups
555 LDAP Attribute Map
Local Users
» [ Secure Desktop Manager
» [ Certificate Management
Language Localization
2.8 | oad Balancing
i DHCP Server

o=} DNS

“*] Monitoring QSaue @Refresh o Back Q.. ? Help | Type topic Go all
laflal 0 i

€41 site-to-Site VPN

% Device Management

3. AAAY —NT I —T D%

cisco
> Address Assignment > Address

Pools

Configure named IP Address Pools. The IP Address Pools can be used in either a VPN |Psec(IKEv1) Connection
Profiles, AnyConnect Connection Profiles, Group Policies configuration

- §/ & Edit| @ Delete]

Name: AC_Pool

et Mask/Prefix Length
5.255.255.0

Starting IP Address: | 10.197.164.6

Ending IP Address: | 10.197.164.7

Subnet Mask: 255.255.255.0

<»

Help Cancel

Reset Apply

AZDtE723>TR, AAAY—NT I —TZ2REL. RAUZRITTDHEDAAAY —/NDO

ZEELXT

B. "Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups. ICBEIL .

"Adds 27U YOLET,



@ Home@ Monitoring Q Save 0 Refresh | o Back 0 Forward | ‘? Help | Type topic  Go

000
2 Introduction

» &b Network (Client) Access
» [ Clientless SSL VPN Access

Remote Access VPN

7l Local Users

» & Secure Desktop Manager
> [E3 Certificate Management
@ Language Localization
28 | oad Balancing

{B' DHCP Server

-2 DNS

> E‘, Advanced

[@ Bookmarks Bm.uu_]

& Device Setup
€ Firewall

@ Site-to-Site VPN

m, Device Management

C.RIUAXR—2? TServers in the Selected groups 923> T TAddy 209Uy oL,

cisco
0 O Configuration > Remote Access VPN > AAA /Local Users > AAA Server Groups
AAA Server Groups
l Server Group Protocol A g Mode R ) Mode Dead Time Max Failed Attempts Add
® @ Add AAA Server Group
Edit
AAA Server Group: ISE
Delete
Protocol: RADIUS
Accounting Mode: Simultaneous @ Single
Reactivation Mode: @ Depletion Timed
Dead Time: 10 minutes =
Max Failed Attempts: 3
Enable interim accounting update
Update Interval: 24 Hours Add
Enable Active Directory Agent mode Edit
ISE Policy Enforcement Delete
Enable dynamic authorization
Move Up
Dynamic Authorization Port: 1700
Move Down
( Use authorization only mode (no common password configuration requi redﬂ
Test
Help Cancel -|I
Find: @ 06 Match Case

NDOIPF7 RLAOFMEADLET

Reset

Apply

AAAY —
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{5 v @ s O s @ e O | P v e e oy
Remote Access VPN 0 O Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups

w66
2 Introduction AAA Server Groups
M Emrk (Client) Access Server Group Protocol Accounting Mode Reactivation Mode Dead Time Max Failed Add
)i AnyConnect Connection Profiles ( ISE RADIUS Single Depletion 10 3 D
> ’@ AnyConnect Customization/Localizi L_OC.AL LOC;L Edit
A AnyConnect Client Profile
= AnyConnect Client Software Delete
% H) Dynamic Access Policies
g i1 Group Policies e e Add AAA Server
fa] Psec(IKEvl) Connection Profiles
=D IPsec(IKEv2) Connection Profiles Server Group: ISE
'EE Secure Mobility Solution Interface Name: outside
v Bp Address Assignment
ﬁ Assignment Policy Server Name or IP Address:| 10.106.44.77
(1) Address Pools ) B
> Advanced Timeout: 10 seconds
> Clientless SSL VPN Access |
- G RADIUS Parameters Add
Server Authentication Port: 1645
— Edit
iseaiilisers Server Accounting Port: 1646 ——
» £ Secure Desktop Manager Retry Interval: 10 seconds
» [E Certificate Management S e — Move Up
Language Localization :
22 Load Balancing Common Password: Move Down
&' DHCP Server -
43 DNs ACL Netmask Convert: Standard Test
Microsoft CHAPv2 Capable:
| &3 Device Setup SDI Messages
| 3 Firewall
ot

2

-3

() site-to-site VPN — -
AT $ 00 v

| E;L Device Management

Reset Apply

%

4. AnyConnect? 24T NY T RNIDITFTOIYEDY

A. WebVPNIZ 9 B AnyConnect7 24 7> Y 7 h7J T Fwebdeploy14 X—74.8.03052 for
windowsZY Y E>JLET

B. "Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Client
Softwares [CBEL., "Adds Z2VUYILET,
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? Introduction
v BYNetwork (Client) Access
D_ AnyConnect Connection Profiles
E;J_ > AnyConnect Customization/Localiz:

i‘-E“ ANyLonnmn 1 1
Er_EAnyCannect Client Sofn.-.-are
i) Dynamic Access Policies
&3 Group Policies
IPsec(IKEv1) Connection Profiles
=D: |Psec(IKEv2) Connection Profiles
t% Secure Mobility Solution
v Bp Address Assignment
ﬁ Assignment Policy
() Address Pools
v @ Advanced
£ AnyConnect Custom Attributes
@ AnyConnect Custom Attribute N
» 185 IPsec
B ACL Manager
» [B Clientless SSL VPN Access
v i' AAA/Local Users
B AAA Server Groups
£ LDAP Attribute Map
e Local Users
v & Secure Desktop Manager
gl HostScan Image

&Jgevice Setup

[n 7 Bookmarks

e | - i en Nmm
ard ? Help | Type topic EIEEe
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AnyConnect Client Images

Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string 'AnyConnect
VPN Client'. The regular expression is used to match the user-agent of a browser to an image.

You can also minimize connection setup time by moving the image used by the most commonly encountered
operation system to the top of the list.

l ) Addliﬁ ReplaceJﬂ Deletel‘]‘l‘_

L ] [ ] Add AnyConnect Client Image

AnyConnect Image: (diskO:!anyconnect—win—4,&03052—webdeploy—kQ‘pkg ) _ Browse Flash...

Upload...

% Firewall

4 site-to-site VPN

m} Device Management

Reset Apply

1%

5ISEAS7YS1chad A 4L Y NACLOKRE

A. TConfiguration > Firewall > Advanced > ACL Manager, [CBEL., Addeo Uy oL TUAA

LY NACLZEML £,

RESNEIVNIBRDESICEYET,
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{ Public Servers
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&) Threat Detection
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> i, Unified Communications
v
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=) TCP Options
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4 Per-Session NAT Rules

| & Device Setup
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| @ Device Management

Collapse All Expand All

» Reset Apply
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ACDRERFTF7AINNOITIIN—TRI>—ZFEALET, <k, [Configuration > Remote
Access VPN > Network (Client) Access > Group Policies; TR TE X T,

@ @ Cisco ASDM 7.12(2) for ASA - 10.197.164.3

| ) Monitoring BSa\re G-Refresh o Back O r-'c---n-'nrr:‘ ? Help | Type topic Go aliln

Cisco

2 Introd uction Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be

@: Network (Client) Access stored internally on the device or externally on a RADIUS/LDAP server. The group policy information is referenced by VPN
>} AnyConnect Connection Pro connection profiles and user accounts.
> AnyConnect Customization/ o . .
[F8 AnyConnect Client Profile To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.
[7§ AnyConnect Client Software ‘1 Add |'“E Editl' Di‘.t‘u-]ﬁi Assign|

s Policies -
Connection Profiles/Users
Assinned Tn

DefaultRAGroup;DefaultL2LGroup;Default...

“ﬂ| Bookmarks

| Name Type Tunneling Protocol

onnection Pro Internal

Psec(IKEv2) Connection Pro
Secure Mobility Solution

> Bp Address Assignment

» 7 Advanced

ikevl;ikev2;ssl-clientless;|2tp-ipse...

7TEHEZ7O7714ILDOK
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B. "Configuration > Remote Access VPN > Network (Client) Access > Anyconnect Connection
Profilesy IZBEL. TAddy 20UYOLZET,

| Monitoring GSave @Refresh OBack \_) A ? Help | Type topic il
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AnyConnect Customization/Local
AnyCannect Client Profile

[T AnyConnect Client Software
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AnyConnect Connection Proﬁles

Cisco ASDM 7.12(2) for ASA - 10.197.164.3

cisco
ess > AnyConnect Connection Profiles
The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The

initial client deployment requires end-user administrative rights. The Cisco AnyConnect VPN Client supports IPsec (IKI
tunnel as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling options.

Access Interfaces

Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
SSL access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .

\nterface S5L Access IPsec (IKEv2) Access
Allow Access Enable DTLS Allow Access Enable Client Services Device Certificate
outside

Port Settings ...

Bypass interface access lists for inbound VPN sessions
Access lists from group policy and user policy always apply to the traffic.
Login Page Setting
Allow user to select connection profile on the login page. ©

Shutdown portal login page.

Connection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the ma
from certificate to connection profile here.

[# Add|[#f Edit| [ Delete Find: 2|8 Match Case

Mame S5L Enabled IPsec Enabled Aliases Authentication Method Group Policy
DefaultRAGr... AAA(LOCAL) DfitGrpPolicy
DefaultWEBV... AAA(LOCAL) DﬂtGeroIlcv

Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, th
connection nrofile that matches the certificate man will be used.

Reset Apply

BTSN LEROFMERELXRT,

[ 81 (Name)]

TG_SAML

ITA4U7F

SAML_Users

XYY K

SAML

AAAY—NT I —7

Local

94T RTP RLAT—I|AC_7—)L

TIN—=T KD —

DfltGrpPolicy




Basic Name: (TG_SAML

» Advanced )
Aliases: (SAML_Users )
Authentication
Method: ( SAML
AAA Server Group: ( LOCAL ) Manage...

Use LOCAL if Server Group fails

SAML Identity Provider
SAML Server : (https;,f,rexplorer.cisco.com,’dag,’saml2;idp;metadata.php )( Manage... )

Client Address Assignment

DHCP Servers:
© None DHCP Link DHCP Subnet
Client Address Pools: (AC_PC-OI ) Select...
Client IPvé Address Pools: Select...
Default Group Policy
Group Policy: (DﬂtGerl}lil:Y = ) Manage...

(Following fields are linked to attribute of the group policy selected above.)
Enable SSL VPN client protocol

Enable IPsec({IKEv2) client protocol
DNS Servers:

WINS Servers:

Domain Name:

Find: [ I =]

Help Cancel -'

D.EAUR— T, KICRTRSICSAML IDZONA X —DFMAEHRELET,

IDPL
T
17
11D
A
oA
v
URL

A

S ,7
;Ij\ https://explorer.cisco.com/dag/saml2/idp/SingleLogoutService.php?ReturnTo=https://explorer.cisc

URL
~N—

A https://firebird.cisco.com
URL

https://explorer.cisco.com/dag/saml2/idp/metadata.php

https://explorer.cisco.com/dag/saml2/idp/SSOService.php



https://explorer.cisco.com/dag/saml2/idp/metadata.php
https://explorer.cisco.com/dag/saml2/idp/SSOService.php
https://explorer.cisco.com/dag/saml2/idp/SingleLogoutService.php?ReturnTo=https://explorer.cisco.com/dag/module.php/duosecurity/logout.php
https://firebird.cisco.com

E. "Manage >Addy 27U YJL%ET,

IDP Entity ID:
Settings
Sign In URL:
Sign Out URL:
Base URL

Identity Provider Certificate

Service Provider Certificate:
Request Signature:
Request Timeout:

Enable IdP only accessible on Internal Network

Request |dP re-authentication at login

Help

F&H70O7 7 4)LOAdvancedt29> 3> T,

F Advanced > Authorization ICBEIL .

Add SSO Server

[https ./ fexplorer.cisco.com/dag/saml2/idp/metadata.php ]

https
https
https

Duo_Access_

-- None —-

1200
\

g
)
oy
Gateway:o=Duo Security\, Inc., I=Ann Ar...

ID_CERT:cn=firebird.cisco.com:cn=SHERLOCK-CA, dc=c...

~
explorer.cisco.com/dag/saml2/idp/SSOService.php
explorer.cisco.com/dag/saml2/idp/SingleLogoutSe

firebird.cisco.com

of oo

seconds (1-7200)

RATHDAAAY —NZEEREL KT

"Add) 201 Y O LET,

Basic Authorization Server Group
v Advanced Server Group: ( ISE
General

2)

Client Addressing
Authentication

econdary Authentic
Authorization
Accounting

Group Alias/Group L

Interface-specific Authorization Server Groups

([ Add]Jar ccic| il Delete|

[ @ Assign Authorization Server Group to Interface

Interface:

( outside

B)

Server Group: ( ISE

B)

Help

Cancel

G. Group AliasT, EHRIA VT AZEERELET

" Advanced > Group Alias/Group URL 4

ICBEL,

Manage...

Users must exist in the authorization database to connect

Manage...

"Add) 20V Y OLET,




Basic Enable the display of Radius Reject-Message on the login screen when authentication is rejected

v (Advanced)

General

Client Addressing
Authentication

Secondary Authentication

Enable the display of Securld messages on the login screen

Connection Aliases

the Lugm Page Setting in the main panel to complete the configuration.

Authorization
; 4 Delete (The table is in-line editable.) ©

‘ Group Alias /Group URL ' Add Connection Alias Enabled

Alias: (SAML_Users J
Enabled

|

H.Z W TASADE Ec;mT'ca“o AN RSA A BE—=TIAACLNTERLU ZEN R
CRRENET

|

hostname firebird

domain-name cisco.com

!

!

name 10.197.164.7 explorer.cisco.com
name 10.197.164.3 firebird.cisco.com

ip local pool AC_Pool 10.197.164.6-explorer.cisco.com mask 255.255.255.0
fmmmmmm Redirect Access-list-------------------o—-—-

access-1list redirect extended deny udp any any eq domain
access-1list redirect extended deny ip any host 10.197.243.116
access-1list redirect extended deny icmp any any

access-1list redirect extended permit ip any any

access-1list redirect extended permit tcp any any eq www

aaa-server ISE protocol radius
authorize-only
interim-accounting-update periodic 1
dynamic-authorization

aaa-server ISE (outside) host 10.106.44.77
key Tehdhnh

oo - Configure Trustpoint for Duo Access Gateway Certificate-----

crypto ca trustpoint Duo_Access_Gateway
enrollment terminal
crl configure

crypto ca trustpoint ID_CERT
enrollment terminal
fgqdn firebird.cisco.com

This SSL VPN access method will present a list of aliases configured for all connection profiles. You mus

__. the connection profile, without the need for user ¢

NDED



subject-name CN=firebird.cisco.com
ip-address 10.197.164.3

keypair ID_RSA_KEYS

no ca-check

crl configure

webvpn
enable outside
hsts
enable
max-age 31536000
include-sub-domains
no preload
anyconnect image diskO:/anyconnect-win-4.8.03052-webdeploy-k9.pkg 1
anyconnect enable
saml idp https://explorer.cisco.com/dag/sam12/idp/metadata.php
url sign-in https://explorer.cisco.com/dag/sam12/idp/SS0Service.php
url sign-out https://explorer.cisco.com/dag/sam12/idp/SingleLogoutService.php?ReturnTo=https://explor
base-url https://firebird.cisco.com
trustpoint idp Duo_Access_Gateway
trustpoint sp ID_CERT
no signature
no force re-authentication
timeout assertion 1200
tunnel-group-1list enable
cache
disable
error-recovery disable

group-policy Df1tGrpPolicy attributes
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless

tunnel-group TG_SAML type remote-access
tunnel-group TG_SAML general-attributes
address-pool AC_Pool
authorization-server-group ISE
accounting-server-group ISE
tunnel-group TG_SAML webvpn-attributes
authentication saml
group-alias SAML_Users enable

saml identity-provider https://explorer.cisco.com/dag/sam12/idp/metadata.php
!

-ISE &
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[Administration] > [Network Resources] > [Network Devices] T, [Add]Z22 Y 9 LET,

XY RND—=OFNAADEH, BEETSDIPFT RLAZEZEL., "Radius Authentication Settings .
T "Shared Secrety Z5EL T "Saves Z9UYILET,



Network Devices List > ASA
Network Devices

(‘ Name |A§A |)

Description

[| IPAddress  ~| *IP: [ 10.197.164.3 | 1] 32 D

* Device Profile  : Cisco » &

Software Version E

* Network Device Group

Location |l Locations © | [ SetToDefault |
IPSEC [no © | [ setToDefaut |
Device Type |AII Device Types O \ |  SetTo Default |

+ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Eshared Secret | seses | | Show 0

Use Second Shared Secret [ | i

| Show |

CoA Port [ 1700 | | set To Default |

RADIUS DTLS Settings (i
DTLS Required [ i

Shared Secret | radius/dtls i

CoA Port | 2083 | | Set To Default |

Issuer CA of ISE Certificates for CoA | Select if required (optional) b | i

DNS Name | ]

General Settings
Enable KeyWrap [ |
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

O » TACACS Authentication Settings
L) SNMP settings

[J s Advanced TrustSec Settings

D) reset




2EBMDRAF YT YT TF—RNEAAR=ILTS

" Administrations > "System. > "Settingss > "Postures > "Updates, ([CBEL., "Update
Nowy 20 VUYOLET,

Posture Updates

) Web ) Offline

* Update Feed URL | https: //www.cisco.com/web/secure/spa/posture-update.xm| Set to Default
Proxy Address 72.163.217.104 t

Proxy Port 80 HH MM S5

] Automatically check for updates starting from initial delay 06 = 00 ~ 18 ~ every 2 hours

Save Update Now Reset

v Update Information

Last successful update on 2020/05/07 15:15:05 ;
Last update status since ISE was started No update since ISE was started. ;
Cisco conditions version 224069.0.0.0

Cisco AV/AS support chart version for windows  171.0.0.0
Cisco AVIAS support chart version for Mac OSX 91.0.0.0
Cisco supported OS version 41.0.0.0

B.ISETHAVTZA T AETY 1 —)LEAnyConnectAY RI REANY =0T Y 7' O—
H

"Policy > Policy Elements > Results > Client Provisioning > Resources: D JEICBEL £9, [B
meosUv oL, 77ANEOA—AND—DVART—=232A87 TV FI3H. SAOAYA RN
S7IVFIRHNICETVT, [O—HWUNFARIOI—2I 2 NIY—RIELER[ZAOYA N
NDI—JIRNIY—R|ZERLET,

cOBE, AFJdVOTOOA—ALTD—VART—23a R8T 74Ty 7O0—-RTBICE.
Cisco Provided Packages, ZiZiRL. "Browse, 27U Y UL THAERNYT—I&BRL
. "Submit; ZZUYILET,

CORFIXNTE, DVTFAT2AEP 1—)LE LT Tanyconnect-win-4.3.1012.6145-



isecomplience-webdeploy-k9.pkgs Z. AnyConnectAY RI REANYS—2&LTT
anyconnect-win-4.8.03052-webdeploy-k9.pkgs ZFEAL TVWET,

Agent Resources From Local Disk > Agent Resources From Local Disk

Agent Resources From Local Disk

Category [1Cisco Provided Packages 4 D i

Browse... [anyconnect-win-«i.8.03052-webdeploy—k9,pkg)

+* AnyConnect Uploaded Resources

Name & Type Version Description

AnyConnectDesktopWindows 4.8.30...  AnyConnectDesktopWindows  4.8.3052.0 AnyConnect Secure Mobility Clie...

(G

4. AnyConnect/RAF ¥+ 707 7 1 JLDERK

A. TPolicy > Policy Elements > Results > Client Provisioning > Resources DJEIZEIRL £9,
[Add]Z 2 )Y 2 L. [AnyConnect Posture Profile]Zi#iRL £ 9,

B. AnyconnectRAF ¥ Z7O7 7 AN DBEZADL, —NBIL—IILTH-/NEZ "™, [IRE
LT, "RTFL 20UV IULET,

ISE Posture Agent Profile Settings > Anyconnect Posture Profile

* Name: Anyconnect Posture Profile ]
Description:




to 300, Accept only integer Values.

Parameter Value Notes Description
PRA retransmission time 120 secs This is the agent retry period if there is a Passive Reassessment communication failure
Retransmission Delay 60 SBCS Oafamit \ialua: €0. Accaptable anps batrean Time (in seconds) to wait before relrying.

Retransmission Limit

Default value: 4. Acceptable Range between 0 to
10. Accept only integer Values.

MNumber of retries allowed for a message.

Discovery host

E Server name rules

IPv4 or IPvE addresses or FQDNs. IPvE address
should be without square brackets(]

naed to be blank by default 1o force admin 10

anter a value, "* means agent will connect to all

The server that the agent should connect to

A list of wildcarded, comma-separated names that defines the servers that the agent can connact to.

E.g. ".cisco.com®

List of IPv4 or IPvE addresses, FQDNs with or
without port must be comma-separated and with
colon in between the |P address/FQDN and the

A list of IP addresses, that defines the all the Policy service nodes that the agent will iry to connect to if

5. Anyconnecti% € O 1E K

supported range is batween 10s - 600s.

Gl ame!Lie ;I port. Example: IPaddress/FQDN:Port (Port the PSN that authenticated the endpoint deasn't respond for soma reason.
number should be the same, specified in the
Cliant Provisioning portal)
Back-off Timer E o Enter value of back-off timer in seconds, the agent will i try to reach di: Y targats ion targets and

connected PSNs) by sending the discovery packets tll this max time limit is reached

A. TPolicy > Policy Elements > Results > Client Provisioning > Resources DJEIZERL £Y,
[Add]Z 2 ') ¥ 2 L. [AnyConnect Configuration]Z&RL £9,

B. AnyConnect/\Y 77— ZBIRL, BRAEBZAHNL, BEBAVTFAT VAT 1)L 28

RLZET,

C. TAnyConnect Module Selections T,

RFHEFERT,

"Diagnostic and Reporting Tooly IZFI Y IN—U %

D. "T7O7 7AINDER, T "RAFY7O774)1 Z28RL. "REFI ZIVIYILET,




AnyConnect Configuration > AnyConnect Configuration

* Select AnyConnect Package(nnyvr:mnect[}esktopwmdows 4.8.3052.0 v )
* Configuration Name{ AnyConnect Configuration D
Description:
Y
DescriptionValue Notes

* Compliance ModuIe(AnyConnectCompIianceModu!eWindnws 4.3.1250.614 ~ D

AnyConnect Module Selection

ISE Posture

VPNV

Network Access ManagerI:l

Web Security_|

AMP Enabler_]

ASA Posture_|

Network Visibilityl_|

Umbrella Roaming Security_

Start Before LogonD
(Diagnostic and Reporting Tool )

Profile Selection

* ISE Posturd Anyconnect Posture Profile ~])
VPN -
Network Access Managen -
Web Security v
AMP Enablen v
Network Visibility -
Umbrella Roaming Security v
Customer Feedback -

6.9SATF > N7OEES I YIRS —DER

A. Policy > Client Provisioning® JEIC BB L £ 3
B. "fm&. 2oy oL, TLEEZIL—IzEAL ZERLET
CIL=ILBZEAADL, BEBARL—FTAVIIATLAZERL, R ( "I—>x22bky > T

T—I20RERL R) T, ATYT5THERL = TAnyConnecti@f 1 ZiBIRL, "®R7FEL £
vy OUL&ET



‘aisco Identity Services Engine Home » Context Visiblity » Operations i » Administration » Work Canters. License Warning 4

Policy Sets  Profiing  Posture  Client Provisioning  » Policy Elements

Client Provisioning Policy

Defires the Client Provisioning Policy to delenming what users will receive upon Iogin and user session initiation:
For Agent Configuration: version of agent, agent profile, agent complance Module, ANAION B0SNT CULIOMIZALON BACKADE
For Native Supplicant Configuration: wizard profle andior wizard. Drag and drop rules 1o change the onder

-

Rule Name Idantity Groups Operating Systoms Other Conditions Results
(<5 Any Apple I05 All Condition(s) Cisco-ISE-NSP Edit |
Android Any Android Condition(s) Cisco-ISE-NSP Edit | =
2 Windows_10 Any Windaws 10 (A} Condition(s) AnyConnest Edit |+

Configuration

Windows Ay Windows All Condition(s) CiscoTemporalAgentWi Edk |~
ndows 4.7.00135 And
WinSPWizard 2.5.0.1
And Cisco-ISE-NSP

MAC 0S Any Mac OSX Condition(s) CiscoTemporalAgentOS Edit |+
X 4.7.00135 And

lacOsXSPWizard

2.1.0.42 And Cisco-ISE-

a8 Chrometook Any Chrome 05 Al Condition(s) Cisco-ISE-Chrome-NSP Edit | =

=
T RATF ¥ &HEOER
A. “Policy > Policy Elements > Conditions > Posture > File Condition”lCBE& L £ 9,

B.[[BiZoVUYIL, %#4&% "VPN_Posture_File_Check,y , %EBRARL—FT 1T AT
L% "Windows 10(All)y « 77 A4I)LR A7 % TFileExistences . 77 A1IINA%Z T
ABSOLUTE_PATH. . ZINNARET7 74 )LH%Z "C:\custom.txty ICERE L. File Operatorz "
Existsy ICERLET,

C.cOfITE, C: RTALTIC Toustomtxty EVSBRED T 7AIINNBERETZEEZTTAI%
HELTHEALET

cisco |dentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning =~ Policy Elements

Dictionaries ~ Conditions » Resuits
—

o
Library Conditions File Conditions List > VPN_Posture_File_Check
File Condition
Smart Conditions ~
* Name || VPN_Posture_File_Check D
Time and Date -
Description
Profiling dit | |
L i i 1 |
S Operating System ( Windows 10 (All) )
Compliance Module Any version
Anti-Malware Condition =
I — File Type (| FleExistence vD i
Anti-Virus Condition * File Path ﬂ ABSOLUTE_PATH v I] [Lc:\custom.bct U i
Application Condition * File Operator ﬂExisB i
Compound Condition —
=

Disk Encryption Condition

File Condition



BRAFYBET U 3> DEK

"Policy > Policy Elements > Results > Posture > Remediation Actions ICBEL, XET2 77
ANBET V>3V ZERLET. CORFIXRNTR, ROFIETHRETSBERELELT
"Xvt—2IF7FANDA, ZHEALET,

9.RATF v EHIL—ILDER

A. TPolicy > Policy Elements > Results > Posture > Requirements; DJEICEEH L ET
B. "#e&k. 20Uv oL, "HiRE4EEAL 2BRLET

C.%# &% "VPN_Posture_Requirement; , BB ARL —FT 1 T2 AT L% "Windows
10l AVTZATVARAED1=)% "T4xB\E, . RAF ¥ X247 % TAnyconnecty IZERE

D. "VPN_Posture_File_Checks ( AT Y 77THER ) DFMHT. Remediations Actionsy O
@ TActions I "Message TextOnlyy ZBRL, T—C IV NI—FOHAZLXYE—DZA
BALET,

‘teehe identity Services Engine Home b ConloxtVisbiity  » Operations b Administration  » Work Centers

Policy Sets  Profiing  Posture  Client Provisioning
P —

o = 2]

+ Authentication Requirements
Name Operating System Compliance Module Posture Type Conditions. Remediations Actions
remen_vr

» Authorization L

Defaull_Hardware_Attiutes_Re Mac 05X 4.x o later AnyConnect Hardware_Atinibates_Ch Select Remediations Edit| v
quirement_Mac ock
+ Profiling
Defaull_Firewall_Requirement_W Windows Al 4. of later AnyConnact Default_Firewal_Conditi Default_Firewall_Remedi Edit|
= on_ ation_Win
Default_Firewall_Requirement_M Mac OSX 4 or later AnmyConnact Default_Firawall_Condii Detault_Firawall_Remedi Edit |~
ac on_Mac ation_Mac
A edtion A USB_Block_terporal Windows All 4.x of later Temporal Agant USB_Check Message Text Only Edit |+

Any_AM_Installation_Win_tempo o1 Windows ANl 4xor later Tomporal Agent ANY_am_win_inst Message Text Only Edit| v
ral

» Client Provisioning

Any_AM_installation_Mac_tempo Mac 05X 4. or later Tamporal Agent ANY_am_mac_inst Message Text Only Edit| »
ral
Default_App\Vis_Reguiremant_Wi Windows All & of later Temporal Agent Detault_AppVis_Conditio Selact Remediations Edit|~
n_temporal n_Win
Defaull_AppVis_Reguirement_M Mac OSX 4.x of later Temporal Agent Detault_AppVis_Conditio Selact Remedialions. Edit |+
ac_temporal n_Mac
Defaull_Hardware_Attributes_Re Windows ANl 4 or laler Temporal Agent Hardware_Alributes_Ch Select Remediations Edit |+
quirement_Win_temporal eck
Defaull_Hardware_Attibutes_Ro Mas OSK 4% o lalar Temperal Agent Hardware_Atiributos_Ch Seloct Remodiations Edit|v
quirement_Mac_terporal eck
Defaull_Firewall_Requirement W o Windows All 4.x o later Temporal Agent Default_Firowall_Condii Dofault_Firswall_Remedi Edit | v
in_temporal on_Win ation_Win
Dafault_Firewall_Requiremant_M Mac OSX 4. or latar Tamporal Agant Dafault_Firewall_Conditi Dafault_Firewall_Remedi Edit| =
ac_temporal on_Mac ation_Mac

() VPN_Posture_Requirement Windows 10 (AN) 4 or laler AnyConnact VPN_Posture_Fila_Chec Message Text Only ) Edit |~

Note: Remediation Action is fillered based on te operaling systern and siealth mode selection.
Remediation Actions are not applicable for Application Conditions (configurad using the Provision By Catagory of Provision By Everything options), Hargware Conditions, and Extemal Data source conditions.

&)

10.RAF ¥RV —DHEK

A. TPolicies > Postures [CBEIL X9,

BATY7ITREL J)—IL&% TVPN_Posture_Policy Winy . fBBEFARL—FT1 TR
F L% "Windows 10(All), . AV T SAFTUARAETS 1—)L% T4xblBE, . RAF v 2T % T



Anyconnecty . E#4% "TVPN_Posture_Requirementy [CERELFT

+ Administration Licensa Warning 4

Policy Sats  Profiling Cliont Provisioning  » Policy Elemeonts

Posture Policy
Defi ths Posture Polcy by confusing s based an aperating systam andior atherconditons. %)

-

Staius  Policy Options  Rule Name Identity Groups Operating Systems Compliance Madule Posture Type Other Conditions Requirements
) Policy Options  Default_AppVis_Policy_Win Any Windows All 4. or later AnyConnect Dnmln_mws_ﬁm =it
@ Policy Options  Defaull_App\is_Policy_Win_te |1 Any Windows. All 4.3 or lator Tomgaral Agent Defaull_App\is_Requir -
mporal oment_Win_temporal
@ Policy Options  Default_Firewall_Policy_Mac Any Mac 08X 4.x or later AnyConnect w-u:_ _j.i‘lcwnll_lhquir e
] Policy Options  Default_Firewall_Policy_Mac_t Any Mac 08X 4.% or later Temporal Agent Defaull_Firewall_Requir Edt| =
1 emant_Mac_temporal
] Policy Options  Default_Firewall_Policy_Win Any Windows Al 4.x or later AnyConnect Dofmﬁ::ml_haquir e
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©
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@ Policy Options  Defaull_Hardware_Altrioutes P |1 Any Windows All 4.x o later AnyConnect Default_Hardware_Atiri Edik| =
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n
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@ Policy Opticns ;Mnm_usa_am_chy_w. Ay Windows Al 4.x or later AnyConnect USB_Block Eatl~
@ Policy Options  Defaull_USB_Block_Policy Wi Any Windows All 4.x or later Temporal Agent USB_Block_temporal Edik| >
n_temporal
' Policy Options  VPN_Posture_Policy_Win Any ‘Wingows 10 (All) 4. of later AnyConnect VPN_Posture_Require J Edit| v
ment
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"Policy > Policy Elements > Results > Authorization > Downlodable ACL. ICBE L., & 5KRA
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cisco  Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning ~ ~ Policy Elements

Dictionaries  » Conditions  ~ Results
—

o
Dowr ACL List > Pos
+ Authentication
Downloadable ACL
* Authorization * Nam | PostureUnknown
Authorization Profiles Description
Downloadable ACLs ‘
IPversion  « |Py4  IPv6 Agnostic i
+ Profiling = -
* DACL Content |1 permit udp any any eq domain
8810111 permit ip any host 10.106.44,77
} Posture permit tcp any any eq 80

* Client Provisioning

» Check DACL Syntax L

& ==
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Pelicy Sets  Profiling  Posture  Client Provisioning = Policy Elements

Dictionaries  » Conditions  ~ Results
—

]
Downloadable ACL List > PostureNonCompliant
+ Authentication
Downloadable ACL
~ Authorization . Hams“ PostureNonCompliant] ]
_————
Authorization Profiles Description
Downloadable ACLs
IP version - |Py4 IPvE Agnostic
» Profili
" * DACL Content deny ip any 10.0.0.0 255.0.0.0
8910111|deny ip any 172.16.0.0 255.240.0.0
} Posture 2131415|deny ip any 192.168.0.0 255.255.0.0
1617181 | permit ip any any

» Client Provisioning

» Check DACL Syntax L

&) e
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Policy Sets  Profiling  Posture  Client Provisioning ~ ~ Policy Elements

Dictionaries  » Conditions = Results

-]
Downloadable ACL List > PostureCompliant
+ Authentication
Downloadable ACL
+ Authorization * Name || PostureCompliant |

Authorization Profiles Description
Downloadable ACLs )
IP version @IPv4  IPv6 Agnostic ¢
» Profiling

* DACL Content (1 rmit ip any any

+ Posture

» Client Provisioning

+ Check DACL Syntax i

&) ==
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Policy Sets  Profling  Posture  Client Provisioning = Palicy Elements.

Dicionaries b Condibons = Results.
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(]
Authorization Profiles > Posture Redirect
Authorization Profile

R — S Err—)

» Authentication

Autherization Profies Description | A
Downloadable ACLs * Access Type ([access accepT = .
» Profiling Wotwark Device Profile | 45 Cisco| v
* Posture Service Template
+ Cllent Provisioning ek Ry
Passive Kentity Tracking

~ Common Tasks

(u DACL Name [Posturetininown o IJ

* Client Provisioning

Web Redirection (CWA, MDM, NSP, CFP) i

Volus
o C=s— § ===y

* Advanced Attributes Settings

Select an item =[

~ Attributes Detalls

Acoess Type = ACCESS_ACCEFT

DACL = PostureUnknown

cisco-av-pair = url-redirect-acl=redirect.
cisco-av-pair =

C30-2e58-1
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—

o
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* Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonCompliant:
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Authorizaion Profiles > Full Access

Authorization Profile

» Authentication

Authorization Profiles Description 2
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L Network Device Profile | 2% Cisco| v | &

* Posture
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» Client Provisioning ek heoverent: £
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Policy Sets ~ Profiing  Posture  Client Provisioning  » Policy Elements.

Policy Sets -+ Default Reset Policyset Hitcounts.
Status Policy Sel Name Description Conditions Allowed Protocols / Server Sequence Hits
® Default Default policy sot Default Network Access x v 48
» Authentication Policy (3)
¥ Authorization Pelicy - Local Exceptions
» Authorization Policy - Global Exceptions
w Authorization Policy (15)
Results
+
Status  Rule Name Conditions Profiles Security Groups Hits Actions
@ Anycannect Posture Compliant k  SessionPostureStatu: s EQUALS Compliant * Full Aconss +* t t ~ [ [
M i
@ c:;ﬂ:‘;;ﬂ%m e b SessionPostureStatus EQUALS NonCompliant  Postura Non Compiant o p G -IB o
L] Metwork Access-Devics IP Address EQUALS 10.197.164.3
@ Anycannect Posture Unknown AND * Posturs Redirect + t t o 13 o

E  Session-PostureStatus EQUALS Uniknown

=111
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<#root>

firebird(config)#

show vpn-sess detail anyconnect

Session Type:

Username
Index
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx

Pkts Tx Drop :
Group Policy :

TG SAML

Login Time
Duration
Inactivity
VLAN Mapping

AnyConnect Detailed

: _585b5291f01484dfd16f394be7031d456d314e3e62

: 125

: explorer.cisco.com Public IP : 10.197.243.143

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

: AnyConnect Premium

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

: 16404 Bytes Rx : 381

: 16 Pkts Rx : 6
0 Pkts Rx Drop : 0
Df1tGrpPolicy Tunnel Group :

: 07:05:45 UTC Sun Jun 14 2020

: Oh:00m:16s

: Oh:00m:00s

: N/A VLAN : none



Audt Sess ID :
Security Grp :

0ac5a4030007d0005ee5cc49
none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Filter Name

Tunnel ID : 125.1
Public IP : 10.197.243.143
Encryption I none Hashing I none
TCP Src Port : 57244 TCP Dst Port : 443
Auth Mode : SAML
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : win
Client OS Ver: 10.0.15063
Client Type : AnyConnect
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx 1 7973 Bytes Rx : 0
Pkts Tx H) Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 125.2
Assigned IP : explorer.cisco.com Public IP : 10.197.243.143
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2 TCP Src Port : 57248
TCP Dst Port : 443 Auth Mode : SAML
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx 1 7973 Bytes Rx : 0
Pkts Tx H) Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
Filter Name : #ACSACL#-IP-PostureUnknown-5ee45b05
DTLS-Tunnel:
Tunnel ID 1 125.3
Assigned IP : explorer.cisco.com Public IP : 10.197.243.143
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 49175
UDP Dst Port : 443 Auth Mode : SAML
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx : 458 Bytes Rx : 381
Pkts Tx 4 Pkts Rx H)
Pkts Tx Drop : O Pkts Rx Drop : O

#ACSACL#- | P- Post ur eUnknown- 5ee45b05

| SE Post ure:
Redirect URL :
Redirect ACL :

https://ise26l. pusaxena. | ocal : 8443/ portal / gat eway?sessi onl d=0ac5a4030007d0005ee5cc49&pc
redirect
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<#root>

firebird(config)#

show vpn-sess detail anyconnect

Session Type: AnyConnect Detailed

Username : _585b5291f01484dfd16f394be7031d456d314e3e62

Index : 125

Assigned IP : explorer.cisco.com Public IP : 10.197.243.143

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384
Bytes Tx : 16404 Bytes Rx : 381

Pkts Tx : 16 Pkts Rx 1 6

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : Df1tGrpPolicy Tunnel Group :

TG SAML

Login Time : 07:05:45 UTC Sun Jun 14 2020

Duration : 0h:00m:36s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : hone

Audt Sess ID :
Security Grp :

0ac5a4030007d0005ee5cc49
none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 125.1

Public IP : 10.197.243.143

Encryption : none Hashing ! none

TCP Src Port : 57244 TCP Dst Port : 443

Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Client 0S :win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052

Bytes Tx : 7973 Bytes Rx : 0

Pkts Tx 16 Pkts Rx : 0

Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:

Tunnel ID 1 125.2

Assigned IP : explorer.cisco.com Public IP : 10.197.243.143

Encryption : AES-GCM-256 Hashing : SHA384

Ciphersuite

: ECDHE-RSA-AES256-GCM-SHA384



Encapsulation:
TCP Dst Port :
Idle Time Out:
Client 0S
Client Type
Client Ver
Bytes Tx
Pkts Tx
Pkts Tx Drop :
Filter Name

DTLS-Tunnel:

TLSv1.2 TCP Src Port : 57248

443 Auth Mode : SAML

30 Minutes Idle TO Left : 29 Minutes
: Windows

: SSL VPN Client
: Cisco AnyConnect VPN Agent for Windows 4.8.03052

1 7973 Bytes Rx : 0
: 6 Pkts Rx : 0
0 Pkts Rx Drop : O

1 #ACSACL#-IP-PERMIT_ALL_IPV4_TRAFFIC-57f6b0d3

Tunnel ID 1 125.3

Assigned IP : explorer.cisco.com Public IP : 10.197.243.143
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384

Encapsulation: DTLSv1.2 UDP Src Port : 49175

UDP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx : 458 Bytes Rx : 381

Pkts Tx 4 Pkts Rx H)

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

#ACSACL#- | P- PERM T_ALL_I PV4_TRAFFI C- 57f 6b0d3
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~| Within  Last 24 hours

= Refresh © Reset Repeat Counts 2 Export To - ¥ Fler -

-

Time Details

Status Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorization Pro.. Posture St.. IP Address Network Device

5856529 1101484d1d 1 00:50:56:A0; D687 Windcws 10 Default Anyconnect Full Access Compliant 10.187.164.7

10,167.243.143 Anyconnect

HACSACLA-IP-PERMI

Eooe

Jun 14, 2020 O7:44:34,963 AM HBACSACLA-IP.

o b b o b

Jun 14, 2020 07:44:34,958 AM
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FEEAEDSAMLO RS TI2—F 420 Tlk, SAMLEEEDF T Y IR FNY T DOERTICK
TREESNDRENRYNFBERELET,

Fdebug webvpn saml 255, &, BEAEDEBEORNZ TN 1—FT 1AV JICERTEETH,
COFNY I THERBERNIBSNABVIFUATRE, EMOF/NY T ERITTEET,

debug webvpn 255

debug webvpn anyconnect 255
debug webvpn session 255
debug webvpn request 255

ASADRRIIL R NEEEZRNZTI>1—T 1420 T2k, KDdebug AN REFEHALET

o

debug radius all
debug aaa authentication
debug aaa authorization To troubleshoot Posture related issues on ISE, set the following attributes to

posture (ise-psc.log)

portal (guest.log)
provisioning (ise-psc.log)
runtime-AAA (prrt-server.log)
nsf (ise-psc.log)

nsf-session (ise-psc.log)
swiss (ise-psc.log)

N AERFr 70— 0 EAnyConnect B KRISEO RS T 1—F 1 T ICD2WTI,
ROV &ZSBLTLEEV,
ISE RAF ¥ ARAILD 2.2 BIE O LLE
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