ISETORADIUSERREE I =T RV =XV E
I ERLEUE-RNT UV EAVPNORRE

2E

BUbE
b3

=2
FHYZIVR—F b

i)

BXJE

dAr74FalL =3

ASA

ISE

Ya—
EEIW LW F A1
EBFFVA2

>F)A3

EFx

L &I

M RFI1 X NTIE, Cisco Identity Services Engine(ISE) e DI —7 RV —IXvEVTH
DUE—RNF2EAVPNRVPN)DREICOVTHELET .

IR~ 08
24
ROEBICETRHABIHDENfHERENET,
» Cisco Secure Client(AnyConnect)
» Cisco ISE
« CiscoBISBEF 1 VT ATTZA4AT 2 AASATO)E—RNT U EAVPN
FRTAOAR—F K
CORFIAIXNOARBR., ROVIRNIITEN=RIDITON=2IAVICETVTVET,

« JYT7RNDIFT NN—232 981 N&EET S ASA 5506
« AnyConnect /N\—> 32 4.8



« ISENN—232 24,

CORFIXVNOERE. FEOFRARELHZTNARACETVWTEREhELEZ, COR
FAXVRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T XEBPORY RD—UTR, BANVRICKDTRCDAREMNHIEEE TIHIEL T
<EZEW,

=, =

A AE

CDEREHITIE, Cisco Secure Client(AnyConnect)Z £ L TVPNZH TASAICERT D) E—
NI1—H&, I\‘EI YITHEIRZ1—HS#EET OT7 7 4 )(tunnel-group) 2 BIRTE X B A,
Cisco ISElF, BREENERUI—ICESVWTIER7O7 7ML ERBEDTINL—TR)Z—ICX
I:“/’jﬂ'ét&bf?'o

NERETIE. ISEZNL THAnyConnect 1—HIZTIN—TRUS—%B|)HTBENTESE

3'0 A—HR@ERRIWTIN—T2ERTZD AT a>rpzVied, &HIZDefaut WEBVPNGroup
tunnel-group® & T*DfItGrpPolicy 7 )L —7" 7R 2 —ICEfRE N E T, iR, RADIUSYV S AEM
( TIN—TRDD— ) FRIABBERNTISEN SEFENDBEES, 1—FERBITBITIL—TKR

—L_ BYHETsh, ThICE> THEUBIERINEENET, ISENVTARKZRE ZWE

B, FERASATREEN TV IEBWIIL—TSKRINERTHE, 11— KEDAtGrpPolicy - Elt) 24
'C SNERFRIZBYET, JIL—TRIVI—PFEIHETSNTWEWI—HHAVPNERTERT
B0 %E<ICIE, DAtGrpPolicy” )L—7"7R 1) 2 —® T Tvpn-simultaneous-logins 01X > K Z &7 E
LET,

d>74F21L—>3>
ASA

aaa-server

aaa-server ISE_AAA protocol radius
aaa-server ISE_AAA (Outside) host 10.31.124.82
key ciscol23

JE—RNT7IEAVPNDOERE

webvpn
enable outside
anyconnect image diskO:/anyconnect-win-4.7.01076-webdeploy-k9.pkg 1
anyconnect enable

tunnel-group DefaultWEBVPNGroup general-attributes
address-pool Remote_users
authentication-server-group ISE_AAA



group-policy Df1tGrpPolicy attributes

banner value ###YOU DON'T HAVE AUTHORIZATION TO ACCESS ANY INTERNAL RESOURCES###
vpn-simultaneous-Togins 0

vpn-tunnel-protocol ssl-client

group-policy RADIUS-USERS internal
group-policy RADIUS-USERS attributes

banner value YOU ARE CONNECTED TO ### RADIUS USER AUTHENTICATION###
vpn-simultaneous-Togins 3

vpn-tunnel-protocol ssl-client

split-tunnel-network-1ist value SPLIT_ACL

group-policy RADIUS-ADMIN internal
group-policy RADIUS-ADMIN attributes

banner value YOU ARE CONNECTED TO ###RADIUS ADMIN AUTHENTICATION ###
vpn-simultaneous-Togins 3

vpn-tunnel-protocol ssl-client

split-tunnel-network-1ist none

ISE

FIE1: ASAZISELDBEMBERY NTD—UF N4 AL TEEFL, RADIUSOHBEMEF— 25K
ELET, COEHIZIE. Administration > Network Resources > Network Devices® JIE(Z 2R L
£¥9,



‘Ui Identity Services Engine Home » Context Visibility » Operations + Policy ~ Administration » Work Centers

» System b ldentity Management = = MNetwork Resources | b Davice Portal Management  pxGrid Services  » Feed Service b Threat Centric NAC
= Metwork Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Sendces
(<]

Network Devices List > ASAv
Network Devices

Default Device
Device Securty Settings

PAddress  »| *IP: [10.31.124.85 | r[32_] <=

Metwork Devices

* Device Profile | % Cisco | » &

e Name
Software Version

* Metwork Device Group

Location a1 Locations © | | setToDefault |
IPSEC [wo & | | set To Default |
Device Type 4]l pevice Types & | | setTo Default |

~ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol  RADIUS .

* Shared Secret | gsco123 | | Hide |

Use Second Shared Secret [] 4

| Show |

CoaPort [ 1700 | [ setTo Default

ATV 7 2. IDIIN—TZERLET,

IDIIN—T7ZE&EL T, AEROBFHEEF OIS EAKDOERZXE TS 1 —HZ2EEFTET
o ChBRRDFIETHERL ET, Administration > Groups > User Identity Groups D JEIZEE L

x9,



:Illur!; Identity Services Engine Home + Context Visibilty » Operations » Policy Al 0 v Work Centers

¥ System v ldentity Managemert | ¢ Metwork Reaources  » Dwice Portal Management  pxGid Sendces  » Feed Sendce  » Threat Centric NAC

* ldeniities  Groups  Extemal ldentity Sowrces  Mentity Source Sequences  » Settings

Identity Groups User Identity Groups > RADIUS_ANYCONNECT_ADMIN
- r] Tdentity Group
*Mame | RADIUS_ANYCONNECT
v|E™ L= L

[ Endpoind Mentity Groups Descriplion
» [ User ientity Groups
R

Member Users

Users Sectean | Totat @ G

f=Add ~ | Y Dsicte v Show !NI—'| 3
Status Email Username a First Name Last Name

L] @ enabled ¢ userl

ATFY 7 3: A—HEIDIIN—TICEENFTET,
A—9&#BEYRIDIIN—FICEEMNFET, Administration > Identities > UsersD)JEICBEL £

o

“dutl Identity Senvices Engine Home + Contexdt Visibility + Operations + Palicy ~ Admanistration » Wark Centers

» Systern - ldentity Management | * Metwork Resources ¢ Device Poal Management  peGrid Serices  * Feed Senice  # Threat Centnic NAC

Groups  Exdernal ldentity Sources  |dentity Source Sequences  » Settings
o
Network Access Users
Usns

Marual N 13 Resul = .
Latest Manual Netwark Scan Results Jedt dpAdd | [change Status + @lmeort @Bport v | M Dekte = [y Duplcate

Status Hame &  Dascription First Name Last Name Emad Address User Identity Groups Admin
[ B Enablad 2 usarl LRADIUIS ANYCONNECT
! B Enabled 2 user2 RADIUS_ANYCONNECT_USER
[ menetled ¢ user3

ATYT4:R)—ty N EERLET,

FLOWRDUS—tY R EERL, RUS—IC—HRITHIRBEERELET, COHITE, FHOT
TIRNTOTFNAARATHEATENET, ThIZlE, Policy > Policy setsDJEICBE L £9,

ty Services Engine

Prbcy Sets  Probing  Posture  Chent Prosisicning  » Policy Elements

Policy Sets
@ Status  Palicy Set Name Description Condiians. Alowed Protocols | Server Sequence  Hits  Acons  View
New Pebicy St 1 Ig DEVICE Dirsict Typh EQUALS ANl Divica Tyt I Inr.u_:ullr-,..:n Asewis v (o I o »
Dt Dt poy 588 Dttt Network Access PR 0 & >

ATY7 5 BAIRY S —DOERK.

RID—C—BIREHICHBELRHZEAL T, HILLRARUS —EZERLET, ATV
2THERL DTN —TZRHELTEHTSEE L,



b Idently Senices ENGine jigme

Pobcy Seis | Peelling  Poste

Chent Proisnng  » Pobey Elemants
Policy Sets = New Policy Set 1

Status  Policy Set Name

Description Conditions

Allowed Protocols | Senver Sequence Hits

o

we
¥ nuthenticatson Policy (1)

¥ Auihorization Policy - Local Exceplions

¥ nuthorization Policy - Global Exceptions

~ muthorizaton Polcy (3)

O Slatus  Rule Name

Results
Conditions

Profiles Security Geoups Hits Actions.
(=] ECUAL
@ ANE + -+ o
L= |
(=
@ AN + - o
L= |
@

FE6:FA7O7 74 EERELET,

WAIZO77A4LICE, BARVS —HF—HUEGFELCRTENBTIOIIVNFEENET, X
DEMZECHLVREATO7 7ML 2HEKLET,

« RADIUSY T A=<TI)L—7"7R1) > —ASA>
TOtAZA47 : ACCESS ACCEPT,

N HORCEREN R EERELT. ASARETCESELETIL—T RS —OEF & —
HEUBUBENHYET.

Results
+
Saws  Rule Name Conditions Profiles Secunty Groups Hits ACHons
=]
s @ AN + &
-
s @ AND i -8 &
EQUA
@ L +



" Add New Standard Profie
Authorization Profile
“tame
Deseriptan | A
* Acoess Type

Hotwork Dovice Brofile |2 Ciscn | =| &

Service Template [

Track Mavemert [

Passive Identity Tracking [

¥ Common Tasks

This should be the Group-policy name

. « Advanced Attributes Settings '

w Attributes Detais
‘Access Type = ACCESS_ACCEFT

Clarss = RADRIS-ADMI J
<

FE7:RBA7O77AIIOREEHEBLET,

3

[ s=< JEH




bl Identity Services Engine Home » Context Visibility » Operations ~ Policy » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Prowisioning = = Policy Elements
Dictionaries  » Conditions  ~ Results
(<]

» Authentication Authorization Profile

*Name | CLASS_25_RADIUS_ADMIN |

= Authorization

Description [
uthonzation Profiles .
Access Type | ACCESS_ACCEPT v]
Downloadable ACLs
MNetwork Device Profile sl Cigeg | w | 6D
» Profiling S
Senice Template
» Posture Pl O

Track Movement [ ;

Client Provisioni
R Passive ldentity Tracking [ ;

» Common Tasks

» Advanced Attributes Settings

[Radius:Class | =[raD1US-ADMIN i

—
i

 Attributes Details

Access Type = ACCESS_ACCEPT
Class = RADIUS-ADMIN

=

N ALKUI—EY FRIC. BIDTIL—TEASATESE N EBEDT L —THRUS—IC
YIS RnEOET RS — 2 RETEET .



Fobcy Beis  Prolng  Posiue  Chend Provisioning  » Pelbicy Elamenis

Policy Sets = New Policy Set 1 [ Reset m
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits
@ (=] I L Defarc Network Acuss LRS-
¥ Authent Policy

¥ hathorization Policy - Local Exceptions
¥ Authorizasion Policy - Global Exceptions

* futhorization Policy (%)

Results
-
Status  Rule Name Conditans Profles Security Groups Hits  Actions
v EGUAL
] ND & L
=]
@ ND + &
&
© + Sy o

COREHTE, I—HFHFEITBIDIN—TICETVT, ISEREZNLTEEFIT V4T
PRI—PETN=TRIS—ZBNICE) HTEDENTERT,

debug radius

ES51DDERBZEY —I)LIE, testaaa-server N> RTY, FiNACCEPTEDA'REFUSEDA, &
KUCRIATOCLARATRBENEEBHE ( ZOBITE Tclassy B ) ARRENET,

test aaa-server authentication

[host

] username

password



EEBESFTUF

BORDEREH T, userllFISEEREC & ICRADIUS-ADMINT IL—7 RV —ICBLTVWE T,
nlk. testaaa-serverzEZ1TL T, ASATradiusT/\Y I 2BMICITBHEHERETEET, TNV Y
DPSODBEETRIITRERETCREATVET,

<ffroot>

ASAv# debug radius
ASAv#test aaa-server authentication ISE_AAA host 10.31.124.82 username userl password *%%%%
INFO: Attempting Authentication test to IP address (10.31.124.82) (timeout: 12 seconds)

RADI US packet decode (authentication request)

Raw packet data (Tength = 84).....

01 1le 00 54 ac b6 7c e5 58 22 35 5e 8e 7c 48 73 T..|.X"5A. |Hs

I
04 9f 8c 74 01 07 75 73 65 72 31 02 12 ad 19 1c | t..userl.....
40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f 04 06 Oa | @.C...F.5.R.0
1f 7c 55 05 06 00 00 00 06 3d 06 00 00 00 OS5 1la | U=
15 00 00 00 09 01 Of 63 6f 61 2d 70 75 73 68 3d | e coa-push=
74 72 75 65 | true

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 30 (Ox1E)

Radius: Length = 84 (0x0054)

Radius: Vector: ACB67CE55822355E8E7C4873049F8C74
Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31

userl

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

ad 19 1c 40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f | ...@.C...F.5.R.0
Radius: Type = 4 (0x04) NAS-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 10.31.124.85 (Ox0A1F7C55)
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x6

Radius: Type = 61 (0x3D) NAS-Port-Type



Radius:
Radius:
Radius:
Radius:
Radius:
Radius:
Radius:
Radius:
63 6f 61 2d 70 75 73 68 3d 74 72 75 65
send pkt 10.31.124.82/1645

rip 0x00007f03b419fb08 state 7 id 30

rad_vrfy(Q response message verified

Length = 6 (0x06)
Value (Hex) = 0x5

Type = 26 (0x1A) Vendor-Specific

Length = 21 (0x15)
Vendor ID = 9 (0x00000009

)

Type = 1 (0x01) Cisco-AV-pair

Length = 15 (0xOF)
Value (String) =

rip 0x00007f03b419fb08
: chall_state "'
: state Ox7
: reqauth:

ac b6 7c e5 58 22 35 5e 8e 7c 48 73 04 9f 8c 74

: info 0x00007f03b419fc48
session_id 0x80000007
request_id Oxle
user 'userl'

response

Vet

app O

reason 0

skey 'ciscol23'
sip 10.31.124.82
type 1

RADI US packet decode (response)

Raw packet data (length = 188)...

02 1le
37 3d
75 74
63 35
65 4a
70 44
52 41
43 53
72 70
58 75
52 4f
33 37

Parsed

00
7a
68
32
39
45
44
3a
36
65
44
39

p

Radius:
Radius:
Radius:
Radius:
Radius:
Radius:
Radius:
75 73 65 72 31

userl

bc 9e 5f 7c db ad 63 87
35 01 07 75 73 65 72 31
53 65 73 73 69 6f 6e 3a
52 71 51 47 52 72 70 36
76 4c 54 6a 73 58 75 65
61 35 36 34 66 52 4f 44
49 55 53 2d 41 44 4d 49
30 61 31 66 37 63 35 32
5a 35 66 4e 4a 65 4a 39
59 35 4a 70 75 70 44 45
57 78 34 3a 69 73 65 61
35 35 36 37 34 35 2f 33

acket data.....

Code = 2 (0x02)
Identifier = 30 (Ox1E)
Length = 188 (0x00BC)
Vector:
Type = 1 (0x01) User-Name
Length = 7 (0x07)

Value (String) =

Radius: Type = 24 (0x18) State
Radius: Length = 67 (0x43)
Radius: Value (String) =

cl
43
61
35
35
78
19
71
4c
35
79

bb
52
31
66
4a
34
50
51
54
36
32

03
65
66
4e
70
19
43
47
6a
34
34

41
61
37
4a
75
Oe
41
52
73
66
2f

9E5F7CDBAD6387D8C1BB0341373D7A35

coa-push=true

7=z5. .userl.CRea
uthSession:0alf7
c52RgQGRrp6Z5fN]
eJ9vLTjsXueY5Ipu
pDEa564fRODWx4 . .
RADIUS-ADMIN.PCA
CS:0alf7c52RqQGR
rp6Z5fNJeJ9vLTjs
XueY5JpupDEa564f
RODWx4:iseamy24/
379556745/31



52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 ReauthSession:0a

|
31 66 37 63 35 32 52 71 51 47 52 72 70 36 5a 35 | 1f7c52RgQGRrp6Z5
66 4e 4a 65 4a 39 76 4c 54 6a 73 58 75 65 59 35 |  fNJeJ9vLTjsXueY5
4a 70 75 70 44 45 61 35 36 34 66 52 4f 44 57 78 |  JpupDEa564fRODWx
34 | 4

Radi us: Type = 25 (0x19) d ass

Radius: Length = 14 (OxOE)
Radius: Value (String) =
52 41 44 49 55 53 2d 41 44 4d 49 4e

RADI US- ADM N

Radius: Type = 25 (0x19) Class
Radius: Length = 80 (0x50)
Radius: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 52 71 51 CACS:0alf7c52RqQ

|
47 52 72 70 36 5a 35 66 4e 4a 65 4a 39 76 4c 54 | GRrp6Z5fNJel]9vLT
6a 73 58 75 65 59 35 4a 70 75 70 44 45 61 35 36 | jsXueY5JpupDEa56
34 66 52 4f 44 57 78 34 3a 69 73 65 61 6d 79 32 | 4fRODWx4:1iseamy?2
34 2f 33 37 39 35 35 36 37 34 35 2f 33 31 | 4/379556745/31

rad_procpkt: ACCEPT
RADI US_ACCESS_ACCEPT

: normal termination

RADIUS_DELETE

remove_req 0x00007f03b419fb08 session 0x80000007 id 30
free_rip 0x00007f03b419fb08

radius: send queue empty

I NFO Aut hentication Successful

show vpn-sessiondb anyconnectA~Y > RZ &M L T, Secure ClientiEH T## L 2 & E ICISEIC
K2 TuserlZIELWI =T RV —HNE)ETSNTWVWBIAESHEZERRIDHEEHYET

o

<tfroot>
ASAv#

show vpn-sessi ondb anyconnect

Session Type: AnyConnect

User nane : userl
Index 1 28
Assigned IP : 10.100.2.1 Public IP : 10.100.1.3
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl
Bytes Tx : 15604 Bytes Rx : 28706

Group Policy : RAD US-ADM N



Tunnel G oup : Defaul t WEBVPNG oup

Login Time : 04:14:45 UTC Wed Jun 3 2020

Duration : Oh:01m:29s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN I none

Audt Sess ID : 0a6401010001c0005ed723b5
Security Grp : none

NZ7LZ1—hk

F /-, debugradiusIY > R &testaaa-server AN REFEAL T, BENRELEBEORNST
N A—TFT AT TS5CEETERT, HRE—MWEBBEIC OV TR, XTHALET,

EBCEELEVS T F1

Anyconnect TRREEN KB L, ISENREJECTTRETDHE, 1—HHF1—HIDJTIL—7(CHEE
FFEsNTWVWEHL, NAT—RAELLK BV L EZRRBITIHENHY) ET, Operations > Live
logs > DetailsDJEICBEL £T,

<tfroot>

RADI US packet decode (response)

Raw packet data (length = 20).....
03 21 00 14 dd 74 bb 43 8f 0a 40 fe d8 92 de 7a | .!...t.C..@....z
27 66 15 be | 'f..

Parsed packet data.....

Radius: Code = 3 (0x03)

Radius: Identifier = 33 (0x21)

Radius: Length = 20 (0x0014)

Radius: Vector: DD74BB438F0A40FED892DE7A276615BE
rad_procpkt:

REJECT

RADIUS_DELETE

remove_req 0x00007f03b419fb08 session 0x80000009 id 33
free_rip 0x00007f03b419fb08

radius: send queue empty

ERROR Aut hentication Rejected: AAA failure



il Identity Services Engine

Steps
Overview

1001
Event 5400 Authentication failed

1017
Username userl N7 senar
Endpoint Id 5049 valua

15008  Evaluatin e Salection Palicy
Endpeint Profile 15048 Quened PIP -E Device Type

Authentication Policy Mew Policy Set 1 >> Default 15041 ating ldentity P
source sequence - All_User_|D_Stores
Authorization Policy New Policy Set 1 == Default
Intemal Users

Authorization Result DenyAccess 24210 Looking up User in Intamal L serl

24212 Found User in Internal Users e

22037 Authentication Passed

16036  Evaluating Authonzation Palicy

Authentication Details
15048 Quered FIF - DEVICE Devic
. e e e e e e 16048  Queried PIP - Metwork A

Source Timestamp 2020-06-02 23:22:53 577 3 Chisriad etwork S

15048  Quened PIP - Identity
Received Timestamp 2020-06-02 23:22:63 5 \oCes
Policy Server seamy24
Event 5400 Authentication failed
Failure Reason 15039 Rejected per authorization profile

N cofiti. userl@1—HIDYL—TEBENFHFShTOERA, LEFST,
DenyAccess Fo2avagCHLLVRUS—EY MOTOF 72 MNOFERERD > —&
HARV—ICEYNLET, cOTV232Z2ZELT, F7FILKNORAKRI—AD
PermitAcces\CEREL . SRAEEICBEEMNITONEI—YIDIIN—T2F AV I—ZHFAT
EET,

EBEE> A2

Anyconnect TRREEA"RML ., 77 4 M OFFAR > —HPermitAccessDiFE. R Z T AN
S5h&ET, 1L, classEMERadiusiSFICEFRR"E NAZVWiZH, 11— (EDfItGrpPolicy ICELE
ENTHY), FREE =Y Rvpn-simultaneous-logins O BRI TELL L £ A

<{froot>

RADI US packet decode (response)

Raw packet data (length = 174).....
02 24 00 ae 5f Of bc bl 65 53 64 71 1la a3 bd 88
7c fe 44 eb 01 07 75 73 65 72 31 18 43 52 65 61

.$.._...eSdq....
| .D...userl.CRea

I

I
75 74 68 53 65 73 73 69 6f 6e 3a 30 61 31 66 37 | uthSession:0alf7
63 35 32 32 39 54 68 33 47 68 6d 44 54 49 35 71 | ¢5229Th3GhmDTI5q
37 48 46 45 30 7a 6f 74 65 34 6a 37 50 76 69 4b | 7HFEOzote4j7PviK
5a 35 77 71 6b 78 6¢c 50 39 33 42 6¢ 4a 6f 19 50 |  Z5wgkx1P93B1Jo.P
43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54 | CACS:0alf7c5229T
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a | h3GhmDTI5q7HFEOZz
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78 | oted4j7PviKZ5wqgkx
6c 50 39 33 42 6¢c 4a 6f 3a 69 73 65 61 6d 79 32 | TP93B1Jo:1iseamy?2
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37 | 4/379556745/37

Parsed packet data.....
Radius: Code = 2 (0x02)



Radius: Identifier = 36 (0x24)

Radius: Length = 174 (0x00AE)

Radius: Vector: 5FOFBCB1655364711AA3BD887CFE44EB
Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31

userl

Radius: Type = 24 (0x18) State
Radius: Length = 67 (0x43)
Radius: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 ReauthSession:0a

|
31 66 37 63 35 32 32 39 54 68 33 47 68 6d 44 54 |  1f7c5229Th3GhmDT
49 35 71 37 48 46 45 30 7a 6f 74 65 34 6a 37 50 | I5q7HFEOzote4j7P
76 69 4b 5a 35 77 71 6b 78 6¢ 50 39 33 42 6¢C 4a |  viKZ5wgkx1P93B13J
6f | o

Radius: Type = 25 (0x19) Class
Radius: Length = 80 (0x50)
Radius: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54 CACS:0al1f7c5229T

|
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a | h3GhmDTI5q7HFEOZ
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78 | oted4j7PviKZ5wqkx
6c 50 39 33 42 6¢ 4a 6f 3a 69 73 65 61 6d 79 32 | 1P93B1Jo:iseamy?2
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37 | 4/379556745/37

rad_procpkt: ACCEPT
RADI US_ACCESS ACCEPT

: normal termination

RADIUS_DELETE

remove_req 0x00007f03b419fb08 session 0x8000000b id 36
free_rip 0x00007f03b419fb08

radius: send queue empty

I NFO Aut hentication Successful

ASAv#

vpn-simultaneous-logins 04" "1, IZEBEhIBE., 1—FRRAXOEDICRIRSICERELET

o

<ffroot>

ASAv# show vpn-sessiondb anyconnect

Session Type: AnyConnect

User nane : userl
Index 1 41
Assigned IP : 10.100.2.1 Public IP : 10.100.1.3
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl
Bytes Tx : 15448 Bytes Rx : 15528

Group Policy : DfItGpPolicy Tunnel G oup : Defaul t WEBVPNG oup



Login Time : 18:43:39 UTC Wed Jun 3 2020

Duration : Oh:01m:40s
Inactivity : Oh:00m:00s
VLAN Mapping : N/A VLAN I none

Audt Sess ID : 0a640101000290005ed7ef5b
Security Grp : none

Cisco MnyConnect

| YOU DON'T HAVE AUTHORIZATION TO ACCESS ANY INTERNAL
| RESOURCES

B> FIA3

FRRLICEI L TEA—HICEBR) S —FERAEThBEVWEE, LexlF, BREhTVWAIIL
—7 RIS —IC, BELCWUTTZLARN Y RLTRBESATIY RRURILFBREEHATVRIEE
TY, A—YHFBE>21—HIDJIL—TICBLTLWA AREMEN B ET,

<tfroot>

ASAv# sh vpn-sessiondb anyconnect



Session Type: AnyConnect

User nane : userl

Index 1 29
Assigned IP : 10.100.2.1 Public IP : 10.100.1.3
Protocol : AnyConnect-Parent SSL-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 15592 Bytes Rx : 0

G oup Policy : RAD US- USERS

Tunnel Group : DefaultWEBVPNGroup

Login Time : 04:36:50 UTC Wed Jun 3 2020

Duration : Oh:00m:20s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN I none

Audt Sess ID : 0a6401010001d0005ed728e2
Security Grp : none

ET7F

COEFATIE, ISERRIIETIIN—TRV—IVEVITROIOZABKZFERL TSSL
AnyconnectZRE T A FIRICOVTHBALET,
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