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ERTHIAR—F2 B
CORFIXY NOERIE. ASAVT RIITN—T3283URICET<ENTT,

CORFIXVNORHRE. REDFARRELCHZITNARACETVWTERENELEZ, DR
FIAXRNTEATEZINTOTNARRG, A (F7FIIN ) REDREASBELTVET
o BEEHRORY ND—UTR., FEONVRIEL>TRIDAEMI HD2EEZ +OEIEL T
ZEW,

HREHA

ACLIZ, RS T7 1Y I FAENBI N IERENDDERETDLHICASAICE >THEAETINET
o T7FAILKTRE, BLVEFIVFALARILDAVEZ—TIAANSBVWEFIUTFALARILD
AVB—TIAAICEEND RN T4V IREFEAETHY, BLEFIVFALRILOAZ
—TJIAADLSEBEVWEFIVFALRILDA DV Z—TIAANDRNT T4V IREHFETENET,
COEMEE ACL TLEETEZET,

NATIL—ILABETBHE. ASAOMBIN/N—2 3> (82581 ) T, ASAE. —3 L =NATIL
BTV TT Y NEZRUBTHICACLEF I Y VL ET, N—T 383K TR,
ASABACLEF T Y U FBMIC/NTY NERTHRUET, DEV. ASAN—T 3 V8 3LUKTH,
LTMENEIPT RLATRAL, RAROEBOIPT KL ACESWTRS 74 v O FAEE
FEFEhET, ACLIK. 1D EDFHEAIY RO—LI> K UJACE)TERENET,

B
S+ 1A 1.DMZOEHIC B BWebY —/SADF VLA EHAT 2 18 DAceDBLE
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26 10.105.30.0/24
Client
OUTSIDE

172.30.0.0/24

A0

Server

Webt—/NOERBEDIPT RL AlF172.30.0.10CTF o AZXT A Y VIR ONATIL—=ILIE, B
ﬂT‘IP) RL A10.105.130.27&Z2 AL TA X —F Y NI1—FHAWebHF—NICT O EATESD K
SICBEENTVET, AXT 1Y INATIL—ILA. Toutsides 12 —T7 TAAIPFRLA
10 105.130.26EBALH 7 XY NCHBIEBPF RLAZFEAL TEREESNTVWRHE, ASARKT

7#)LNT Toutsides 41X —7 I 4 AT10.105.130.27 Dproxy-arpZRITLE T,

obj ect network web-server
nat (dne, outside) static 10.105.130. 27

A28—FY NEOFEEDOEEFERTIPT RL AANTCPR— K80EH K V443 L TDH HWebH —/NICH#E
MTEDRDIC, CHACEZRELE T, 1NV REMTACLEZNRA > Z2—T7 T4 AICE]
WETEY,

access-list QUT-IN extended permt tcp any host 172.30.0.10 eq www
access-list QUT-IN extended pernmit tcp any host 172.30.0.10 eq https
access-group QUT-IN in interface outside

3

RD 7T 14 —)L RTpacket-tracer AN REEFTLET, NTYRNERNL—ATDIANAMZ—T
I 1 A:outside

Z’O0K3JL : TCP

EERIPTRLA A2V 8—Y NEOEEDIPT RLA
EETIPR—K  FEO—RKHER—K
EIPP KL A : WebH—/SO L& hi=IPF KL Z(10.105.130.27)
FRAR— b : 80F /213443



ci scoasa# packet-tracer input outside tcp 10.0.50.50 1234 10.105. 130. 27 443

I--- NAT untranslate from 10. 105. 130. 27/ 443 to 172. 30.0. 10/ 443

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

obj ect network web-server

nat (dnez, outside) static 10.105.130.27

Addi tional |nfornation:

NAT divert to egress interface dne

Untransl ate 10. 105.130. 27/ 443 to 172.30.0. 10/ 443

1--- The configured ACL is permitting this packet to 172.30.0.10 on TCP port 443

Phase: 2

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group QUT-IN in interface outside

access-list OUT-IN extended pernmit tcp any host 172.30.0.10 eq https
Addi tional |nfornation:

l--- Final result shows allow fromthe outside interface to the dnz interface

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: dne
out put-status: up

out put-1line-status: up
Action: allow

>3 )7 2FODNZEAL TWeb—/SANDF VL RAZHFATD - H DAceDFRE

O—ALTIUFZY RT—S(LAN)CHBIPT KL Z1010.102055 1 7> .
facebook.com\DT7 IV AZHFAEThET,

XY BMND—OK

] l

DNSH—/NHAASATELLKREENhTVWD L ZHRBLET,

ci scoasa# show run dns

dns domai n-| ookup out si de
dns server-group Defaul t DNS
nanme-server 10.0.2.2



nane-server 10.0.8.8

IP7 RL A10.10.10.20 9 Z A4 7 > N Hfacebook.comlC 7 IV ATED LD, CORY NT—
D9ATDITON, FRDNAT7S IO KN, BRPACEZRELE T,

obj ect network obj-10.10.10. 2
host 10. 10.10.2

obj ect network obj-facebook. com
fqdn facebook. com

access-list INOUT extended permt ip object obj-10.10.10.2 object obj-facebook.com
access-group INQUT in interface inside

3

show dns® H 1 (Z &, FQDN facebook.comDfERE NI-IPT RL AN RRENET,

ci scoasa# show dns

Host Fl ags Age Type Address(es)
facebook.com (tenmp, OK) 0 I P 10.0.228.35

TORAVARNE, FADNATZ T O N EBRERELTRL, BREKDIPT RLAERLE
ED

ci scoasa# show access-1ist |INQUT

access-list INOUT; 2 elenents; nane hash: O0x1b5ff 18e

access-list INQUT line 1 extended permt ip object obj-10.10.10.2 object obj-facebook.com
(hitcnt=1) 0x22075b2a

access-list INQUT line 1 extended permt ip host 10.10.10.2 fqdn facebook.com (resolved)
Oxf ea095d7

access-list INQUT line 1 extended permt ip host 10.10.10.2 host 10.0.228.35 (facebook.com)
(hitcnt=1) 0x22075b2a

2F)F3ABOKEOHEE FWebH € RMADTFT VLA ZHTTDIERS [CAce®
RETS

LANIZ®H D74 T MNE, IP7 RLA10.0.20.200WebH 1 MCEHEH12PM ~ 2PM ISTORE®
KT IEATEXRT,

XY BND—OR

i i

-| 2 10.10,10,2/24 1 2 10,105.30,0/24 =l
t L INSIDE ITSIDE
——

Client Server

ASATRA LY —VHNELKBREENTLVRZEZBRALET,

ci scoasa# show run cl ock
clock tinmezone |IST 5 30



PESHBORBEEA /I ONERELET,

ti me-range BREAK TI ME
periodic daily 12:00 to 14:00

RDZRY ND)—OATITHORNEACERREL T, LANRIZCHDEZDEETIPT RL AN,
BREAK_TIME:

obj ect network obj-website
host 10. 0. 20. 20

access-list INOUT extended pernmit ip any object obj-website tine-range BREAK Tl ME
access-group INQUT in interface inside

3

REHEAT7OTINE, ASAOVOY VFREBERA7 IO NAORKBERISRICTIT
AT ICBYET,

ci scoasa# show cl ock
12:03:41.987 I ST Mon Cct 4 2021

ci scoasa# show ti me-range BREAK_TI ME

time-range entry: BREAK Tl ME (active)
periodic daily 12:00 to 14:00
used in: IP ACL entry

ci scoasa# show access-1ist |IN-QUT

access-list INNQUT; 1 elenments; nane hash: Ox1b5ff 18e

access-list INQUT line 1 extended permt ip any object obj-website tine-range BREAK Tl ME
(hitent=12) 0x5a66¢8f 9

access-list INQOUT line 1 extended permt ip any host 10.0.20.20 tinme-range BREAK TI ME
(hitcnt=12) 0x5a66¢c8f9

ASADVOY VN BEEEAT IV MOBEERLTWSHEE, ACELEKICKHHEEE AT
SIORNEEFTIOTF1TICHYET,

ci scoasa# show cl ock
14:15:44. 409 | ST Mon COct 4 2021

ci scoasa# show time-range BREAK_TI ME

ti me-range entry: BREAK TI ME (inactive)
periodic daily 12:00 to 14:00
used in: IP ACL entry

ci scoasa# show access-1ist |IN-QUT

access-list INQUT; 1 elenments; nane hash: Ox1b5ff 18e

access-list INOQUT line 1 extended pernit ip any object obj-website tine-range BREAK_TI ME
(hitcnt=0) (inactive) 0x5a66c8f9

access-list INOQUT line 1 extended pernit ip any host 10.0.20.20 time-range BREAK TI ME
(hitcnt=0) (inactive) 0x5a66c¢c8f9



FVFANT U ART LY NE— RTASAZ T L TBridge Protocol Data
Unit (Bpdu ; ZUYSZ7ORILTF—R2I1ZY N ) ZTOY IV TB5&SICAce®E
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ANZ2TY)—=7ARJISTPIC KB IL—TZE<HIC, BPDUET 7 2L MNTRS VAR
TLYRNE—RTASAZEIBLE T, BPDUZT7OY U FBICIE, BPDURETTBLSIC
EtherType)l— I ZRETDHEN HYET,

FYRND—UK

OUTSIDE @

Switch Switch

RICARTESIC, BPDUNASAD "HWEBLy A1 2 RX—TIARZANTVREEICEBBLEVK
5 (CEtherType ACLZEREL £ 9,

access-1ist block-bpdu ethertype deny dsap bpdu
access-1ist block-bpdu ethertype pernmt any
access-group bl ock-bpdu in interface inside

ez

TOEBAJARNDEY RADREFIYHOLT, BPDUNASAICK > T7OYO&EhTWSBC
EEBHELETS,

ci scoasa# show access-1ist bl ock-bpdu

access-1ist block-bpdu; 2 elements

access-1ist block-bpdu ethertype deny dsap bpdu(hitcount=14)
access-1ist block-bpdu ethertype permt any (hitcount=48)

SFIFERUEFIVTFALRLILDAVZ—TIAAMTORNT 7 14 Y U DEB
EAUTD

XYBMND—=UK
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20.0.0.0/24

__wp SPOKE

—

10.0.0.0/24

F7AILRTR, BLEFIVTALRILOSA O Z—T7IAABEZBBIZ NS 714y 0170
VIENET, EF1VFAILRINELVAEZ—TIA ABOBEZHATITDH,. NFT 4
YIONBUAVR—TIAAICHEAYTESRELSICTDICE (ATEUE— ), FJO-N)
> 74F 1L —2 3> F— RTsame-security-trafic 1NV > RZEFEAL £ 9,

ROOYY Kid, AUEF1UTALARLEROERRB AV A—T I/ ABOBEEFTI 5%
HEERLTVET.

same-security-traffic permt inter-interface

ROBNE, BUAVE—T7 I/ ATEZREEChIBEEZFAATIDHEEZRLTVRT,

same-security-traffic permt intra-interface

COHER, BRIV E—TIAALLBBLERIBALAVE—TI(AASIN—T12TEh
VPN RZT7 1Y VLU TERSEEETT, LERE. SOASAHN/NT T, UE—HRVPNX
YRID—=OHNAR—DVTHBDNT T2 RAR—VVPNERY ND—OHFHBHE. HDAR—DUN
BIDAR—VEBETRIEOICE., T T 1Y IHFASAICEFEENLER, BIOAR—TICBTE
BEThBILBENHYNET,

3

same-security-traffic permit inter-interface ¥ > RZFEAL & VEES., NTY RNL—HOHEAIC
., BUEFIVTALRILIOEBDZAVER—TIAABZBBITBDRNT 74V I, RICRT
ESICEBROIL—=ILICE>TTOYIENTVRZEN RENET,

!--- The interfaces named 'test' and 'outside' have the same security level of 0



ci scoasa# show nanei f
Interface Nanme Security

G gabit Et hernet 0/ 0 inside 100
G gabit Et hernet0/1 dnz 50
GigabitEthernet0/2 test 0
GigabitEthernet0/5 outside 0
Managerment 0O/ 0 ngnt O

1--- Traffic between different interfaces of same security level is blocked by an implicit rule

ci scoasa# packet-tracer input test tcp 172.16.20.10 1234 10.0.8.8 443 detail ed

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Result: DROP

Confi g:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a2ff90, priority=110, donmai n=permit, deny=true
hi ts=0, user_data=0x0, cs_i d=0x0, flags=0x3000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
input _ifc=test, output_ifc=any

Resul t:

input-interface: test

i nput -status: up

input-line-status: up

output-interface: outside

out put-status: up

out put-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame
0x00005638dfd7da57 flow (NA)/NA

!--- After running the command 'same-security-traffic permit inter-interface’

ci scoasa# show runni ng-config same-security-traffic
same-security-traffic permt inter-interface

!--- Traffic between different interfaces of same security level is allowed
ci scoasa# packet-tracer input test tcp 172.16.20.10 1234 10.0.8.8 443 detail ed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: ALLOW

Confi g:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a352d0, priority=2, dommi n=pernit, deny=fal se
hits=2, user_data=0x0, cs_i d=0x0, flags=0x3000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
input _ifc=test, output_ifc=any

Resul t:
input-interface: test



i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

same-security-traffic permit intra-interface <X > RA & VWEES, NTY NRL—HOHEBIZE, R
ICRTESIC, ALAVE—TIARICHANTBRT 714V ONBRONL—INICE>T7OY
DENTWVWABZENRENET,

!--- Traffic in and out of the same interface is blocked by an implicit rule
ci scoasa# packet-tracer input outside tcp 10.0.0.10 1234 10.1.0.10 443 detail ed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: DROP

Confi g:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a32f 30, priority=111, domai n=permit, deny=true
hi ts=0, user_data=0x0, cs_i d=0x0, flags=0x4000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
i nput _i f c=out si de, out put _i f c=out si de

Resul t:

input-interface: outside

i nput -status: up

input-line-status: up

output-interface: outside

out put-status: up

out put-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame
0x00005638dfd7da57 flow (NA)/NA

!--- After running the command 'same-security-traffic permit intra-interface’

ci scoasa# show runni ng-config same-security-traffic
same-security-traffic permt intra-interface

!--- Traffic in and out of the same interface is allowed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: ALLOW

Confi g:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f99609291c0, priority=3, dommin=pernit, deny=fal se
hits=1, user_data=0x0, cs_i d=0x0, flags=0x4000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
i nput _i f c=out si de, out put _i f c=out si de



Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

231 # 6.To-The-BoxRS 7 1 v O 54l T D= DAceNDERTE

control-plane¥ —7 — K&, To-the-BoxhZ 7 1 v JVDOHIEICACLZFERAT AL ESHZEEEL
F9, to-the-boxBEENT 7 1Y U(http. ssh, Fildtelnet’ZEN AN RTER)OT7 VAT
> ~O—=J)LIL—ILi, control-plane 7> 3> THAThZEBTIVERAIL—ILVEEEE O
FBY, LIENSDT, CORSBHATHEEERNT 7 1Y U, to-the-box ACLIZ & > TEHRM
ICHEBRETNEBEETE, BEEFTTHIHENf HBYVET,

BEOTIVERAN-INERGERY, A V22—TIAAO—EQOEBIL—IOHEICEERD
deny@FHELELEA. TORDY, EBT7VEAL—ILIC—HLEVERR. BEoF7o7£A10

hO=NLIL=NLNICE>THHEETNE T, FlzlEk, ICMPIL—IILZEAL T, N1 AND
ICMPRZ 74y VZHIHTEXRT,

XYBMND—OK

10.65.63.155

Client

x.?t‘i 10.105.130.0/24
ﬁ OUTSIDE

IP7 RL A10.65.63.155%%fEx& L, ASAD "TAE, 1 Z—T I A AIP7RLAZREBEET
Sto-the-box N Z 74 v 9% 7OY U3 KSIC, control-plane¥—7— R%ZFEHAL TACLEZRE
LET,

access-1ist control -plane-test extended deny ip host 10.65.63.155 any
access-group control -plane-test in interface outside control-plane

3

TOEAVARODEY NADYREFIVILT, RZTA4YIUNFACLICEK>TTOYV&ENT
WBEZHRELET,

ci scoasa# show access-1ist control-plane-test

access-list control-plane-test; 1 elenents; name hash: Ox6ff5e700

access-list control-plane-test line 1 extended deny ip host 10.65.63.155 any (hitcnt=4)
Oxedad4c6f

syslogXyYt—2 &k, RZ714Y 0K Tidentityy, 1 X —T7IAATROYTEhizc&ZRL
£7,



Dec 27 2021 13:19: 44: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity: 10. 105. 130. 26/ 8000 by access-group "control-plane-test" [Oxedad4c6f, O0xO]
Dec 27 2021 13:19:45: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]
Dec 27 2021 13:19:46: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]
Dec 27 2021 13:19:47: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]

Logging

logF¥—"T— R, ACENRY ND—UFT OEAD/NTY M(access-group N> RTHAET N
ACLIE—BTBBEIC. OF 0 IAT72a>aRELET,. s5lHZEEL T (ClogF—T— K%
ADTBDE, F7AILROLARILG)EF7 I NOER (3008 ) TOATLAOTXY -2
106100 BMICHEVY E T, logF—T—RZADLEVE, EREAENTY NIHLTTFT7 #
WO RAFTLAOAT XY £—T1060230 ERENET. AT AT a2 BROEHYTT,

.level:0 ~ TOEKREL AR, F7 # )L NE6(informational) T3, 79U T 14 7EACEICXL T
COLRINZEETDE, FILLLARILIFLVERICERAENET, BFOELKIESIEH
ZROLARILTOTICRBENET,

- interval secs:syslogX ¥ E—2 B O BN OEEER( ~ 600). 77 # )L ME 300 TF,
COER., ROY ZTHIABROWEICEAENZFT YV INSKTIOT 147 70— %HIBR
TREHDRALTINMEELTEFERAETIET,

- disable : IXTOHOACEOFX > JZ#EMICLET,

. default : X v E£—106023AQOF > T EBWHICLET. COBRER. logh 7> I EEH
ZLVOERUTT,

syslog X ¥ £—< 106023:

Message:

Y%ASA- 4- 106023: Deny protocol src [interface _nane :source_address /source_port ] [([idfw_ user

| FRDN_string ], sg_info )] dst interface_nane :dest_address /dest_port [([idfw user |FQDN_string
, sg_info )] [type {string }, code {code }] by access_group acl _ID [0x8ed66b60, Oxf8852875]

\IEH :

111}

EBOIP/NT Y RFACLICK > TIEBENELE, 2OXYE—2EF, ACLOOY AT arnw
EMIBE>TVARVBEETERTIENET, IPZRLAR, NATCRRENZETRELS, EZK
DIP7 RLATY, —HITBIPFRLANRDA2EHE. 1—YIDEREFQDNEHROMEAH
IP7 RLAICRHENET, X217 77470 F—)LASA, IDIER ( I*‘X/r“/\:L—b“‘)ﬁt
uHmN(J ﬂ%ﬁﬁﬁréuv%A)EndcﬁﬁbﬁvomFﬁﬁ#uﬁmNﬁﬁﬁT

BIBE., EX AT 7 7AT 04 —)LASAREETEREOAAICOVTZ0EREOJICEEEL
i@“o

i -

Dec 27 2021 14:58:25: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nsi de: 10. 5. 0. 30/ 8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]
Dec 27 2021 14:58:26: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nsi de: 10. 5. 0.30/8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]
Dec 27 2021 14:58:27: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nsi de: 10. 5. 0. 30/ 8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]



syslog X ¥ £—= 106100:

Message:

%ASA- 6- 106100: access-list acl _ID {permtted | denied | est-allowed} protocol interface name

/source_address (source_port ) (idfw user , sg info ) interface name /dest_address (dest_port )
(idfw_user , sg_info ) hit-cnt number ({first hit | number -second interval}) hash codes
B

EOAE—NILNOBORIDAAL Y AEEEAAL Y ADEFHBNIRTRENET, COXY
=2, BEENENTY MEFZOTICREL, EY MOV RPREAEBZLARILZER
BWXY £—2106023K 1) £EZ< DFEHREZRHBLET,

TOEAJANTICIoge| BN HBHEE. ABENTVWEVWNTY NFEF21T7 7747 04—
ASAIZEIBZEL, FOERBAVANIZIK>TFlic -, COXYE—JIDANUFH—EhBC
ENFRENET, LEARK, EF 21T T77A4T7J#4—)LASATACKNNT Y N&2ZEL EHE
(BHET—7ILICTCPEFAEELAWES )., EX¥F1T7 774 T3 —)LASARR/NT Y MAFF
AENEEZRTAYE—I1061002ERTEET, L, —BIBDEEN BTV, NT
YNEEBTELL ROYTENET,

ROUARNZ, XvE—20EZRLET,

- fFAJ&E 7z | denied | est-allowed : Ch S DOfEWRE, /NTY RAACLICK 2 TEFAIE hz A ER
ENLEHLEEELET, BN est-allowedDIFE. NTY MEACLIZK > THEBEENEL Y
 ITICEIETNEEY A VICRULTREFTEATVELE (R, REI—FHA
UR—FY NOT IV EAZFUEN, BERACLIZCK>TEBEhBIRENTY M2 T
ANsShELE),

. protocol:TCP, UDP, ICMP, £i&KIPZ7ORNIILES,

- interface_name : Y ICREBB{EENLET7TO—DEBRELREREENDA > Z—T I 14 AR,
VLANA VB —T I A ANYR—REhTVET,

. source_address : OJ IR ENET7O—DFEETIPT RL A, IP7 RL Ak, NATTERR
ENBETEHELS, EBOIPPRLATTY,

. dest_address : OJ ICRRBFE N7 O—0DREEIPT RL A, IP7 RL AR, NATTRRE h
PETEREL, EBOIP7 RLATT,

. source_port : Y ICREBENZ7O0—DEFETAR—N (TCPELIKEUDP) ., ICMPDIBE.
EEXTR—RNDEBOBESEAYE—RA4TTT,

. idfw_user : I—Y¥IDOI1—HE, COI1—HY &K, Secure Firewall ASANIP7 RL AD1—
HE2ZR DT EEICBEFEDsysloglc BMEND RXASBE—HRTT,

. sg_info:Secure Firewall ASAN'IP7 RLADEF 1V FATIN—T2T2RHETEDHBEIC
syslogiClEMEndF1UT1TIN—TRT, tXx1VFT4TIN—TREEF2IVTAD
=T BRITNRRENTT (FATELZES )

. dest_port : OJ ICEEFEE 7 O0—0%WHER— N (TCPELEIFUDP ) . ICMPDIEE., 3k
R—RDBEOESFICMPXY —Y0—RTY, ChE—BOXYE—DRA TS THEATE
£F9, FAT8DHFAREICOTT, ICMPXYE—TJRALTDUARNIDWTIE, URL
http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xmlZ 8B L T & L)

o

. hit-cnt number : FREE N EHBEARNICCOACLI RJICKR 2T ZO7O-NHFAXEFIER
TN, EF 21T T77ATOAF=)ASAFCO7O0—DRIDODXAY E—2RERT S5
&, EFE1T9,

firsthit: CO7O0—ICHUTERENERBIOXY =,


http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

- number - second interval : EY RAT Y MA'EBEE N ER. ORI, intervalF 7’2 3
> REIBEL faccess-list IV RTERELET,

NV AO—R AT ORI I—TACEL BRBAIRACEICHL T, ElZ2o0NFHHEh
£, ElIE. NTY MFEY NULEACEICETVTREENE T, chsn/\v>13—R
ZERRTDICIE. show-access list IV RZAALET,

Dec 27 2021 15:09:58: %ASA-6-106100: access-list OUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56261) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [O0xa26bllfb,
0x00000000]

Dec 27 2021 15:10: 15: %ASA-6-106100: access-list OQUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56266) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [O0xa26bllfb,
0x00000000]

Dec 27 2021 15:10:55: %ASA-6-106100: access-list OQUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56270) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [O0xa26bllfb,
0x00000000]

NZ7)L21—h

BE, COREBICHIDIREORNT TN 1—TFT 1V IBREHIEE A,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



