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Microsoft Azure £ Search resources, services, and docs (G+/)

[9 % @ g youngta@ciscocom @

cesEcuRTy

Home > AZNetworks

<.~ AZNetworks | Subnets

Virtual network

Search 1 Subne-l T Gateway subneat ':,' 4elresh

“n Overview

W Activity log

Ao hecess contral (IAM)
@ Tags

# Diagnose and solve prablems

Settings
* Address space

& Connected devic

|" Subnets |
% Bastion

Q9 DDoS protection

& Firewall

@ Microsoft Defender for Cloud

& Network manager
DNS servers

“& Peerings
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I: Private endpoints
1! Properties

& Locks

Monitaring
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Add subnet X

Name

GatewaySubnet

Subnet address range * (0
1001.1.0/24
10.1.1.0 = 10.1.1.255 (251 + 5 Azure reserved addresses)

D Add IPv6 address space ()

NAT gateway (O

MNone A

Network security group

Mone A
Route table
None N

SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your virtual network
over service endpoints. Learn morne

Services (1)

0 selected ~

SUBNET DELEGATION

Delegate subnet to a service |

Mone hd
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Home >

Marketplace

Get Started

Service Providers

Management

Frivate Marketplace

Private Offer Management

My Marketplace

Fawvorites
My solutions
Recently created

Private plans

Categories

Metworking (40)

Security (34)

Compute (19)

IT & Management Tools (9)
Web (8)

Developer Tools (4)

+ New! Get Al-generated sugges
+

Ask Al to suggest products, articles, and solutio

A virtual network gateway * Publi

[ ] Azure benefit eligible onlyf © Pricir

|:| Azure services only

Showing 1 to 20 of 68 resulfs for 'virtual network gateway'. Clear se

B
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Virtual network ga Local network gateway

Microsoft Microsoft

Azure Service Azure Senvice
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Home > Marketplace

Create virtual network gateway

Basics Tags  Review + create

Azure has provided a planning and design guide to help you configure the various VPN gateway options. Learn more &

Project details
Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and manage all

yOur resources. =

Subseription * ex-gec-tls o

Resource group AzurebMonitor-RG-cxsecurity (derived from virtual network's resource group)

Instance details
Mame * VMHGWT
Region * East US o

Gateway type * \i" VPN {:l ExpressRoute

SKU * [ VanGw? v |

Generation Generation 1 o

Virtual network *
Create virtual network

Subnet
B Oty virtual networks in the currently selected subseription and region are listed,

Public IP address

Public IP address * (®) creste new () Use exsting

Public IF address name * Puhll-:IP!bNNGWﬂ

Public IP address SKL Standard

.ﬂ.:.sigﬂmcnl
Enable active-actve mode ® {::} Enabled (®) Disabled

Configure BGP * (®) Enabled I::I Dusabled
Autonomous system number [ASN) * 65515

Custom Azure AFIPA BGP IP address

Peer Address

Azure recommends using a validated VPN device with your virtual network gateway. To view a list of validated devices and
Instructions for configuration, refer 1o Azure's documentation regarding validated VPN devices

Review + create I

Mext : Tags > Download a template for automation
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Hoiree + CReaie & FesOunoe AL riostplace

Create local network gateway
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Home > Create aresource > Marketplace >

Create connection - X

Basics  Settings Tags  Review + create

Create a secure connection to your virtual network by using VPN Gateway or ExpressRoute.
Learn more about VPN Gateway =
Learn more about ExpressRoute

Project details

Subscription * ‘ cx-sec-tls v |
Resource group * ‘ cx-sec-tls-rg v |
Create new

Instance details

Connection type * (5) ‘ Site-to-site (IPsec) s |
MName * | VPMNTunnell v’l
Region * ‘ East US o |

| Previous || Next : Settings > Download a template for automation Give feedback




Create connaction - Micrasoft | =

&

L) Gatting Started I-B Gatling Started

ey

azure.com g

Lightning GIT I-B ASA Licanse Ganer_. HEH ASA License Gener... Sacura)

(WI=rl = Search resources, services, and docs (G+/) E O & & Dmhgta@t.;‘:::{ﬁ:ﬁ <

Home > Create a resource > Marketplace >

Create connection

Basics Settings Tags  Review + create

Virtual network gateway

To use a virtual network with a connection, it must be associated to a virtual network gateway.

Virtual network gateway * (1)

Local network gateway * (1)

Shared key (PSKE) *

IKE Protocol (O

Use Azure Private IP Address (0

Enable BGP (O

| vgwr v |

[ nsa v

(O kev1 (@) IKEv2
]
=

a To enable BGP, the S5KU has to be Standard or higher

IPsec / IKE policy (&

IKE Phase 1

IKE Phase 2(IPsec) (1)

IPsec SA lifetime in KiloBytes * (0

IPsec SA lifetime in seconds * (D)

Use policy based traffic selector (0

DPD timeout in seconds * (0

Connection Mode (0

{ Default

ﬂ When using custom IF5ec/IKE policies, please ensure that the custom settings
are appropriately configured on the an-premise device for both initial tunnel
establishment and rekey.

Encryption * Integrity/PRF * DH Group *
GCMAES256 v SHAZB4 DHGroupld
IPsec Encryption ® IPsec Integrity * PFS Group *
AES256 v | |sHazs6 | | Mone
0
27000
( Enable
45

I:-l"I Default C:J InitiatorOnly D ResponderCnly

” Mext : Tags > Download a template for automation Give feedback




AT Y7 6ASA DEEE

1. |, ABAE—T T4 ATIKEV2ZEBMICL, IKEV2RD S —ZR/ELET,

crypto ikev2 policy 10

encryption aes-gcm-256 aes-gcm-192 aes-gcm
integrity null

group 14 5 2

prf sha512 sha384 sha256 sha
Tifetime seconds 86400

crypto ikev2 policy 20

encryption aes-256 aes-192 aes
integrity sha512 sha384 sha256 sha
group 14 5 2

prf sha512 sha384 sha256 sha
Tifetime seconds 86400
crypto ikev2 enable outside

ATY T 6IPSechT A7 4—LtYy N&IPSecZ7O7 7 A1) DERE

crypto ipsec ikev2 ipsec-proposal AZURE-PROPOSAL
protocol esp encryption aes-256

protocol esp integrity sha-256

crypto ipsec profile AZURE-PROPOSAL

set ikev2 ipsec-proposal AZURE-PROPOSAL

AT Y 7 7 tunnel-groupZSREL £,

1.RIZRTRDIC, ATFYTITHERLEREBRY ND—095—KNIJTA4DO/NT )Y JIPv4T R
LAZEEBLERT,



Dashboard > VNGW1

VNGW1
Virtual network gateway
J « => Move M Delete
) Resource group {change) SKU
LB CX-SecurityTLs-ResourceGroup VpnGwl
=] Activity log Location Gateway type
. Central US VPN
na Access control (AM) )
Subscription (change) VPN type
& Tags Microsoft Azure Enterprise Route-based
x Di d sol bl Subscription ID Virtual networ
1agnase and solve problems dead0d63-bede-4e95-bd95-badbiblebsfb AzureNetworks

. Public IP address
Sett
ettings ALA LA, ArublicPforvNcwi)

& Configuration

Tags (change)

Connections Click here to add tags

E

Feotoa sl St oo ot

2.)RIZ, ASAT, ATY73TERBLLEMABF—ZFEALTIN-—T RIS — R RILT
W—T&RELET,

group-policy AZURE internal

group-policy AZURE attributes
vpn-tunnel-protocol 1ikev2

tunnel-group A.A.A.A type ipsec-121
tunnel-group A.A.A.A general-attributes
default-group-policy AZURE
tunnel-group A.A.A.A ipsec-attributes
ikev2 remote-authentication pre-shared-key **

Ve

ikev2 Tocal-authentication pre-shared-key *¥**

ATYVT B8RRI AVER—TIAADRKRE

1. 279 74T, RELEBGPEMICHL T, O—ALRY RD—U%—RII4, XY hD—
T KLA, BLFIPTRLAZRELET. Shid, VIITRETSIPT RLAEXY hT—%
7,

interface Tunnell

nameif AZURE

ip address 192.168.100.1 255.255.255.252
tunnel source interface outside

tunnel destination A.A.A.A

tunnel mode 1ipsec 1ipv4d

tunnel protection ipsec profile AZURE-PROPOSAL
no shutdown

2. 77232 1BGPEEAL T, AzureTH A F IV IIN—FT AV IRBIIL— R EREL T,



2a.Azure TBGPIL—Z—MIP7 RLAZ B DT, FIEITERL EREZY NDO—045—KD
IADERERRLET, COFITIE 10.1.2.254 TT,

= VGW - Configuration

Wirtual network gateway

Lid

i * SKU B
Owverview
VpnGw
B Activity log
. Active-active mode
im Access control (JAM) tnabled Y
L 4 Tags

7% Diagnose and solve problems ¥| Configura BGP ASN

* Autonomous system number (ASN) @

65515

Settings

& Configuration

BGP peer IP address(es)
Connections 10.1.2.254

Point-to-site configuration

3.ASAT, VTINZRILAD10.1.22548 T ARXT AV IIN—RNERELET. COHITIE,
192.168.100.2FVTIEBRIL Y 7Y NHICH Y ET, ZTDOIPT RLAZEDFNAARH Y EE
AN, ASABRVTIA > R—T7 I A A%REIIN—REAARN—ILET,

route AZURE 10.1.2.254 255.255.255.255 192.168.100.2 1

4. RI\C, ASATBGPZRELXT, XY MT—7192.168.2.0/24FASAONERA > BZ—T T4 A
THY., V727 RICEEENDIL—BITT, &, AzureTEBRE N EZRY N —TIFASAICT
RNZAXENET,

router bgp 65000
bgp Tog-neighbor-changes
bgp graceful-restart
address-family ipv4 unicast
neighbor 10.1.2.254 remote-as 65515
neighbor 10.1.2.254 ebgp-multihop 255
neighbor 10.1.2.254 activate
network 192.168.2.0
network 192.168.100.0 mask 255.255.255.252
no auto-summary
no synchronization
exit-address-family



ATV 2ABTAVIIN—TFT AT EREL. ASALAzure DA TIL— N ZBHICREL K
Fo VIINRILZNL TAzZUureRY RO —JICRNT 71V VRFEFEITDELSICASAZRELERT

o

route AZURE 10.1.0.0 255.255.0.0 192.168.100.2 1

1. ATY TATHERLEO—AILRY ND—=9F—KJIA(4 %, NOZRIAVE—TIAALD
ASAL T T ZRY NOERILEETZDRYND—OUTEELET, RIZ. TAdd Additional Network
Spacesy 2023 TTL 74V ORZEBMLET,

HEsE
ARG
CCT, RENEEBICHELTVWACEZHERLET,

ATY 7 1: showcryptoikev2sa AN RZERTL T, IKEV2EY I VHFBEIEhTVWD L
ZHFALET,

<ffroot>

ciscoasa# show crypto ikev2 sa
IKEvV2 SAs:

Session-id:6, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
2006974029 B.B.B.B. /500 A.A.A.A/500
READY

INITIATOR

Encr: AES-CBC, keysize: 256, Hash: SHA96, DH Grp:2, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/4640 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x74e90416/0xbal7723a

AT Y 7 2show crypto ipsec sa ¥ > RZZEITL T, IPSec SAEXRTII—hEhTWB L%
WELET,

<tfroot>

ciscoasa# show crypto ipsec sa
interface: AZURE



Crypto map tag: __vti-crypto-map-3-0-1, seq num: 65280, local addr: B.B.B.B

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: A.A.A.A

#pkts encaps: 240,

#pkts encrypt: 240, #pkts digest: 240

#pkts decaps: 377

, #pkts decrypt: 377, #pkts verify: 377
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 240, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O
#send errors: 0, #recv errors: 0

Tocal crypto endpt.: B.B.B.B/500, remote crypto endpt.: A.A.A.A/500
path mtu 1500, ipsec overhead 78(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: BAl7723A

current inbound spi : 74E90416

inbound esp sas:

spi: O0x74E90416 (1961427990)
SA State: active

transform: esp-aes-256 esp-sha-256-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, }
slot: 0, conn_id: 1722, crypto-map: __vti-crypto-map-3-0-1
sa timing: remaining key lifetime (kB/sec): (3962863/24100)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:

spi: OxBA17723A (3122098746)
SA State: active

transform: esp-aes-256 esp-sha-256-hmac no compression

in use settings ={L2L, Tunnel, IKEv2, VTI, }

slot: 0, conn_id: 1722, crypto-map: __vti-crypto-map-3-0-1
sa timing: remaining key lifetime (kB/sec): (4008947/24100)
IV size: 16 bytes

replay detection support: Y



Anti replay bitmap:
0x00000000 0x00000001

ciscoasa#

ATYTIABRTAVIN—TFTA4 0% ERTEEHEEE. NORILBHATOBGPUE—KNIL—&
NDEHZE, ping® L VpingtcpAN REEFTL T, BGPELERIVRRAIMIY—ADL A
VIN—TFT A TELAVAEREBRE T D CEICRYERLET,

<#root>

ciscoasa#
ping 10.1.2. 254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.2.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/42/50 ms
ciscoasa#

ping tcp 10.1.2.254 179

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.1.2.254 port 179
from 192.168.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 41/42/42 ms
ciscoasa#

ATY7 4BGPZEATRHER. BCGPERKIIL— M ZEE N, AzureCASADIL—FT 12T F
—TINCT RNBAXEND L ZERELET,

<tfroot>

ciscoasa#

show bgp sumary

BGP router identifier 192.168.100.1, Tocal AS number 65000
BGP table version is 6, main routing table version 6

4 network entries using 800 bytes of memory

5 path entries using 400 bytes of memory



2/2 BGP path/bestpath attribute entries using 416 bytes of memory

1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory
BGP using 1640 total bytes of memory

BGP activity 14/10 prefixes, 17/12 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent  Tb1Ver
10.1.2.254 4 65515 73 60 6
01:02:26 3

ciscoasa#

show bgp nei ghbors 10.1.2. 254 routes

BGP table version is 6, local router ID is 192.168.100.1

Status codes: s suppressed, d damped, h history, *
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.1.0.0/16 10. 1. 2. 254 0 65515 i
* 192.168.100.0/30 10.1.2.254 0 65515 1
r> 192.168.100.1/32 10.1.2.254 0 65515 1

Total number of prefixes 3
ciscoasa#

show bgp nei ghbors 10.1.2. 254 advertised-routes

BGP table version is 6, local router ID is 192.168.100.1

Status codes: s suppressed, d damped, h history, *
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 192.168.2.0 0.0.0.0 0 32768
*> 192.168.100.0/30 0.0.0.0 0 32768

Total number of prefixes 2
ciscoasa#
ciscoasa#

show route

InQ OutQ Up/Down State/PfxRcd

valid, > best, i - internal,

<<< This is the virtual network def

valid, > best, i - internal,

<<< These are the routes being advert
<<



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
Gateway of last resort is 10.1.251.33 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via B.B.B.C, outside

B 10.1.0.0 255.255.0.0 [20/0] via 10.1.1.254, 01:03:33

S 10.1.2.254 255.255.255.255 [1/0] via 192.168.100.2, AZURE
C B.B.B.A 255.255.255.224 1is directly connected, outside

L B.B.B.B 255.255.255.255 is directly connected, outside

C 192.168.2.0 255.255.255.0 1is directly connected, inside

L 192.168.2.2 255.255.255.255 is directly connected, inside
C 192.168.100.0 255.255.255.252 is directly connected, AZURE
L 192.168.100.1 255.255.255.255 is directly connected, AZURE

ATY TSR ZILZNLTTINA RIZpingBEITLET, COHITIE, AzureTETE NS
Ubuntu VMT 9,

<#froot>

ciscoasa# p

ing 10.1.0.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.0.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/42/50 ms

ATY 7 6UE—NMOBMBIIL—RESTI<SRRLET, RICRITELSIC, ASAHN I ZTRIC
TRNZAXLIE)L—RERIBENBYVET,



Effective routes

scope
Metwork interface

Effective routes

4 Download T Refresh

o Showing only top 200 records, click Download above to see all.

Virtual machine (jyoungta-ubuntu-azure)

jyoungta-ubuntu-azurdse

Dashboard * Resource groups * CX-SecurityTLs-ResourceGroup * jyoungta-ubuntu-azure - Diagnose and solve problems » Effective routes

NZ7)L>a1—h

REOEZS, C

DERTE

SOURCE STATE ADDRESS PREFIXES NEXT HOP TYPE MNEXT HOP TYPE IP ADDRESS
Default Active 10.1.0.0/16 Virtual network -

Virtual network gateway Active 192.168.100.0/30 Virtual network gateway AAAA

Wirtual network gateway Active 192.168.100.1/32 Virtual network gateway AAAA

Virtual network gateway Active 192.168.2.0/24 Virtual network gateway AAAA

Default Active 0.0.0.0/0 Internet -

Default Active 10.0.0.0/8 MNone -

Default Active 100.64.00/10 Mone -

Default Active 172.16.00/12 None -

Default Active 192.168.0.0/16 Mone -

BIZRHEDRTTIN1—T 1V IBEREHIEEA,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



